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This document helps you get started with Hirschmann’s hosted
GateManager in relation to the GateManager Domain Administration.
This guide assumes that you have worked with the GateManager FREE
BASIC Starter Package and have ordered the GateManager PREMIUM
upgrade, and subsequently had your GateManager administrator
account upgraded with Domain Administration features.

This document does not explain all the features and possibilities of the
GateManager Domain Administrator, but only the more commonly used
features for administering SiteManagers and LinkManagers.

March 2016
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GateManager Administrator GUI FAQ

Q: Can any browser be used for accessing the GateManager
administrator GUI?

A: Almost. The GateManager administrator GUI is using advanced Java
script, which should be supported by most web browsers. We
recommend Google Chrome, Mozilla Firefox, Apple Safari (for Apple
0S). Microsoft Internet Explorer is not recommended due to slow and
flawed processing of Java script. How-ever, IE 9-11 should work, while
IE8 will not.

Q: Can | use my tablet or smart phone?

A: Yes. For Apple iPad and iPhone you may need to change your
Administrator account to use user name and password only, since it
may not be possible to store the x509 certificate onto the device. For
newer Android based devices such as Samsung, you can store the
certificate on the device. Note that drag and drop by default is disabled
when GateManager detects a browser on an Android or iOS platform in
order to prevent unintended reorganizing of contents. This can,
however, be enabled under the My Account menu and is stored in a
local cookie locally on the PC.

Q: Can | load the x509 certificate into my browser, so | do not have to
browse for it each time | login?

A: Yes. GateManager uses a cookie to remember which file was used
for the last login.

Q: Can GateManager administrators at the same level change or delete
each other’s accounts?

A: Yes. We have chosen to allow this by design, in order to let
administrators help each other in case a password is forgotten. If you
need to have an overall administrator, you can decide to create a sub-
domain structure in which you create additional administrator accounts,
and then have the initial administrator account in the “root-domain”.
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Q: | already have a GateManager FREE BASIC account. Do | need a
new login, for my PREMIUM account?

A: No, we will typically just upgrade your account profile on the server.
Next time you login you will notice that you have all the GateManager
Domain administrator features applicable to the GateManager
PREMIUM account.
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1 First time login to the GateManager WEB
GUI

When the administrator account was initially created for you, an email
was automatically sent to you. It would look like this:

HS O ¥ = GateManager X.509 Certificate for Rose on Hirschmann GateManager - Message (Plain Text) ? @ - x
EIl vessacE  Bluctooth
~ o~ = c o
- GRules- ¢ Find
Bagnore X (2 Q3 Fmeeing Vo @ y I oan Q
=R B OneNote ) Related -
S sunk- Delete Reply Reply Foniard B More- | gl Delete Create New Move Mark Cotegorize Follow  Tronste |~ " Zoom
Unread v Up~ -
Quick steps 5 Move Tags 5 Editing Zoom ~
Epires 2016/5721
“This is an update to an existing certificate, so just replace the old certificate file with the attached file, Rose.gmc. B
Follow this link to the GateManager administrator login screenfihttps://gatemanager.hirschmann.com/admin (or alternatively: https://193.242.155.140/admin). e
Itis recommended to bookmark this page in your browser. The - X
\ BT
GateManager has been verified to work with Internet Explorer 9 (IE8 also works), Google Chrome, Apple Safari, and Mozilla Firefox. ) e
Please ensure that your browser is up-to-date and has Javascript and TLS 1.0 enabled ifyou have problems connecting. =
——— Additional information
The certificate in this mail is issued to user "Rose" in domain " Hirschmann China® on server "Hirschmann GateManager”. §§ 2 BELEF

Hirschmann appliances, such as a SiteManager that should be administered by this account or by LinkManager users created by this account, should be configured with the following GateManager settings:

GateManager Address: 193.242.155.140
Domain Token: Demo.Hirschmann China -]

For more information please check www.hirschmann.com

LA E]s -av-umeuneco 20T
O If the account was defined to use two factor security with X509
certificate, the email will include the certificate as an attachment. Save

the certificate on your PC in the “My Documents” folder, for example.

® The email will include a link to the GateManager’'s DNS name
and/or IP address. Click the link to connect to the GateManager.
Bookmark the link in your browser.

© The email is sent with the GateManager server as sender, while the
name in the greetings section indicates the GateManager administrator
account that created your account. If you have not been notified about
the password associated with your account, you will need to contact this
person.

Follow the link in the email to open the GateManager login screen, and
browse for the certificate you just saved.
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() HIRSCHMANN

ug‘- GateManager

Administrator Login

o Certificate: | SEERE | FBEEALTY

¥ Remember Certificate
User name:
Password:

|'Login'l

Note: The GateManager administrator portal requires minimum MS
Internet Explorer 9, Apple Safari, Firefox or Google Chrome.

During your very first login, you will see an empty tree. You should
consider changing your password under My Account . Note that this will
make the GateManager server issue a new email with a new certificate.
Your existing certificate will subsequently be invalidated.

@ -

Vendor & 3| domains

® % GateManager

By default all items are displayed in the tree view.
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In order to hide items in the tree view, you can click on the icons
above the tree. When an icon has a blue background it means the item
is activated and the associated objects will be shown in the tree.

The icon mouse-over message will indicate the function of an item.

The settings of the icons will be saved in a cookie on your PC and your
tree-view will be restored when you login again.

This will allow you to customize your favorite view according to the
functions you use most often.

SR ESEHL e <

Q| [@|=| d&h
A
w7 Hirschmann China BRoALzC mm
T a Rose (Rose) Hide appliances.

i Domain
Double-click to show all appliances.

— ki, Rose LMM (Rose Aroersery Custon
— 5, Zhangmeng.Li@belden.com (Li Zhangmeng)
- 8 Zhangmeng.Li@belden.com (Li Zhangmeng)

. . D
- £ Zhangmeng.Li@belden.com (Li Zhangmeng) Doma
oma
321 i
B4 ' Test (LinkManager #46) Easys
e 1 Test (Hirschmann SiteManager Extended, 5 Agents #67) Data”
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2 SiteManager configuration backup

With GateManager you do not need to set up configuration backup.

When a change is made to the SiteManager configuration, the
GateManager server will automatically make a new backup of the
configuration.

You can view the configuration by placing the cursor on a SiteManager
and select the Backup tab:

{ Tree

e ELEL e L & = &7-siteManager [CNSUZIDT911]in g Hirschmann China

= ¥ Hirschmann Chinal[§

| Appliance Agents Alerts Actions Audit

— &, Rose (Rose)

- &, Rose LMM (Rose Andersen) G 3 backups
~ £, Zhangmeng.Li@belden.com (Li Zhangmeng) ate ze |Locl chic
£ zhangmeng.Li@belden.com (Li Zhangmeng) 2015-11-23 14:28:16 1891 = [ |
£ 7hangmeng.Li@belden.com (Li Zhangmen S M
“’1 s GmEnG) 2015-11-2314:03:171820 & A @A £ @
3! Test (LinkManager #46)
2015-11-2015:56:491833 & QA E £ @

S‘ Test (Hirschmann SiteManager Extended, 5 Agents #67)
- IQ“ Test (LinkManager #7¢)
3" Test (Hirschmann SiteManager Extended, 5 Agents #69)
B! Test (LinkManager Mobile #4f)

[ ! Test (Hirschmann SiteManager Extended. 5 Agents 376)
3" Test (LinkManager Mobile #7¢)
-3 " Test (LinkManager Mobile #7f)

IJ“ Test (LinkManager #7b)

4! Test (Hirschmann SiteManager Extended, 5 Agents #6a)
& & [GECKO-ECESSSE10826]

¥/ Reboot after restoring backup.

57 Full Access (SiteManager)
|- i3 Izm (SiteManager)

3% small panel (SiteManager)
- & Zhangmeng.Li@belden.com [CNSHATLT0462]

The GateManager will always store the 3 most recent configurations
and over-write the oldest. If you wish to maintain a particular
configuration, you can select the Lock function, which will prevent the
configuration from being overwritten.

A useful feature is that you can use the scales symbol to compare
differences between two configuration backups.

10 GateManager™ Premium
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3 Accessing the Web GUI of a SiteManager

A SiteManager that has not been managed via the GateManager
administrator GUI before will be marked with a red exclamation mark (!).
Before you can connect to the SiteManager’s web GUI you need to
attach it to the GateManager.

You can either right click the SiteManager and select Attach , or select
Attach here in the Appliance tab.

A E L &= = &-Site

l Appliance | Bacl

=+ =3 Hirschmann China
B[] company

7 LinkManagers Mame: SiteA
Printer GUI Product: SiteM
| Printing Access Serial: 3134
Created: 2012

|~ &, Rose (Rose Anderson )
|~ i, Rose LMM (Rose Andersen)
%, Zhangmeng.Li@belden.com (Li Zhangmeng)

Source TP: 1721

Firmware:  oper:

- ?; Zhangmeng.Li@belden.com (Li Zhangmeng)
..%Zhangmeng.i_i@beiden.com (Li Zhangmeng) e =H SteManager 6L
= update
- ap¥ [GECKO-ECE555E10826]
|- £33 aaaa () Last heartbeat:
L 537 bat () =
L &%3% standard Access () Deul port:
=B SiteManager [C} l"-%-'é’is}‘-iiél} UPLINK port:
— £23% Agent 3 (SiteManager) Uptime:
£537 Full Access (SiteManager) Dateftionss
L & zhangmeng.li@belden.com [CNSUZ1DT902] el o
Plugin:

Domain Token: ROOT

o " Attach here

The first time you select the SiteManager GUI button for a given device,
you will be met with a browser message saying that the certificate of the
website is insecure (wording will depend on the browser).

This is because the SiteManager certificate and the temporary IP
address to reach it, is not known by a public certificate authentication
service. You can, however, safely accept.

Safari can‘twerify the identity of the website *172.16.15,188",

- - The certificate for this website is invalid. You might be cannedting to

@ awehsite thatis pretending to be "172,16,15 1857, which could put
| your confidential information at risk. Would you like to connect to
the website amaway?

[ Continue ] [ Cancel I { Showe Certificate
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This will bring you to the configuration interface of the SiteManager.

() HIRSCHMANN wgg SiteManager Embedded

SETUP « GateManager Status Log « HELP
About

Hirschmann SiteManager Embedded for Windows - Setup Assistant

-

. GateManager: 193.242.155.140 Connected to 193.242.155.140:443 (LAN)

M

. Device Agents: 2up

W

. Chat / Scratchpad: Empty

You can open the Setup Assistant at any time by clicking on in the top menu.

Note: If you click on it shows specific help for the current configuration page.
Please consult the online help as your first step in solving setup problems.

Hint. Refer to the Hirschmann GateManager BASIC Guide for an introduction to
configuring SiteManager network settings and setting up Device Agents.

The guide can be downloaded from this location:
htt p: //wwv. hi r schmann. conl en/ QR/ SRA- Basi c- Set up- Gui de

12 GateManager™ Premium
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4 Accessing the Web GUI of a LinkManager

When a LinkManager is connected to the GateManager server, you will
see a number of things:

= | = Q - Test (LinkManager £46) - drag to join: 5]

2t EEELEe
=+ % Hirschmann China

l License Joined Domains Sessions Audit

I £ Rose (Rose)

— k& Rose LMM (Rose Andersen) License: LinkManager #46
1& Zhangmeng.Li@belden.com (Li Zhangmeng) ecrr n: Test
- 3 Zhangmeng.Li@belden.com (Li Zhangmeng) Floating: 0 free of 1

o A Zhangmeng.Li@belden.com (Li Zhangmeng)
| m1 Test (LinkManager #7¢)
- Ia1 Test (Hirschmann SiteManager Extended. 5 Agents #67)

pst ] lanacer #46)

q1 Test (LinkManager #7b)

Q‘ Test (Hirschmann SiteManager Extended. 5 Agents #6a)
- q" Test (Hirschmann SiteManager Extended, 5 Agents #69)
- a1 Test (LinkManager Mobile #4f)

a1 Test (Hirschmann SiteManager Extended, 5 Agents #76)

[} 1 Test (LinkManager Mobile #7e)

i 1 Test (LinkManager Mobile #7f)
¥ [GECKO-ECES55E10826]
E-v" SiteManager [CNSUZ1DT911]
&~ Zhangmenag.Li@belden.com [CNSHA1LT0462] o

O Firstly a License will be pulled from the LinkManager license pool.
The "progress bar" of the certificate icon will show with red, how many
licenses are left. If all licenses of the pool are used no other
LinkManager will be able to connect until the currently connected
LinkManager disconnects.

® The account icon of the connected LinkManager will get a light-
green background, which makes it easier to identify users that are
logged in.

© Simultaneously a "LinkManager appliance" icon will appear with a
laptop symbol with a green checkmark. In square brackets the Windows
computer name is shown.

Hint: Right-clicking and disabling and enabling the appliance will free the license
in case the user has forgotten to logout and is unintentionally blocking the
license.

O If the LinkManager user has logged in and also has connected to a
device via a SiteManager agent, a green lightning symbol will appear
over the SiteManager icon.

If you select the laptop icon, you will see the “LinkManager GUI” button

GateManager™ Premium 13
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Q| == &Y - Zhangmeng.Li@belden.com [CNSHA1LT0462] in & Hirschmann China

Er!w;ir;rhm?;ncrma | Appliance | Agents | alerts | actions | Audit _
= ose (Rose, =

_g Rose LMM (Rose Andersen) Active user: § Li Zhangmeng
S~ Fd Li@belden.com (Li Zh .
: Test (LinkManager £46
& h Ligbeiden.com (Ll Zh License: =] ( o }
| &8 zh Licheld: L
Bi Omi{LZ Name: Zhangmeng.Li@belden.com [CNSHALLT0462]
B4 Test (LinkManager #7¢) Product:  LinkManager 6046
—Eg Test (Hirschmann SiteManager Extended, 5 Agents #67) Serial: 4100EB002061-176953DADCAG
,a 1 Tast (LinkManager #46) Created: 2015-11-18 16:13

Source [P:  58.247.88.110

| 1 Test (LinkManager #7b)
Firmware: oper:\V6046_15462 vm:06/23/99

—Eq 1 Test (Hirschmann SiteManager Extended. 5 Agents #6a)

3! Test (Hirschmann SiteManager Extended. 5 Agents #69) |\ =% LinkManager GUI \I + | chat| [3XDisable | @ Delete | [ (= Ping
] 1 Test (LinkManager Mobile #4f)
,al Test (Hirschmann SiteManager Extended, 5 Agents #76) Last heartbeat: 2015-11-23 16:02:44 (4 minutes 16 seconds ago)  Next: 16:11:F
| 4" Test (LinkManager Mobile #7¢)
1 R ;. Devl port: 10.127.128.128/255.255.255.224
—E;i:’ Tg;éf(ﬁ:gss";sfl’;:::"e #1f UPLINK port: 10.127.128.175/255.255.255.224 (UP)
G- I ! Uptime: 1 day 9 hours 11 minutes

[ dg” SiteManager [CNSUZ1DT911]

Zhangmeng.Li@belden.com [CNSHATLT0462] Bty 2015:11.:23 15:09:42

GateManager Address: gatemanager.hirschmann.com

Custemer:
If you click it, it will warn you about the usual certificate issue, which you
can safely ignore and continue to the administrator interface of the
LinkManager. You will not be able to remote control the user console.
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5 Organize equipment in domains and provide
Link Manager access to specific equipment

One of the key features of the GateManager is the ability to create
domains for organizing equipment based on purpose, access level,
customer, location etc., and then create accounts for which
differentiated access to the various domains is defined.

If we take a look at our example we have the LinkManager user Rose
who, due to being created in the root domain ( Hirschmann China) , has
access to any device that may appear in this domain and any sub-
domain.

% Hirschmann China [BRONZE] { Account | Joined Domains | Audit

il
£ Rose LMM (Rose Andersen)

[ zhangmeng.Li@belden.com (Li Zhangmeng)
% Zhangmeng.Li@belden.com (Li Zhangmeng) Account Role LinkManager User
g Licbelden.com (Li ) Account Language: |English

Account Name:  Rese

3! Test (LinkManager #7¢) Description:
[ ! Test (Hirschmann SiteManager Extended, 5 Agents #67)

For this exercise we therefore want to do the following:

1. Create some domains, and move device agents configured on the
SiteManager “SiteA” into these domains.

2. Move LinkManager user “Rose” to a sub-domain and grant her
access to the agent “Printer Web GUI” only.

3. Create a new LinkManager user “Jeff”, who will have access to both
the agent “Printer Web GUI” and also the agent “Printer Print 9100”, but
he should not have access to the SiteManager itself.

5.1 Create new domains and move device agentstoth em

First we right click the root domain and select Create Subdomain.

GateManager™ Premium 15
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@ = ‘ﬁ - Hirschmann China

Domain Activity I Accounts I Licenses Appliances Alerts Actial
Messages T Relays I Reports l Audit

* Customer Domain Overview -- BRONZE

£\ Create Alert om (Li Zhangmeng| Domain name: Hirschmann China

{8 Create Action ) Domain token: DEMO . HIRSCHMANN CHINA §] [
ﬁ 1 Test (Hirschmann SiteManager Extended, EasyService Level: - W
| Data Traffic: 7047 KB

] 1 Test (LinkManager Mobile #7f)

We name the new domain “Printer GUI”

BextELEe

4= = gk - Printer GUI

q

- # Hirschmann China [ERONZE]
W Frintercui

-~ £ Rose (Rose Anderson )

- [ Rose LMM (Rose Andersen)

=P L om (Li 2

Accounts

Relays Reports

L@ Li com (Li Z
L& 7h

Li om (Li Z
=] 1 Test (LinkManager #7¢)

53 Test (LinkManager Mobile £7f)
B3 Test (LinkManager #7b)
- 1 Test (LinkManager #46)

= ﬁ 1 Test (Hirschmann SiteManager Extended,,

= Q 1 Test {Hirschmann SiteManager Extended,

Sub-

‘ | Accounts none| |Licenses none  Appliances none| |Agents none|

= Domain
Messages
‘ = Domain Overview
‘ Domain name: Printer GUI
Domain token: DEMO . HIRSCHMANN CHINA . PRINTER GUI E| .f

We use the same procedure to create the domain “Printing Access”

B E L4 e ¢

€| 4 = &h-Printing Access

& By Hirschmann China a Domain Activity Accounts Licenses Appliances. Alerts Actions
(1 Printer GUI
Messages Relays Reports Audit
£, Rose (Rose Anderson ) = =
£, Rose LMM (Rose Andersen) Domain Overview
h Lizheld: wi
&) Zhangmeng.LiZbelden.com (Li Zhangmeng) | Domain name: Printing Access
£ Zhangmeng Li@belden.com (Li Zhangmeng| Domain token: DEMO . HIRSCHMANN CHINA . PRINTING ACCESS ] @
ﬁ 1 Test {(Hirschmann SiteManager Extended.
= 1 Test (LinkManager £7¢) |Accounts none| |Licenses none | Appliances none | Agents none |Si|h— nu‘
[ " Test (Hirschmann SiteManager Extended, domiias, ™

We select the agent “Printer Web GUI” and while holding down the left
mouse button, we drag the agent to the domain “Printer GUI".
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FrriEaae < |

| 4 = d4-Hirschmann China

= Hirschmann China [ERONZE|

== Printer GUI
L 53 small panel (SiteManager)
(] Printing Access
£, Rose (Rose Anderson )
%, Rose LMM (Rose Andersen)

Domain I Activity ] Accounts I Licenses l Appliances ] Alerts Actions
Messages ] Relays l Reports I Audit

~ Customer Domain Overview -- BRONZE

h Liel .com (Li Z

| Domain name: Hirschmann China

com (Li

Domain token: DEMO . HIRSCHMANN CHINA E [

Ligl .com (Li

& [GECKO-ECE555E10826]

- & SiteManager [CNSUZ1DT911]
- &3 Full Access (siteManager)

3% Izm (siteManager)

& zhangmeng.Li@belden.com [CNSHATLT0462

Easyservice Level: ERONEE |

Vendor

Data Traffic: 7047 KB

Accounts  total on| Licenses total use |Appliances total on| Agentst
iDoma\'n i Hirschmann |secomea 101
Adminictrator SitalMananar linkMananar

We do the same for moving the agent to the domain “Printing Access”

% Hirschmann China [ERONZE|
=3 Printer GUI
L £33 small panel (SiteManager)
=1 Printing Access
L 337 Full Access (siteManager)
&, Rose (Rose Anderson )
4, Rose LMM (Rose Andersen)

Actions

~ Customer Domain Overview -- BRONZE

Domain name: Hirschmann China

] 1 com (Li Zh Domain token: DEMO . HIRSCHMANN CHINA ] @
£ 7h Li om (Li Zh EasyService Level: [ERONEE ¢
Zh Li com (Li Zh Data Traffic: 7047 K8
# [GECKO-ECES55E10826]
L+ dge” SiteManager [CNSUZ1DT911] 3
L g3 1zm (SiteManager) Accounts  totalon| |Licenses total use| Appliances total on
& Zhangmeng.Li@belden.com [CNSHATLT0462 Domain Hirschmann Secomea 1
Administrator SiteManager 5| LinkManager
LinkManager Extended, 5 SiteManager
Mobile Agents |6116 11

Notice that the SiteManager itself stays in the root domain.

5.2 Create a domain to hold LinkManager accounts

We right click the root domain and select Create Subdomain, and we
create a domain called “LinkManagers”

@\V E!g\lﬁiﬁ & O, & % dgh-LinkManagers
=% Hirschmann China [ERONZE| == 7 I e
=] Printer GUI Messages Relays Reports

L g3 small panel (SiteManager)
5 5 Printing Access
L &5 Full Access (SiteManager)
- £ Rose (Rose Anderson )
- &, Rose LMM (Rose Andersen)
—E§ zh Li@belden.com (Li
Zhangmeng.Lizbelden.com (Li Zhangmeng)
- hi Li@belden.com {Li Z
 4* [GECKO-ECESS5E10826]
5 4 SiteManager [CNSUZ1DT911]
L Izm (SiteManager)

GateManager™ Premium
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| Vendor 6
Logoff

‘ ~ Domain Overview

Domain name: LinkManagers
Domain token: DEMO . HIRSCHMANN CHINA . LINKMANAGERS E i

Accounts none| | Licenses none  Appliances none |Agents none| Sub-

. _no
domains

N .
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Now we select the account Rose, and while holding down the left mouse
button, we drag the account into the new domain.

B v e RELEe ¢ Q) 4|+ 8 -Rose - dragtojoin: |
=% '_'"“Chma"" Ch'"a_ = l Account Joined Domains Audit
[+ ) company

=3 LinkManagers

I & Rose (Rose Anderson ) =

& 55 Printer GUI Account Role: |
L £ Rose (Rose Anderson } Account Language: [E

(] Printing Access Dascription: ‘ |

Account Name:  Rose |

nager User v])®

- & Rose (Rose Anderson )

- £, Rose LMM (Rose Andersen)

-~ &, Zhangmeng.Li@belden.com (Li Zhangmeng
- g Zhangmeng.Li@belden.com (Li Zhangmeng

- [ zhangmeng.Li@belden.com (Li Zhangmeng'

53! Test (Hirschmann SiteManager Extended,

Group Member: |

We now need to ensure that a LinkManager license is available in the
domain “LinkManagers”. In our case we only have one “license pool”
called “Hirschmann China”, and which contains only one license.

We can choose to simply drag the license into the LinkManagers
domain. This, however, means that other LinkManager accounts that
potentially could be created in the root domain Hirschmann China will
not be able to use the license.

Therefore we leave the license in the root domain, and instead we “join”
the license to the LinkManagers domain.

We select the license, and we drag the icon on the right, into the domain
for which the license should be available:

[ coun | oo | Louot
vz BEhae < 0, & = B Test (Linkma =
[ M Hirschmann China [BRONZE

= LinkMamnagers
&7 zhangmeng.Lisbelden.com [CNSHAILT. Licenss:  LinkManager 27,
=+ Printer GUI Descripticn: Test
1 small panel (SiteManager) Floating: 1 fre
(= 1 Printing Access -
€55 Full Access (SiteManager) g

E — &, Rose (Rose Anderson )

- &, Rose LMM (Rose Andersen) )

— [ Zhangmeng.Ligbelden.com (Li Zhangmeng™"

License

Joined Domains } Sessi

Save ||

- ssr (LinkManadar £
[ Test (LinkManager Mobite 27¢)
-5 ! Test (Hirschmann SiteManager Extended,
5] 1 Test (Hirschmann SiteManager Extended,
3! Test (LinkManaaer Mobile #7h) L
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e [reepeagen

\§\'§ 5 \gﬂlﬂ B e < Q) «]= [ - Test (LinkManager #7¢) - drag to joim: 5]

= 3 isim o [icense Tmes comins T sessons | s

[ 43 LinkManagers -
License: LinkManager #7¢

Description: Test
Floating: 1freeof 1

Save || Cancel

eng.Li@belden.com [CNSHAILT

— & Zhangm
= =3 Printer GUI
L ¢25# small panel (SiteManager)
& £ Printing Access

| £53¥ Full Access (SiteManager)
- &, Rose (Rose Anderson )
- £, Rose LMM (Rose Andersen)

-] Li com (Li
=8 zn Lic om (Li
L& 7h Li com (Li ZI

- E2 1 Test (LinkManager #7¢)

Now the license can be used for LinkManager accounts in both the root
domain, and the domain “LinkManagers”.

We now want to create our LinkManager account “Jeff”.

We select the domain LinkManagers, right-click and select Create
Account.

(% B % 0 4 = []-Test(LinkManager #7¢) - drag to join: 5

- LinkManagers

|License:  LinkManager £7¢
Description: Test
Floating: 1 freecf1

| save || Cancel

|_EH Create Action
- L, Rose LMM (Rose Andersen)

= ] Li@belden.com (Li

L Li@belden.com (Li
& zh Li@belden.com (Li Zh.
B4 ! Test (LinkManager #7c)

|- ! Test (LinkManager Mobile #7e)

We fill in the minimum details for the account:
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[ e P [y

BT T QA % 8 -Newaccount]
1= % irscmann v [OREE
5 LinkManagers
% [New account] Person Name: [Jeff jensen |
1 n
3! Test (LinkManager #7¢) Email: Jeff@belden.com ]
¥ Zhangmeng.Li@belden.com [CNSHALT0462]
&3 Printer GUI Mobile:

L £ small panel (SiteManager) Person Info:
& Printing Access
L 37 Full Access (SiteManager)

- & Rose (Rose Anderson )
- & Rose LMM (Rose Andersen) Disabled: =] Auto-Disable: [Never v |y
- £ zhangmengLi@belden.com (Li Zhangmeng) Last Login:
) Zhangmeng Li@belden.com (Li Zhangmeng) Created: 2015-11-23
|- & Zhangmeng.Li@belden.com (Li Zhangmeng) Renewed:
-3 Test (LinkManager #7¢) Expires:
[ Test (LinkManager Mobile #7¢)
|- ! Test (Hirschmann SiteManager Extended, 5 Agents #67) [X:509 Certificate (with password) v |
- Test (Hirschmann SiteManager Extended, 5 Agents #69) Duration:
" Test (LinkManager Mobile 7f) Mal Template: |Use default v
|- " Test (LinkManager #46) L .
|3 ! Test (LinkManager #7b) A
[-E§ ! Test (Hirschmann SiteManager Extended, 5 Agents #6a) |
|5 ! Test (LinkManager Mobile #4f)
B ! Test (Hirschmann SiteManager Extended, 5 Agents #76)
& [GECKO-ECESS5E10826]

& siteManager [CNSUZIDT911]
L g% Izm (SiteManager)

Note: The password must be provided to the user verbally or in a
separate email.

5.3 Grant domain access to LinkManagers using “Join ed
Domains”

We select the account icon for Rose on the right and we drag it into the
domain that the account should have access to.

T
P BEL e A 4 =% & -Rose . dragwjoin; =
= % Hirschmann China [ERONZE '.| l Srcotnt
= =3 LinkManagers
|- B Jeff (Jeff jensen)

Rose {Rose Anderson )

Accourt Name: |Rose

Account Role: LinkManager User *| ¥
izbelden.com [CNSHAILT, Account Language: | English ¥
i Daseription: |

- Printing Access

| B Rose (Rose Anderson )

|- B, Rose LMM (Rose Andersen)
Lizbeldencom (Li

Group Member: [

& L com {Li
| = Lizheld izh
a‘ com (L Person Nama: Rose Anderson
| Test (k i ngmeng.Li
31 : i ! Email: Zhangmeng LiFbelden.com
| st (F .
{l Mohile:
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= N - | = | =

| B =8 Q| [« = £, - Rose - drag to join: 1

=+ Hirschmann China [ERONZE| | || Account | joined Domains | Audit
- =5 LinkManagers |

1 Jeff (Jeff jensen)

1 ﬁ:. Rose (Rose Anderson ) Account Name:  [Rose |
[ Test (LinkManager #7¢) AccountRole:  [LinkManager User 7|
& Zhangmeng.Li®belden.com [CNSHATLT Account Language: | English &

{ -3 Printer GUI Description:

(] | P \
537 small panel (SiteManager) P

#- ] Printing Access
. ~ £, Rose (Rose Anderson ) Group Member: | ¢

{1 | & Rose LMM (Rose Andersen)

L& zn Li@ ¥ i zh |
7% : :m::ligz: zgx :IL-: Person Name: [Rose Anderson |
- @ zn Ligbelden.com (Li Zh Emsie L Lizbelden.com ‘

We now select account “Jeff”, and do the same for his account. But for
Jeff we join him to both the “Printer GUI” and the “Printing Access”
domain.

Q| 4= 8K -leff - drag tojoin: &

I Account Joined Domains Audit

£ %5 Hirschmann China [ERONZE| 7

| £9 LinkManagers

|, Rose (Rose Anderson )

E@_ Jeff (Jeff jensen)

5" Test (LinkManager £7¢)

& zhangmeng.Li@belden.com [CNSHATLT |
£ Printer GUI

. Jeft (efT jensen,

| Rose (Rose Anderson )

Tet7 small pane
3 Printing Access

iteManager)

i o7 G
£ Rose (Rose Anderson )
i Rose LMM (Rose Andersen)

Account Name: | Jeff |

Account Role:

ager User v g
Account Language: |
Description: ‘ |

Group Member: | ¥

Person Name: |Jeff jensen |

Email: |Jeff@belden.com |

The end result is that when Rose logs in with her LinkManager, she will
be able to access the Printer GUI domain only and connect to the “Web

GUI” agent only:

(R) HIRSCHMANN

&% LinkManager

[ tegout ||

Services ‘ ‘

GM Login | ‘ Sniffer | | Chat ‘ ‘ Refresh

Lit .com: ROOT.Demo.Hil China.Printer GUI

B4 ROOT.Demo.Hirschmann China
4, LinkManagers

GateManager™ Premium
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And when Jeff logs in, he has access to both domains and subsequently
both agents:

(R HIRSCHMANN &% LinkManager

Logout Services || GMLogin | sniffer Chat Refresh

Zhangmeng.Li@belden.com: ROOT.Demo.Hirschmann China.Printing Access

Bl oot et dipe 7 Full accssGsittanager)
|8 Printer GUI
Show all | Refresh
| Showall || Refresh
™ :
22 GateManager ™ Premium
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6 Understanding Audit logs

All the actions on the SiteManager we made in the previous sections are
logged on the GateManager.

It does, however, require some explanation to understand what is
logged where.

For instance we want to check what devices Jeff has connected to
recently.

If we look at Jeff's account we see what events have occurred on Jeff's
account, and not what Jeff has done.

Il

il 1-"’;\‘T‘-glg1!|§l\. Q| |4 = & -Rose - drag to join:

\I:\ [} ‘Thlsmunm v

(=3 LinkManagers

5, Jeff (Jeff jensen)

& Rose (Rose Anderson )
[ ! Test (LinkManager #7¢)
& ¥ Zhangmeng.Li@belden.com [CNSHAILT
[ (] Printer GUI

- ] Printing Access

- & Rose (Rose Anderson )

L Q Rﬂse LMM {Rose Andersen)

Create account
Edit account

Edit account . 1
Join account LinkManagers 1
Join account Printer GUI 1

Hirschmann ChinallLi Zhangmeng
Hirschmann Chinalli Zhangmeng
Hirschmann ChinafFriedrich Haussmanr
Hirschmann Chinalgi Zhangmeng

Hirschmann Chinal i Zhangmeng

=

ey

i e B R 5 2
i com (Li Z

i L 3 hi Li com (Li Z

4 @ Li om (Li zh

—Eﬁ T Tast {Hirschmann SiteManager Extended.

i

—Eﬂ 1 Test (Hirschmann SiteManager Extended,

B

So what we should look at instead is Jeff's LinkManager appliance
object, which represents the specific PC on which Jeff's account has
been activated:

i u\\‘%\&"@l\ﬂ\\ﬁ"&hﬂ O, 4 = & -Rose-drag tojoin:

[

i | B % Hirschmann China [ERONZE| 7=
Thls month

=

- & LinkManagers
5, Jeff (Jeff jensen)
& Rose (Rose Anderson )

3! Test (LinkManager #7¢)
& Zhangmeng_Li@belden.com [CNSHATLT
#- [ Printer GUI
¢ [_] Printing Access
- & Rose (Rose Anderson )
- & Rose LMM (Ruse Andersen)

il &z com (Li
i i Li com (Li
L _a-’,._ Libelden.com (Li Z

-3 ! Test (Hirschmann SiteManager Extended.
= 1 Test (Hirschmann SiteManager Extended,

=

=

The reason for this is that Jeff's account could be installed on different

Hirschmann China Li Zhangmeng
Hirschmann China Li Zhangmeng
Hirschmann China Friedrich Haussmannf
Hirschmann China Li Zhangmeng
Hirschmann China Li Zhangmeng
Hirschmann China Li Zhangmeng

Create account
Edit account . i
Edit account . 1
bioin account LinkManagers 1
Poin account Printer GUI. T
Renew certificate . 2

PCs that are operated by different people.
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7 Working with Alerts

7.1 Generally about Alerts

Alerts can be used to submit an alert to a specific email address.

Alert processing depends on the GateManager connection to the
SiteManager being available or not.

Alerts that are associated with the SiteManager itself, such as an
"Appliance Disconnect" alert, will only be triggered based on the

following criteria:

1. If the next expected heartbeat does not arrive (default up to 10

minutes), or...

2. If the SiteManager has sent an off-line heartbeat, and has not
reconnected within 2 minutes (offline heartbeats are generated
based on a controlled reboot/reconnect activated from the local
SiteManager web menu or an applied GateManager reboot
action, or as a result of an automatic reboot in conjunction with

a firmware upgrade).

If a SiteManager is disconnected, and has Disconnect alerts associated
with devices controlled by the SiteManager (such as a SiteManager
agents), the alerts for these devices will be triggered based on the
above two criteria also. Note that the devices may in fact be connected
locally at the remote site, but since the GateManager cannot determine
the cause for the general disconnect, it has no other choice than to

trigger the device alerts also.

Alerts are created by right clicking the domain where the alert should be

created.

£ # Hirschmann China [B
B} £7 company
gl Parent Domain

EHES collapse
': &k Create Subdomain
&

3, Create Account

Ll Create Alert i}

— sl Create Action

24

n (Li Zhangmeng
- = . |
— 5 Zhangmeng.Li@belden.com (Li Zhangmeng

B Fhanamana tiAhaldan cam (1 ZThanamana!

4=

= Q - [New alert]

Selected Pending Audit
Alert Name: [New alert]
Apply to: Selected v || Any v| in i_'l'h_i-s domain
Trigger on: Apbliance v || Disconnect v | after |0

Send to: Zhangmeng.LiZbelden.com
Alert Template: | Default v

A Taer
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7.2 Example of a CONNECTED Alert for selected
appliances

This example illustrates creation of an Alert that is triggered when
certain appliances connect.

Create the Alert definition as follows:

| ey v | At | Lt
|§\ < lg”@ﬂg §|J ] Q| = £1 - connect

£ £ company |

W 5. connect | | -

] LinkManagers Alert Name: connect ‘ ?
[;‘ Pinter 6Ll Apply to: I | Selected v || Any v | in | This domain v
(] Printing Access R - = e
~ &, Rose (Rose Anderson ) Trigger on: | Appliance v || Disconnect v | after 0 | seconds
g““‘e LMM (Rose Andersen) Send to: |zhangmeng.Li#belden.com | @
Zh Li@belden.com (Li Zh | )
& 7h Liobeldeiioom i 2h i Alert Templats: | Default

Now click the Selected TAB and checkmark the appliances that should
have this alert associated.

Q| |« = £\ - connect

S j [ |
company

&Y Zhangmeng.Li@belden.com [CNSHATLT

Selected
53 Full Access (SiteManager)
%57 small panel (SiteManager)
k7 LinkManagers

4 Jeff (Jeff jensen)

2515 11-
C4A81DF430F9- )\
" Rose (Rose Anderson ) @ {E,VFuH Access (SiteManager) W5yXZDLCIUgh#AL 2 17 o 180.175.182.37
3! Test (LinkManager #7¢) 2015-11-
- Printer GUI | &3¥ small panel (SiteManager) ﬁgﬁgﬁg‘ﬁ:‘}m 3 180.,175.182.37
t (. Jeff (eff jensen) 17:09:31
. Rose (Rose Anderson ) 2015-11-
£ 55 Printing Access ] &Y zhangmeng.Li@belden.com [CNSHALLTD452] ‘;;gggggﬁglﬁ' 3 58.247.88.110
L1 Jeff (Jeff jensen) 17:14:37

& Rose (Rose Anderson ) <
i &, Rose LMM (Rose Andersen)

— 1 Zhangmeng.Li@belden.com (Li Zhangmeng, ™
'

i 3

(R) HIRSCHMANN w& GateManager

NOTE: Combining the “Apply to” and “Trigger on” option should cover
most of the needs for an Alert.
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8 Working with Actions

With Actions you can perform firmware upgrades, restore configuration
backups or parts of configurations and/or rebooting appliances.

An Action is only performed on selected appliances so there is no
danger of creating a firmware upgrade action. You cannot break
anything by applying a wrong firmware to a SiteManager.

A SiteManager will not be upgraded before the appliance is selected.
However you can combine Actions and Alerts (see next section).

To create an Action, remember to select the Actions Icon at the top to
make Actions visible in the tree view. Right click on the domain where
the action should be created.

| Tree My Account | About | Logoff

FE T W

Domain Activity Accounts Licenses Appliances Alerts Actions

Messages Relays Reports Audit

h.com [CNSHAILT
ger)
lgen)
Create Account Domain name: company

Ste Alort Domain token: DEMO . HIRSCHMANN CHINA . COMPANY El .3
B3 Create Action

Ty Test{LinkManager#7c) Accounts none| |Licenses none|  Appliances total on| |Agents total on| |Sub-
BN Fripten Gl Secomea ;4| |vender 2 2 |domai
1 Jeff (Jeff jensen) LinkManager N
Rose (Rose Anderson )
£} &3 Printing Access
L Jeff (Jeff jensen)

|T2 Collapse

Domain Overview
L-%Create Subdomain

3

- &, Rose (Rose Anderson )
— ki Rose LMM (Rose Andersen)
£ Zhangmeng.Li®belden.com (Li Zhangmeng, ™
»

- {R) HIRSCHMANN == GateManaaer

8.1 Upgrade firmware on multiple appliances:

Create an Action for SiteManagers and select the firmware to upgrade
with:
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i - update firmware

S Hircmasn i i [rcton T stecet omtances | rencing | s |
- =5 company i
£1 connect s -
action Name: |update firmware e
Apply to: | TrustGate vI Any model v | I
)

% Full Access (SiteManager)
%7 small panel (SiteManager)
-] LinkManagers
EE Jeff (Jeff jensen)

Command: | Upgrade Firmware and Reboot v I Release 15.1 v | I

&Y Zhangmeng.Li@belden.com [CNSHATLT,
When: Immediately v

" Rose (Rose Anderson ) . . -
Disabled: [w] Delete when done: | Keep apps selected: |

G 1 Test (LinkManager #7¢)

- =5 Printer GUI Description:
Jeff (Jeff jensen)
Rose (Rose Anderson ) |
5} =5 Printing Access =
L[ Jeff (Jeff jensen) Last Executed:
- £ Rose (Rose Anderson ) Executed actions: 0

» Save | [ Cancel

_ (/) HIRSCHMANN wjy GateManager

Now click the Selected Appliances tab and select the appliances you
want to upgrade.

[ Account. | about |
update firmware
% Hirschmann China [ERONZE 2l | n_ | selected Appliances| | pending | Audit
5 company

£ connect Selected 1 of 1 appliance ¢

o
e I I -

 Zhanamens.i@belien o (CNSHALLTO462] HOEROEL 20S1L2 sg 0y gaano TN

& Zhangmeng.Li®belden.com [CNSHA1LT0462]
3 Full Access (SiteManager)
37 small panel (SiteManager)
3 LinkManagers
1, Jeff eff jensen)
© Rose (Rose Anderson )
5" Test (LinkManager #7¢)
=3 Printer GUI
Jeff (Jeff jensen)
Rose (Rose Anderson )
&5 Printing Access
L (. Jeff eff jensen)
- & Rose (Rose Anderson )
- {4 Rose LMM (Rose Andersen)
- £ Zhangmeng.Li@belden.com (Li Zhangmeng)

Press the Save Changes icon to execute the action.

Appliances that are currently not connected will automatically be
upgraded the next time they come online.
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9 Combining Alerts and Actions

It is possible to create an Alert that triggers an Action.

Example: the next time a SiteManager appliance connects to the
GateManager it should get a new GateManager address, automatically
reboot and subsequently connect to another GateManager. This is
useful when migrating from one GateManager to another.

Example: When a new SiteManager appliance appears in a domain it
should be configured with a special configuration profile (e.g. a special
Agent definitions on a SiteManager).

Note: that you cannot append a single Agent to the existing table. A
configuration profile will always overwrite the entire section (e.g. the
Agent list)
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10 Working with the Replace Appliance
function

If you have a SiteManager appliance that needs to be replaced for any
reason, you just use the Replace function in GateManager.

The Replace function will restore the configuration from the old
appliance to the new one.

All settings will be restored including Agents, passwords and
certificates. The old and the new appliances do not have to be the same
model.

The Replace button will only show on failed units (marked with a red
Cross):

I. Tree My Account | About | Logoff J

%)% =R 5 A 66 @ || = | &%-T661_C0in g} Company
B-55 Company
B (] officea
2] officed
(] officec
~ (] OfficeD

Appliance | Backups | Alerts | Actions | Andit l

&
Hame: TG61_CO

Product:  TrustGate 61

Serialk: 00:00:89:17:3D:C0

Created:  2012-02-03 16:43

Source IP:  172.16.15.1

Firmware: oper:V1061 10486 bios:11/05/08 | Upgrade

[SXpisable ] (@ Delete] |[4G Reploce |

Last heartbeat: 2012-03-20 00:26:03 (190 days 18 hours 58 minutes ago)
Date/time: 2012-03-20 00:23:12

Uptime: 10 days 7 hours & minutes

WAN port: 172.16.15.27/255.255.255.0 (UR)

LAN port: 172.162.5.1/255.255.255.0

AUX port: 12.0.1.1/255.255.255.0

GateManager Address: 130.226.210.167

Plugin: Secomea Trust@ate v. 5.0 + Generic TrustGate v. 5.0

(R HIRSCHMANN =3 GateManager

Select the failed appliance in the tree view and press the Replace
button. A Wizard will guide you through the replacement procedure.
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Appendix A: Supplementary publications

This document is kept updated at this location:

http://wwmv. hi rschnmann. coni en/ QR/ SRA- Pr eni um Set up- Gui de

This document assumes you had performed the steps of the
GateManager FREE BASIC guide and is therefore a natural extension
to the guide found here:

htt p://ww. hi r schmann. conl en/ QR/ SRA- Basi c- Set up- Gui de
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Appendix B: Third-Party Software

The software solution uses open source software originated from third
parties that is subject to their respective licenses.

Firmware/Software for SiteManager, LinkManager and GateManager

(NOTE: The list below represents a common denominator for all product
categories. Each of the products contains only a subset of these
software components)

Linux - http://www.kernel.org
Apache httpd - http://httpd.apache.org
OpenSSL - http://www.openssl.org
mod_ssl - http://www.modssl.org

axTLS (originating from BSD) - http://axtls.sourceforge.net

busybox - http://www.busybox.net
tinylogin - http://tinylogin.busybox.net
ISC DHCP - http://www.isc.org/software/dhcp
DNRD - http://dnrd.sourceforge.net/
ethtool - http://freshmeat.net/projects/ethtool
expat - http://expat.sourceforge.net
FreeS/IWAN — http://www.freeswan.org
hping — http://www.hping.org
hwclock — http://freshmeat.net/projects/hwclock
iproute2 — http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
traceroute — http://www.linuxfoundation.org/collaborate/workgroups/networking/traceroute
bridge-utils —  http://www.linuxfoundation.org/collaborate/workgroups/networking/bridge
vconfig - http://www.candelatech.com/~greear/vlan.html
iptables — http://www.netffilter.org
OSSP mm - http://www.ossp.org/pka/lib/mm
Net-SNMP - http://net-snmp.sourceforge.net
ntpdate - http://www.eecis.udel.edu/~mills/ntp/html/index.html
pppd - http://freshmeat.net/projects/pppd
RP-PPPoE - http://www.roaringpenguin.com/products/pppoe
e2compr - http://e2compr.sourceforge.net
lilo - http://freshmeat.net/projects/lilo
U-Boot - http://www.denx.de/wiki/U-Boot
Im_sensors http://www.Im-sensors.org
pcmcia_cs - http://pcmcia-cs.sourceforge.net
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ez-ipupdate - http://ez-ipupdate.com

OpenlX - http://openix.sourceforge.net
FreeRADIUS - http://freeradius.org
ser2net - http://sourceforge.net/projects/ser2net
Squid - http://www.squid-cache.org
glibc - http://www.gnu.org/software/libc
libGD - http://www.libgd.org
uClibc - http://www.uclibc.org
SquashFS - http://squashfs.sourceforge.net
UnionFS - http://www.fsl.cs.sunysb.edu/project-unionfs.html
VirtualBox - http://www.virtualbox.org
SDL - http://www.libsdl.org
comOcom - http://comOcom.sourceforge.net
gSOAP - http://gsoap2.sourceforge.net
NSIS - http://nsis.sourceforge.net
AES crypto routines - http://www.gladman.me.uk/
Cntlm - http://cntim.sourceforge.net/

wcecompat (SM-E for WinCE only) — http://wcecompat.sourceforge.net
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Appendix C: Further Support

m Technical Questions

For technical questions, please contact any Hirschmann dealer in your
area or Hirschmann directly.

You will find the addresses of our partners on the Internet at
http://www.hirschmann.com

Contact our support at

https://hirschmann-support.belden.eu.com

You can contact us in the EMEA region at

> Tel.: +49 (0)1805 14-1538
» E-mail: hac.support@belden.com

in the America region at

b Tel.: +1 (717) 217-2270
» E-mail: inet-support@belden.com

in the Asia-Pacific region at

> Tel.: +65 68549860
» E-mail: inet-ap@belden.com

m Hirschmann Competence Center

The Hirschmann Competence Center is ahead of its competitors:

» Consulting incorporates comprehensive technical advice, from
system evaluation through network planning to project planning.

» Training offers you an introduction to the basics, product briefing and
user training with certification.

» The current training courses for technology and products can be
found at http://www.hicomcenter.com

» Support ranges from the first installation through the standby service
to maintenance concepts.

With the Hirschmann Competence Center, you have decided against
making any compromises. Our client-customized package leaves you
free to choose the service components you want to use.

Internet: http://www.hicomcenter.com
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