() HIRSCHMANN

A BELDEN BRAND

Reference Manual

Command Line Interface (CLI)
HIOS (Global Overview)

RM CLI Overview HiOS Technical Support
Release 10.0 08/2024 https://hirschmann-support.belden.eu.com



The naming of copyrighted trademarks in this manual, even when not specially indicated, should not be taken to mean that these names may
be considered as free in the sense of the trademark and tradename protection law and hence that they may be freely used by anyone.

© 2024 Hirschmann Automation and Control GmbH

Manuals and software are protected by copyright. All rights reserved. The copying, reproduction, translation, conversion into any electronic
medium or machine scannable form is not permitted, either in whole or in part. An exception is the preparation of a backup copy of the software
for your own use.

The performance features described here are binding only if they have been expressly agreed when the contract was made. This document
was produced by Hirschmann Automation and Control GmbH according to the best of the company's knowledge. Hirschmann reserves the
right to change the contents of this document without prior notice. Hirschmann can give no guarantee in respect of the correctness or accuracy
of the information in this document.

Hirschmann can accept no responsibility for damages, resulting from the use of the network components or the associated operating software.
In addition, we refer to the conditions of use specified in the license contract.

You can get the latest version of this manual on the Internet at the Hirschmann product site (www.hirschmann.com).
Hirschmann Automation and Control GmbH
Stuttgarter Str. 45-51

72654 Neckartenzlingen
Germany

Rel. 10.0 - 08/2024 — 04.08.2024



Contents

Contents
Safety instructions 44
First login (Password change) 45
About this Manual 46
1 Address Conflict Detection (ACD) 47
1.1  address-conflict 47
1.1.1 address-conflict operation 47
1.1.2 address-conflict detection-mode a7
1.1.3 address-conflict detection-ongoing a7
1.1.4 address-conflict delay a7
1.1.5 address-conflict release-delay a7
1.1.6 address-conflict max-protection 48
1.1.7 address-conflict protect-interval 48
1.1.8 address-conflict trap-status 48
1.1.9 address-conflict routing trap 48
1.1.10 address-conflict routing probe 48
1.1.11 address-conflict routing clear 48
1.2 mac-address-conflict 48
1.2.1 mac-address-conflict operation 49
1.3 show 49
1.3.1 show address-conflict global 49
1.3.2 show address-conflict detected 49
1.3.3 show address-conflict fault-state 49
1.3.4 show address-conflict routing 49
1.3.5 show mac-address-conflict global 49
2 Access Control List (ACL) 50
2.1 mac 50
2.1.1 mac access-list extended name 50
2.1.2 mac access-list extended rename 51
2.1.3 mac access-list extended del 51
2.1.4 mac access-group name 51
2.1.5 mac access-group del 52
2.2 mac 52
2.2.1 mac access-list extended name 52
2.2.2 mac access-list extended rename 53
2.2.3 mac access-list extended del 53
2.2.4 mac access-group name 54
2.2.5 mac access-group del 54
2.3 mac 54
2.3.1 mac access-group name 54
2.3.2 mac access-group del 55
24 mac 55
2.4.1 mac access-group name 55
2.4.2 mac access-group del 55
25 ip 56
2.5.1 ip access-list extended name 56
2.5.2 ip access-list extended rename 60
2.5.3 ip access-list extended del 60
2.5.4 ip access-group name 60
2.5.5 ip access-group del 61
26 ip 61
2.6.1 ip access-group name 61
2.6.2 ip access-group del 61
2.7 show 62
2.7.1 show access-list global 62
RM CLI Overview HiOS 3

Release 10.0 08/2024



Contents

2.7.2 show access-list mac 62
2.7.3 show access-list ip 62
2.7.4 show access-list assignment ip 62
2.7.5 show access-list assignment mac 62
3 Application Lists 63
3.1 appllists 63
3.1.1 appllists set-authlist 63
3.1.2 appllists enable 63
3.1.3 appllists disable 63
3.2 show 63
3.2.1 show appllists 63
4 Application Rule 64
4.1 application-rule 64
4.1.1 application-rule add 64
4.1.2 application-rule modify 64
4.1.3 application-rule delete 64
4.2 show 65
4.2.1 show application-rule list 65
5 Authentication Lists 66
5.1 authlists 66
5.1.1 authlists add 66
5.1.2 authlists delete 66
5.1.3 authlists set-policy 66
5.1.4 authlists enable 66
5.1.5 authlists disable 67
5.2 show 67
5.2.1 show authlists 67
6 Auto Disable 68
6.1 auto-disable 68
6.1.1 auto-disable reason 68
6.2 auto-disable 68
6.2.1 auto-disable timer 68
6.2.2 auto-disable reset 68
6.3 show 69
6.3.1 show auto-disable brief 69
6.3.2 show auto-disable reasons 69
7 Cabletest 70
7.1 cable-test 70
7.1.1 cable-test 70
8 Class Of Service 71
8.1 classofservice 71
8.1.1 classofservice ip-dscp-mapping 71
8.1.2 classofservice dotlp-mapping 72
8.2 classofservice 72
8.2.1 classofservice trust 72
8.3 cos-queue 73
8.3.1 cos-queue strict 73
8.3.2 cos-queue weighted 73
8.3.3 cos-queue max-bandwidth 73
8.3.4 cos-queue min-bandwidth 73
8.4 show 73
8.4.1 show classofservice ip-dscp-mapping 73
8.4.2 show classofservice dotlp-mapping 73
4 RM CLI Overview HiOS

Release 10.0 08/2024



Contents

9.2

9.3

9.4

10
10.1

10.2

11
111

11.2

12
121

12.2

show classofservice trust

8.4.3
8.4.4 show cos-queue

Command Line Interface (CLI)

cli serial-timeout

cli prompt

cli numlines

cli banner operation
cli banner text

w ©OoOOo

show cli global
show cli command-tree

ing

NS OAWNER

g ©o

wQ NG RPiRRRE

logging cli-command

on ©
-
RS B

show logging cli-command

Clock

clock

10.1.1 clock set

10.1.2 clock timezone offset

10.1.3 clock timezone zone

10.1.4 clock summer-time mode

10.1.5 clock summer-time recurring start
10.1.6 clock summer-time recurring end
10.1.7 clock summer-time zone

show
10.2.1 show clock

Central Mirroring

port-redirect
11.1.1 port-redirect destination-port
11.1.2 port-redirect source-port-list destination-port

show
11.2.1 show port-redirect

Configuration

save
12.1.1 save profile

config

12.2.1 config watchdog admin-state
12.2.2 config watchdog timeout

12.2.3 config encryption password set
12.2.4 config encryption password clear
12.2.5 config envm choose-active

12.2.6 config envm log-device

12.2.7 config envm auto-update

12.2.8 config envm sshkey-auto-update
12.2.9 config envm config-save
12.2.10config envm load-priority
12.2.11config envm usb-compatibility
12.2.12config profile select

12.2.13config profile delete

12.2.14config fingerprint verify nvm profile
12.2.15config fingerprint verify nvm num
12.2.16config fingerprint verify envm profile
12.2.17config fingerprint verify envm num
12.2.18config remote-backup operation
12.2.19config remote-backup destination
12.2.20config remote-backup username
12.2.21config remote-backup password

RM CLI Overview HiOS
Release 10.0 08/2024

74
74

75

75
75
75
75
75
75

76

76

76
76

76
76

77

77
77
77

77
77
78
78

79
79

80

80
80
80

80
80



Contents

12.3

12.4

125

12.6

12.7

13
131

13.2

13.3

13.4

135

copy
12.3.1 copy sysinfo system envm

12.3.2 copy sysinfoall system envm
12.3.3 copy firmware envm

12.3.4 copy firmware remote

12.3.5 copy config running-config nvm
12.3.6 copy config running-config remote
12.3.7 copy config nvm

12.3.8 copy config nvm running-config
12.3.9 copy config nvm remote
12.3.10copy config envm

12.3.11copy config remote
12.3.12copy sfp-white-list remote
12.3.13copy sfp-white-list envm

clear

12.4.1 clear config
12.4.2 clear factory
12.4.3 clear sfp-white-list

show
12.5.1 show running-config xml
12.5.2 show running-config script

show

12.6.1 show config envm settings

12.6.2 show config envm properties
12.6.3 show config envm active

12.6.4 show config envm usbh-compatibility
12.6.5 show config watchdog

12.6.6 show config encryption

12.6.7 show config profiles

12.6.8 show config status

12.6.9 show config remote-backup

swap
12.7.1 swap firmware system backup

Dynamic ARP Inspection

Ip

13.1.1 ip arp-inspection verify src-mac

13.1.2 ip arp-inspection verify dst-mac

13.1.3 ip arp-inspection verify ip

13.1.4 ip arp-inspection access-list add
13.1.5 ip arp-inspection access-list delete
13.1.6 ip arp-inspection access-list mode
13.1.7 ip arp-inspection access-list rule add
13.1.8 ip arp-inspection access-list rule delete
13.1.9 ip arp-inspection access-list rule mode
clear

13.2.1 clear ip arp-inspection statistics

ip

13.3.1 ip arp-inspection mode

13.3.2 ip arp-inspection log

13.3.3 ip arp-inspection bind-check

13.3.4 ip arp-inspection access-list strict
13.3.5 ip arp-inspection access-list assign

3.4.1 ip arp-inspection trust
3.4.2 ip arp-inspection auto-disable
3.4.3 ip arp-inspection limit

show

13.5.1 show ip arp-inspection global

13.5.2 show ip arp-inspection statistics dropped
13.5.3 show ip arp-inspection statistics forwarded
13.5.4 show ip arp-inspection access-list names
13.5.5 show ip arp-inspection access-list rules
13.5.6 show ip arp-inspection interfaces

85
85
85
85
85
85
85
86
86
86
86
86
87
87

87
87
87
87

87
87
88

88
88
88
88
88
88
88
88
89
89

89
89

RM CLI Overview HiOS
Release 10.0 08/2024



Contents

14
141

14.2

14.3

15
151

15.2

15.3

16
16.1

13.5.7 show ip arp-inspection vlan

Debugging

debug

14.1.1 debug tcpdump help

14.1.2 debug tcpdump start cpu
14.1.3 debug tcpdump stop

14.1.4 debug tcpdump filter show
14.1.5 debug tcpdump filter list
14.1.6 debug tcpdump filter delete
14.1.7 debug stppkttrace

14.1.8 debug support-mode operation

show

14.2.1 show debug developer-log
14.2.2 show debug logic-modules
14.2.3 show debug stppkttrace

copy

14.3.1 copy tcpdumpcap nvm envm
14.3.2 copy tcpdumpcap nvm remote
14.3.3 copy tcpdumpfilter remote
14.3.4 copy tcpdumpfilter envm
14.3.5 copy tcpdumpfilter nvm

Device Monitoring

device-status

15.1.1 device-status monitor link-failure
15.1.2 device-status monitor temperature
15.1.3 device-status monitor module-removal
15.1.4 device-status monitor fan-failure

1.5 device-status monitor envm-removal
1.6 device-status monitor envm-not-in-sync
1.7 device-status monitor ring-redundancy
1.8 device-status monitor humidity

1.9 device-status monitor power-status
1.10device-status monitor power-supply
15.1.11device-status monitor stp-blocking
15.1.12device-status monitor stp-blocking
15.1.13device-status trap
15.1.14device-status module
15.1.15device-status fan-module

15.
15.
15.
15.
15.
15.

device-status
15.2.1 device-status link-alarm

show

15.3.1 show device-status monitor
15.3.2 show device-status state
15.3.3 show device-status trap

15.3.4 show device-status events
15.3.5 show device-status link-alarm
15.3.6 show device-status module
15.3.7 show device-status fan-module
15.3.8 show device-status all

Device Security

security-status

16.1.1 security-status monitor pwd-change
16.1.2 security-status monitor pwd-min-length
16.1.3 security-status monitor pwd-policy-config

16.1.4 security-status monitor pwd-str-not-config
16.1.5 security-status monitor pwd-policy-inactive
16.1.6 security-status monitor bypass-pwd-strength

16.1.7 security-status monitor telnet-enabled
16.1.8 security-status monitor http-enabled
16.1.9 security-status monitor snmp-unsecure
16.1.10security-status monitor snmp-unsecure
16.1.11security-status monitor sysmon-enabled

RM CLI Overview HiOS
Release 10.0 08/2024

94

95

95
95
95
95
95
95
95
95
96

96
96
96
96

96
96
96
97
97
97

o8

98
98
98
98
98
98
99
99
99
99
99
100
100
100
100
101

101
101

101
101
101
101
101
102
102
102
102

103

103
103
103
103
103
104
104
104
104
104
105
105



Contents

16.2

16.3

17
17.1

17.2

17.3

17.4

18
18.1

18.2

18.3

18.4

18.5

16.1.12security-status monitor extnvm-upd-enabled 105
16.1.13security-status monitor no-link-enabled 105
16.1.14security-status monitor hidisc-enabled 105
16.1.15security-status monitor extnvm-load-unsecure 106
16.1.16security-status monitor iec61850-mms-enabled 106
16.1.17security-status monitor https-certificate 106
16.1.18security-status monitor modbus-tcp-enabled 106
16.1.19security-status monitor ethernet-ip-enabled 106
16.1.20security-status monitor profinet-io-enabled 107
16.1.21security-status monitor pml-disabled 107
16.1.22security-status monitor secure-boot-disabled 107
16.1.23security-status monitor support-mode-enabled 107
16.1.24security-status trap 107
security-status 108
16.2.1 security-status no-link 108
show 108
16.3.1 show security-status monitor 108
16.3.2 show security-status state 108
16.3.3 show security-status no-link 108
16.3.4 show security-status trap 108
16.3.5 show security-status events 108
16.3.6 show security-status all 108
Dynamic Host Configuration Protocol (DHCP) 109
dhcp-server 109
17.1.1 dhcp-server operation 109
dhcp-server 109
17.2.1 dhcp-server operation 109
17.2.2 dhcp-server addr-probe 109
17.2.3 dhcp-server pool add 109
17.2.4 dhcp-server pool modify 110
17.2.5 dhcp-server pool mode 111
17.2.6 dhcp-server pool delete 111
dhcp-client 111
17.3.1 dhcp-client server-ip 111
17.3.2 dhcp-client mode 111
show 112
17.4.1 show dhcp-server operation 112
17.4.2 show dhcp-server pool 112
17.4.3 show dhcp-server interface 112
17.4.4 show dhcp-server lease 112
17.4.5 show dhcp-client 112
DHCP Layer 2 Relay 113
dhcp-12relay 113
18.1.1 dhcp-l2relay mode 113
dhcp-12relay 113
18.2.1 dhcp-l2relay mode 113
18.2.2 dhcp-I2relay circuit-id 113
18.2.3 dhcp-I2relay remote-id ip 113
18.2.4 dhcp-I2relay remote-id mac 114
18.2.5 dhcp-I2relay remote-id client-id 114
18.2.6 dhcp-I12relay remote-id other 114
dhcp-12relay 114
18.3.1 dhcp-I2relay mode 114
18.3.2 dhcp-I2relay trust 114
clear 114
18.4.1 clear dhcp-I2relay statistics 115
show 115
18.5.1 show dhcp-I2relay global 115
18.5.2 show dhcp-I2relay statistics 115
18.5.3 show dhcp-I2relay interfaces 115
18.5.4 show dhcp-I2relay vlan 115

RM CLI Overview HiOS
Release 10.0 08/2024



Contents

19
19.1

19.2

19.3

19.4

195

20
20.1

20.2

20.3

DHCP Snooping

ip

ip dhcp-snooping verify-mac

ip dhcp-snooping mode

ip dhcp-snooping database storage

ip dhcp-snooping database write-delay
ip dhcp-snooping binding add

ip dhcp-snooping binding delete all

ip dhcp-snooping binding delete interface
ip dhcp-snooping binding delete mac
ip dhcp-snooping binding mode

@CO\IOU'I-&OOI\)H

c
19.2.1 clear ip dhcp-snooping bindings
19.2.2 clear ip dhcp-snooping statistics

Ip
19.3.1 ip dhcp-snooping mode

ip

19.4.1 ip dhcp-snooping trust

19.4.2 ip dhcp-snooping log

19.4.3 ip dhcp-snooping auto-disable
19.4.4 ip dhcp-snooping limit

show

19.5.1 show ip dhcp-snooping global
19.5.2 show ip dhcp-snooping statistics
19.5.3 show ip dhcp-snooping interfaces
19.5.4 show ip dhcp-snooping vian
19.5.5 show ip dhcp-snooping bindings

Differentiated Services (DiffServ)

diffserv
20.1.1 diffserv

class-map

20.2.1 class-map match-all

20.2.2 class-map name match any

20.2.3 class-map name match class-map
20.2.4 class-map name match cos

20.2.5 class-map name match destination-address
20.2.6 class-map name match dstip

20.2.7 class-map name match dst14port
20.2.8 class-map name match ethertype
20.2.9 class-map name match ip dscp
20.2.10class-map name match ip precedence
20.2.11class-map name match ip tos
20.2.12class-map name match protocol
20.2.13class-map name match secondary-cos
20.2.14class-map name match secondary-vlan
20.2.15class-map name match source-address
20.2.16class-map name match srcip
20.2.17class-map name match srcl4port
20.2.18class-map name match vlan
20.2.19class-map remove

20.2.20class-map rename

policy-map

20.3.1 policy-map create

20.3.2 policy-map name class add

20.3.3 policy-map name class name assign-queue
20.3.4 policy-map name class name conform-color
20.3.5 policy-map name class name drop

20.3.6 policy-map name class hame mark

20.3.7 policy-map name class name mirror
20.3.8
20.3.9

policy-map name class name police-simple conform action drop violate-action
policy-map name class nhame police-simple conform action set-cos-as-sec-cos vio-

late-action

RM CLI Overview HiOS
Release 10.0 08/2024

116

116
116
116
116
116
116
117
117
117
117

117
117
117

118
118

118
118
118
118
119

119
119
119
119
119
119

120

120
120

120
120
120
120
120
121
121
121
121
122
122
123
123
123
123
123
124

124
124
124

125
125
125
125
125
125
126
126
127

128



Contents

20.4

20.5

20.6

21
21.1

21.2

22
22.1

22.2

10

20.3.10policy-map name class name police-simple conform action set-cos-transmit violate-
action

20.3.11policy-map name class name police-simple conform action set-dscp-transmit violate-
action

20.3.12policy-map name class name police-simple conform action set-prec-transmit violate-
action

20.3.13policy-map name class hame police-simple conform action set-sec-cos-transmit vio-
late-action

20.3.14policy-map name class name police-simple conform action transmit violate-action

20.3.15policy-map name class name police-two-rate conform-action ... exceed-action ... vio-
late-action ...

20.3.16policy-map name class name redirect

20.3.17policy-map name class remove

20.3.18policy-map rename

20.3.19policy-map remove

service-policy
20.4.1 service-policy

service-policy
20.5.1 service-policy

show

20.6.1 show diffserv global

20.6.2 show diffserv service brief
20.6.3 show diffserv service interface
20.6.4 show class-map

20.6.5 show policy-map all

20.6.6 show policy-map interface
20.6.7 show policy-map name

20.6.8 show service-policy

Device Level Ring (DLR)

dir

21.1.1 dIr operation
21.1.2 dIr ring add
21.1.3 dIr ring delete
21.1.4 dIr ring modify
21.1.5 dIr gateway

show

21.2.1 show dIr global

21.2.2 show dlir ring config
21.2.3 show dIr ring status
21.2.4 show dIr ring participants
21.2.5 show dir gateway config
21.2.6 show dIr gateway status

Domain Name System (DNS)

dns

22.1.1 dns cache adminstate
22.1.2 dns cache flush

22.1.3 dns client adminstate
22.1.4 dns client cache adminstate
.1.5 dns client cache flush

.1.6 dns client domain-name
.1.7 dns client host add

.1.8 dns client host delete

.1.9 dns client host modify
.1.10dns client source
22.1.11dns client servers add
22.1.12dns client servers delete
22.1.13dns client servers modify
22.1.14dns client servers enable
22.1.15dns client servers disable
22.1.16dns client timeout
22.1.17dns client retry

show

129

130

131

132
133

134
135
136
136
136

137
137

137
137

137
137
137
137
138
138
138
138
138

142

142
142
142
142
142
142
143
143
143
143
143
143
144
144
144
144
144
144

144

RM CLI Overview HiOS
Release 10.0 08/2024



Contents

23
23.1

23.2

24

24.1

24.2

24.3

25
25.1

25.2

22.2.1 show dns client hosts
22.2.2 show dns client info
22.2.3 show dns client servers

DoS Mitigation

dos

23.1.1 dos tcp-null

23.1.2 dos tcp-xmas

23.1.3 dos tcp-syn-fin

23.1.4 dos tcp-min-header
1.5 dos icmp-fragmented
1.6 dos icmp payload-check
1.7 dos icmp payload-size
1.8 dos ip-land

1.9 dos ip-src-route
1.10dos tcp-offset
23.1.11dos tcp-syn
23.1.12dos l4-port
23.1.13dos icmp-smurf-attack

show
23.2.1 show dos

23.
23.
23.
23.
23.
23.

IEEE 802.1as (Dotlas - Timing and Synchronization)

dotlas

24.1.1 dotlas operation

24.1.2 dotlas priorityl

24.1.3 dotlas priority2

24.1.4 dotlas sync-lower-bound
24.1.5 dotlas sync-upper-bound
24.1.6 dotlas instance

dotlas

24.2.1 dotlas operation

24.2.2 dotlas pdelay-interval
24.2.3 dotlas announce-interval
24.2.4 dotlas sync-interval
24.2.5 dotlas announce-timeout
24.2.6 dotlas sync-timeout
24.2.7 dotlas pdelay-timeout
24.2.8 dotlas instance

show

24.3.1 show dotlas global

24.3.2 show dotlas default instance

24.3.3 show dotlas current instance

24.3.4 show dotlas port-data-set instance
24.3.5 show dotlas parent instance

24.3.6 show dotlas time-properties instance
24.3.7 show dotlas path-trace-list instance
24.3.8 show dotlas stats instance

IEEE 802.1x (Dotlx - Port Based Network Access Control)

dotlx

25.1.1 dotlx dynamic-vlan

25.1.2 dotlx radius_vlan_assignment

25.1.3 dotl1x radius-vlan-assignment

25.1.4 dotlx system-auth-control

5 dotlx monitor

6 dotlx mac-authentication-bypass format group-size

7 dotlx mac-authentication-bypass format group-separator
8 dotlx mac-authentication-bypass format letter-case
9

25.
25.
25.
25.
25.1.9 dot1lx mac-authentication-bypass password

1
1
1
1
1
1

X
25.2.1 dotlx guest-vlan
25.2.2 dotlx max-req

25.2.3 dotlx max-users
25.2.4 dotlx mac-auth-bypass

RM CLI Overview HiOS
Release 10.0 08/2024

145
145
145

146

146
146
146
146
146
146
147
147
147
147
147
148
148
148

148
148

149

149
149
149
149
149
149
149

150
150
150
150
151
151

151
151

153
153
153
153
153
153
153
153
154

155

155
155
155
155
155
155
156
156
156
156

156
156
156
157
157

11



Contents

25.2.5 dotl1x port-control 157
25.2.6 dotlx re-authentication 157
25.2.7 dotlx unauthenticated-vlan 157
25.2.8 dotlx timeout guest-vlan-period 157
25.2.9 dotl1x timeout reauth-period 158
25.2.10dot1x timeout quiet-period 158
25.2.11dot1x timeout tx-period 158
25.2.12dot1x timeout supp-timeout 158
25.2.13dot1x timeout server-timeout 158
25.2.14dot1x initialize 158
25.2.15dot1x re-authenticate 158
25.3 show 159
25.3.1 show dot1x global 159
25.3.2 show dotlx auth-history 159
25.3.3 show dot1x detalil 159
25.3.4 show dot1lx summary 159
25.3.5 show dot1x clients 159
25.3.6 show dot1x statistics 159
25.4 clear 160
25.4.1 clear dotl1x statistics port 160
25.4.2 clear dotlx statistics all 160
25.4.3 clear dotlx auth-history port 160
25.4.4 clear dotlx auth-history all 160
26 IEEE 802.3ad (Dot3ad - Link Aggregation) 161
26.1 link-aggregation 161
26.1.1 link-aggregation add 161
26.1.2 link-aggregation modify 161
26.1.3 link-aggregation delete 161
26.1.4 link-aggregation hashmode 162
26.2 lacp 162
26.2.1 lacp admin-key 162
26.2.2 lacp collector-max-delay 162
26.2.3 lacp lacpmode 162
26.2.4 lacp actor admin key 162
26.2.5 lacp actor admin state lacp-activity 162
26.2.6 lacp actor admin state lacp-timeout 163
26.2.7 lacp actor admin state aggregation 163
26.2.8 lacp actor admin port priority 163
26.2.9 lacp partner admin key 163
26.2.10lacp partner admin state lacp-activity 163
26.2.11lacp partner admin state lacp-timeout 163
26.2.12lacp partner admin state aggregation 164
26.2.13lacp partner admin port priority 164
26.2.14lacp partner admin port id 164
26.2.15lacp partner admin system-priority 164
26.2.16lacp partner admin system-id 164
26.3 show 164
26.3.1 show link-aggregation global 164
26.3.2 show link-aggregation port 165
26.3.3 show link-aggregation statistics 165
26.3.4 show link-aggregation members 165
26.3.5 show lacp interface 165
26.3.6 show lacp mode 165
26.3.7 show lacp actor 165
26.3.8 show lacp partner operational 165
26.3.9 show lacp partner admin 165
27 Double VLAN 167
27.1 dvlan-tunnel 167
27.1.1 dvlan-tunnel operation 167
27.2 show 167
27.2.1 show dvlan-tunnel global 167
27.2.2 show dvlan-tunnel port 167
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28 Distance Vector Multicast Routing Protocol (DVMRP) 168
28.1 ip 168
28.1.1 ip dvmrp operation 168
28.1.2 ip dvmrp trapflag 168
28.1.3 ip dvmrp route-expire 168
28.2 ip 168
28.2.1 ip dvmrp operation 168
28.2.2 ip dvmrp metric 169
28.3 show 169
28.3.1 show ip dvmrp global 169
28.3.2 show ip dvmrp interface 169
28.3.3 show ip dvmrp neighbor 169
28.3.4 show ip dvmrp route 169
28.3.5 show ip dvmrp nexthop 169
28.3.6 show ip dvmrp prune 169
29 EthernetIP 170
29.1 ethernet-ip 170
29.1.1 ethernet-ip operation 170
29.1.2 ethernet-ip vlan-id 170
29.1.3 ethernet-ip write-access 170
29.1.4 ethernet-ip interface 170
29.2 show 170
29.2.1 show ethernet-ip 171
29.3 copy 171
29.3.1 copy eds-ethernet-ip system remote 171
29.3.2 copy eds-ethernet-ip system envm 171
30 Filtering Database (FDB) 172
30.1 mac-filter 172
30.1.1 mac-filter 172
30.2 bridge 172
30.2.1 bridge aging-time 172
30.3 show 172
30.3.1 show mac-filter-table static 172
30.4 show 172
30.4.1 show bridge aging-time 172
30.5 show 173
30.5.1 show mac-addr-table 173
30.6 clear 173
30.6.1 clear mac-addr-table 173
31 GARP VLAN and Multicast Registration Protocol (GVRP and GMRP) 174
31.1 garp 174
31.1.1 garp gvrp operation 174
31.1.2 garp gmrp operation 174
31.1.3 garp gmrp forward-unknown 174
31.2 garp 174
31.2.1 garp interface join-time 174
31.2.2 garp interface leave-time 175
31.2.3 garp interface leave-all-time 175
31.2.4 garp gvrp operation 175
31.2.5 garp gmrp operation 175
31.2.6 garp gmrp forward-all-groups 175
31.3 show 175
31.3.1 show garp interface 176
31.3.2 show garp gvrp global 176
31.3.3 show garp gvrp interface 176
31.3.4 show garp gvrp statistics interface 176
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31.3.5 show garp gmrp global 176
31.3.6 show garp gmrp interface 176
31.3.7 show garp gmrp statistics interface 176
31.4 show 176
31.4.1 show mac-filter-table gmrp 177
32 HiDiscovery 178
32.1 network 178
32.1.1 network hidiscovery operation 178
32.1.2 network hidiscovery mode 178
32.1.3 network hidiscovery blinking 178
32.1.4 network hidiscovery operation 178
32.1.5 network hidiscovery mode 179
32.1.6 network hidiscovery blinking 179
32.1.7 network hidiscovery relay 179
32.2 show 179
32.2.1 show network hidiscovery 179
33 HIPER-Ring 180
33.1 hiper-ring 180
33.1.1 hiper-ring operation 180
33.1.2 hiper-ring mode 180
33.1.3 hiper-ring primary-port 180
33.1.4 hiper-ring secondary-port 180
33.2 show 180
33.2.1 show hiper-ring global 180
34 High-availability Seamless Redundancy (HSR) 181
34.1 hsr 181
34.1.1 hsr operation 181
34.1.2 hsr instance 181
34.2 clear 182
34.2.1 clear hsr proxy-node-table 182
34.2.2 clear hsr node-table 182
34.2.3 clear hsr counters 182
34.3 show 182
34.3.1 show hsr global 182
34.3.2 show hsr instance 182
34.3.3 show hsr node-table 182
34.3.4 show hsr proxy-node-table 183
34.3.5 show hsr counters 183
35 Hypertext Transfer Protocol (HTTP) 184
35.1 http 184
35.1.1 http port 184
35.1.2 http server 184
35.2 show 184
35.2.1 show http 184
36 HTTP Secure (HTTPS) 185
36.1 https 185
36.1.1 https server 185
36.1.2 https port 185
36.1.3 https fingerprint-type 185
36.1.4 https certificate 185
36.2 copy 185
36.2.1 copy httpscert remote 185
36.2.2 copy httpscert envm 186
36.3 show 186
36.3.1 show https 186
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37
37.1

37.2

38
38.1

38.2

39
39.1

39.2

39.3

40
40.1

40.2

41
41.1

41.2

41.3

Integrated Authentification Server (1AS)

ias-users

37.1.1 ias-users add
37.1.2 ias-users delete
37.1.3 ias-users enable
37.1.4 ias-users disable
37.1.5 ias-users password

show
37.2.1 show ias-users

IEC 61850 MMS Server

iec61850-mms

38.1.1 iec61850-mms operation
38.1.2 iec61850-mms write-access
38.1.3 iec61850-mms port

38.1.4 iec61850-mms max-sessions
38.1.5 iec61850-mms technical-key

show
38.2.1 show iec61850-mms

Internet Group Management Protocol (IGMP)

Ip

39.1.1 ip igmp operation

ip

39.2.1 ip igmp operation

39.2.2 ip igmp version

39.2.3 ip igmp robustness

39.2.4 ip igmp querier query-interval
39.2.5 ip igmp querier last-member-interval

39.2.6 ip igmp querier max-response-time

show

39.3.1 show ip igmp global
39.3.2 show ip igmp interface
39.3.3 show ip igmp membership
39.3.4 show ip igmp groups
39.3.5 show ip igmp statistics

IGMP Proxy

ip

40.1.1 ip igmp-proxy interface
40.1.2 ip igmp-proxy report-interval

show

40.2.1 show ip igmp-proxy global
40.2.2 show ip igmp-proxy groups
40.2.3 show ip igmp-proxy source-list

IGMP Querier

41.1.1 ip igmp-querier operation

41.1.2 ip igmp-querier interval

41.1.3 ip igmp-querier response-interval
41.1.4 ip igmp-querier last-member-interval
41.1.5 ip igmp-querier robustness

Ip

41.2.1 ip igmp-querier operation

41.2.2 ip igmp-querier version

show
41.3.1 show ip igmp-querier global
41.3.2 show ip igmp-querier interface
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42 IGMP Snooping

42.1 igmp-snooping
42.1.1 igmp-snooping mode
42.1.2 igmp-snooping querier mode
42.1.3 igmp-snooping querier query-interval
42.1.4 igmp-snooping querier timer-expiry
42.1.5 igmp-snooping querier version
42.1.6 igmp-snooping forward-unknown

42.2 igmp-snooping
42.2.1 igmp-snhooping vlan-id

42.3 igmp-snooping
42.3.1 igmp-snooping mode
42.3.2 igmp-snooping fast-leave
42.3.3 igmp-snhooping groupmembership-interval
42.3.4 igmp-snooping maxresponse
42.3.5 igmp-snooping mcrtrexpiretime
42.3.6 igmp-snhooping static-query-port

42.4 show
42.4.1 show igmp-snooping global
42.4.2 show igmp-snooping interface
42.4.3 show igmp-snooping vian
42.4.4 show igmp-snooping querier global
42.4.5 show igmp-snooping querier vlan
42.4.6 show igmp-snooping enhancements vlan
42.4.7 show igmp-snooping enhancements unknown-filtering
42.4.8 show igmp-snooping statistics global
42.4.9 show igmp-snooping statistics interface

42,5 show
42.5.1 show mac-filter-table igmp-snooping

42.6 clear
42.6.1 clear igmp-snooping

43 Interface

43.1 shutdown
43.1.1 shutdown

43.2 auto-negotiate
43.2.1 auto-negotiate speed
43.2.2 auto-negotiate duplex
43.2.3 auto-negotiate reset

43.3 auto-power-down
43.3.1 auto-power-down

43.4 cable-crossing
43.4.1 cable-crossing

43.5 linktraps
43.5.1 linktraps

43.6 link-loss-alert
43.6.1 link-loss-alert operation

43.7 speed
43.7.1 speed

43.8 name
43.8.1 name

43.9 power-state
43.9.1 power-state

43.10 mac-filter
43.10.1mac-filter

43.11 led-signaling
43.11.1led-signaling operation

43.12 dhcp-client
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43.12.1dhcp-client

43.13 track
43.13.1track if-status add
43.13.2track if-status delete

43.14 show
43.14.1show port
43.14.2show auto-negotiation

43.15 show
43.15.1show link-loss-alert

43.16 show
43.16.1show led-signaling operation

44 Interface Statistics

44.1 utilization
44.1.1 utilization control-interval

44.1.2 utilization alarm-threshold lower
44.1.3 utilization alarm-threshold upper
44.1.4 utilization ingress control-interval
44.1.5 utilization ingress alarm-threshold lower
44.1.6 utilization ingress alarm-threshold upper
44.1.7 utilization egress control-interval
44.1.8 utilization egress alarm-threshold lower
44.1.9 utilization egress alarm-threshold upper

44.2 clear
44.2.1 clear port-statistics

44.3 show
44.3.1 show interface counters
44.3.2 show interface layout
44 .3.3 show interface utilization
44 .3.4 show interface statistics
44.3.5 show interface ether-stats

45 Intern

45.1 help
45.2 logout
45.3 history

45.4 vlan
45.4.1 vlan database

45.5 vlan-mode
45.5.1 vlan-mode

45.6 exit
45.7 end

45.8 serviceshell
45.8.1 serviceshell start
45.8.2 serviceshell debug
45.8.3 serviceshell boot fastboot
45.8.4 serviceshell boot test-mark

45.8.5 serviceshell boot test-reset-params

45.8.6 serviceshell boot test-print
45.8.7 serviceshell deactivate

45.9 serviceshell-f
45.9.1 serviceshell-f deactivate

45.10 traceroute
45.10.1traceroute maxttl

45.11 traceroute
45.11.1traceroute source

45.12 reboot
45.12.1reboot after
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45.13 ping

45.13.1ping count

45.14 ping

45.14.1ping source

45.15 show

46
46.1

46.2

46.3

47
47.1

47.2

18

45.15.1show reboot
45.15.2show serviceshell

Digital 10 Module

digital-input

46.1.1 digital-input admin-state
46.1.2 digital-input refresh-interval
46.1.3 digital-input log-event io
46.1.4 digital-input log-event all
46.1.5 digital-input snmp-trap io
46.1.6 digital-input snmp-trap all

digital-output

46.2.1 digital-output admin-state
46.2.2 digital-output refresh-interval
46.2.3 digital-output retry-count
46.2.4 digital-output log-event io
46.2.5 digital-output log-event all
46.2.6 digital-output snmp-trap io
46.2.7 digital-output snmp-trap all
46.2.8 digital-output mirror io

show

46.3.1 show digital-input config
46.3.2 show digital-input io
46.3.3 show digital-output config
46.3.4 show digital-output io

Open Shortest Path First (OSPF)

Ip

47.1.1 ip ospf area

47.1.2 ip ospf trapflags all
47.1.3 ip ospf operation

47.1.4 ip ospf 1583compatability
47.1.5 ip ospf default-metric
47.1.6 ip ospf router-id

47.1.7 ip ospf external-Isdb-limit
47.1.8 ip ospf exit-overflow
47.1.9 ip ospf maximum-path
47.1.10ip ospf spf-delay

47.1.11ip ospf spf-holdtime
47.1.12ip ospf auto-cost

47.1.13ip ospf distance intra
47.1.14ip ospf distance inter
47.1.15ip ospf distance external
47.1.16ip ospf re-distribute
47.1.17ip ospf distribute-list
47.1.18ip ospf default-info originate

.2.1 ip ospf operation

.2.2 ip ospf area-id

.2.3 ip ospf link-type

.2.4 ip ospf priority

.2.5 ip ospf transmit-delay

.2.6 ip ospf retransmit-interval
.2.7 ip ospf hello-interval

.2.8 ip ospf dead-interval

.2.9 ip ospf cost

.2.10ip ospf mtu-ignore

.2.11ip ospf authentication type
.2.12ip ospf authentication key
.2.13ip ospf authentication key-id
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47.3

48
48.1

48.2

48.3

49
49.1

49.2

49.3

47.2.14ip ospf fast-hello

show

47.3.1 show ip ospf global

47.3.2 show ip ospf area

47.3.3 show ip ospf stub

47.3.4 show ip ospf database internal
47.3.5 show ip ospf database external
47.3.6 show ip ospf range

47.3.7 show ip ospf interface

47.3.8 show ip ospf virtual-link

47.3.9 show ip ospf virtual-neighbor
47.3.10show ip ospf neighbor
47.3.11show ip ospf statistics
47.3.12show ip ospf re-distribute
47.3.13show ip ospf nssa
47.3.14show ip ospf route

Routing Information Protocol (RIP)

48.1.1 ip rip operation

48.1.2 ip rip auto-summary
48.1.3 ip rip default-info originate
48.1.4 ip rip default-metric
48.1.5 ip rip distance

48.1.6 ip rip host-route-accept
48.1.7 ip rip distribute-list

48.1.8 ip rip re-distribute

48.1.9 ip rip split-horizon
48.1.10ip rip update-timer

ip

48.2.1 ip rip authentication type
48.2.2 ip rip authentication key
48.2.3 ip rip authentication key-id
48.2.4 ip rip operation

48.2.5 ip rip send-version

48.2.6 ip rip receive-version
show

48.3.1 show ip rip global

48.3.2 show ip rip interface

48.3.3 show ip rip statistics global
48.3.4 show ip rip statistics interface
48.3.5 show ip rip re-distribute

Virtual Router Redundancy Protocol (VRRP)
ip

49.1.1 ip vrrp operation

49.1.2 ip vrrp trap auth-failure

49.1.3 ip vrrp trap new-master
49.1.4 ip vrrp domain

Lip vrrp add

.2 ip vrrp modify

.3 ip vrrp delete

4 ip vrrp enable

.5 ip vrrp disable

.6 ip vrrp virtual-address add
.7 ip vrrp virtual-address delete
.8 ip vrrp track add

.9 ip vrrp track modify

.10ip vrrp track delete

.3.1 show ip vrrp interface
.3.2 show ip vrrp global
.3.3 show ip vrrp domains
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50 Address Resolution Protocol (IP ARP) 236
50.1 ip 236
0.1.1 ip arp add 236

50 1.2 ip arp delete 236
50.1.3 ip arp enable 236
50.1.4 ip arp disable 236
50.1.5 ip arp timeout 236
50.1.6 ip arp response-time 236
50.1.7 ip arp retries 236
50.1.8 ip arp dynamic-renew 237
50.1.9 ip arp selective-learning 237

50.2 show 237
50.2.1 show ip arp info 237
50.2.2 show ip arp table 237
50.2.3 show ip arp static 237
50.2.4 show ip arp entry 237

50.3 clear 238
50.3.1 clear ip arp-cache 238

51 IP UDP Helper (IP Helper) 239
51.1 ip 239
51.1.1 ip udp-helper operation 239
51.1.2 ip udp-helper server add 239
51.1.3 ip udp-helper server delete 239
51.1.4 ip udp-helper server enable 240
51.1.5 ip udp-helper server disable 240
51.1.6 ip udp-helper maxhopcount 240
51.1.7 ip udp-helper minwaittime 240
51.1.8 ip udp-helper cidoptmode 241

51.2 ip 241
51.2.1 ip udp-helper server add 241
51.2.2 ip udp-helper server delete 241
51.2.3 ip udp-helper server enable 242
51.2.4 ip udp-helper server disable 242

51.3 ip 242
51.3.1 ip udp-helper server add 242
51.3.2 ip udp-helper server delete 243
51.3.3 ip udp-helper server enable 243
51.3.4 ip udp-helper server disable 243

51.4 show 243
51.4.1 show ip udp-helper status 243
51.4.2 show ip udp-helper global 243
51.4.3 show ip udp-helper interface 243
51.4.4 show ip udp-helper interface 243
51.4.5 show ip udp-helper statistics 244

51.5 clear 244
51.5.1 clear ip udp-helper 244

52 IP Source Guard (IPSG) 245
52.1 ip 245
52.1.1 ip source-guard binding add 245
52.1.2 ip source-guard binding delete all 245
52.1.3 ip source-guard binding delete interface 245
52.1.4 ip source-guard binding delete index 245
52.1.5 ip source-guard binding mode 245

52.2 clear 246
52.2.1 clear ip source-guard bindings 246

52.3 ip 246
52.3.1 ip source-guard mode 246
52.3.2 ip source-guard verify-mac 246

52.4 show 246
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53
53.1

53.2

54

54.1

54.2

54.3

54.4

55
55.1

55.2

56
56.1

56.2

57
57.1

57.2

52.4.1 show ip source-guard interfaces
52.4.2 show ip source-guard bindings

IP Subnet VLAN

vian
53.1.1 vlan association subnet

show
53.2.1 show vlan association subnet

Internet Protocol Version 4 (IPv4)

network

54.1.1 network protocol

54.1.2 network parms

54.1.3 network dhcp config-load

clear
54.2.1 clear arp-table-switch

show

54.3.1 show network parms
54.3.2 show network services
54.3.3 show network dhcp

show
54.4.1 show arp

Internet Protocol Version 6 (IPv6)

network

55.1.1 network ipv6 gateway

55.1.2 network ipv6 operation
55.1.3 network ipv6 address delete
55.1.4 network ipv6 address enable
55.1.5 network ipv6 address disable
55.1.6 network ipv6 address modify
55.1.7 network ipv6 address add
55.1.8 network ipv6 protocol

55.1.9 network ipv6 dad-transmits

show

55.2.1 show network ipv6 neighbors

55.2.2 show network ipv6 address all
55.2.3 show network ipv6 address autoconf
55.2.4 show network ipv6 address dhcpv6
55.2.5 show network ipv6 global

ICMP Router Discovery Protocol (IRDP)

.1 ip irdp operation

.2 ip irdp address

.3 ip irdp holdtime

4 ip irdp maxadvertinterval
.5 ip irdp minadvertinterval
.6 ip irdp preference

56.2.1 show ip irdp

Inter Range Instrumentation Group IRIG-B

irig-b

57.1.1 irig-b operation
57.1.2 irig-b mode
57.1.3 irig-b pps
57.1.4 irig-b time

show
57.2.1 show irig-b
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58 Ring Coupling 257
58.1 ring-coupling 257
58.1.1 ring-coupling add 257
58.1.2 ring-coupling delete 257
58.1.3 ring-coupling modify 257
58.1.4 ring-coupling enable 258
58.1.5 ring-coupling disable 258
58.2 show 258
58.2.1 show ring-coupling global 258
58.2.2 show ring-coupling status 258
59 License Manager 259
59.1 license 259
59.1.1 license level 259
59.1.2 license package 259
59.2 show 259
59.2.1 show license global 259
59.2.2 show license package 259
60 Link Backup 260
60.1 link-backup 260
60.1.1 link-backup operation 260
60.2 link-backup 260
60.2.1 link-backup add 260
60.2.2 link-backup delete 260
60.2.3 link-backup modify 260
60.3 show 261
60.3.1 show link-backup operation 261
60.3.2 show link-backup pairs 261
61 Link Layer Discovery Protocol (LLDP) 262
61.1 lidp 262
61.1.1 lldp operation 262
61.1.2 lldp config chassis admin-state 262
61.1.3 lldp config chassis notification-interval 262
61.1.4 lldp config chassis re-init-delay 262
61.1.5 lldp config chassis tx-delay 262
61.1.6 lldp config chassis tx-hold-multiplier 262
61.1.7 lldp config chassis tx-interval 263
61.2 show 263
61.2.1 show lidp global 263
61.2.2 show lldp port 263
61.2.3 show lldp remote-data 263
61.3 lidp 263
61.3.1 lldp admin-state 263
61.3.2 lldp fdb-mode 263
61.3.3 lldp max-neighbors 264
61.3.4 lldp notification 264
61.3.5 lldp tlv inline-power 264
61.3.6 lldp tlv link-aggregation 264
61.3.7 lldp tlv mac-phy-config-state 264
61.3.8 lldp tlv max-frame-size 265
61.3.9 lidp tlv mgmt-addr 265
61.3.10lldp tlv port-desc 265
61.3.11lidp tlv port-vian 265
61.3.12lldp tlv protocol 266
61.3.13lldp tlv sys-cap 266
61.3.14lIdp tlv sys-desc 266
61.3.15lldp tlv sys-name 266
61.3.16lldp tlv vlan-name 266
61.3.17lldp tlv protocol-based-vlan 267
61.3.18lldp tlv igmp 267
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62
62.1

62.2

62.3

63
63.1

63.2

61.3.19lldp tlv portsec
61.3.20lIdp tlv ptp
61.3.21lIdp tlv pnio
61.3.22lldp tlv pnio-alias
61.3.23lldp tlv pnio-mrp

Media Endpoint Discovery LLDP-MED

lldp

62.1.1 lldp med confignotification

62.1.2 lldp med transmit-tlv capabilities
62.1.3 lldp med transmit-tlv network-policy

lldp
62.2.1 lldp med faststartrepeatcount

show

62.3.1 show lldp med global

62.3.2 show lldp med interface

62.3.3 show lldp med local-device

62.3.4 show lldp med remote-device detalil
62.3.5 show lldp med remote-device summary

Logging

logging

63.1.1 logging audit-trail

63.1.2 logging buffered severity

63.1.3 logging host add

63.1.4 logging host delete

.1.5 logging host enable

.1.6 logging host disable

.1.7 logging host modify

.1.8 logging syslog operation

.1.9 logging current-console operation
.1.10logging current-console severity
63.1.11logging console operation
63.1.12logging console severity
63.1.13logging persistent operation
63.1.14logging persistent numfiles
63.1.15logging persistent filesize
63.1.16logging persistent severity-level
63.1.17logging email operation
63.1.18logging email from-addr
63.1.19logging email duration
63.1.20logging email severity urgent
63.1.21logging email severity non-urgent
63.1.22logging email to-addr add
63.1.23logging email to-addr delete
63.1.24logging email to-addr modify
63.1.25logging email to-addr enable
63.1.26logging email to-addr disable
63.1.27logging email mail-server add
63.1.28logging email mail-server delete
63.1.29logging email mail-server modify
63.1.30logging email subject add
63.1.31logging email subject delete
63.1.32logging email subject modify
63.1.33logging email test msgtype

show

63.2.1 show logging buffered
63.2.2 show logging traplogs
63.2.3 show logging console
63.2.4 show logging persistent
63.2.5 show logging syslog

63.2.6 show logging host

63.2.7 show logging email statistics
63.2.8 show logging email global
63.2.9 show logging email to-addr
63.2.10show logging email subject
63.2.11show logging email mail-server
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63.3 copy 280
63.3.1 copy eventlog buffered envm 280
63.3.2 copy eventlog buffered remote 280
63.3.3 copy eventlog persistent 281
63.3.4 copy traplog system envm 281
63.3.5 copy traplog system remote 281
63.3.6 copy audittrail system envm 281
63.3.7 copy audittrail system remote 281
63.3.8 copy mailcacert remote 282
63.3.9 copy mailcacert envm 282
63.3.10copy syslogcacert remote 282
63.3.11copy syslogcacert envm 282

63.4 clear 282
63.4.1 clear logging buffered 282
63.4.2 clear logging persistent 282
63.4.3 clear logging email statistics 283
63.4.4 clear eventlog 283
63.4.5 clear mailcacert all 283
63.4.6 clear syslogcacert all 283

64 Loop Protection 284

64.1 loop-protection 284
64.1.1 loop-protection operation 284
64.1.2 loop-protection tx-interval 284
64.1.3 loop-protection rx-threshold 284

64.2 loop-protection 284
64.2.1 loop-protection operation 284
64.2.2 loop-protection mode 284
64.2.3 loop-protection action 285
64.2.4 loop-protection vlian 285
64.2.5 loop-protection clear-statistics 285

64.3 show 285
64.3.1 show loop-protection global 285
64.3.2 show loop-protection interface 285

65 Parallel Redundancy Protocol (PRP) 286

65.1 prp 286
65.1.1 prp operation 286
65.1.2 prp instance 286

65.2 show 286
65.2.1 show prp global 286
65.2.2 show prp instance 287
65.2.3 show prp node-table 287
65.2.4 show prp proxy-node-table 287
65.2.5 show prp counters 287

65.3 clear 287
65.3.1 clear prp proxy-node-table 287
65.3.2 clear prp node-table 287
65.3.3 clear prp counters 287

66 MAC Notification 288

66.1 mac 288
66.1.1 mac notification operation 288
66.1.2 mac notification interval 288

66.2 mac 288
66.2.1 mac notification operation 288
66.2.2 mac notification interval 288

66.3 mac 288
66.3.1 mac notification operation 289

66.4 mac 289
66.4.1 mac notification operation 289
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66.5 show
66.5.1 show mac notification global
66.5.2 show mac notification interface

67 MAC VLAN

67.1 vlan
67.1.1 vlan association mac

67.2 show
67.2.1 show vlan association mac

68 Module Inventory Service

68.1 service-discovery
68.1.1 service-discovery operation
68.1.2 service-discovery service inventory

68.2 service-discovery
68.2.1 service-discovery monitor link
68.2.2 service-discovery monitor poe

68.3 show
68.3.1 show service-discovery global
68.3.2 show service-discovery port

69 Management Access

69.1 network
69.1.1 network management access web timeout
69.1.2 network management access add
69.1.3 network management access delete
69.1.4 network management access modify
69.1.5 network management access operation
69.1.6 network management access status

69.2 show
69.2.1 show network management access global
69.2.2 show network management access rules
69.2.3 show network management access counters

69.3 clear
69.3.1 clear management-counters

70 Management Address

70.1 network
70.1.1 network management mac
70.1.2 network management port

70.2 show
70.2.1 show network management mac
70.2.2 show network management port

71 Modbus

71.1 modbus-tcp
71.1.1 modbus-tcp operation
71.1.2 modbus-tcp write-access
71.1.3 modbus-tcp port
71.1.4 modbus-tcp max-sessions

71.2 show
71.2.1 show modbus-tcp

72 Multicast Routing
72.1 ip

1 ip mcast staticroute add

2 ip mcast staticroute modify
.3 ip mcast staticroute delete
4

i
ip mcast operation
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72.2

72.3

73
73.1

73.2

74

74.1

74.2

75
75.1

75.2

75.3

75.4

75.5

75.6

76

26

72.1.5 ip mcast software-dscp-value
ip

72.2.1 ip mcast ttl-threshold

72.2.2 ip mcast boundary

show

72.3.1 show ip mcast global

72.3.2 show ip mcast boundary

72.3.3 show ip mcast interface

72.3.4 show ip mcast mroute static
72.3.5 show ip mcast mroute detalil
72.3.6 show ip mcast mroute summary

Media Redundancy Protocol (MRP)

mrp

73.1.1 mrp domain modify advanced-mode
73.1.2 mrp domain modify manager-priority
73.1.3 mrp domain modify mode

73.1.4 mrp domain modify name

73.1.5 mrp domain modify operation
73.1.6 mrp domain modify port primary
73.1.7 mrp domain modify port secondary
73.1.8 mrp domain modify recovery-delay
73.1.9 mrp domain modify round-trip-delay
73.1.10mrp domain modify vlan
73.1.11mrp domain add default-domain
73.1.12mrp domain add domain-id
73.1.13mrp domain delete

73.1.14mrp operation

show
73.2.1 show mrp

MRP IEEE

mrp-ieee

74.1.1 mrp-ieee global join-time
74.1.2 mrp-ieee global leave-time
74.1.3 mrp-ieee global leave-all-time

show
74.2.1 show mrp-ieee global interface

MRP IEEE MMRP

mrp-ieee
75.1.1 mrp-ieee mmrp vilan-id

show

75.2.1 show mrp-ieee mmrp global

75.2.2 show mrp-ieee mmrp interface

75.2.3 show mrp-ieee mmrp statistics global

75.2.4 show mrp-ieee mmrp statistics interface

75.2.5 show mrp-ieee mmrp service-requirement forward-all vlan
75.2.6 show mrp-ieee mmrp service-requirement forbidden vlan

mrp-ieee
75.3.1 mrp-ieee mmrp operation
75.3.2 mrp-ieee mmrp periodic-machine

clear

75.4.1 clear mrp-ieee mmrp

mrp-ieee

75.5.1 mrp-ieee mmrp operation
75.5.2 mrp-ieee mmrp restrict-register

show
75.6.1 show mac-filter-table mmrp

MRP IEEE MSRP

300

300
301
301

301
301
301
301
301
301
302

303

303
303
303
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304
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306
306
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306
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307
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307
307
307
307
307
308
308

308
308
308

308
308

309
309
309

309
309

310
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76.1

76.2

76.3

77
77.1

77.2

77.3

77.4

78
78.1

78.2

mrp-ieee

76.1.1 mrp-ieee msrp operation

76.1.2 mrp-ieee msrp boundary-propagate
76.1.3 mrp-ieee msrp talker-pruning
76.1.4 mrp-ieee msrp max-fan-in-ports

show
76.2.1 show mrp-ieee msrp statistics global
76.2.2 show mrp-ieee msrp statistics interface

clear
76.3.1 clear mrp-ieee msrp

MRP IEEE MVRP

mrp-ieee
77.1.1 mrp-ieee mvrp operation
77.1.2 mrp-ieee mvrp periodic-machine

mrp-ieee
77.2.1 mrp-ieee mvrp operation
77.2.2 mrp-ieee mvrp restrict-register

show

77.3.1 show mrp-ieee mvrp global

77.3.2 show mrp-ieee mvrp interface

77.3.3 show mrp-ieee mvrp statistics global
77.3.4 show mrp-ieee mvrp statistics interface

clear
77.4.1 clear mrp-ieee mvrp

Network Address Translation (NAT)

nat

78.1.1 nat dnat commit
78.1.2 nat dnat add

78.1.3 nat dnat modify
78.1.4 nat dnat delete
78.1.5 nat dnat logtrap
78.1.6 nat dnat state

78.1.7 nat dnat if add

78.1.8 nat dnat if delete
78.1.9 nat 1tolnat commit
78.1.10nat 1tolnat add
78.1.11nat 1tolnat modify
78.1.12nat 1tolnat delete
78.1.13nat 1tolnat logtrap
78.1.14nat 1tolnat state
78.1.15nat 1tolnat enable
78.1.16nat 1tolnat disable
78.1.17nat alg

78.1.18nat interface
78.1.19nat masg commit
78.1.20nat masq add
78.1.21nat masq modify
78.1.22nat masq delete
78.1.23nat masq logtrap
78.1.24nat masq ipsec-exempt
78.1.25nat masq state
78.1.26nat masq if add
78.1.27nat masq if delete
78.1.28nat doublenat commit
78.1.29nat doublenat add
78.1.30nat doublenat modify
78.1.31nat doublenat delete
78.1.32nat doublenat logtrap
78.1.33nat doublenat state
78.1.34nat doublenat if add
78.1.35nat doublenat if delete

show
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79
79.1

79.2

80
80.1

80.2

81

81.1

81.2

82
82.1

28

78.2.1 show nat dnat global 321
78.2.2 show nat dnat rules 321
78.2.3 show nat dnat if 321
78.2.4 show nat dnat logtrap 321
78.2.5 show nat masq global 322
78.2.6 show nat masq rules 322
78.2.7 show nat masq logtrap 322
78.2.8 show nat masq if 322
78.2.9 show nat 1tolnat global 322
78.2.10show nat 1tolnat rules 322
78.2.11show nat 1tolnat logtrap 322
78.2.12show nat doublenat global 322
78.2.13show nat doublenat rules 322
78.2.14show nat doublenat logtrap 323
78.2.15show nat doublenat if 323
Network Time Protocol (NTP) 324
ntp 324
79.1.1 ntp client operation 324
79.1.2 ntp client operating-mode 324
79.1.3 ntp server operation 324
79.1.4 ntp server operating-mode 324
79.1.5 ntp server localclock-stratum 324
79.1.6 ntp peers add 324
79.1.7 ntp peers delete 325
show 325
79.2.1 show ntp client-status 325
79.2.2 show ntp server-status 325
OPC/UA Server (IEC62541) 326
opc-ua 326
80.1.1 opc-ua operation 326
80.1.2 opc-ua port 326
80.1.3 opc-ua sessions 326
80.1.4 opc-ua security-policy 326
80.1.5 opc-ua users add 326
80.1.6 opc-ua users delete 326
80.1.7 opc-ua users enable 327
80.1.8 opc-ua users disable 327
80.1.9 opc-ua users modify 327
show 327
80.2.1 show opc-ua global 327
80.2.2 show opc-ua users 327
Out-of-band Management 328
network 328
81.1.1 network out-of-band operation 328
81.1.2 network out-of-band protocol 328
81.1.3 network out-of-band parms 328
81.1.4 network usb operation 328
81.1.5 network usb parms 328
show 329
81.2.1 show network out-of-band 329
81.2.2 show network usb 329
Packet Filter 330
packet-filter 330
82.1.1 packet-filter I3 commit 330
82.1.2 packet-filter I3 defaultpolicy 330
82.1.3 packet-filter I3 checksum-validation 330
82.1.4 packet-filter 13 addrule 330
82.1.5 packet-filter I3 modifyrule 331
82.1.6 packet-filter 13 delrule 332
82.1.7 packet-filter I3 enablerule 332
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82.2

82.3

83
83.1

83.2

83.3

84

84.1

84.2

84.3

85
85.1

82.1.8 packet-filter I3 disablerule
82.1.9 packet-filter 13 logmode
82.1.10packet-filter 13 addif
82.1.11packet-filter 13 delif
82.1.12packet-filter 13 enableif
82.1.13packet-filter I3 disableif

clear
82.2.1 clear fw-state-table

show

82.3.1 show packet-filter I3 global
82.3.2 show packet-filter I3 maxrules
82.3.3 show packet-filter I3 defaultpolicy
82.3.4 show packet-filter I3 ruletable
82.3.5 show packet-filter I3 iftable
82.3.6 show packet-filter I3 pending

Private VLAN

private-vlan

83.1.1 private-vlan vlan-id

83.1.2 private-vlan add associate primary
83.1.3 private-vlan delete associate primary

switchport

83.2.1 switchport mode private-vlan

83.2.2 switchport private-vlan add host-assoc primary

83.2.3 switchport private-vlan add promiscuous-assoc primary
83.2.4 switchport private-vlan delete host-assoc primary

83.2.5 switchport private-vlan delete promiscuous-assoc primary

show
83.3.1 show vlan private-vlan

Protocol Based VLAN

vlan

84.1.1 vlan protocol group add
84.1.2 vlan protocol group modify
84.1.3 vlan protocol group delete

vlan
84.2.1 vlan protocol group add
84.2.2 vlan protocol group delete

show
84.3.1 show vlan protocol

Protocol Independent Multicast (PIM)

ip pim dense operation

ip pim dense holdtimes

ip pim sparse operation

ip pim sparse ssm add

ip pim sparse ssm enable

ip pim sparse ssm disable

ip pim sparse ssm delete

ip pim sparse rp-address add

ip pim sparse rp-address modify
10ip pim sparse rp-address delete
85.1.11ip pim sparse rp-address enable
85.1.12ip pim sparse rp-address disable
85.1.13ip pim sparse rp-candidate add
85.1.14ip pim sparse rp-candidate delete
85.1.15ip pim sparse rp-candidate enable
85.1.16ip pim sparse rp-candidate disable
85.1.17ip pim sparse bsr-candidate add
85.1.18ip pim sparse bsr-candidate modify
85.1.19ip pim sparse bsr-candidate delete
85.1.20ip pim sparse bsr-candidate enable
85.1.21ip pim sparse bsr-candidate disable

1
2
3
4
5
6
7
8
9

gorotoroortoioiorol

1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
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85.2

85.3

86
86.1

86.2

86.3

87
87.1

87.2

87.3

30

85.1.22ip pim trapflag

[
85.2.1 ip pim operation

85.2.2 ip pim hello-interval

85.2.3 ip pim sparse bsr-border

85.2.4 ip pim sparse dr-priority

85.2.5 ip pim sparse join-prune-interval

show

85.3.1 show ip pim global
85.3.2 show ip pim interface
85.3.3 show ip pim neighbor
85.3.4 show ip pim rp static
85.3.5 show ip pim rp mapping
85.3.6 show ip pim rp candidate
85.3.7 show ip pim bsr candidate
85.3.8 show ip pim bsr elected
85.3.9 show ip pim ssm
85.3.10show ip pim rp-hash

Power Over Ethernet (PoE)

inlinepower

86.1.1 inlinepower operation
86.1.2 inlinepower slot
86.1.3 inlinepower threshold
86.1.4 inlinepower trap

inlinepower

86.2.1 inlinepower allowed-classes add
86.2.2 inlinepower allowed-classes delete
86.2.3 inlinepower auto-shutdown-end
86.2.4 inlinepower auto-shutdown-start
86.2.5 inlinepower auto-shutdown-timer
86.2.6 inlinepower operation

86.2.7 inlinepower name

86.2.8 inlinepower priority

86.2.9 inlinepower fast-startup
86.2.10inlinepower power-limit

show

86.3.1 show inlinepower global
86.3.2 show inlinepower port
86.3.3 show inlinepower slot

Port Locking

port-locking

87.1.1 port-locking operation

87.1.2 port-locking mode

87.1.3 port-locking uplink detection-mode

87.1.4 port-locking uplink freeze-addresses

87.1.5 port-locking uplink report-addresses

87.1.6 port-locking fallback-timer

87.1.7 port-locking ignore-uplinks

87.1.8 port-locking arp-inspection operation

87.1.9 port-locking arp-inspection verify src-mac
87.1.10port-locking arp-inspection verify dest-mac
87.1.11port-locking arp-inspection verify ip
87.1.12port-locking arp-inspection verify subnet
87.1.13port-locking arp-inspection trap verification-error
87.1.14port-locking arp-inspection trap db-verification
87.1.15port-locking arp-inspection trap db-alarm

port-locking

87.2.1 port-locking operation

87.2.2 port-locking mac-address add
87.2.3 port-locking mac-address delete
87.2.4 port-locking trap-mode

show
87.3.1 show port-locking global
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87.4

88
88.1

88.2

88.3

89
89.1

89.2

89.3

90

87.3.2 show port-locking interface

87.3.3 show port-locking dynamic

87.3.4 show port-locking static

87.3.5 show port-locking violation

87.3.6 show port-locking arp-inspection global
87.3.7 show port-locking arp-inspection database

clear
87.4.1 clear arp-inspection-db

Port Monitor

port-monitor
88.1.1 port-monitor operation

port-monitor

88.2.1 port-monitor condition crc-fragments interval

88.2.2 port-monitor condition crc-fragments count

88.2.3 port-monitor condition crc-fragments mode

88.2.4 port-monitor condition link-flap interval

2.5 port-monitor condition link-flap count

2.6 port-monitor condition link-flap mode

2.7 port-monitor condition duplex-mismatch mode

2.8 port-monitor condition overload-detection traffic-type

2.9 port-monitor condition overload-detection unit
2.10port-monitor condition overload-detection upper-threshold
88.2.11port-monitor condition overload-detection lower-threshold
88.2.12port-monitor condition overload-detection polling-interval
88.2.13port-monitor condition overload-detection mode
88.2.14port-monitor condition speed-duplex mode
88.2.15port-monitor condition speed-duplex speed
88.2.16port-monitor condition speed-duplex clear
88.2.17port-monitor action

88.2.18port-monitor reset

88.
88.
88.
88.
88.
88.

show

88.3.1 show port-monitor operation

88.3.2 show port-monitor brief

88.3.3 show port-monitor overload-detection counters
88.3.4 show port-monitor overload-detection port
88.3.5 show port-monitor speed-duplex

88.3.6 show port-monitor port

88.3.7 show port-monitor link-flap

88.3.8 show port-monitor crc-fragments

Port Security

port-security
89.1.1 port-security operation
89.1.2 port-security mode

port-security

89.2.1 port-security operation

89.2.2 port-security max-dynamic
89.2.3 port-security max-static

89.2.4 port-security mac-address add

.5 port-security mac-address move
.6 port-security mac-address delete
.7 port-security ip-address add

.8 port-security ip-address delete
9
A

port-security violation-traps

2
2
2
2
2
2.10port-security auto-disable

1 show port-security global
2 show port-security interface
3 show port-security dynamic
4 show port-security static
89.3.5 show port-security violation

3.
3.
3.
3.

Profinet 10
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90.1

90.2

90.3

90.4

91
91.1

91.2

92
92.1

92.2

92.3

93
93.1

32

profinet

90.1.1 profinet operation

90.1.2 profinet preserve vlan-0 tag
90.1.3 profinet name-of-station

profinet
90.2.1 profinet dcp-mode

copy
90.3.1 copy gsdml-profinet system remote
90.3.2 copy gsdml-profinet system envm

show
90.4.1 show profinet global
90.4.2 show profinet port

Protocol

protocol

91.1.1 protocol add
91.1.2 protocol modify
91.1.3 protocol delete

show
91.2.1 show protocol list

Precision Time Protocol (PTP)

ptp .

92.1.1 ptp operation

92.1.2 ptp clock-mode

92.1.3 ptp sync-lower-bound

92.1.4 ptp sync-upper-bound

92.1.5 ptp management

92.1.6 ptp v2-transparent-clock syntonization
92.1.7 ptp v2-transparent-clock network-protocol
92.1.8 ptp v2-transparent-clock multi-domain
92.1.9 ptp v2-transparent-clock sync-local-clock
92.1.10ptp v2-transparent-clock delay-mechanism

92.1.11ptp v2-transparent-clock primary-domain
92.1.12ptp v2-transparent-clock vian

92.1.13ptp v2-transparent-clock vlan-priority
92.1.14ptp v2-boundary-clock domain
92.1.15ptp v2-boundary-clock priorityl
92.1.16ptp v2-boundary-clock priority2
92.1.17ptp v2-boundary-clock utc-offset
92.1.18ptp v2-boundary-clock utc-offset-valid

ptp

1 ptp v2-transparent-clock operation

2 ptp v2-transparent-clock asymmetry

3 ptp v2-transparent-clock pdelay-interval
4 ptp v2-boundary-clock operation

5 ptp v2-boundary-clock pdelay-interval

6 ptp v2-boundary-clock announce-interval
7 ptp v2-boundary-clock sync-interval

8 ptp v2-boundary-clock announce-timeout
9 ptp v2-boundary-clock asymmetry

10ptp v2-boundary-clock v1-compatibility-mode
92.2.11ptp v2-boundary-clock delay-mechanism
92.2.12ptp v2-boundary-clock network-protocol
92.2.13ptp v2-boundary-clock vlan-priority
92.2.14ptp v2-boundary-clock vlan

show
92.3.1 show ptp

2.2,
922
92.2.
92.2.
92.2.
92.2.
92.2.
92.2.
92.2.
92.2.

Private VLAN

private-vlan
93.1.1 private-vlan vlan-id
93.1.2 private-vlan add associate primary
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93.1.3 private-vlan delete associate primary 383
93.2 switchport 383
93.2.1 switchport mode private-vlan 383
93.2.2 switchport private-vlan add host-assoc primary 383
93.2.3 switchport private-vlan add promiscuous-assoc primary 384
93.2.4 switchport private-vlan delete host-assoc primary 384
93.2.5 switchport private-vlan delete promiscuous-assoc primary 384
93.3 show 384
93.3.1 show vlan private-vlan 384
94 Password Management 385
94.1 passwords 385
94.1.1 passwords min-length 385
94.1.2 passwords max-login-attempts 385
94.1.3 passwords min-uppercase-chars 385
94.1.4 passwords min-lowercase-chars 385
94.1.5 passwords min-numeric-chars 385
94.1.6 passwords min-special-chars 385
94.1.7 passwords login-attempt-period 385
94.2 show 386
94.2.1 show passwords 386
95 Radius 387
95.1 authorization 387
95.1.1 authorization network radius 387
95.2 radius 387
95.2.1 radius accounting mode 387
95.2.2 radius server attribute 4 387
95.2.3 radius server acct add 387
95.2.4 radius server acct delete 388
95.2.5 radius server acct modify 388
95.2.6 radius server auth add 388
95.2.7 radius server auth delete 388
95.2.8 radius server auth modify 388
95.2.9 radius server retransmit 389
95.2.10radius server timeout 389
95.2.11radius source-interface 389
95.3 show 389
95.3.1 show radius global 389
95.3.2 show radius auth servers 389
95.3.3 show radius auth statistics 389
95.3.4 show radius acct statistics 390
95.3.5 show radius acct servers 390
95.4 clear 390
95.4.1 clear radius 390
96 Redundant Coupling Protocol (RCP) 391
96.1 redundant-coupling 391
96.1.1 redundant-coupling operation 391
96.1.2 redundant-coupling timeout 391
96.1.3 redundant-coupling role 391
96.1.4 redundant-coupling port primary inner 391
96.1.5 redundant-coupling port primary outer 391
96.1.6 redundant-coupling port secondary inner 391
96.1.7 redundant-coupling port secondary outer 392
96.2 show 392
96.2.1 show redundant-coupling global 392
96.2.2 show redundant-coupling status 392
96.2.3 show redundant-coupling partner 392
97 Remote Authentication 393
97.1 Idap 393
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.1 Idap operation

.2 ldap cache-timeout

.3 Idap flush-user-cache

.4 ldap role-policy

.5 Idap basedn

.6 Idap search-attr

.7 |dap bind-user

.8 ldap bind-passwd

.9 Idap default-domain
.10ldap client server add
97.1. 11ldap client server delete
97.1.12ldap client server enable
97.1.13Idap client server disable
97.1.14ldap client server modify
97.1.15ldap mapping add
97.1.16ldap mapping delete
97.1.17ldap mapping enable
97.1.18ldap mapping disable

97.2 show
97.2.1 show Idap global
97.2.2 show Idap client server
97.2.3 show Idap mapping

97.3 copy
97.3.1 copy Idapcacert remote
97.3.2 copy ldapcacert envm

97.4 clear
97.4.1 clear Idapcacert all

(O (O (O (O (O © © © © ©
NNNNNNNNNN

98 Remote Monitoring (RMON)

98.1 rmon-alarm
98.1.1 rmon-alarm add
98.1.2 rmon-alarm enable
98.1.3 rmon-alarm disable
98.1.4 rmon-alarm delete
98.1.5 rmon-alarm modify

98.2 show
98.2.1 show rmon statistics
98.2.2 show rmon alarm

99 Script File

99.1 script
99.1.1 script apply
99.1.2 script validate
99.1.3 script list system
99.1.4 script list envm
99.1.5 script delete

99.2 copy
99.2.1 copy script envm
99.2.2 copy script remote
99.2.3 copy script nvm
99.2.4 copy script running-config nvm
99.2.5 copy script running-config envm
99.2.6 copy script running-config remote

99.3 show
99.3.1 show script envm
99.3.2 show script system

100 Secure Boot
100.1 secure-boot
100.1.1secure-boot operation

100.2 show
100.2.1show support-mode status
100.2.2show support-mode challenge
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100.3 copy
100.3.1copy token remote
100.3.2copy token envm

101 Selftest

101.1 selftest
101.1.1selftest action
101.1.2selftest ramtest
101.1.3selftest system-monitor
101.1.4selftest boot-default-on-error
101.1.5selftest push-button

101.2 show
101.2.1show selftest action
101.2.2show selftest settings

102 sFlow

102.1 sflow
102.1.1sflow receiver

102.2 sflow
102.2.1sflow poller receiver
102.2.2sflow poller interval
102.2.3sflow sampler receiver
102.2.4sflow sampler rate
102.2.5sflow sampler maxheadersize

102.3 show
102.3.1show sflow agent
102.3.2show sflow receivers
102.3.3show sflow pollers
102.3.4show sflow samplers

103 Small Form-factor Pluggable (SFP)

103.1 show
103.1.1show sfp

104 Signal Contact

104.1 signal-contact
104.1.1signal-contact mode
104.1.2signal-contact monitor link-failure
104.1.3signal-contact monitor module-removal
104.1.4signal-contact monitor fan-failure
104.1.5signal-contact monitor envm-not-in-sync
104.1.6signal-contact monitor envm-removal
104.1.7signal-contact monitor temperature
104.1.8signal-contact monitor ring-redundancy
104.1.9signal-contact monitor power-status
104.1.10signal-contact monitor power-supply
104.1.11signal-contact monitor ethernet-loops
104.1.12signal-contact monitor humidity
104.1.13signal-contact monitor stp-blocking
104.1.14signal-contact state
104.1.15signal-contact trap
104.1.16signal-contact module
104.1.17signal-contact fan-module

104.2 signal-contact
104.2.1signal-contact link-alarm

104.3 show
104.3.1show signhal-contact

105 Signed Firmware

105.1 firmware
105.1.1firmware allow-unsigned
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105.2 show 414
105.2.1show firmware allow-unsigned 414
105.2.2show firmware ca-cert 414

106 Slot 415

106.1 slot 415
106.1.1slot operation 415
106.1.2slot module 415

106.2 show 415
106.2.1show slot 415

107 Static Multicast Routing 416

107.1ip 416
107.1.1ip mcast operation 416
107.1.2ip static-mcast operation 416
107.1.3ip static-mcast mgroup add 416
107.1.4ip static-mcast mgroup modify 416
107.1.5ip static-mcast mgroup delete 417
107.1.6ip static-mcast mgroup enable 417
107.1.7ip static-mcast mgroup disable 417
107.1.8ip static-mcast mroute add 417
107.1.9ip static-mcast mroute modify 418
107.1.10ip static-mcast mroute delete 418
107.1.11ip static-mcast mroute enable 418
107.1.12ip static-mcast mroute disable 418

107.2ip 418
107.2.1ip static-mcast operation 418

107.3 show 419
107.3.1show ip mcast global 419
107.3.2show ip static-mcast global 419
107.3.3show ip static-mcast interface 419
107.3.4show ip static-mcast mgroup 419
107.3.5show ip static-mcast mroute 419

108 Switched Monitoring (SMON) 420

108.1 monitor 420
108.1.1monitor session 420

108.2 rspan-vian 421
108.2.1rspan-vilan 421

108.3 show 421
108.3.1show monitor session 421

108.4 clear 421
108.4.1clear monitor session 421

109 Simple Network Management Protocol (SNMP) 422

109.1 snmp 422
109.1.1snmp access version v1 422
109.1.2snmp access version v2 422
109.1.3snmp access version v3 422
109.1.4snmp access port 422
109.1.5snmp access snmp-over-802 422
109.1.6snmp notification user add 423
109.1.7snmp notification user delete 423
109.1.8snmp notification host add 423
109.1.9snmp notification host delete 423

109.2 show 423
109.2.1show snmp access 424
109.2.2show snmp notification users 424
109.2.3show snmp notification hosts 424

110 SNMP Community 425
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110.1 snmp
110.1.1snmp community ro
110.1.2snmp community rw

110.2 show
110.2.1show snmp community

111 SNMP Logging

111.1 logging
111.1.1logging snmp-request get operation
111.1.2logging snmp-request get severity
111.1.3logging snmp-request set operation
111.1.4logging snmp-request set severity

111.2 show
111.2.1show logging snmp

112 Simple Network Time Protocol (SNTP)

112.1 sntp
112.1.1sntp client operation
112.1.2sntp client operating-mode
112.1.3sntp client request-interval
112.1.4sntp client broadcast-rcv-timeout
112.1.5sntp client disable-after-sync
112.1.6sntp client interface
112.1.7sntp client server add
112.1.8sntp client server delete
112.1.9sntp client server mode
112.1.10sntp server operation
112.1.11sntp server interface
112.1.12sntp server port
112.1.13sntp server only-if-synchronized
112.1.14sntp server broadcast operation
112.1.15sntp server broadcast address
112.1.16sntp server broadcast port
112.1.17sntp server broadcast interval
112.1.18sntp server broadcast vian

112.2 show
112.2.1show sntp global
112.2.2show sntp client status
112.2.3show sntp client server
112.2.4show sntp server status
112.2.5show sntp server broadcast

113 Spanning Tree

113.1 spanning-tree
113.1.1spanning-tree drstp trap-mode
113.1.2spanning-tree drstp bpdu-filter
113.1.3spanning-tree drstp bpdu-guard
113.1.4spanning-tree drstp forward-time
113.1.5spanning-tree drstp hello-time
113.1.6spanning-tree drstp hold-count
113.1.7spanning-tree drstp max-age
113.1.8spanning-tree drstp max-hops
113.1.9spanning-tree drstp mst priority
113.1.10spanning-tree drstp ring-only-mode operation
113.1.11spanning-tree drstp ring-only-mode first-port
113.1.12spanning-tree drstp ring-only-mode second-port
113.1.13spanning-tree operation
113.1.14spanning-tree trap-mode
113.1.15spanning-tree bpdu-filter
113.1.16spanning-tree bpdu-guard
113.1.17spanning-tree bpdu-migration-check
113.1.18spanning-tree forceversion
113.1.19spanning-tree forward-time
113.1.20spanning-tree hello-time
113.1.21spanning-tree hold-count
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113.1.22spanning-tree max-age

113.1.23spanning-tree ring-only-mode operation
113.1.24spanning-tree ring-only-mode first-port
113.1.25spanning-tree ring-only-mode second-port

113.1.26spanning-tree max-hops
113.1.27spanning-tree mst priority
113.1.28spanning-tree mst instance add
113.1.29spanning-tree mst instance delete
113.1.30spanning-tree mst instance modify
113.1.31spanning-tree configuration name

113.1.32spanning-tree configuration revision

113.2 spanning-tree
113.2.1spanning-tree mode
113.2.2spanning-tree bpdu-flood
113.2.3spanning-tree bpdu-filter
113.2.4spanning-tree edge-auto
113.2.5spanning-tree edge-port
113.2.6spanning-tree guard-loop
113.2.7spanning-tree guard-root
113.2.8spanning-tree guard-tcn
113.2.9spanning-tree cost
113.2.10spanning-tree priority
113.2.11spanning-tree mst

113.3 show
113.3.1show spanning-tree global
113.3.2show spanning-tree drstp

113.3.3show spanning-tree mst instance

113.3.4show spanning-tree mst port
113.3.5show spanning-tree mst vlan
113.3.6show spanning-tree port

114 Subring Management

114.1 sub-ring
114.1.1sub-ring operation
114.1.2sub-ring add
114.1.3sub-ring delete
114.1.4sub-ring enable
114.1.5sub-ring disable
114.1.6sub-ring modify

114.2 show
114.2.1show sub-ring global
114.2.2show sub-ring ring

115 Secure Shell (SSH)

115.1 ssh
115.1.1ssh server
115.1.2ssh timeout
115.1.3ssh port
115.1.4ssh max-sessions
115.1.5ssh outbound max-sessions
115.1.6ssh outbound timeout
115.1.7ssh key rsa
115.1.8ssh key fingerprint-type
115.1.9ssh known-hosts add
115.1.10ssh known-hosts delete
115.1.11ssh known-hosts modify

115.2 ssh
115.2.1ssh

115.3 copy
115.3.1copy sshkey remote
115.3.2copy sshkey envm

115.4 show
115.4.1show ssh server
115.4.2show ssh known-hosts
115.4.3show ssh
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116 Storm Control

116.1 storm-control
116.1.1storm-control flow-control

116.2 traffic-shape
116.2.1traffic-shape bw

116.3 mtu
116.3.1mtu

116.4 mtu
116.4.1mtu

116.5 mtu
116.5.1mtu

116.6 storm-control
116.6.1storm-control flow-control
116.6.2storm-control ingress unit
116.6.3storm-control ingress threshold
116.6.4storm-control ingress unicast operation
116.6.5storm-control ingress unicast threshold
116.6.6storm-control ingress unknown-frames operation
116.6.7storm-control ingress unknown-frames threshold
116.6.8storm-control ingress multicast operation
116.6.9storm-control ingress multicast threshold
116.6.10storm-control ingress multicast threshold
116.6.11storm-control ingress broadcast operation
116.6.12storm-control ingress broadcast threshold

116.7 show
116.7.1show storm-control flow-control
116.7.2show storm-control ingress
116.7.3show traffic-shape
116.7.4show mtu

117 System

117.1 system
117.1.1system name
117.1.2system location
117.1.3system contact
117.1.4system port-led-mode
117.1.5system pre-login-banner operation
117.1.6system pre-login-banner text
117.1.7system resources operation

117.2 temperature
117.2.1temperature upper-limit
117.2.2temperature lower-limit

117.3 humidity
117.3.1humidity upper-limit
117.3.2humidity lower-limit

117.4 hardware
117.4.1hardware runtime-bypass
117.4.2hardware systemoff-bypass

117.5 show
117.5.1show eventlog
117.5.2show system info
117.5.3show system port-led-mode
117.5.4show system pre-login-banner
117.5.5show system flash-status
117.5.6show system temperature limits
117.5.7show system temperature extremes
117.5.8show system temperature histogram
117.5.9show system temperature counters
117.5.10show system humidity limits
117.5.11show system humidity extremes
117.5.12show system humidity histogram
117.5.13show system resources
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117.5.14show psu slot

117.5.15show psu unit

117.5.16show fan

117.5.17show hardware runtime-bypass
117.5.18show hardware systemoff-bypass

118 Telnet

118.1 telnet
118.1.1telnet server
118.1.2telnet timeout
118.1.3telnet port
118.1.4telnet max-sessions

118.2 telnet
118.2.1telnet

118.3 show
118.3.1show telnet

119 Time Range

119.1 time
119.1.1time range

119.2 show
119.2.1show time-range

120 Tracking

120.1 track
120.1.1track add
120.1.2track delete
120.1.3track enable
120.1.4track disable
120.1.5track trap
120.1.6track description
120.1.7track modify interface
120.1.8track modify ping
120.1.9track modify logical

120.2 show
120.2.1show track overview
120.2.2show track interface
120.2.3show track ping
120.2.4show track logical
120.2.5show track application

121 Traps

121.1 snmp
121.1.1snmp trap operation
121.1.2snmp trap mode
121.1.3snmp trap delete
121.1.4snmp trap add

121.2 show
121.2.1show snmp traps

122 Time Sensitive Networks (TSN)

122.1 tsn
122.1.1tsn operation
122.1.2tsn base-time
122.1.3tsn cycle-time

122.2 tsn
122.2.1tsn sdu traffic-class
122.2.2tsn gates operation
122.2.3tsn commit
122.2.4tsn base-time
122.2.5tsn default-gate-states
122.2.6tsn cycle-time
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122.2.7tsn gcl add
122.2.8tsn gcl template
122.2.9tsn gcl modify
122.2.10tsn gcl delete

122.3 show
122.3.1show tsn global
122.3.2show tsn sdu
122.3.3show tsn gcl
122.3.4show tsn configuration

123 TTDP

123.1 ttdp
123.1.1ttdp operation
123.1.2ttdp backbone-id
123.1.3ttdp etbn inhibit
123.1.4ttdp etbn role
123.1.5ttdp consist etbn-number
123.1.6ttdp consist cn-number
123.1.7ttdp consist local-etbn-number
123.1.8ttdp consist uuid
123.1.9ttdp consist cn-to-etbn etbn

123.2 show
123.2.1show ttdp global
123.2.2show ttdp local-consist
123.2.3show ttdp internal-info
123.2.4show ttdp local-etbn-info
123.2.5show ttdp networks
123.2.6show ttdp consists-etbns
123.2.7show ttdp consists-cns
123.2.8show ttdp consists
123.2.9show ttdp directions
123.2.10show ttdp lines
123.2.11show ttdp hello-statistics
123.2.12show ttdp topology corrected-connectivity-table
123.2.13show ttdp topology connectivity-vector
123.2.14show ttdp topology etbn-vector

124 Unicast Routing

124.1 routing
124.1.1routing add
124.1.2routing delete

124.2 ip
124.2.1ip routing
124.2.2ip source-routing
124.2.3ip proxy-arp max-delay

124.3 show
124.3.1show ip global

124.4 show
124.4.1show ip interface
124.4.2show ip statistics
124.4.3show ip template

1245 ip
124.5.1ip routing
124.5.2ip proxy-arp operation
124.5.3ip address secondary
124.5.4ip address primary
124.5.5ip mtu
124.5.6ip icmp unreachables
124.5.7ip icmp redirects
124.5.8ip netdirbcast

1246 ip
124.6.1ip route add
124.6.2ip route modify
124.6.3ip route delete
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124.6.4ip route distance 476
124.6.5ip route track add 477
124.6.6ip route track delete 477
124.6.7ip default-route add 477
124.6.8ip default-route modify 477
124.6.9ip default-route delete 477
124.6.10ip default-route track add 477
124.6.11ip default-route track delete 478
124.6.12ip reject-route add 478
124.6.13ip reject-route modify 478
124.6.14ip reject-route delete 478
124.6.15ip template 478
124.6.16ip loopback add 478
124.6.17ip loopback delete 479
124.6.18ip icmp redirects 479
124.6.19ip icmp echo-reply 479
124.6.20ip icmp rate-limit interval 479
124.6.21ip icmp rate-limit interval 479
124.6.22ip icmp rate-limit burst-size 479
124.6.23ip icmp rate-limit burst-size 480
124.6.24ip source-interface file-transfers 480
124.7 show 480
124.7.1show ip route all 480
124.7.2show ip route local 480
124.7.3show ip route static 480
124.7.4show ip route entry 480
124.7.5show ip route tracking 480
124.7.6show ip entry 480
125 User Management 482
125.1 show 482
125.1.1show custom-role global 482
125.1.2show custom-role commands 482
126 Users 483
126.1 users 483
126.1.1users add 483
126.1.2users delete 483
126.1.3users enable 483
126.1.4users disable 483
126.1.5users password 483
126.1.6users snmpv3 authentication 483
126.1.7users snmpv3 encryption 484
126.1.8users snmpv3 password encryption 484
126.1.9users snmpv3 password authentication 484
126.1.10users access-role 484
126.1.11users lock-status 484
126.1.12users password-policy-check 484
126.2 show 484
126.2.1show users 485
127 Virtual LAN (VLAN) 486
127.1 name 486
127.1.1name 486
127.2 vlan-unaware-mode 486
127.2.1vlan-unaware-mode 486
127.3 vlan 486
127.3.1vlan add 486
127.3.2vlan delete 486
127.4 vlan 486
127.4.1vlan acceptframe 487
127.4.2vlan ingressfilter 487
127.4.3vlan priority 487
127.4.4vlan pvid 487
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127.4.5vlan tagging

127.4.6vlan participation include
127.4.7vlan participation exclude
127.4.8vlan participation auto

127.5 show
127.5.1show vlan id
127.5.2show vlan brief
127.5.3show vlan remote-vlan
127.5.4show vlan port
127.5.5show vlan member current
127.5.6show vlan member static

127.6 network
127.6.1network management vlian
127.6.2network management priority dotlp
127.6.3network management priority ip-dscp

128 Voice VLAN

128.1 voice
128.1.1voice vlan

128.2 voice
128.2.1voice vlan vlan-id
128.2.2voice vlan dotlp
128.2.3voice vlan dscp
128.2.4voice vlan none
128.2.5voice vlan untagged
128.2.6voice vlan disable
128.2.7voice vlan auth
128.2.8voice vlan data priority

128.3 show
128.3.1show voice vlan global
128.3.2show voice vlan interface

A Further support

B Readers’ Comments
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Safety instructions

A WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all the data transmission devices
individually.

Before you start any machine which is controlled via data transmission, be sure to complete the configuration of
all data transmission devices.

Failure to follow these instructions can result in death, serious injury, or equipment damage.

A WARNING

UNWANTED APPLICATION BEHAVIOR

Configuration of the Ethernet devices shall be done by an Ethernet expert.

Before you start any application based on an AFS and/or AFF network, be sure to complete the configuration of
all Ethernet devices correctly.

Failure to follow these instructions can result in equipment damage, serious injury or even death.
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First login (Password change)

To help prevent undesired access to the device, it is imperative that you change the default
password during initial setup.

Perform the following steps:

Open the Graphical User Interface, the HiView application, or the Command Line Interface the
first time you log in.

Log in with the default password.

The device prompts you to type in a new password.

Type in your new password.

To help increase security, choose a password that contains at least 8 characters which includes
upper-case characters, lower-case characters, numerical digits, and special characters.

[0 The device prompts you to confirm your new password.

O Log in again with your new password.

O OOoo

Note: If you lost your password, then contact your local support team.

For further information, see https://hirschmann-support.belden.com.
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About this Manual

The “Installation” user manual contains a device description, safety instructions, a description of the display, and
the other information that you need to install the device.

The “Configuration” user manual contains the information you need to start operating the device. It takes you step
by step from the first startup operation through to the basic settings for operation in your environment.

The “Graphical User Interface” reference manual contains detailed information on using the graphical user
interface to operate the individual functions of the device.

The “Command Line Interface (CLI) - HIOS Overview” reference manual contains a command reference with
detailed information on using the CLI to operate the functions of HiOS devices.

The Industrial HiVision Network Management software provides you with additional options for smooth
configuration and monitoring:

Auto-topology discovery

Browser interface

Client/server structure

Event handling

Event log

Simultaneous configuration of multiple devices

Graphical user interface with network layout

SNMP/OPC gateway

Reference Manual CLI - Global Overview

The “Command Line Interface (CLI) - HIOS Overview” reference manual contains a command reference with
detailed information on using the CLI to operate the functions of HiOS devices.

The manual provides an overview of the CLI commands universally available on the devices with HIOS Software
Release 10.0.

The scope of CLI commands available on your individual device depends on the device type and on the HIOS
software level on your device.
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1 Address Conflict Detection (ACD)

1.1 address-conflict

Configure the address conflict settings.

1.1.1 address-conflict operation

Enable or disable the address conflict detection for the management interface.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict operation

no address-conflict operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no address-conflict operation

1.1.2 address-conflict detection-mode

Configure the detection mode.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict detection-node <P-1>

Parameter Value Meaning

P-1 active-and-passive  Configure active and passive detection. During the |IP address configuration,
if you set the detection to 'active', then the device sends ARP or NDP probes
into the network, and if you set the detection to 'passive', then the device

l'istens continuously on the network.

active-only Configure only active detection. During | P address configuration 'active' the
devi ce sends only one ARP or NDP probe into the network.
passive-only Confi gure passive detection. The device |listens passively on the network to
verify that another device does not have the sane | P address assi gned.
1.1.3 address-conflict detection-ongoing
Enable or disable the ongoing detection. If enabled, the device sends periodic ARP or NDP probes.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict detecti on-ongoi ng
no address-conflict detection-ongoing
Disable the option
Mode: A obal Confi g Mde
Privilege Level: Oper at or
Format: no address-conflict detection-ongoing
1.1.4 address-conflict delay
The maximum detection delay time in milliseconds. Time gap between ARP or NDP probes.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict delay <P-1>
Parameter Value Meaning
P-1 20..500 Ti me gap between consecutive ARP or NDP probes ([ns], default 200).
1.1.5 address-conflict release-delay
Delay in seconds to the next ARP or NDP probe cycle after an IP address conflict was detected.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict rel ease-del ay <P-1>
Parameter Value Meaning
P-1 3..3600 Del ay between consecutive probe cycles after a conflict was detected ([sec],
default 15).
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1.1.6 address-conflict max-protection

Maximum number of frequent address protections.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: addr ess-conflict nmax-protection <P-1>

Parameter Value Meaning
P-1 0..100 Maxi mum nunmber of frequent address protections (default 1).

1.1.7 address-conflict protect-interval

Delay in milliseconds between two consecutive address protections.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: addr ess-conflict protect-interval <P-1>

Parameter Value Meaning
P-1 20..10000 Del ay between two consecutive protections ([ms], default 10000).

1.1.8 address-conflict trap-status

If enabled, this trap reports an address conflict.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict trap-status

no address-conflict trap-status
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no address-conflict trap-status

1.1.9 address-conflict routing trap

Enable or disable sending of IP address conflict traps.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: address-conflict routing trap

no address-conflict routing trap
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no address-conflict routing trap

1.1.10 address-conflict routing probe

Send arp packets on routing interfaces to detect conflicting IP addresses.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict routing probe

1.1.11 address-conflict routing clear

Clear the recorded IP address conflict.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: addr ess-conflict routing clear

1.2 mac-address-conflict

Enable/Disable sending a trap if a packet with the MAC of this device is detected in the network.
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1.2.1 mac-address-conflict operation

Enable or disable the MAC address conflict detection.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: mac- addr ess-conflict operation

Nno mac-address-conflict operation
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no nac- address-conflict operation

1.3 show

Display device options and settings.

1.3.1 show address-conflict global

Display the component mode.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show address-conflict gl obal

1.3.2 show address-conflict detected

Display the last detected address conflict.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show addr ess-conflict detected

1.3.3 show address-conflict fault-state

Display the current conflict status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show address-conflict fault-state

1.3.4 show address-conflict routing

Display the IP address conflict information for routing addresses.
Mode: Conmand is in all nbdes avail able.
Privilege Level: Guest
Format: show address-conflict routing

1.3.5 show mac-address-conflict global

Display the component mode.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nac- address-conflict gl obal
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2 Access Control List (ACL)

2.1 mac

Set MAC parameters.

2.1.1 mac access-list extended name
Create a MAC access-list.
Mode: d obal Config Mde

Privilege Level: Oper at or
Format: mac access-1i st extended nane <P-1> [index <P-2>] deny src <P-3> dst <P-4>
[ethertype <P-5>] [vlan <P-6> <P-7>] [cos <P-8>] [log] [tinme-range <P-9>] permt
src <P-10> dst <P-11> [ethertype <P-12>] [vlan <P-13> <P-14>] [cos <P-15>] [ti ne-
range <P-16>] [assign-queue <P-17>] [mirror <P-18>] [rate-limt <P-19> <P-20>]
[redirect <P-21>] [rate-limt <P-22> <P-23>]

[ i ndex] : Specify an index for the ACL rule.

deny: Create a new rule for the current MAC access-list: Specify packets to reject.

sr c¢: Specify the source MAC and Mask.

dst : Specify the destination MAC and Mask

[ et hertype] : Specify the EtherType

[ vl an] : Configure a match condition based on a VLAN ID.

[ cos] : Configure a match condition based on a COS value(VLAN priority).

[ 1 og] : Enable logging.

[ ti me-range] : Activate the rule at an absolute time or periodically.

per i t : Create a new rule for the current MAC access-list: Specify packets to forward.

sr c¢: Specify source MAC and Mask

dst : Specify the destination MAC and Mask

[ et hertype] : Specify the Ethertype

[ vl an] : Configure a match condition based on a VLAN ID.

[ cos] : Set COS field

[ ti me-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority) assignment attribute.

[ mirror]: Set Mirror Interface.
[rate-1imt]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface.
[rate-1imt]: Setrate limit and burst size.

Parameter Value

Meaning

P-1 string <nane> ACL nane.
P-2 1..1023 Access-list rule index.
P-3 any Enter for any source mac address and mask.
srcmac-macmask Ent er source MAC and source MAC nask.
P-4 any Enter for any destination nac address and nask.
destmac-macmask Enter destination MAC and destinati on MAC mask.
P-5 0x0600-0xffff Et hertype val ue
appletalk Appl et al k
arp ARP
ibmsna | BMSNA
ipv4 | Pv4
ipv6 | Pv6
ipx-old | PX- QLD
mplsmcast MPLS Mul ti cast
mplsucast MPLS Uni cast
netbios Net Bl OS
novell NOVELL
pppoe PPPoE
rarp RARP
P-6 eq Speci fy VLAN val ue.
P-7 1..4042 Enter the VLAN ID.
P-8 0..7 Cos
P-9 string <nane> Ti ne-range nane
P-10 any Enter for any source nac address and nask.
srcmac-macmask Enter source MAC and source MAC nask.
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Parameter Value Meaning
P-11 any Enter for any destination nac address and nask.
destmac-macmask Enter destination MAC and destinati on MAC mask.
p-12 0x0600-0xffff Et hertype val ue
appletalk Appl et al k
arp ARP
ibmsna | BVSNA
ipvd | Pv4
ipv6 | Pv6
ipx-old | PX- QLD
mplsmcast MPLS Mul ti cast
mplsucast MPLS Uni cast
netbios Net Bl OS
novell NOVELL
pppoe PPPoOE
rarp RARP
P-13 eq Speci fy VLAN val ue.
P-14 1..4042 Enter the VLAN ID.
P- 15 0..7 CCs
P-16 string <nanme> Ti me-range nane
P-17 0..7 User priority (VLAN priority).
P-18 slot no./port no.
P-19 0..10000000 Committed rate value, specified in kbps.
P- 20 0..128 Conmi tted burst size value, specified in kbytes.
p-21 slot no./port no.
p- 22 0..10000000 Conmitted rate value, specified in kbps.
P- 23 0..128 Committed burst size value, specified in kbytes.

2.1.2 mac access-list extended rename
Rename an existing MAC access-list

Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: mac access-1i st extended renane <P-1> <P-2>

Parameter Value Meaning
P-1 string <nanme> ACL nane.
P-2 string <nanme> ACL nane.

2.1.3 mac access-list extended del

Delete a MAC access-list.

Mode: A obal Confi g Mode

Privilege Level: Oper at or

Format: mac access-1ist extended del <P-1> [index <P-2>]
[ i ndex] : Specify an index for the ACL rule.

Parameter Value Meaning
P-1 string <nanme> ACL nane.
P-2 1..1023 Access-list rule index.

2.1.4 mac access-group name

Associate an ACL identified by name with a VLAN ID.

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format: mac access-group nanme <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..4042 Enter the VLAN ID.

P-3 in I nbound direction.
out Qut bound direction.

P-4 1..4294967295 Sequence
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NO mac access-group name
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no mac access-group nane <P-1> vl an [sequence]

2.1.5 mac access-group del

Disassociate an ACL identified by name with a VLAN ID.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: mac access-group del <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..4042 Enter the VLAN ID.

P-3 in I nbound direction.
out Qut bound direction.

P-4 1..4294967295 Sequence

no mac access-group del
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no mac access-group del <P-1> vlan [sequence]

2.2 mac
Set MAC parameters.

2.2.1 mac access-list extended name

Create a MAC access-list.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mac access-list extended nane <P-1> [index <P-2>] deny src <P-3> dst <P-4>
[ethertype <P-5>] [vlan <P-6> <P-7>] [cos <P-8>] [log] [tinme-range <P-9>] permt
src <P-10> dst <P-11> [ethertype <P-12>] [vlan <P-13> <P-14>] [cos <P-15>] [tine-
range <P-16>] [assign-queue <P-17>] [mirror <P-18>] [rate-limt <P-19> <P-20>]
[redirect <P-21>] [rate-limt <P-22> <P-23>]

[ i ndex] : Specify an index for the ACL rule.

deny: Create a new rule for the current MAC access-list: Specify packets to reject.

sr c¢: Specify the source MAC and Mask.

dst : Specify the destination MAC and Mask

[ et hertype] : Specify the EtherType

[ vl an] : Configure a match condition based on a VLAN ID.

[ cos] : Configure a match condition based on a COS value(VLAN priority).

[ 1 og] : Enable logging.

[ ti me-range] : Activate the rule at an absolute time or periodically.

per m t : Create a new rule for the current MAC access-list: Specify packets to forward.

sr c¢: Specify source MAC and Mask

dst : Specify the destination MAC and Mask

[ et hertype] : Specify the Ethertype

[ vl an] : Configure a match condition based on a VLAN ID.

[ cos] : Set COS field

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

[ mrror]: Set Mirror Interface.

[rate-1imt]: Setrate limit and burst size.

[ redirect]: Set Redirect Interface.

[rate-1imt]: Setrate limit and burst size.

Parameter Value Meaning
P-1 string <name> ACL nane.
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Parameter Value

Meaning

p-2 1..1023 Access-list rule index.
P-3 any Enter for any source mac address and mask.
srcmac-macmask Enter source MAC and source MAC nask.
P-4 any Enter for any destination nac address and nask.
destmac-macmask Enter destination MAC and destinati on MAC mask.
P-5 0x0600-0xffff Et hertype val ue
appletalk Appl et al k
arp ARP
ibmsna | BVMSNA
ipv4 | Pv4
ipv6 | Pv6
ipx-old | PX- QLD
mplsmcast MPLS Ml ti cast
mplsucast MPLS Uni cast
netbios Net Bl OS
novell NOVELL
pppoe PPPoE
rarp RARP
P- 6 eq Speci fy VLAN val ue.
P-7 1..4042 Enter the VLAN I D.
P-8 0..7 CCOs
P-9 string <nanme> Ti ne-range nane
P-10 any Enter for any source mac address and mask.
srcmac-macmask Enter source MAC and source MAC nask.
P-11 any Enter for any destination nac address and mask.
destmac-macmask Enter destination MAC and destinati on MAC mask.
pP-12 0x0600-0xffff Et hertype val ue
appletalk Appl et al k
arp ARP
ibmsna | BVMSNA
ipv4 | Pv4
ipv6 | Pv6
ipx-old | PX- QLD
mplsmcast MPLS Ml ti cast
mplsucast MPLS Uni cast
netbios Net Bl CS
novell NOVELL
pppoe PPPoE
rarp RARP
P-13 eq Speci fy VLAN val ue.
P-14 1..4042 Enter the VLAN I D.
P-15 0..7 CCOs
P-16 string <nane> Ti ne-range nane
pP-17 0.7 User priority (VLAN priority).
P-18 slot no./port no.
P-19 0..10000000 Conmitted rate value, specified in kbps.
P- 20 0..128 Committed burst size value, specified in kbytes.
pP-21 slot no./port no.
p- 22 0..10000000 Committed rate value, specified in kbps.
P- 23 0..128 Conmi tted burst size value, specified in kbytes.
2.2.2 mac access-list extended rename

Rename an existing MAC access-list

Mode: @ obal

Confi g Mdde

Privilege Level: Oper at or

Format: mac access-1ist extended renane <P-1> <P-2>

Parameter Value

Meaning

P-1 string <nanme> ACL nane.
P-2 string <nane> ACL nane.
2.2.3 mac access-list extended del

Delete a MAC access-list.
Mode: @ obal

Confi g Mdde

Privilege Level: Oper at or

Format: mac access-1list extended del
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[ i ndex] : Specify an index for the ACL rule.

Parameter Value Meaning
P-1 string <nane> ACL nane.
P- 2 1..1023 Access-list rule index.

2.2.4 mac access-group name

Associate an ACL identified by name with a VLAN ID.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: mac access-group nane <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <name> ACL nane.

p-2 1..4042 Enter the VLAN ID.

P-3 in I nbound di rection.
out Qut bound direction.

P-4 1..4294967295 Sequence

Nno mac access-group name
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no mac access-group nane <P-1> vl an [sequence]

2.2.5 mac access-group del

Disassociate an ACL identified by name with a VLAN ID.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: mac access-group del <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..4042 Enter the VLAN ID.

P-3 in | nbound direction.
out Qut bound direction.

P-4 1..4294967295 Sequence

no mac access-group del
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no mac access-group del <P-1> vlan [sequence]

2.3 mac

MAC interface commands.

2.3.1 mac access-group name

Associate a specific MAC access-list identified by name with an interface, in a given direction.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: mac access-group nane <P-1> <P-2> [sequence <P-3>]

[ sequence] : Indicate the sequence number

Parameter Value Meaning
P-1 string <name> ACL nane.
P-2 in I nbound di rection.
out Qut bound direction.
P-3 1..4294967295 Sequence
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No mac access-group name
Disable the option

Mode: | nt erface Range Mode

Privilege Level: Oper at or

Format: no mac access-group nanme <P-1> [sequence]

2.3.2 mac access-group del

Remove a specific MAC access-list identified by name from an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: mac access-group del <P-1> <P-2> [sequence <P-3>]
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nanme> ACL nane.

P-2 in I nbound direction.
out Qut bound direction.

P-3 1..4294967295 Sequence

Nno mac access-group del
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no mac access-group del <P-1> <P-2> [sequence]

2.4 mac

MAC interface commands.

24.1 mac access-group name

Associate a specific MAC access-list identified by name with an interface, in a given direction.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: mac access-group name <P-1> <P-2> [sequence <P-3>]

[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <name> ACL nane.

p-2 in I nbound direction.
out Qut bound direction.

P-3 1..4294967295 Sequence

NO mac access-group name
Disable the option

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: no mac access-group nane <P-1> [sequence]

2.4.2 mac access-group del

Remove a specific MAC access-list identified by name from an interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: mac access-group del <P-1> <P-2> [sequence <P-3>]
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nanme> ACL nane.

P-2 in I nbound direction.
out Qut bound direction.

P-3 1..4294967295 Sequence
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no mac access-group del
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no mac access-group del <P-1> <P-2> [sequence]

2.5 ip

Set IP parameters.

251 ip access-list extended name

Create an IP access-list.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i p access-1ist extended nanme <P-1> [index <P-2>] deny src <P-3> [<P-4> <P-
5>] dst <P-6> [<P-7> <P-8>] [proto <P-9>] [flag [<P-10>] [<P-11>] [<P-12>] [<P-
13>] [<P-14>] [<P-15>] [<P-16>]] [icnp-type <P-17>] [icnp-code <P-18>] [ignp-type
<P-19>] [fragnments] [precedence <P-20>] [log] [tinme-range <P-21>] [assign-queue
<P-22>] [tos <P-23> <P-24>] [log] [tine-range <P-25>] [assign-queue <P-26>] [dscp
<P-27>] [log] [tinme-range <P-28>] [assign-queue <P-29>] every [log] [tinme-range
<P-30>] [assign-queue <P-31>] permt src <P-32> [<P-33> <P-34>] dst <P-35> [<P-
36> <P-37>] [proto <P-38>] [flag [<P-39>] [<P-40>] [<P-41>] [<P-42>] [<P-43>] [<P-
44>] [<P-45>]] [icnp-type <P-46>] [icnp-code <P-47>] [ignp-type <P-48>]
[fragnents] [precedence <P-49>] [tinme-range <P-50>] [mirror <P-51>] [rate-limt
<P-52> <P-53>] [redirect <P-54>] [rate-linmt <P-55> <P-56>] [tos <P-57> <P-58>]
[time-range <P-59>] [assign-queue <P-60>] [mirror <P-61>] [rate-limt <P-62> <P-
63>] [redirect <P-64>] [rate-limt <P-65> <P-66>] [dscp <P-67>] [tine-range <P-
68>] [assign-queue <P-69>] [mirror <P-70>] [rate-limt <P-71> <P-72>] [redirect
<P-73>] [rate-limt <P-74> <P-75>] every [tine-range <P-76>] [assignh-queue <P-77>]
[mMrror <P-78>] [rate-limt <P-79> <P-80>] [redirect <P-81>] [rate-limt <P-82>
<P- 83>]

[ i ndex] : Specify an index for the ACL rule.

deny: Create a new rule for the current IP access-list: Specify packets to reject.

sr ¢: Specify the source IP and Mask

dst : Specify the destination IP and Mask

[ prot o] : Specify the protocol

[fl ag]: Specify TCP flag.

[i cnp-type] : Specify ICMP type.

[ i cnp- code] : Specify ICMP code

[ gmp-type]: Specify IGMP type.

[ fragnent s] : Specify if rule matches on fragmented IP packets.

[ precedence] : Precedence

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

[tos]:TOS

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

[ dscp] : DSCP

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

every: Every packet regardless the content.

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

per m t: Create a new rule for the current IP access-list: Specify packets to forward.

sr c: Specify the source IP and Mask

dst : Specify destination IP and Mask

[ pr ot o] : Specify the protocol

[ f1 ag] : Specify TCP flag.
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[icmp-type]:
[i cnmp- code]:
[ignp-type]:
[fragments]:

Specify ICMP type.
Specify ICMP code
Specify IGMP type.
Specify if rule matches on fragmented IP packets.

[ precedence] : Precedence
[time-range] : Activate the rule at an absolute time or periodically.
[ mi rror]: Set Mirror Interface
[rate-1imt]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1init]: Setrate limit and burst size.
[tos]: TOS
[ti me-range] : Activate the rule at an absolute time or periodically.
[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.
[ m rror]: Set Mirror Interface
[rate-1imt]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1init]: Setrate limit and burst size.
[ dscp] : DSCP
[ ti me-range] : Activate the rule at an absolute time or periodically.
[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.
[ mirror]: Set Mirror Interface
[rate-1init]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1imt]: Setrate limit and burst size.
every: Every packet regardless the content.
[time-range] : Activate the rule at an absolute time or periodically.
[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.
[ m rror]: Set Mirror Interface
[rate-1init]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1imt]: Setrate limit and burst size.

Parameter Value Meaning
P-1 string <nanme> ACL nane.
P-2 1..1023 Access-list rule index.
P-3 any Enter for any source ip address and mask.
a.b.c.d-e.f.g.h Source | P address and mask (mask in wild-card notation) e.g 192.168.1.1-
0. 0. 0. 255.
P-4 eq Speci fy val ue that port nunmber nust be equal to.
neq Speci fy val ue that port nunmber nust not be equal to.
It Speci fy value that port nunber nust be |ess than.
gt Speci fy value that port nunber nust be greater than.
P-5 domain Donai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNWVP
telnet Tel net
ssh SSH
tftp TFTP
WwWw WAV
1-65535 Port nunber
P-6 any Enter for any destination ip address and nask.
a.b.c.d-e.f.g.h Destination | P address and mask (mask in wld-card notation) e.g 192.168. 1. 1-
0. 0. 0. 255.
P-7 eq Speci fy value that port nunber nust be equal to.
neq Speci fy value that port nunber nmust not be equal to.
It Speci fy value that port number nust be |ess than.
gt Speci fy val ue that port nunmber nust be greater than.
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Parameter Value Meaning
P-8 domain Donai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNWVP
telnet Tel net
ssh SSH
tftp TFTP
Www WAV
1-65535 Port nunber
P-9 icmp | CWP
igmp | GWP
ip-in-ip IP-in-1P
tcp TCP
udp ubP
ip Any | P protocol
1-255 Pr ot ocol nunber
P-10 -fin Match occurs if fin flag is not set in the TCP header.
+fin Match occurs if fin flag is set in the TCP header.
P-11 -syn Mat ch occurs if syn flag is not set in the TCP header.
+syn Mat ch occurs if syn flag is set in the TCP header.
pP-12 -rst Mat ch occurs if rst flag is not set in the TCP header.
+rst Mat ch occurs if rst flag is set in the TCP header.
P-13 -psh Mat ch occurs if psh flag is not set in the TCP header.
+psh Match occurs if psh flag is set in the TCP header.
P-14 -ack Match occurs if ack flag is not set in the TCP header.
+ack Mat ch occurs if ack flag is set in the TCP header.
P- 15 -urg Mat ch occurs if urg flag is not set in the TCP header.
+urg Mat ch occurs if urg flag is set in the TCP header.
P-16 established Mat ch occurs if the specified RST and ACK bits are set in TCP header.
p-17 0..255 | CVMP type val ue.
P-18 0..255 | CVP code val ue.
P-19 0..255 | GW code val ue.
P- 20 0..7 | P Precedence
p-21 string <nane> Ti ne-range nane
p- 22 0..7 User priority (VLAN priority).
P- 23 0..255 TGS
P- 24 0..255 TOS I nverse Mask (0 for exact match)
P- 25 string <nanme> Ti me-range nane
P- 26 0..7 User priority (VLAN priority).
P-27 0..63 DSCP
p- 28 string <nane> Ti ne-range nane
P- 29 0..7 User priority (VLAN priority).
P- 30 string <nane> Ti ne-range nane
P-31 0.7 User priority (VLAN priority).
P- 32 any Enter for any source ip address and nask.
a.b.c.d-e.f.g.h Source | P address and nmask (mask in wild-card notation) e.g 192.168.1. 1-
0. 0. 0. 255.
P- 33 eq Specify value that port nunber nust be equal to.
neq Speci fy value that port nunmber nmust not be equal to.
It Speci fy value that port nunmber nust be |ess than.
gt Speci fy value that port nunber nust be greater than.
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Parameter Value Meaning

P- 34 domain Donai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNWVP
telnet Tel net
ssh SSH
tftp TFTP
Www WAV
1-65535 Port nunber
P- 35 any Enter for any destination ip address and nask.
a.b.c.d-e.f.g.h Destination | P address and mask (mask in wld-card notation) e.g 192.168. 1. 1-
0. 0. 0. 255.
P- 36 eq Speci fy value that port nunber nust be equal to.
neq Speci fy value that port nunber must not be equal to.
It Speci fy value that port number nust be |ess than.
gt Speci fy value that port nunmber nust be greater than.
p- 37 domain Domai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNVP
telnet Tel net
ssh SSH
tftp TFTP
WwWw WAV
1-65535 Port nunber
P- 38 icmp | CVP
igmp | GVP
ip-in-ip IP-in-IP
tcp TCP
udp UbP
ip Any | P protocol
1-255 Prot ocol nunber
P- 39 -fin Match occurs if fin flag is not set in the TCP header.
+fin Match occurs if fin flag is set in the TCP header.
P- 40 -syn Mat ch occurs if syn flag is not set in the TCP header.
+syn Match occurs if syn flag is set in the TCP header.
P- 41 -rst Mat ch occurs if rst flag is not set in the TCP header.
+rst Match occurs if rst flag is set in the TCP header.
P- 42 -psh Mat ch occurs if psh flag is not set in the TCP header.
+psh Mat ch occurs if psh flag is set in the TCP header.
P- 43 -ack Mat ch occurs if ack flag is not set in the TCP header.
+ack Match occurs if ack flag is set in the TCP header.
P- 44 -urg Match occurs if urg flag is not set in the TCP header.
+urg Match occurs if urg flag is set in the TCP header.
P- 45 established Mat ch occurs if the specified RST and ACK bits are set in TCP header.
P- 46 0..255 | CVP type val ue.
P- 47 0..255 | CVP code val ue.
P- 48 0..255 | GW code val ue.
P- 49 0..7 | P Precedence
P- 50 string <nane> Ti me-range nane
P-51 slot no./port no.
pP-52 0..10000000 Conmitted rate value, specified in kbps.
P-53 0..128 Committed burst size value, specified in kbytes.
P-54 slot no./port no.
P- 55 0..10000000 Conmitted rate value, specified in kbps.
P- 56 0..128 Conmi tted burst size value, specified in kbytes.
p-57 0..255 TOS
P- 58 0..255 TOS I nverse Mask (0 for exact match)
P- 59 string <nane> Ti ne-range nane
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Parameter Value Meaning

P- 60 0..7 User priority (VLAN priority).

P-61 slot no./port no.

P- 62 0..10000000 Committed rate value, specified in kbps.

P-63 0..128 Committed burst size value, specified in kbytes.
P- 64 slot no./port no.

P- 65 0..10000000 Committed rate val ue, specified in kbps.

P- 66 0..128 Committed burst size value, specified in kbytes.
P-67 0..63 DSCP

P- 68 string <nane> Ti ne-range nane

P- 69 0..7 User priority (VLAN priority).

P-70 slot no./port no.

pP-71 0..10000000 Committed rate value, specified in kbps.

p-72 0..128 Committed burst size value, specified in kbytes.
P-73 slot no./port no.

P-74 0..10000000 Committed rate value, specified in kbps.

P- 75 0..128 Commi tted burst size value, specified in kbytes.
P-76 string <nane> Ti ne-range nane

p-77 0.7 User priority (VLAN priority).

P-78 slot no./port no.

P-79 0..10000000 Committed rate value, specified in kbps.

P- 80 0..128 Committed burst size value, specified in kbytes.
P-81 slot no./port no.

P- 82 0..10000000 Committed rate value, specified in kbps.

P- 83 0..128 Committed burst size value, specified in kbytes.

no ip access-list extended name
Disable the option

2.5.2

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: no i p access-1ist extended nane <P-1> [index] deny src dst [proto] [fl ag]
[icmp-type] [icnp-code] [ignmp-type] [fragnments] [precedence] [l og] [time-range]
[assign-queue] [tos] [log] [tine-range] [assign-queue] [dscp] [log] [tine-
range] [assign-queue] every [log] [time-range] [assign-queue] permt src dst
[proto] [flag] [icnp-type] [icnp-code] [ignp-type] [fragments] [precedence]
[time-range] [mirror] [rate-limt] [redirect] [rate-limt] [tos] [tine-range]
[assign-queue] [mrror] [rate-limt] [redirect] [rate-limt] [dscp] [tine-
range] [assign-queue] [mirror] [rate-limt] [redirect] [rate-limt] every
[time-range] [assign-queue] [mirror] [rate-limt] [redirect] [rate-limt]

ip access-list extended rename

Rename an existing IP access-list.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p access-1ist extended renane <P-1> <P-2>

Parameter Value Meaning

P-1 string <name> ACL nane.
P-2 string <name> ACL nane.
2.5.3 ip access-list extended del

Delete an IP access-list.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p access-1list extended del <P-1> [index <P-2>]
[ i ndex] : Specify an index for the ACL rule.

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..1023 Access-list rule index.
254 ip access-group name

Associate an ACL identified by name with a VLAN ID.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p access-group nane <P-1> vlan <P-2> <P-3> [sequence <P-4>]

vl an:

60

VLAN ID

RM CLI Overview HiOS
Release 10.0 08/2024



[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..4042 Enter the VLAN ID.

P-3 in I nbound direction.
out Qut bound direction.

P-4 1..4294967295 Sequence

No ip access-group name
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no i p access-group name <P-1> vl an [sequence]

255 ip access-group del

Disassociate an ACL identified by name with a VLAN ID.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:i p access-group del <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nanme> ACL nane.

p-2 1..4042 Enter the VLAN ID.

P-3 in I nbound di rection.
out Qut bound direction.

P-4 1..4294967295 Sequence

Nno ip access-group del
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no i p access-group del <P-1> vl an [sequence]

2.6 ip

IP interface commands.

2.6.1 ip access-group name

Associate a specific IP access-list identified by name with an interface, in a given direction.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p access-group nane <P-1> <P-2> [sequence <P-3>]

[ sequence] : Indicate the order

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 in I nbound direction.
out Qut bound direction.

P-3 1..4294967295 Sequence

no ip access-group name
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no i p access-group nanme <P-1> <P-2> [sequence]

2.6.2 ip access-group del

Remove a specific IP access-list identified by name from an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p access-group del <P-1> <P-2> [sequence <P-3>]
[ sequence] : Indicate the order
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Parameter Value Meaning

P-1 string <nane> ACL nane.
pP-2 in I nbound direction.

out Qut bound direction.
P-3 1..4294967295 Sequence

no ip access-group del
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no i p access-group del <P-1> <P-2> [sequence]

2.7 show

Display device options and settings.

2.7.1 show access-list global

Display the next free index for both MAC and IPv4 based access lists.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show access-1ist gl obal

2.7.2 show access-list mac

Display the information for a specific MAC based access list.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show access-list mac [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
p-2 1..1023 Access-list rule index.

2.7.3 show access-list ip

Display the information for a specific IP based access list.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show access-list ip [<P-1> [ <P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
P-2 1..1023 Access-list rule index.

2.7.4 show access-list assignment ip

Display the assignments of existing IP ACLs.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show access-1ist assignnent ip <P-1>

Parameter Value Meaning

P-1 1000..1099 Access- | i st index.

2.7.5 show access-list assignment mac

Display the assignments of existing MAC ACLs.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show access-1ist assignment nmac <P-1>

Parameter Value Meaning
P-1 10000..10099 Access-li st index.
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3 Application Lists

3.1 appllists

Configure an application list.

3.1.1 appllists set-authlist

Set an authentication list reference that shall be used by given application.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: appl I i sts set-authlist <P-1> <P-2>

Parameter Value Meaning
P-1 string <appl i cation> Nane of an application |ist.
P-2 string <aut hl i st _nanme> Nanme of referenced authentication |ist.

3.1.2 appllists enable

Activate a login application list.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: appl | i sts enabl e <P-1>

Parameter Value Meaning

P-1 string <appl i cation> Nane of an application |ist.

3.1.3 appllists disable

Deactivate a login application list.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: appl | i sts di sabl e <P-1>

Parameter Value Meaning
P-1 string <appl i cation> Nane of an application |ist.
3.2 show

Display device options and settings.

3.2.1 show appllists

Display the ordered methods for application lists.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni strat or
Format: show appl | i sts
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4  Application Rule

4.1 application-rule

Application rule configuration.

4.1.1 application-rule add

Add new application rule name
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: appl i cati on-rul e add <P-1> nanme <P-2> [protocol <P-3>] [port <P-4>]
[direction <P-5>]
nane: Application Rule Name
[ prot ocol ] : Protocol Name
[ port]: Port Number
[ di recti on] :inbound/outbound/both

Parameter Value Meaning
P-1 1..999 Application Rule |ndex
P-2 string Application Rule Nanme
P-3 string Application Rule Protocol tcp/udp/icnp/ignp/ipip/esp/ahl/icnpv6/any/custom
P-4 any any Any port/portless protocol
a-b a-b Port Range
a,b a,b Port List (may be longer than two ports)
a-b,c-d a-b,c-d List of Port Ranges (may be longer than two ranges)
1 to 65535 1 to 65535 Port Nunber
P-5 inbound Rul e applies on inbound direction.
outbound Rul e applies on outbound direction.
both Rul e applies on inbound and outbound direction.

4.1.2 application-rule modify

Modify application rule details
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: application-rul e nodify <P-1> [nane <P-2>] [protocol <P-3>] [port <P-4>]
[direction <P-5>]
[ nane] : Application Rule Name
[ prot ocol ] : Protocol Name
[ port]: Port Number
[di recti on] : inbound/outbound/both

Parameter Value Meaning
P-1 1..999 Application Rule |ndex
P-2 string Application Rule Nane
P-3 string Application Rule Protocol tcp/udp/icnp/ignp/ipip/esp/ahl/icnpv6/any/custom
P-4 any any Any port/portless protocol
a-b a-b Port Range
a,b a,b Port List (may be longer than two ports)
a-b,c-d a-b,c-d List of Port Ranges (may be longer than two ranges)
1to 65535 1 to 65535 Port Nunber
P-5 inbound Rul e applies on inbound direction.
outbound Rul e applies on outbound direction.
both Rul e applies on inbound and outbound direction.

4.1.3 application-rule delete

Delete application rule
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: appl i cation-rul e delete <P-1>

Parameter Value Meaning
P-1 1..999 Application Rule |ndex
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4.2 show

Display device options and settings.

4.2.1 show application-rule list

Display all application rule list
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show application-rule |ist
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5 Authentication Lists

51 authlists

Configure an authentication list.

51.1 authlists add

Create a new login authentication list.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: aut hl i sts add <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _name> Nane of an authentication list.

51.2 authlists delete

Delete an existing login authentication list.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: aut hl i sts del ete <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _name> Nane of an authentication list.

5.1.3 authlists set-policy

Set the policies of a login authentication list.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: aut hl i sts set-policy <P-1> <P-2> [<P-3> [<P-4> [<P-5> [<P-6>]]]]

Parameter Value Meaning
P-1 string <aut hl i st_name> Nanme of an authentication |ist.
P-2 reject Aut hentication is rejected / not allowed
local Aut hentication by |ocal user DB
radius Aut henti cati on by RADIUS server
ias Aut henti cati on by | AS server
Idap Aut henti cation by renote server
P-3 reject Aut hentication is rejected / not allowed
local Aut hentication by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut hentication by | AS server
Idap Aut henti cati on by renote server
P-4 reject Aut hentication is rejected / not allowed
local Aut henti cation by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut henti cation by | AS server
Idap Aut henti cati on by renote server
P-5 reject Aut hentication is rejected / not allowed
local Aut henti cati on by | ocal user DB
radius Aut henti cati on by RADIUS server
ias Aut henti cation by | AS server
Idap Aut henti cation by renote server
P-6 reject Aut hentication is rejected / not allowed
local Aut hentication by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut henti cati on by | AS server
Idap Aut henti cati on by renote server

51.4 authlists enable

Activate a login authentication list.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: aut hl i sts enabl e <P-1>
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Parameter Value Meaning

P-1 string <aut hl i st _name> Nanme of an authentication list.

51.5 authlists disable

Deactivate a login authentication list.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: aut hl i sts di sabl e <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _name> Nanme of an authentication |ist.
5.2 show

Display device options and settings.

52.1 show authlists

Display the ordered methods for authentication lists.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Admi ni st rat or
Format: show aut hl i sts
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6 Auto Disable

6.1 auto-disable

Configure the Auto Disable condition settings.

6.1.1 auto-disable reason

Enables/disables port Recovery by reason on this device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: aut o- di sabl e reason <P-1>

Parameter Value Meaning

P-1 link-flap Enabl e/ di sabl e |ink-fl ap.
crc-error Enabl e/ di sabl e crc-error.
duplex-mismatch Enabl e/ di sabl e dupl ex- m snat ch.
dhcp-snooping Enabl e/ di sabl e dhcp-snoopi ng.
arp-rate Enabl e/ di sabl e arp-rate.
bpdu-rate Enabl e/ di sabl e bpdu-rate.
port-security Enabl e/ di sabl e MAC based port security.
overload-detection  Enabl e/ di sabl e over| oad- det ecti on.
speed-duplex Enabl e/ di sabl e |ink speed and dupl ex nonitor.
loop-protection Enabl e/ di sabl e | oop protection.

no auto-disable reason
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no aut o-di sabl e reason <P-1>

6.2 auto-disable

Configure the Auto Disable condition settings.

6.2.1 auto-disable timer

Timer value in seconds after a deactivated port is activated again. Possible values are: 30-4294967295. A value
of O disables the timer.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: aut o- di sabl e tinmer <P-1>

Parameter Value Meaning
P-1 30..4294967295 Timer value in seconds.

6.2.2 auto-disable reset

Reset the specific interface and reactivate the port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: aut o- di sabl e reset [<P-1>]

Parameter Value Meaning
P-1 port Press Enter to execute the comrand.

no auto-disable reset
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no aut o-di sabl e reset [<P-1>]
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6.3 show

Display device options and settings.

6.3.1 show auto-disable brief

Display the Auto Disable summary per interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show aut o- di sabl e bri ef

6.3.2 show auto-disable reasons

Display the summary of the detected Auto Disable error reasons.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show aut o- di sabl e reasons
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7 Cabletest

7.1 cable-test

7.1.1 cable-test

Select port on which to perform the cable test.

Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cabl e-test <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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8 Class Of Service

8.1 classofservice

Class of service configuration.

8.1.1 classofservice ip-dscp-mapping
ip-dscp-mapping configuration
Mode: d obal Config Mde

Privilege Level: Oper at or
Format: cl assof servi ce i p-dscp- mappi ng <P-1> <P-2>

Parameter Value Meaning
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Parameter Value Meaning
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

p-2 <0..7> Enter the Traffic Class value.

8.1.2 classofservice dotlp-mapping

Enter a VLAN priority and the traffic class it should be mapped to.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: cl assof servi ce dot 1p- mappi ng <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0..7 Enter the 802.1p priority.

P-2 0..7 Enter the Traffic O ass val ue.

P-3 0..3 Enter a nunber in the given range.

8.2 classofservice

Interface classofservice configuration.

8.2.1 classofservice trust

trust configuration
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: cl assof servi ce trust <P-1>

Parameter Value Meaning
P-1 untrusted Sets the class of service trust node to untrusted
dotlp Sets the class of service trust npde to dot 1p.
ip-dscp Sets the class of service trust node to | P DSCP.
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8.3 cos-queue

COS queue configuration

8.3.1 cos-queue strict

strict priority scheduler (default)
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue strict <P-1> <P-2>

Parameter Value Meaning
P-1 0.7 Enter a Queue Id fromO to 7.
P-2 0.3 Enter a number in the given range.

8.3.2 cos-queue weighted

weighted scheduler
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue wei ghted <P-1> <P-2>

Parameter Value Meaning
P-1 0.7 Enter a Queue Id fromO to 7.
P-2 0.3 Enter a number in the given range.

8.3.3 cos-queue max-bandwidth

Maximum/shaped bandwidth for the queues
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue nax- bandwi dth <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0.3 Enter a number in the given range.
p-2 0.7 Enter a Queue Id fromO to 7.

P-3 0..100 Enter a number in the given range.

8.34 cos-queue min-bandwidth

Minimum/guaranteed bandwidth for the queues when in weighted mode
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue m n-bandwi dth <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0.3 Enter a number in the given range.
p-2 0.7 Enter a Queue Id fromO to 7.

P-3 0..100 Enter a number in the given range.
8.4 show

Display device options and settings.

8.4.1 show classofservice ip-dscp-mapping

Display the ip-dscp-mapping configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce i p-dscp-mappi ng

8.4.2 show classofservice dotlp-mapping

Display a table containing the vlan priority to traffic class mappings.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show cl assof servi ce dot 1p- mappi ng

RM CLI Overview HiOS
Release 10.0 08/2024

73



8.4.3 show classofservice trust

Display a table containing the trust mode of every interface.

Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce trust

8.4.4 show cos-queue

Display the Class Of Service (CoS) queue parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show cos- queue
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9 Command Line Interface (CLI)

9.1 cli

Set the CLI preferences.

9.1.1 cli serial-timeout

Set login timeout for serial line connection to CLI. Setting to 0 will disable the timeout. The value is active after next
login.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: cli serial-tineout <P-1>

Parameter Value Meaning
P-1 0..160 Enter a number in the given range. Setting to O will disable the tineout.

9.1.2 cli prompt

Change the system prompt. Following wildcards are allowed: %d date, %t time, %i IP address, %m MAC address
,%p product name, %s short product name

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: cli pronpt <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters. Follow ng wildcards are
al lowed:\n % date, % tine, % |P address, %n MAC address , % product nane,
% short product name

9.1.3 cli numlines

Screen size for 'more’ (23 = default). Enter a 0 will disable the feature. The value is only valid for the current
session.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest

Format: cl i numl i nes <P-1>

Parameter Value Meaning

P-1 0..250 Screen size for "nmore' (23 = default). Enter a O will disable the feature. The
value is only valid for the current session.

9.1.4 cli banner operation

Enable or disable the CLI login banner.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: cl i banner operation

no cli banner operation

Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st rat or
Format: no cli banner operation

9.1.5 cli banner text

Set the text for the CLI login banner (C printf format syntax allowed: \\n \\t).
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: cl i banner text <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 1024 characters (allowed characters are from
ASCI| 32 to 127).
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9.2 show

Display device options and settings.

9.2.1 show cli global

Display the CLI preferences.
Mode: Conmmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cli gl obal

9.2.2 show cli command-tree

Display a list of every command.
Mode: Cormmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cli command-tree

9.3 logging

Logging configuration.

9.3.1 logging cli-command

Enable or disable the CLI command logging.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: | oggi ng cli-comrand

no logging cli-command

Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no | oggi ng cli-conmand

94 show

Display device options and settings.

9.4.1 show logging cli-command

Display the CLI command logging preferences.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show | oggi ng cli -command
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10 Clock

10.1 clock

Configure local and DST clock settings.

10.1.1 clock set

Edit current local time.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: cl ock set <P-1> <P-2>

Parameter Value Meaning
P-1 YYYY-MM-DD Local date (range: 2004-01-01 - 2037-12-31).
P-2 HH:MM:SS Local tine.

10.1.2 clock timezone offset

Local time offset (in minutes) with respect to UTC (positive values for locations east of Greenwich).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: cl ock tinmezone of fset <P-1>

Parameter Value Meaning
P-1 -780..840 Edit the tinezone offset (in mnutes).

10.1.3 clock timezone zone

Edit the timezone acronym (max. 4 characters).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: cl ock ti mezone zone <P-1>

Parameter Value Meaning
P-1 string Edit the tinezone acronym (max 4 characters).

10.1.4 clock summer-time mode

Configure summer-time mode parameters.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: cl ock sumer-ti me node <P-1>

Parameter Value Meaning

P-1 disable Di sabl e recurring sumer-time node.
recurring Enabl e recurring summer-tine node.
eu Enabl e recurring sumer-tine used in nost parts of the European Union.
usa Enabl e recurring sunmer-tinme used in nost parts of the USA

10.1.5 clock summer-time recurring start

Edit the starting date and time for daylight saving time.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: cl ock sumer-time recurring start <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning
P-1 none

first

second

third

fourth

last
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Parameter Value Meaning

P-2 none
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thur sday
fri Fri day
sat Sat ur day
P-3 none
jan January
feb February
mar Mar ch
apr Apri |
may May
jun June
jul July
aug August
sep Sept enber
oct Cct ober
nov Novenber
dec Decenber
P-4 string <hh: m> Present tine in hh:nmmformt (00:00-23:59).

10.1.6 clock summer-time recurring end

Edit the ending date and time for daylight saving time.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: cl ock sumrer-time recurring end <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning
P-1 none
first
second
third
fourth
last
P-2 none
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thur sday
fri Fri day
sat Sat ur day
P-3 none
jan January
feb February
mar Mar ch
apr Apri |
may May
jun June
jul July
aug August
sep Sept enber
oct Cct ober
nov Novenber
dec Decenber
P-4 string <hh: > Present tinme in hh:nmmformat (00:00-23:59).

10.1.7 clock summer-time zone

Edit timezone acronym for summer-time (max. 4 characters).
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: cl ock sumer-time zone <P-1>

Parameter Value Meaning
P-1 string Edit the tinmezone acronym (nmax 4 characters).
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10.2 show

Display device options and settings.

10.2.1 show clock

Display the current time information.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show cl ock [sumer-tine]

[ sumrer - t i ne] : Display the summer-time parameters.
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11 Central Mirroring

11.1 port-redirect

Configure the Central Mirroring / Redirect settings.

11.1.1 port-redirect destination-port

Create or change the status of a Central Mirroring / Redirect instance, determined by its destination port.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: port-redi rect destination-port <P-1> <P-2>

Parameter Value Meaning

P-1 slot no./port no.

P-2 enable Enabl e the option.
disable Di sabl e the option.
add Add a new i nstance.
delete Del ete the instance.

11.1.2 port-redirect source-port-list destination-port

Destination port determines the Central Mirroring / Redirect instance.

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: port-redirect source-port-list destination-port <P-1> source-port <P-2>
sour ce- port: Add or remove port from list of source ports.

Parameter Value Meaning
P-1 slot no./port no.
P-2 slot no./port no.

no port-redirect source-port-list destination-port
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no port-redirect source-port-list destination-port <P-1> source-port <P-
2>

11.2 show

Display device options and settings.

11.2.1 show port-redirect

Display the CMS parameters and status.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest

Format: show port-redirect [destination-port [<P-1>]]
[ desti nati on- port]: Display the Central Mirroring / Redirect instance settings. The instance is determined by
its destination port.

Parameter Value Meaning
P-1 slot no./port no.
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12 Configuration

12.1 save

Save the configuration to the specified destination.

12.1.1 save profile

Save the configuration to the specific profile.
Mode: Al I Privil eged Modes
Privilege Level: Oper at or
Format: save profile <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.
12.2 config

Configure the configuration saving settings.

12.2.1 config watchdog admin-state

Enable or disable the configuration undo feature.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: confi g wat chdog adm n-state

no config watchdog admin-state
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Oper at or
Format: no confi g wat chdog admi n-state

12.2.2 config watchdog timeout

Configure the configuration undo timeout (unit: seconds).
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: confi g wat chdog ti meout <P-1>

Parameter Value Meaning
P-1 30..600 Enter a number in the given range.

12.2.3 config encryption password set

Set the configuration file password.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: confi g encryption password set [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.
P-2 string Enter a user-defined text, max. 64 characters.

12.2.4 config encryption password clear

Clear the configuration file password.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: confi g encryption password cl ear [<P-1>]

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.
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12.2.5 config envm choose-active

Choose the active external non-volatile memory for copying firmware, logs, certificates etc. This does not affect
loading and saving of the configuration.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: confi g envm choose-active <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

12.2.6 config envm log-device

Choose the active external non-volatile memory for persistent log files.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: confi g envm | og- devi ce <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

12.2.7 config envm auto-update

Allow automatic firmware updates with this memory device.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: confi g envm aut o- updat e <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

no config envm auto-update
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no confi g envm aut o-update <P-1>

12.2.8 config envm sshkey-auto-update

Allow automatic ssh key updates with this memory device.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: confi g envm sshkey- aut o- update <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

no config envm sshkey-auto-update
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no confi g envm sshkey- aut o-update <P-1>

12.2.9 config envm config-save

Allow the configuration to be saved to this memory device.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: confi g envm confi g- save <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

no config envm config-save
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no confi g envm confi g- save <P-1>
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12.2.10 config envm load-priority

Configure the order of configuration load attempts from memory devices at boot time. If one load is successful,

then the device discards further attempts.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: config envm |l oad-priority <P-1> <P-2>

Parameter Value Meaning

P-1 sd SD- Car d
usb USB Storage Device

P-2 disable Config will not be |oaded at all
first Config will be loaded first. If successful, no other config wll
second Config will be loaded if first one does not succeed.

12.2.11 config envm usb-compatibility

Changes the USB compatibility mode. The changes take effect only after saving the settings and rebooting the

device.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: confi g envm usb-conpatibility <P-1>

Parameter Value Meaning
P-1 normal Nor mal Mode
compatibility Conpatibility Mode

no config envm usb-compatibility
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no config envm usb-conpatibility <P-1>

12.2.12 config profile select

Select a configuration profile to be the active configuration.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: config profile select <P-1> <P-2>

Parameter Value Meaning
P-1 nvm You can only select nvmfor this comand.
P-2 1..20 I ndex of the profile entry.

12.2.13 config profile delete

Delete a specific configuration profile.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or

Format: config profile delete <P-1> num <P-2> profile <P-3>

num Select the index of a profile to delete.
pr of i | e: Select the name of a profile to delete.

Parameter Value Meaning
P-1 nvm non-vol atile menory
envm external non-volatile nenory device
P-2 1..20 I ndex of the profile entry.
P-3 string Enter a user-defined text, max. 32 characters.

12.2.14 config fingerprint verify nvm profile

Select the name of a profile to be verified.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: config fingerprint verify nvmprofile <P-1> <P-2>

Parameter Value Meaning
P-1 string Filename.
P- 2 string Enter hash as 40 hexa-deci nal characters.
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12.2.15 config fingerprint verify nvm num

Select the index number of a profile to be verified.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: config fingerprint verify nvm num <P-1> <P-2>

Parameter Value Meaning
P-1 1..20 I ndex of the profile entry.
P- 2 string Enter hash as 40 hexa-deci nal characters.

12.2.16 config fingerprint verify envm profile

Select the name of a profile to be verified.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: config fingerprint verify envmprofile <P-1> <P-2>

Parameter Value Meaning
P-1 string Filename.
P- 2 string Enter hash as 40 hexa-deci nal characters.

12.2.17 config fingerprint verify envm num

Select the index number of a profile to be verified.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: config fingerprint verify envm num <P-1> <P-2>

Parameter Value Meaning
P-1 1..20 I ndex of the profile entry.
P- 2 string Enter hash as 40 hexa-deci nal characters.

12.2.18 config remote-backup operation

Enable or disable the remote backup of the configuration profile.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: confi g renot e- backup operation

no config remote-backup operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no confi g renote-backup operation

12.2.19 config remote-backup destination

Enter the destination URL for the configuration profile backup. The following wildcards are allowed: %d=date,
%t=time, %i=IP address, %m=MAC address ,%p=product name.

Mode: d obal Config Mode

Privilege Level: Admi ni st r at or

Format: confi g renote-backup destination <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, nmax. 128 characters.

12.2.20 config remote-backup username

Enter the user name to authenticate on the remote server.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: confi g renot e- backup usernane <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.

12.2.21 config remote-backup password

Enter the password to authenticate on the remote server.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: confi g renot e- backup password <P-1>

84 RM CLI Overview HiOS
Release 10.0 08/2024



Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

12.3 copy
Copy different kinds of items.

12.3.1 copy sysinfo system envm

Copy the system information to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy sysinfo systemenvm [fil ename <P-1>]
[fil enane] : Enter the filename (format xyz.html) to be saved in external non-volatile memory.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 32 characters.

12.3.2 copy sysinfoall system envm

Copy the system information and the event log from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy sysinfoall system envm

12.3.3 copy firmware envm

Copy a firmware image to the device from external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy firmwvare envm <P-1> system
syst em Copy a firmware image to the device from external non-volatile memory.

Parameter Value Meaning

P-1 string Filename.

12.3.4 copy firmware remote

Copy a firmware image to the device from a server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy firmvare renote <P-1> system [source-interface <P-2>]
syst em Copy a firmware image to the device from a file server.
[ source-interface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

12.3.5 copy config running-config nvm

Copy the running-config to non-volatile memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy config running-config nvm [profile <P-1>]
[ profil e]: Save the configuration as a specific profile name.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 32 characters.

12.3.6 copy config running-config remote

Copy the running-config to a file server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Admi ni strat or

Format: copy config running-config renote <P-1> [source-interface <P-2>]
[ sour ce-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.
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Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

12.3.7 copy config nvm

Load a configuration from non-volatile memory to the running-config.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: copy config nvm[profile <P-1>] running-config renote <P-2> [source-
i nterface <P-3>]
[ profile]:Load a configuration from a specific profile name.
runni ng- confi g: (Re)-load a configuration from non-volatile memory to the running-config.
r enot e: Copy a configuration from non-volatile memory to a server.
[ source-interface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Filename.

P-2 string Enter a user-defined text, max. 128 characters.
P-3 slot no./port no.

12.3.8 copy config nvm running-config

(Re)-load a configuration from non-volatile memory to the running-config.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: copy config nvm runni ng-config

12.3.9 copy config nvm remote

Copy a configuration from non-volatile memory to a server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy config nvmrenote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.

12.3.10 copy config envm

Copy a configuration from external non-volatile memory to non-volatile memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Admi ni st r at or

Format: copy config envm [profile <P-1>] nvm
[ profil e]: Copy a specific configuration profile from external non-volatile memory to non-volatile memory.
nvm Copy a specific profile from external non-volatile memory to non-volatile memory.

Parameter Value Meaning
P-1 string Filename.

12.3.11 copy config remote

Copy a configuration file to the device from a server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy config renpte <P-1> nvm [profile <P-2>] [source-interface <P-3>]
runni ng-config [source-interface <P-4>]
nvm Copy a configuration file from a server to non-volatile memory.
[ profil e]: Copy a configuration from a server to a specific profile in non-volatile memory.
[ source-i nterface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.
runni ng- confi g: Copy a configuration file from a server to the running-config.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

P- 2 string Enter a user-defined text, nmax. 32 characters.

P-3 slot no./port no.

P-4 slot no./port no.
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12.3.12 copy sfp-white-list remote

Copy the SFP WhiteList from server to the device.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy sfp-white-list renpte <P-1> nvm [source-interface <P-2>]
nvm Copy the SFP WhiteList from server to the device.
[ sour ce-i nt erface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

12.3.13 copy sfp-white-list envm

Copy the SFP WhiteList from external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy sfp-white-list envm <P-1> nvm
nvm Copy the SFP WhiteList from external non-volatile memory to the device.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
12.4 clear

Clear several items.

12.4.1 clear config

Clear the running configuration.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: cl ear config [<P-1>]

Parameter Value Meaning

P-1 keep-ip Keep the | P paraneters for nmanagenent at clear configuration.

12.4.2 clear factory

Set the device back to the factory settings (use with care).
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: cl ear factory [erase-all]
[ erase-al | ]: Setto factory settings and also erase file systems (use with extreme care).

12.4.3 clear sfp-white-list

Clear the SFP WhiteList.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear sfp-white-1li st

12.5 show

Display device options and settings.

12.5.1 show running-config xml

Display the currently running configuration (XML file).
Mode: Conmand is in all nobdes avail able.
Privilege Level: Admi ni strat or
Format: show r unni ng-config xmni
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12.5.2 show running-config script

Display the currently running configuration (CLI script).
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni st r at or

Format: show runni ng-config script [all] [interface <P-1>]
[ al I ]: Display the currently running configuration (CLI script).

[i nterface]: Display the currently running configuration for the interface (Partial CLI script).

Parameter Value Meaning
P-1 slot no./port no.
12.6 show

Display device options and settings.

12.6.1 show config envm settings

Display the settings of the external non-volatile memory.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g envm settings

12.6.2 show config envm properties

Display the properties of the external non-volatile memory.

Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show confi g envm properties

12.6.3 show config envm active

Display the active external non-volatile memory.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show config envm acti ve

12.6.4 show config envm usb-compatibility

Display the USB compatibility mode. The admin mode takes effect after saving the settings and rebooting the

device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g envm usb-conpatibility

12.6.5 show config watchdog

Display the Auto Configuration Undo settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g wat chdog

12.6.6 show config encryption

Display the settings for configuration encryption.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g encryption

12.6.7 show config profiles

Display the configuration profiles.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni st r at or
Format: show config profiles <P-1> [<P-2>]

Parameter Value Meaning
P-1 nvm non-vol atile nmenory
envm external non-volatile nenory device
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Parameter Value Meaning

P-2 1..20 I ndex of the profile entry.

12.6.8 show config status

Display the synchronization status of the running configuration with the non-volatile memory and the ACA.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show confi g status

12.6.9 show config remote-backup

Display the settings and the status for remote backup of the configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Admi ni str at or
Format: show confi g renot e-backup

12.7 swap

Swap software images.

12.7.1 swap firmware system backup

Swap the main and backup images.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: swap firmwvare system backup
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13 Dynamic ARP Inspection

13.1 ip

Set IP parameters.

13.1.1 ip arp-inspection verify src-mac

If enabled verifies the source MAC address in the ethernet packet against the sender MAC address in a ARP
request/response packet body. If disabled does not perform this additional security check.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: i p arp-inspection verify src-mac

no ip arp-inspection verify src-mac
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p arp-inspection verify src-mac

13.1.2 ip arp-inspection verify dst-mac

If enabled verifies the destination MAC address in the (unicast) ethernet packet against the MAC address in a ARP
response packet body. If disabled does not perform this additional security check.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: i p arp-i nspection verify dst-mac

no ip arp-inspection verify dst-mac
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i p arp-inspection verify dst-nmac

13.1.3 ip arp-inspection verify ip
If enabled validates the sender protocol address (always) and the target protocol address (response) in the ARP
packet body to be a public unicast IP address. Such addresses exclude 0.0.0.0, multicast/broadcast addresses,
reserved addresses and loopback addresses. If disabled does not perform this additional security check.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:i p arp-inspection verify ip

no ip arp-inspection verify ip
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no i p arp-inspection verify ip

13.1.4 ip arp-inspection access-list add

This command creates a new ARP ACL (and optionally activates it).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p arp-i nspection access-list add <P-1> [ <P-2>]

Parameter Value Meaning
P-1 string <acl - nanme> Nane of ACL.
P-2 active Activate the option.
inactive I nactivate the option.
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13.1.5 ip arp-inspection access-list delete

This command deletes an ARP ACL (and all rules associated with it).
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p arp-inspection access-list delete <P-1>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

13.1.6 ip arp-inspection access-list mode

This command activates or deactivates an ARP ACL.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:i p ar p-i nspecti on access-list node <P-1> <P-2>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

P-2 active Activate the option.
inactive I nactivate the option.

13.1.7 ip arp-inspection access-list rule add

This command creates a new ARP ACL rule, associated with an ACL name and a MAC/IP address. Notice that

the number of active ACL rules in an ACL is limited to 20.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p arp-i nspection access-list rule add <P-1> <P-2> <P-3> [ <P-4>]

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

p-2 aa:bb:cc:dd:ee:ff MAC addr ess.

P-3 A.B.C.D | P address.

P-4 active Activate the option.
inactive I nactivate the option.

13.1.8 ip arp-inspection access-list rule delete

This command deletes an ARP ACL rule, associated with a ACL name and MAC/IP address.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: i p arp-inspection access-list rule delete <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.
P-2 aa:bb:cc:dd:ee:ff MAC addr ess.

P-3 A.B.C.D | P address.

13.1.9 ip arp-inspection access-list rule mode

This command activates or deactivates a configured ARP ACL rule, associated with a ACL name and MAC/IP
address.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p arp-inspection access-list rule nmode <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

P- 2 aa:bb:cc:dd:ee:ff MAC addr ess.

P-3 A.B.C.D | P address.

P-4 active Activate the option.
inactive I nactivate the option.

13.2 clear

Clear several items.
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13.2.1 clear ip arp-inspection statistics

This command clears the Dynamic ARP Inspection (DAI) statistics on all VLANS.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear ip arp-inspection statistics

13.3 ip

IP commands.

13.3.1 ip arp-inspection mode

Enables or disables Dynamic ARP Inspection (DAI) on a VLAN.
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or
Format:i p ar p-i nspecti on node <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no ip arp-inspection mode
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no i p arp-inspection node <P-1>

13.3.2 ip arp-inspection log

Enables or disables DAI logging on a VLAN.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: i p arp-inspection | og <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no ip arp-inspection log
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no i p arp-inspection |og <P-1>

13.3.3 ip arp-inspection bind-check

Enables or disables the DAI binding-check on a VLAN. If enabled, an ARP frame received on an untrusted port
(in a DAl enabled VLAN) is checked. This test starts when a ARP ACL exists but the condition does not match in
the rule table and the ACL strict flag is not set or when the ARP ACL not exist.

Mode: VLAN Dat abase Mode

Privilege Level: Oper at or

Format: i p arp-inspection bind-check <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no ip arp-inspection bind-check
Disable the option
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or
Format: no i p arp-inspection bind-check <P-1>

13.3.4 ip arp-inspection access-list strict

Enables or disables the strict DAl ACL check on a VLAN. If an ARP ACL is defined for the VLAN and there is no
match for the received ARP packet, then (if this option is enabled) the packet is dropped without consulting the
DHCP Snooping bindings database.

Mode: VLAN Dat abase Mdde

Privilege Level: Oper at or

Format: i p arp-inspection access-list strict <P-1>
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Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

Nno ip arp-inspection access-list strict
Disable the option
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or
Format: no i p arp-inspection access-list strict <P-1>

13.3.5 ip arp-inspection access-list assign

(Un) Configure the ARP ACL used to filter ARP packets on a VLAN. If the ARP ACL name is omitted, then no ACL
is assigned to this VLAN. If the ARP ACL name does not exist in the ACL table, then it depends on the DHCP
Snooping bindings database and/or it's configured usage whether an ARP packet is forwarded or dropped.

Mode: VLAN Dat abase Mode

Privilege Level: Oper at or

Format: i p arp-inspection access-list assign <P-1> [<P-2>]

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 string <acl - name> Nanme of ACL.
13.4 ip

IP interface commands.

13.4.1 ip arp-inspection trust

This command configures an interface as trusted or untrusted. Dynamic ARP Inspection (DAI) forwards valid ARP
packets on trusted interfaces without inspection. On un-trusted interfaces ARP packets will be subject to ARP
inspection.

Mode: | nt er f ace Range Mode

Privilege Level: Oper at or

Format: i p arp-i nspection trust

no ip arp-inspection trust

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i p arp-inspection trust

13.4.2 ip arp-inspection auto-disable

Enables or disables the auto-disable feature for an interface, applicable when the ARP packet rate exceeds the
limit.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i p arp-inspection auto-di sabl e

no ip arp-inspection auto-disable
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no i p arp-inspection auto-disable

13.4.3 ip arp-inspection limit

This command configures an interface for a maximum ARP packet rate in a burst interval, or disables it. If the rate
of ARP packets exceed this limit in consecutive intervals then all further packets are dropped. If that happens and
additionally the auto-disable feature is enabled, then the port is disabled automatically.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:i p arp-inspection linmt <P-1> [<P-2>]

Parameter Value Meaning

P-1 -1..300 Specifies the rate limt value (in packets per seconds, pps) for Dynam c ARP
I nspection (DAl) purposes. The value -1 switches rate limting off.
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Parameter Value Meaning

P-2 1..15 Specifies the burst interval value for Dynam c ARP I nspection (DAl) purposes.
Because this paranmeter is optional it |eaves unchanged if omitted.

13.5 show

Display device options and settings.

13.5.1 show ip arp-inspection global

This command displays the global Dynamic ARP Inspection (DAI) configuration.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection gl obal

13.5.2 show ip arp-inspection statistics dropped

This command lists statistics for ARP packets dropped by Dynamic ARP Inspection (DAI).
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection statistics dropped

13.5.3 show ip arp-inspection statistics forwarded

This command lists statistics for ARP packets forwarded by Dynamic ARP Inspection (DAI).
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection statistics forwarded

13.5.4 show ip arp-inspection access-list names

This command displays a list of all existing ARP ACLs.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection access-list nanes

13.5.5 show ip arp-inspection access-list rules

This command displays all ACL rules of a dedicated ARP ACL.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection access-list rules <P-1>

Parameter Value Meaning
P-1 string <acl - name> Nanme of ACL.

13.5.6 show ip arp-inspection interfaces

This command shows the Dynamic ARP Inspection (DAI) status of all interfaces.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection interfaces

13.5.7 show ip arp-inspection vlan

This command displays the VLAN based Dynamic ARP Inspection (DAI) status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection vl an
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14 Debugging

14.1 debug

Different tools to assist in debugging the device.

14.1.1 debug tcpdump help

Display the help file for the tcpdump tool.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunp help

14.1.2 debug tcpdump start cpu

Start capture with default values.

Mode: Pri vi | eged Exec Mbde

Privilege Level: Oper at or

Format: debug tcpdunp start cpu [filter <P-1>] [parns <P-2>]
[filter]: Start capture with values from a filter file.
[ par nB] : Start capture with the tcpdump parameters (for details see tcpdump help).

Parameter Value Meaning
P-1 string <filename> Enter a valid fil enane.
P-2 string Enter a user-defined text, max. 255 characters.

14.1.3 debug tcpdump stop

Abort capture of network traffic.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug t cpdunmp stop

14.1.4 debug tcpdump filter show

Display a known filter file.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: debug tcpdunmp filter show <P-1>

Parameter Value Meaning

P-1 string <filename> Enter a valid fil enane.

14.1.5 debug tcpdump filter list

Display every available filter file.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunp filter 1list

14.1.6 debug tcpdump filter delete

Delete a known filter file.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunmp filter delete <P-1>

Parameter Value Meaning

P-1 string <filenanme> Enter a valid fil enane.

14.1.7 debug stppkttrace

Packet tracer for spanning tree protocol.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: debug st ppkttrace <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

RM CLI Overview HiOS
Release 10.0 08/2024



14.1.8 debug support-mode operation

Enable or disable the Support Mode. Contact manufacturer.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug support-node operation <P-1>

Parameter Value Meaning

P-1 enable Enabl e Support Mode on the device. Contact manufacturer.
disable Di sabl e Support Mode on the device.

14.2 show

Display device options and settings.

14.2.1 show debug developer-log

Show developer log
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: show debug devel oper-1og [ <P-1>]

Parameter Value Meaning
P-1 0..4294967294 Enter a number in the given range.

14.2.2 show debug logic-modules

List logic module information
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: show debug | ogi c- nodul es

14.2.3 show debug stppkttrace

Display the mode of packet tracer for spanning tree protocol.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: show debug st ppkttrace

14.3 copy
Copy different kinds of items.

14.3.1 copy tcpdumpcap nvm envm

Copy the capture file from non-volatile memory to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy tcpdunpcap nvm envm [ <P- 1>]

Parameter Value Meaning
P-1 string <filename> Enter a valid filenane.

14.3.2 copy tcpdumpcap nvm remote

Copy the capture file from the device to a server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy tcpdunpcap nvmrenbte <P-1> [source-interface <P-2>]
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

P-2 slot no./port no.
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14.3.3 copy tcpdumpfilter remote

Copy the filter file from a server to the specified destination.

Mode: Pri vi | eged Exec Mbde

Privilege Level: Oper at or

Format: copy tcpdunpfilter renote <P-1> nvm <P-2> [source-interface <P-3>]
nvm Copy the filter file from a server to non-volatile memory.
[ sour ce-i nt erface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 string <filename> Enter a valid fil enane.

P-3 slot no./port no.

14.3.4 copy tcpdumpfilter envm

Copy the capture filter from external non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy tcpdunpfilter envm <P-1> nvm [ <P- 2>]

nvm Copy the capture filter from external non-volatile memory to non-volatile memory.

Parameter Value Meaning
P-1 string <filename> Enter a valid fil enane.
P-2 string <filename> Enter a valid fil enane.

14.3.5 copy tcpdumpfilter nvm

Copy the capture filter from non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy tcpdumpfilter nvm<P-1> envm|[<P-2>] renote <P-3> [source-interface <P-
4>]
envm Copy the capture filter from non-volatile memory to external non-volatile memory.
r enot e: Copy the capture file from non-volatile memory to a server.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Filename.

P-2 string <filename> Enter a valid fil enane.

P-3 string Enter a user-defined text, max. 128 characters.

P-4 slot no./port no.
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15 Device Monitoring

15.1 device-status

Configure various device conditions to be monitored.

15.1.1 device-status monitor link-failure

Enable or disable monitor state of network connection(s).
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce-status nonitor link-failure

no device-status monitor link-failure
Disable the option

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: no device-status nonitor |ink-failure

15.1.2 device-status monitor temperature

Enable or disable monitoring of the device temperature.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce- status nonitor tenperature

no device-status monitor temperature
Disable the option

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: no devi ce-status nonitor tenperature

15.1.3 device-status monitor module-removal

Enable or disable monitoring the presence of modules.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce- st at us nonitor nodul e-renoval

no device-status monitor module-removal
Disable the option

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: no devi ce-status nonitor nodul e-renoval

15.1.4 device-status monitor fan-failure

Enable or disable monitoring the status of fan modules.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce-status nonitor fan-failure

no device-status monitor fan-failure
Disable the option

Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: no devi ce-status nonitor fan-failure

15.1.5 device-status monitor envm-removal

Enable or disable monitoring the presence of the external non-volatile memory.

Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce- st atus nobnitor envnrenoval
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no device-status monitor envm-removal
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st rat or
Format: no devi ce-status npnitor envmrenoval

15.1.6 device-status monitor envm-not-in-sync

Enable or disable monitoring synchronization between the external non-volatile memory and the running
configuration.

Mode: d obal Confi g Mde

Privilege Level: Admi ni st rat or

Format: devi ce- status nonitor envm not-in-sync

no device-status monitor envm-not-in-sync
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: no devi ce-status nonitor envmnot-in-sync

15.1.7 device-status monitor ring-redundancy

Enable or disable monitoring if ring-redundancy is present.
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: devi ce- status nonitor ring-redundancy

no device-status monitor ring-redundancy
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Admi ni st r at or
Format: no devi ce-status nonitor ring-redundancy

15.1.8 device-status monitor humidity

Enable or disable monitoring of the device humidity.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: devi ce-status nonitor humidity

no device-status monitor humidity
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Admi ni st rat or
Format: no devi ce-status nonitor humdity

15.1.9 device-status monitor power-status

Enable or disable monitoring the condition of the power supply.
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: devi ce- st at us nonitor power-status <P-1>

Parameter Value Meaning

P-1 1 Nunber of power supply.

no device-status monitor power-status
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no devi ce-status nonitor power-status <P-1>

15.1.10 device-status monitor power-supply

Enable or disable monitoring the condition of the power supply(s).
Mode: G obal Confi g Mode
Privilege Level: Admi ni strat or
Format: devi ce- stat us nonitor power-supply <P-1>
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Parameter Value Meaning

P-1 1.2 Nurber of power supply.

no device-status monitor power-supply
Disable the option

Mode: d obal Config Mde

Privilege Level: Admi ni st r at or

Format: no devi ce-status nonitor power-supply <P-1>

15.1.11 device-status monitor stp-blocking

Enable or disable monitoring of ports blocked by STP.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: devi ce- st at us nonitor stp-bl ocking

no device-status monitor stp-blocking
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no devi ce-status nonitor stp-blocking

15.1.12 device-status monitor stp-blocking

Enable or disable monitoring of ports blocked by STP.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: devi ce- st at us nonitor stp-bl ocking

no device-status monitor stp-blocking
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no devi ce-status nonitor stp-blocking

15.1.13 device-status trap

Configure the device to send a trap when the device status changes.

Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: devi ce-status trap

no device-status trap

Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no devi ce-status trap

15.1.14 device-status module

Configure the monitoring of the specific module.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: devi ce- st at us nodul e <P-1>

Parameter Value Meaning

P-1 slot no./port no.

no device-status module
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no devi ce-st atus nodul e <P-1>
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15.1.15 device-status fan-module

Configure the monitoring of the specific fan module.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: devi ce- st atus fan-nodul e <P-1>

Parameter Value Meaning

P-1 1.1 Nunber of fan nodul es.

no device-status fan-module
Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no devi ce-status fan-nodul e <P-1>

15.2 device-status

Configure various device conditions to be monitored.

15.2.1 device-status link-alarm

Configure the monitor settings of the port link.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: devi ce-status |ink-alarm

no device-status link-alarm
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Admi ni st rat or
Format: no devi ce-status |ink-alarm

15.3 show

Display device options and settings.

15.3.1 show device-status monitor

Display the device monitoring configurations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce- st atus nonitor

15.3.2 show device-status state

Display the current state of the device.
Mode: Command is in all nbdes avail abl e.
Privilege Level: Guest
Format: show devi ce-status state

15.3.3 show device-status trap

Display the device trap information and configurations.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce-status trap

15.3.4 show device-status events

Display occurred device status events.
Mode: Command is in all nbdes avail abl e.
Privilege Level: Guest
Format: show devi ce- st atus events
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15.3.5 show device-status link-alarm

Display the monitor configurations of the network ports.
Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show devi ce-status |ink-alarm

15.3.6 show device-status module
Display the monitor configurations of the modules.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show devi ce- st at us nodul e

15.3.7 show device-status fan-module
Display the monitor configurations of the fan modules.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show devi ce-status fan-nodul e

15.3.8 show device-status all
Display the configurable device status settings.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show devi ce-status all
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16 Device Security

16.1 security-status

Configure the security status settings.

16.1.1 security-status monitor pwd-change

Sets the monitoring of default password change for 'user' and '‘admin’.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: security-status nonitor pwd-change

no security-status monitor pwd-change
Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no security-status nonitor pwd-change

16.1.2 security-status monitor pwd-min-length

Sets the monitoring of minimum length of the password (smaller 8).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: security-status nonitor pwd-m n-length

Nno security-status monitor pwd-min-length
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st rat or
Format: no security-status nmonitor pwd-nin-1ength

16.1.3 security-status monitor pwd-policy-config

Sets the monitoring whether the minimum password policy is configured. The device changes the security status
to the value "error" if the value for at least one of the following password rules is 0: "minimum upper
cases","minimum lower cases","minimum numbers","minimum special characters".

Mode: A obal Confi g Mode

Privilege Level: Admi ni str at or

Format: security-status nonitor pwd-policy-config

no security-status monitor pwd-policy-config
Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor pwd-policy-config

16.1.4 security-status monitor pwd-str-not-config

Sets the monitoring whether the password minimum strength check is configured.
Mode: G obal Confi g Mode
Privilege Level: Admi ni strat or
Format: security-status nonitor pwd-str-not-config

no security-status monitor pwd-str-not-config
Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor pwd-str-not-config
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16.1.5 security-status monitor pwd-policy-inactive

Sets the monitoring whether at least one user is configured with inactive policy check. The device changes the
security status to the value "error" if the function "policy check" is inactive for at least 1 user account.

Mode: d obal Config Mde

Privilege Level: Adm ni st r at or

Format: security-status nonitor pwd-policy-inactive

no security-status monitor pwd-policy-inactive
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no security-status nonitor pwd-policy-inactive

16.1.6 security-status monitor bypass-pwd-strength

Sets the monitoring whether at least one user is configured to bypass strength check.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: security-status nonitor bypass-pwd-strength

no security-status monitor bypass-pwd-strength
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no security-status nonitor bypass-pwd-strength

16.1.7 security-status monitor telnet-enabled

Sets the monitoring of the activation of telnet on the switch.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: security-status nonitor telnet-enabl ed

no security-status monitor telnet-enabled
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no security-status nonitor telnet-enabled

16.1.8 security-status monitor http-enabled

Sets the monitoring of the activation of http on the switch.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: security-status nonitor http-enabl ed

no security-status monitor http-enabled
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no security-status nonitor http-enabled

16.1.9 security-status monitor snmp-unsecure

Sets the monitoring of SNMP security (SNMP v1/v2 is enabled or v3 encryption is disabled).
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: security-status nonitor snnp-unsecure

no security-status monitor snmp-unsecure
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no security-status nonitor snnp-unsecure
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16.1.10 security-status monitor snmp-unsecure

Sets the monitoring of SNMP security\n(SNMP v1/v2 is enabled or v3 encryption is disabled).

Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nonitor snnp-unsecure

Nno security-status monitor snmp-unsecure
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor snnmp-unsecure

16.1.11 security-status monitor sysmon-enabled

Sets the monitoring of the activation of System Monitor 1 on the switch.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nonitor sysnon-enabl ed

Nno security-status monitor sysmon-enabled
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor sysnon-enabl ed

16.1.12 security-status monitor extnvm-upd-enabled

Sets the monitoring of activation of the configuration saving to external non volatile memory.

Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nonitor extnvm upd-enabl ed

Nno security-status monitor extnvm-upd-enabled
Disable the option

Mode: A obal Config Mde

Privilege Level: Admi ni st rat or

Format: no security-status nonitor extnvm upd-enabl ed

16.1.13 security-status monitor no-link-enabled

Sets the monitoring of no link detection.
Mode: A obal Confi g Mode
Privilege Level: Admi ni strat or
Format: security-status nmonitor no-Ilink-enabl ed

Nno security-status monitor no-link-enabled
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor no-Ilink-enabl ed

16.1.14 security-status monitor hidisc-enabled

Sets the monitoring of HiDiscovery.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nonitor hidisc-enabl ed

Nno security-status monitor hidisc-enabled
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor hidisc-enabled

RM CLI Overview HiOS
Release 10.0 08/2024

105



16.1.15 security-status monitor extnvm-load-unsecure

Sets the monitoring of security of the configuration loading from extnvm.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: security-status nmonitor extnvml oad-unsecure

no security-status monitor extnvm-load-unsecure
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor extnvml oad-unsecure

16.1.16 security-status monitor iec61850-mms-enabled

Sets the monitoring of the activation of IEC 61850 MMS on the switch.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: security-status nonitor iec61850-ms-enabl ed

no security-status monitor iec61850-mms-enabled
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor iec61850-mms-enabl ed

16.1.17 security-status monitor https-certificate

Sets the monitoring whether auto generated self-signed HTTPS certificate is in use.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: security-status nonitor https-certificate

no security-status monitor https-certificate
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor https-certificate

16.1.18 security-status monitor modbus-tcp-enabled

Sets the monitoring of the activation of Modbus/TCP server on the switch.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: security-status nonitor nodbus-tcp-enabled

no security-status monitor modbus-tcp-enabled
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor nodbus-tcp-enabl ed

16.1.19 security-status monitor ethernet-ip-enabled

Sets the monitoring of the activation of EtherNet/IP protocol on the switch.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: security-status nonitor ethernet-ip-enabled

no security-status monitor ethernet-ip-enabled
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no security-status nonitor ethernet-ip-enabled
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16.1.20 security-status monitor profinet-io-enabled

Sets the monitoring of the activation of PROFINET protocol on the switch.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nonitor profinet-io-enabled

Nno security-status monitor profinet-io-enabled
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor profinet-io-enabled

16.1.21 security-status monitor pml-disabled

Sets the monitoring of the deactivation of Port MAC Locking service on the switch.

Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nmonitor pnl-disabled

Nno security-status monitor pml-disabled
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor pnl-disabled

16.1.22 security-status monitor secure-boot-disabled

Sets the monitoring to check if Secure Boot is inactive in the device.
Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status nonitor secure-boot-di sabl ed

Nno security-status monitor secure-boot-disabled
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor secure-boot-disabled

16.1.23 security-status monitor support-mode-enabled

Sets the monitoring to check if Support Mode is active in the device.
Mode: A obal Confi g Mode
Privilege Level: Admi ni strat or
Format: security-status nonitor support-node-enabl ed

Nno security-status monitor support-mode-enabled
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status nonitor support-node-enabl ed

16.1.24 security-status trap

Configure if a trap is sent when the security status changes.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: security-status trap

Nno security-status trap

Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no security-status trap
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16.2 security-status

Configure the security status interface settings.

16.2.1 security-status no-link

Configure the monitoring of the specific ports.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st r at or
Format: security-status no-link

no security-status no-link

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st r at or
Format: no security-status no-Ilink

16.3 show

Display device options and settings.

16.3.1 show security-status monitor

Display the security status monitoring settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status nonitor

16.3.2 show security-status state

Display the current security status.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show security-status state

16.3.3 show security-status no-link

Display the settings of the monitoring of the specific network ports.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status no-1link

16.3.4 show security-status trap

Display the security status trap information and settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status trap

16.3.5 show security-status events

Display the occurred security status events.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show security-status events

16.3.6 show security-status all

Display the security status settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status all
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17 Dynamic Host Configuration Protocol (DHCP)

17.1 dhcp-server
Modify DHCP Server parameters.

17.1.1 dhcp-server operation

Enable or disable the DHCP server on this port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dhcp- server operation

no dhcp-server operation

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no dhcp-server operation

17.2 dhcp-server
Modify DHCP Server parameters.

17.2.1 dhcp-server operation

Enable or disable the DHCP server globally.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: dhcp-server operation

no dhcp-server operation
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no dhcp-server operation

17.2.2 dhcp-server addr-probe

Enable or disable the DHCP address probing.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: dhcp-server addr - probe

no dhcp-server addr-probe
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no dhcp-server addr- probe

17.2.3 dhcp-server pool add

Add a pool
Mode: A obal Config Mde
Privilege Level: Oper at or

Format: dhcp- server pool add <P-1> dynanic <P-2> <P-3> static <P-4>
dynami c: Add a pool with one or more IP addresses.
st ati c: Add a pool with only one IP address. This is the same as the 'dynamic’' command with last-ip set to

'0.0.0.0'.

Parameter Value Meaning

P-1 1..128 Pool 1D.
P-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.
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Parameter Value

Meaning

P-4

A.B.C.D

| P address.

17.2.4 dhcp-server pool modify
Modify the dynamic address pool

Mode: G obal

Config Mde

Privilege Level: Oper at or
Format: dhcp- server pool nodify <P-1> first-ip <P-2> last-ip <P-3> node interface
<P-4> mac <P-5> mac <P-6> clientid <P-7> renpteid <P-8> circuitid <P-9> relay <P-
10> vlan <P-11> | easetine <P-12> option configpath <P-13> gateway <P-14> netmask
<P- 15> wi ns <P-16> dns <P-17> host name <P-18> hirschnmann-device

first-ip:Modify the first IP.

| ast - i p: Modify the last IP.

node: Pool mode settings.

i nt er f ace: Interface mode.
mac: MAC mode.
mac: MAC mode.

cli enti d: Clientid mode.

renot ei d: Remoteid mode.
ci rcui ti d: Circuitid mode.
rel ay: Relay mode.
vl an: VLAN mode.

| easet i ne: Enter the leasetime in seconds.

opt i on: Configuration option.

conf i gpat h: Configpath in 'tftp://<servername>/<file>' format.

gat eway: Default gateway.
net mask: Option netmask.

W ns: Option wins.
dns: Option dns.
host name: Option hostname.

hi r schmann- devi ce: Set this pool to Hirschmann devices only.

Parameter Value Meaning
P-1 1..128 Pool | D.
P-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.
P-4 slot no./port no.
P-5 none Renove MAC node.
aa:bb:cc:dd:ee:ff MAC addr ess.
P-6 any Enter any as a shortcut for the MAC address 00:00: 00: 00: 00: 00.
aa:bb:cc:dd:ee:ff Enter the MAC address in hexadeci mal fornat.
pP-7 none Renpve | D node.
XXIXX: XX Enter 1D in hexadecinmal format.
P-8 none Renove | D node.
XXIXX: . XX Enter 1D in hexadecimal format.
P-9 none Renove | D node.
XXX XX Enter 1D in hexadecinmal format.
P-10 none Renpve rel ay node.
ipaddr Enter | P address of the relay.
P-11 -1..4042 VLAN I D. A val ue of -1 corresponds to managenment vlan (the default), any other
val ue (1-4042) represents a specific VLAN
pP-12 infinite Infinite | easetine.
60..220752000 Leasetinme in seconds.
P-13 tftp://<servername>/ tftp://<servernane>/<file> Configuration path; enpty string ("") to clear
<file> val ue.
P- 14 A.B.C.D | P address.
P-15 A.B.C.D | P address.
P-16 A.B.C.D | P address.
pP-17 A.B.C.D | P address.
P-18 string Enter a user-defined text, max. 64 characters.
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no dhcp-server pool modify

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dhcp-server pool nodify <P-1> first-ip last-ip node interface mac nmac
clientid remoteid circuitid relay vlan | easetine option configpath gateway
net mask wi ns dns host nanme hirschmann-device

17.2.5 dhcp-server pool mode

Pool enable.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: dhcp- server pool node <P-1>

Parameter Value Meaning
P-1 1..128 Pool 1D.

no dhcp-server pool mode
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dhcp-server pool nopde <P-1>

17.2.6 dhcp-server pool delete

Pool delete.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dhcp-server pool delete <P-1>

Parameter Value Meaning
P-1 1..128 Pool 1D.

17.3 dhcp-client
Configure DHCP client

17.3.1 dhcp-client server-ip

Configure the DHCP server IP address.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dhcp-client server-ip <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

no dhcp-client server-ip
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no dhcp-client server-ip

17.3.2 dhcp-client mode

Configure the DHCP client in auto/static mode.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: dhcp-cl i ent node <P-1>

Parameter Value Meaning
P-1 auto DHCP client in auto node.
static DHCP client in static node.
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17.4 show

Display device options and settings.

17.4.1 show dhcp-server operation

Display the DHCP Server global information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dhcp-server operation

17.4.2 show dhcp-server pool

Display the DHCP Server pool entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dhcp-server pool [<P-1>]

Parameter Value Meaning

P-1 1..128 Pool | D.

17.4.3 show dhcp-server interface

Display the DHCP server information per interface.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show dhcp-server interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

17.4.4 show dhcp-server lease

Display the DHCP server lease entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dhcp-server |ease

17.4.5 show dhcp-client

Display the DHCP client mode for external interface.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show dhcp-cli ent
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18 DHCP Layer 2 Relay

18.1 dhcp-I2relay
Configure DHCP Layer 2 Relay.

18.1.1 dhcp-12relay mode

Enables or disables DHCP Layer 2 Relay globally.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dhcp- | 2rel ay node

no dhcp-12relay mode

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no dhcp-12rel ay node

18.2 dhcp-12relay

Group of commands that configure DHCP Layer 2 Relay on existing VLANS.

18.2.1 dhcp-12relay mode

Enables or disables DHCP Layer 2 Relay on a VLAN.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: dhcp-1 2rel ay node <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN I D.

no dhcp-12relay mode
Disable the option
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or
Format: no dhcp-12rel ay node <P-1>

18.2.2 dhcp-I2relay circuit-id

This commands enables setting the Option 82 Circuit ID in DHCP messages to an interface descriptor.

Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: dhcp-12relay circuit-id <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN I D.

no dhcp-lI2relay circuit-id
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no dhcp-12relay circuit-id <P-1>

18.2.3 dhcp-l12relay remote-id ip

Specifies the IP address of device as DHCP Option 82 Remote ID.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: dhcp-12relay renote-id ip <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.
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18.2.4 dhcp-I2relay remote-id mac

Specifies the MAC address of device as DHCP Option 82 Remote ID.
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or
Format: dhcp-1 2relay renote-id mac <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

18.2.5 dhcp-12relay remote-id client-id

Specifies the system name of device as DHCP Option 82 Remote ID.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: dhcp-12relay rempte-id client-id <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

18.2.6 dhcp-12relay remote-id other

Allows you to specify the DHCP Option 82 Remote ID manually. If you omit the Remote ID, then only the Circuit
ID is inserted into a relayed DHCP message.

Mode: VLAN Dat abase Mdde

Privilege Level: Oper at or

Format: dhcp-12relay renpte-id other <P-1> [<P-2>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string <renote-id> Option 82 Renpte ID

18.3 dhcp-I2relay
Configure DHCP Layer 2 Relay for an interface (list/range)

18.3.1 dhcp-I2relay mode

Enables or disables DHCP Layer 2 Relay on an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dhcp-1 2rel ay node

no dhcp-12relay mode

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no dhcp-12rel ay node

18.3.2 dhcp-I2relay trust

This command configures an interface as trusted (typically connected to a DHCP server) or untrusted.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dhcp-12rel ay trust

no dhcp-12relay trust

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no dhcp-12rel ay trust

18.4 clear

Clear several items.
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18.4.1 clear dhcp-12relay statistics

This command clears the DHCP Layer 2 Relay statistics.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: cl ear dhcp-12relay statistics

18.5 show

Display device options and settings.

18.5.1 show dhcp-I2relay global

This command displays the global DHCP Layer 2 Relay configuration.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show dhcp-12rel ay gl obal

18.5.2 show dhcp-I2relay statistics

This command displays interface statistics specific to DHCP Layer 2 Relay.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dhcp-12relay statistics

18.5.3 show dhcp-I2relay interfaces

This command displays the DHCP Layer 2 Relay status of all interfaces.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show dhcp-12relay interfaces

18.5.4 show dhcp-I2relay vian

This command displays the VLAN based DHCP Layer 2 Relay status.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show dhcp-12rel ay vl an
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19 DHCP Snooping

19.1 ip

Set IP parameters.

19.1.1 ip dhcp-snooping verify-mac

If enabled verifies the source MAC address in the ethernet packet against the client hardware address in the
received DHCP Message. If disabled does not perform this additional security check.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: i p dhcp-snoopi ng verify-nac

no ip dhcp-snooping verify-mac
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p dhcp-snoopi ng verify-mac

19.1.2 ip dhcp-snooping mode

Enable or disable DHCP Snooping.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i p dhcp- snoopi ng node

no ip dhcp-snooping mode
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p dhcp-snoopi ng node

19.1.3 ip dhcp-snooping database storage

This command specifies a location for the persistent DHCP Snooping bindings database. This can be a local file
or a remote file on a given host.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: i p dhcp-snoopi ng dat abase storage <P-1>

Parameter Value Meaning
P-1 local Save persistent DHCP Snoopi ng bindi ngs database to a local file.
tftp-loc Save persistent DHCP Snoopi ng bi ndi ngs database to a renote file: <tftp-loc>

= tftp://<ip-addr>/<fil enane>.

19.1.4 ip dhcp-snooping database write-delay

This command configures the interval in seconds at which the DHCP Snooping binding database will be saved
(persistent).

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: i p dhcp-snoopi ng dat abase wite-delay <P-1>

Parameter Value Meaning

P-1 15..86400 Interval in seconds at which the persistent DHCP Snoopi ng bi ndi ng dat abase wi | |
be saved. The interval value ranges from 15 to 86400 seconds.

19.1.5 ip dhcp-snooping binding add

This command creates a new static DHCP Snooping binding (and optionally an associated dynamic IP Source
Guard binding) between a MAC address and an IP address, for a specific VLAN at a particular interface.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p dhcp-snoopi ng bi ndi ng add <P-1> <P-2> <P-3> <P-4> [<P-5>]

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
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Parameter Value Meaning

P-2 A.B.C.D | P address.

P-3 slot no./port no.

P-4 1..4042 Enter the VLAN ID.

P-5 active Activate the option.
inactive I nactivate the option.

19.1.6 ip dhcp-snooping binding delete all

This command deletes all static DHCP Snooping bindings (and optionally all associated dynamic IP Source Guard
bindings) at all interfaces.

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format: i p dhcp-snoopi ng bi ndi ng delete all

19.1.7 ip dhcp-snooping binding delete interface

This command deletes all static DHCP Snooping bindings (and optionally all associated dynamic IP Source Guard
bindings), associated with a particular interface.

Mode: G obal Confi g Mode

Privilege Level: Oper at or

Format: i p dhcp-snoopi ng bi nding delete interface <P-1>

Parameter Value Meaning
P-1 slot no./port no.

19.1.8 ip dhcp-snooping binding delete mac

This command deletes one DHCP Snooping binding (and optionally the associated dynamic IP Source Guard
binding), associated with a MAC address.

Mode: G obal Config Mode

Privilege Level: Oper at or

Format: i p dhcp- snoopi ng bi ndi ng del ete mac <P-1>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

19.1.9 ip dhcp-snhooping binding mode

This command activates or deactivates a configured static DHCP Snooping binding, associated with a MAC
address.

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format: i p dhcp-snoopi ng bi ndi ng node <P-1> <P-2>

Parameter Value Meaning

P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

P-2 active Activate the option.
inactive I nactivate the option.

19.2 clear

Clear several items.

19.2.1 clear ip dhcp-snooping bindings

This command clears all dynamic DHCP Snooping (and IP Source Guard) bindings on all interfaces or on a
specific interface.

Mode: Pri vi | eged Exec Mbde

Privilege Level: Oper at or

Format: cl ear i p dhcp-snoopi ng bi ndi ngs [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.

19.2.2 clear ip dhcp-snooping statistics

This command clears the DHCP Snooping statistics.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear i p dhcp-snooping statistics
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19.3 ip

IP commands.

19.3.1 ip dhcp-snooping mode

Enables or disables DHCP Snooping on a VLAN.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: i p dhcp-snoopi ng node <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

no ip dhcp-snooping mode
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no i p dhcp-snoopi ng node <P-1>

19.4 ip

IP interface commands.

19.4.1 ip dhcp-snhooping trust

This command configures an interface as trusted (typically connected to a DHCP server) or un-trusted. DHCP
Snooping forwards valid DHCP client messages on trusted interfaces. On un-trusted interfaces the application

compares the receive interface with the clients interface in the binding database.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p dhcp-snoopi nhg trust

no ip dhcp-snooping trust

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p dhcp-snoopi ng trust

19.4.2 ip dhcp-snooping log

This command configures an interface to log invalid DHCP messages, or not to log.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p dhcp-snoopi ng | og

no ip dhcp-snooping log

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no i p dhcp-snoopi ng | og

19.4.3 ip dhcp-snooping auto-disable

Enables or disables the auto-disable feature for an interface, applicable when the DHCP packet rate exceeds the

limit.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p dhcp-snoopi ng aut o-di sabl e

no ip dhcp-snooping auto-disable
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p dhcp-snoopi ng aut o-di sabl e
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19.4.4 ip dhcp-shooping limit

This command configures an interface for a maximum DHCP packet rate in a burst interval, or disables it. If the

rate of DHCP packets exceed this limit in consecutive intervals then all further packets are dropped. If that
happens and additionally the auto-disable feature is enabled, then the port is disabled automatically.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p dhcp-snooping limt <P-1> [<P-2>]

Parameter Value Meaning

P-1 -1..150 Specifies the rate limt value (in packets per seconds, pps) for DHCP snoopi ng

purposes. The value -1 switches rate limting off.

P-2 1..15 Specifies the burst interval value for DHCP snooping purposes. Because this

paraneter is optional it |eaves unchanged if omtted.

19.5 show

Display device options and settings.

19.5.1 show ip dhcp-snooping global

This command displays the global DHCP Snooping configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p dhcp-snoopi ng gl obal

19.5.2 show ip dhcp-snooping statistics

This command displays statistics for DHCP Snooping security violations on untrusted ports.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i p dhcp-snoopi ng statistics

19.5.3 show ip dhcp-snooping interfaces

This command shows the DHCP Snooping status of all interfaces.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show i p dhcp-snoopi ng interfaces

19.5.4 show ip dhcp-snooping vlan

This command displays the VLAN based DHCP Snooping status.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p dhcp-snoopi ng vl an

19.5.5 show ip dhcp-snooping bindings

This command displays the DHCP Snooping binding entries from the static and/or dynamic bindings table.

Mode: Conmand is in all nobdes avail abl e.

Privilege Level: Guest

Format: show i p dhcp-snoopi ng bi ndings [<P-1>] [interface <P-2>] [vlan <P-3>]
[ i nt erface]: Restrict the output based on a specific interface.
[ vl an] : Restrict the output based on VLAN.

Parameter Value Meaning

P-1 static Restrict the output based on static bindings.
dynamic Restrict the output based on dynam ¢ bindi ngs.

P-2 slot no./port no.

P-3 1..4042 Enter the VLAN ID.
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20 Differentiated Services (DiffServ)

20.1 diffserv

20.1.1 diffserv

Enable or disable DiffServ.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: di f f serv

no diffserv

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no diffserv

20.2 class-map

Manage DiffServ classes.

20.2.1 class-map match-all

Create a new match-all class.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cl ass-map nmatch-all <P-1>

Parameter Value Meaning

P-1 string Enter the DiffServ class nanme, max. 31 characters.

20.2.2 class-map name match any

Configure a Diffserv class.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: cl ass-map nanme <P-1> match any
mat ch: Add a match rule for the class.
any: Match any packet.

Parameter Value Meaning

P-1 string Enter the DiffServ class name, nmax. 31 characters.

20.2.3 class-map name match class-map

Configure a Diffserv class.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: cl ass-map name <P-1> match cl ass-map <P-2> <P-3>
mat ch: Add a match rule for the class.
cl ass- map: Add/remove a set of match condition defined for another class.

Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 characters.
P- 2 string Enter the DiffServ class nane, nax. 31 characters.
P-3 enable Enabl e the opti on.

disable Di sabl e the option.

20.2.4 class-map name match cos

Configure a Diffserv class.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: cl ass-map nanme <P-1> match cos <P-2>
mat ch: Add a match rule for the class.
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cos: Add a match condition based on the COS value.

Parameter Value Meaning
P-1 string Enter the DiffServ class name, nmax. 31 characters.
P- 2 0..7 CCS val ue.

20.2.5 class-map name match destination-address

Configure a Diffserv class.

Mode: A obal Config Mde

Privilege Level: Oper at or

Format: cl ass- map nane <P-1> match destinati on-address <P-2> <P-3> <P-4>
mat ch: Add a match rule for the class.
desti nati on- addr ess: Add a match condition based on the destination mac address.

Parameter Value Meaning

P-1 string Enter the DiffServ class name, max. 31 characters.
p-2 mac nmac.

P-3 aa:bb:cc:dd:ee:ff MAC addr ess.

P-4 aa:bb:cc:dd:ee:ff MAC mask.

20.2.6 class-map name match dstip

Configure a Diffserv class.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: cl ass-map name <P-1> match dstip <P-2> <P-3>
mat ch: Add a match rule for the class.
dsti p: Add a match condition based on the destination IPv4 address.

Parameter Value Meaning

P-1 string Enter the DiffServ class nane, nax. 31 characters.
p-2 a.b.c.d | P address.

P-3 a.b.cd | P subnet nask.

20.2.7 class-map name match dstl4port

Configure a Diffserv class.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: cl ass-map nane <P-1> match dst 14port <P-2>
mat ch: Add a match rule for the class.
dst | 4port : Add a match condition based on the layer 4 destination port.

Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 characters.
P-2 domain donmai n

echo echo

ftp ftp

ftpdata ftpdata

http http

smtp snt p

snmp snnp

telnet t el net

tftp tftp

WwWw VWY

0-65535 Port nunber

20.2.8 class-map name match ethertype

Configure a Diffserv class.

Mode: A obal Confi g Mode

Privilege Level: Oper at or

Format: cl ass-map nane <P-1> match et hertype <P-2>
mat ch: Add a match rule for the class.
et hert ype: Add a match condition based on the ethertype value.

Parameter Value Meaning
P-1 string Enter the DiffServ class name, nmax. 31 characters.
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Parameter Value Meaning

P-2 0x0600-0xffff et hertype
appletalk appl et al k
arp arp
ibmsna i bmsna
ipv4 i pvd
ipv6 i pv6
ipx i px
mplsmcast npl sntast
mplsucast npl sucast
netbios net bi os
novell novel |
pppoe pppoe
rarp rarp

20.2.9 class-map name match ip dscp

Configure a Diffserv class.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cl ass-map name <P-1> match ip dscp <P-2>
mat ch: Add a match rule for the class.
i p: Add a match condition based on IP DSCP, precedence or TOS fields.
dscp: Add a match condition based on the IP DSCP field.

Parameter Value Meaning
P-1 string Enter the DiffServ class nane, nax. 31 characters.
P-2 0-63 Deci mal val ue
afll af 11
af12 af 12
afl3 af 13
af2l af 21
af22 af 22
af23 af 23
af3l af 31
af32 af 32
af33 af 33
af4l af 41
af42 af 42
af43 af 43
be be
cs0 cs0
csl csl
cs2 cs2
cs3 cs3
cs4 cs4
csb cs5
cs6 cs6
cs7 cs7
ef ef

20.2.10 class-map name match ip precedence

Configure a Diffserv class.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: cl ass-map name <P-1> match ip precedence <P-2>
mat ch: Add a match rule for the class.
i p: Add a match condition based on IP DSCP, precedence or TOS fields.
pr ecedence: Add a match condition based on the IP precedence field.

Parameter Value Meaning

P-1 string Enter the DiffServ class name, max. 31 characters.

P-2 0.7 I p precedence val ue.
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20.2.11 class-map name match ip tos

Configure a Diffserv class.
Mode: G obal
Privilege Level: Oper at or
Format: cl ass-map nane <P-1> match ip tos <P-2> <P-3>

Confi g Mde

mat ch: Add a match rule for the class.
i p: Add a match condition based on IP DSCP, precedence or TOS fields.
t os: Add a match condition based on the IP TOS field.

Parameter Value

Meaning

P-1 string Enter the DiffServ class nanme, nmax. 31 characters.
P-2 00-ff Tos bits/ mask.
P-3 00-ff Tos bits/ mask.

20.2.12 class-map name match protocol

Configure a Diffserv class.
Mode: d obal
Privilege Level: Oper at or
Format: cl ass- map nane <P-1> match protocol

Confi g Mode

mat ch: Add a match rule for the class.
pr ot ocol : Add a match condition based on the IP protocol field.

<p-2>

Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 characters.
P-2 icmp icmp

igmp ignp

ip ip

tcp tcp

udp udp

0-255 Prot ocol nunber

20.2.13 class-map name match secondary-cos

Configure a Diffserv class.
Mode: G obal
Privilege Level: Oper at or
Format: cl ass- map name <P-1> natch secondary-cos <P-2>

Confi g Mde

mat ch: Add a match rule for the class.
secondar y- cos: Add a match condition based on the secondary COS value.

Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 characters.
P-2 0..7 COS val ue.

20.2.14 class-map name match secondary-vilan

Configure a Diffserv class.
Mode: d obal
Privilege Level: Oper at or
Format: cl ass- map nanme <P-1> match secondary-vlan <P-2>

Config Mdde

mat ch: Add a match rule for the class.
secondary- vl an: Add a match condition based on the secondary VLAN field.

Parameter Value

Meaning

P-1

string

Enter the D ffServ class nane, nax.

31 characters.

P-2

1..4042

Enter the VLAN ID.

20.2.15 class-map name match source-address

Configure a Diffserv class.
Mode: d obal
Privilege Level: Oper at or
Format: cl ass- map nane <P-1> match source-address <P-2> <P-3> <P-4>

Confi g Mode

mat ch: Add a match rule for the class.
sour ce- addr ess: Add a match condition based on the source mac address.

Parameter Value

Meaning

P-1 string Enter the DiffServ class name, max. 31 characters.
p-2 mac nmac.

P-3 aa:bb:cc:dd:ee:ff MAC addr ess.

P-4 aa:bb:cc:dd:ee:ff MAC mask.
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20.2.16 class-map name match srcip

Configure a Diffserv class.
Mode: d obal Config Mode
Privilege Level: Oper at or

Format: cl ass-map nanme <P-1> nmatch srcip <P-2> <P-3>

mat ch: Add a match rule for the class.

sr ci p: Add a match condition based on the source IP address.

Parameter Value Meaning

P-1 string Enter the DiffServ class name, nmax. 31 characters.
P-2 a.b.c.d | P address.

P-3 a.b.c.d | P subnet mask.

20.2.17 class-map name match srcl4port

Configure a Diffserv class.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: cl ass-map nane <P-1> match srcl4port <P-2>

mat ch: Add a match rule for the class.

srcl 4port: Add a match condition based on the layer 4 source port.

Parameter Value Meaning
P-1 string Enter the DiffServ class nane, nax. 31 characters.
p-2 domain domai n

echo echo

ftp ftp

ftpdata ft pdat a

http http

smtp snt p

snmp snnp

telnet t el net

tftp tftp

www VWWY

0-65535 Port nunber

20.2.18 class-map name match vian

Configure a Diffserv class.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: cl ass-map nane <P-1> match vl an <P-2>

mat ch: Add a match rule for the class.

vl an: Add a match condition based on the VLAN field.

Parameter Value Meaning
P-1 string Enter the DiffServ class nane, nax. 31 characters.
P- 2 1..4042 Enter the VLAN ID.
20.2.19 class-map remove
Remove a Diffserv class.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: cl ass-nmap renmove <P-1>
Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 characters.

20.2.20 class-map rename

Rename an existing class.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: cl ass-map rename <P-1> <P-2>
Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.
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20.3 policy-map

Manage DiffServ policies.

20.3.1 policy-map create

Create a DiffServ policy.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map create <P-1> { in | out }

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 in Traffic direction in.

P-2 out Traffic direction out.

20.3.2 policy-map name class add

Configure a Diffserv policy.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: pol i cy-map nane <string> class add <string>
cl ass: Manage DiffServ policy-class instances.
add: Add a policy-class instance.

Parameter Value Meaning
P-1 string Enter the DiffServ policy nanme, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.

20.3.3 policy-map name class name assigh-queue

Configure a Diffserv policy.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: pol i cy- map nanme <string> class nane <string> assign-queue <0..7>
cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.
assi gn- queue: Modify the queue id to which the associated traffic stream is assigned.

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.
P-3 0..7 Assi gn queue id.

20.3.4 policy-map name class name conform-color

Configure a Diffserv policy.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class nane <string> conformcolor <string>
cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.
conf or m col or : Enable color-aware traffic policing and define the conform-color class.

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, nmax. 31 characters.
P-3 string Enter the DiffServ class name, nmax. 31 characters.

20.3.5 policy-map name class name drop

Configure a Diffserv policy.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: pol i cy- map nanme <string> class name <string> drop
cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.
dr op: All packets for the associated traffic stream are dropped at ingress.
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Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.

P-2 string Enter the DiffServ class name, max. 31 characters.

20.3.6 policy-map name class name mark

Configure a Diffserv policy.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map name <string> class nane <string>
mark {cos <0..7> |
COS-as-sec-cos |
i p-dscp <af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef >|
i p- precedence <0..7>}
cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.
mar k: Add a mark attribute.
cos: Marks all packets with the specified COS value.
C0S-as- sec- cos: Use secondary COS as COS.
i p- dscp: Marks all packets with the specified IP DSCP value.
i p- precedence: Marks all packets with the specified IP precedence value.

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, nmax. 31 characters.
P-3 0..7 COS val ue.
P-4 afll af 11

afl2 af 12

afl3 af 13

af21 af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

cs0 cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csS cs5

cs6 cs6

cs7 cs7

ef ef
P-5 0.7 | p precedence val ue.

20.3.7 policy-map name class hame mirror

Configure a Diffserv policy.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: pol i cy-map name <string> class nane <string>
mrror < 1/1 | /2| 1/3 | 1/4 | 2/1 |
2/2 ] 2/3 | 2/4 ] 3/1| 3/2 |
3/3 | 3/4 | 4/1 | 42| 4/3 |
4/4 | 5/1 | 5/2 | 5/3 | 5/4 >
cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

m rror: All incoming packets for the associated traffic stream are copied to a specific egress interface.
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Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.

P-2 string Enter the DiffServ class name, max. 31 characters.

P-3 1/1 slot 1/ port 1
1/2 slot 1/ port 2
1/3 slot 1/ port 3
1/4 slot 1/ port 4
2/1 slot 2 / port 1
2/2 slot 2 / port 2
2/3 slot 2 / port 3
2/4 slot 2 / port 4
3/1 slot 3/ port 1
3/2 slot 3/ port 2
3/3 slot 3/ port 3
3/4 slot 3/ port 4
4/1 slot 4 / port 1
4/2 slot 4 / port 2
4/3 slot 4 / port 3
4/4 slot 4 / port 4
5/1 slot 5/ port 1
5/2 slot 5/ port 2
5/3 slot 5/ port 3
5/4 slot 5/ port 4
lag/1 lag instance 1
lag/2 lag instance 2

20.3.8 policy-map name class name police-simple conform action drop violate-action

Configure a Diffserv policy.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: pol i cy- map name <string> class nane <string>
pol i ce-sinmple
< 1..4294967295> <1..128> conform action
drop viol ate-action
{drop |
set - cos-as-sec-cos |
set-cos-transmit <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf or m act i on: Conform action.

vi ol at e- act i on: Violate action.

dr op: Drop.

set - c0s- as- sec- c0os: set-cos-as-sec-cos

set - cos-transmit: set-cos-transmit

set - sec- cos-transm t: set-sec-cos-transmit
set - prec-transm t: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class nanme, nmax. 31 characters.
P-3 1..4294967295 Data rate (Kbps).

P-4 1..128 Burst size (KB).

P-5 0..7 CCS val ue.
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Parameter Value Meaning

P-6 afll af 11
afl2 af 12
afl3 af 13
af2l af 21
af22 af 22
af23 af 23
af3l af 31
af32 af 32
af33 af 33
af4l af 41
af42 af 42
af43 af 43
be be
cs0 cs0
csl csl
cs2 cs2
cs3 cs3
cs4 cs4
cs5 cs5
cs6 cs6
cs7 cs7
ef ef

P-7 0..7 I p precedence val ue.

P-8 0.7 COs val ue.

20.3.9 policy-map name class name police-simple conform action set-cos-as-sec-cos

violate-action

Configure a Diffserv policy.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map name <string> class nane <string>
police-sinple <1..4294967295> <1..128>
conform action set-cos-as-sec-cos
viol ate-action
{drop |
set - cos-as-sec-cos |
set-cos-transmit <0..7> |
set-dscp-transmt
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmit <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conform acti on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

set - cos- as- sec- c0sS: set-cos-as-sec-cos

set - cos-transnit: set-cos-transmit

set - sec-cos-transm t: set-sec-cos-transmit
set-prec-transmt: set-prec-transmit

set - dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.

P-2 string Enter the DiffServ class name, max. 31 characters.

P-3 1..4294967295 Data rate (Kbps).

P-4 1..128 Burst size (KB).
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Parameter Value Meaning

P-5 0..7 COS val ue.
P-6 afll af 11

afl2 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

cs0 cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

cs5 cs5

cs6 cs6

cs7 cs7

ef ef
pP-7 0..7 I p precedence val ue.
P-8 0.7 COCs val ue.

20.3.10 policy-map name class name police-simple conform action set-cos-transmit violate-

action

Configure a Diffserv policy.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: pol i cy- map nanme <string> class name <string>
police-sinple <1..4294967295> <1..128>
conformaction set-cos-transmt <0..7>
viol ate-action
{drop |
set - cos- as-sec-cos |
set-cos-transnit <0..7> |
set-dscp-transmt
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transnit <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

set - cos- as- sec- c0os: set-cos-as-sec-cos

set - cos-transnmit: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set - prec-transmt: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.
P-3 1..4294967295 Data rate (Kbps).
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Parameter Value Meaning

P-4 1..128 Burst size (KB).
P-5 0.7 COs val ue.
P-6 0.7 COs val ue.
P-7 afll af 11

afl2 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

cs0 cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

cs5 cs5

cs6 cs6

cs7 cs7

ef ef
P-8 0.7 | p precedence val ue.
P-9 0.7 CCS val ue.
20.3.11 policy-map name class name police-simple conform action set-dscp-transmit

Format: pol i cy-map nane <string> class nane <string>

violate-action

Configure a Diffserv policy.
Mode: d obal Config Mode
Privilege Level: Oper at or

police-sinple <1..4294967295> <1..128>
conformaction set-dscp-transmt
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef >
vi ol ate-action
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmit <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.

conf or m act i on: Conform action.
vi ol at e- act i on: Violate action.
dr op: Drop.
set - cos- as- Sec- c0oS: set-cos-as-Sec-cos
set-cos-transm t: set-cos-transmit

set - sec-cos-transmit: set-sec-cos-transmit
set-prec-transmt: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transm t : transmit
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Parameter Value Meaning

P-1 string Enter the DiffServ policy name, nmax. 31 characters.
P- 2 string Enter the DiffServ class nane, nax. 31 characters.
P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 afll af 11

afl2 af 12

afl3 af 13

af21 af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

cs0 csO

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

cs5 cs5

cs6 cs6

cs7 cs7

ef ef
P-6 0.7 COCs val ue.
P-7 afll af 11

af12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af41 af 41

af42 af 42

af43 af 43

be be

cs0 cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csb5 cs5

cs6 cs6

cs7 cs7

ef ef
P-8 0.7 I p precedence val ue.
P-9 0..7 COS val ue.

20.3.12 policy-map name class name police-simple conform action set-prec-transmit
violate-action

Configure a Diffserv policy.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: pol i cy- map name <string> class nane <string>

police-sinmple <1..4294967295> <1..128>
conformaction set-prec-transmt <0..7>
vi ol ate-action
{drop |

set - cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transmt
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<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmit <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf or m act i on: Conform action.

vi ol at e- act i on: Violate action.

dr op: Drop.

set - c0S- as- sec- c0S: set-cos-as-sec-cos

set - cos-transmit: set-cos-transmit

set - sec- cos-transm t: set-sec-cos-transmit
set-prec-transmt: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, nmax. 31 characters.
P- 2 string Enter the DiffServ class nane, nax. 31 characters.
P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 0..7 I p precedence val ue. .
P-6 0..7 COS val ue.
P-7 afll af 11

afl2 af 12

af13 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csS cs5

cs6 cs6

cs7 cs7

ef ef
P-8 0.7 | p precedence val ue.
P-9 0..7 COS val ue.

20.3.13 policy-map name class name police-simple conform action set-sec-cos-transmit
violate-action

Configure a Diffserv policy.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: pol i cy-map name <string> class nane <string>

police-sinple <1..4294967295> <1..128>
conformaction set-sec-cos-transnit <0..7>
viol ate-action
{drop |

set - cos-as-sec-cos |
set-cos-transmit <0..7> |
set-dscp-transmt
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<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf or m act i on: Conform action.

vi ol at e- act i on: Violate action.

dr op: Drop.

set - c0S- as- sec- c0os: set-cos-as-sec-cos

set - cos-transmit: set-cos-transmit

set - sec- cos-transm t: set-sec-cos-transmit
set - prec-transmt: set-prec-transmit
set-dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, nmax. 31 characters.
P- 2 string Enter the DiffServ class nane, nax. 31 characters.
P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 0..7 COS val ue.
P- 6 0..7 COS val ue.
P-7 afll af 11

afl2 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

cs0 cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

CcsS cs5

cs6 cs6

cs7 cs7

ef ef
P-8 0.7 I p precedence val ue.
P-9 0.7 COS val ue.

20.3.14 policy-map name class name police-simple conform action transmit violate-action

Configure a Diffserv policy.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: pol i cy- map name <string> class nane <string>
police-sinmple <1..4294967295> <1..128>
conformaction transmt violate-action
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
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af 42| af 43| be| ¢s0| cs1| cs2|

cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
namne: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

set - cOs- as- sec- c0os: set-cos-as-sec-cos

set - cos-transnit: set-cos-transmit

set - sec- cos-transmit: set-sec-cos-transmit
set-prec-transm t: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.
P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 0..7 COS val ue.
P-6 afll af 11

af12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

cs5 cs5

cs6 cs6

cs7 cs7

ef ef
P-7 0.7 | p precedence val ue.
P-8 0..7 COS val ue.

20.3.15 policy-map name class name police-two-rate conform-action ... exceed-action ...

violate-action ...

Configure a Diffserv policy.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: pol i cy-map nane <string> class nane <string>

police-two-rate <1..4294967295> <1..128>
<1..4294967295> <1..128>
conformaction *)
exceed-action *)
vi ol ate-action *)

“{drop |
set-cos-as-sec-cos |
set-cos-transmit <0..7> |
set-dscp-transmit
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<afll|afl2|afl3|af21]|af22]

af23|af31|af32|af33|af41|

af42|af43|be|cs0|csl|cs2|

cs3|cs4|csb|cs6|csT|ef> |
set-prec-transmit <0..7> |
set-sec-cos-transmit <0..7> |
transmit}

cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

pol i ce-two-r at e: Establish the two-rate traffic policing style for the specified class.

conf or m act i on: Conform action.

exceed- act i on: Exceed action.

vi ol at e- acti on: Violate action.

dr op: Drop.

set - cos- as- sec- c0oS: set-cos-as-sec-cos
set-cos-transm t: set-cos-transmit

set - sec-cos-transnit: set-sec-cos-transmit
set - prec-transm t: set-prec-transmit

set -dscp-transnit: set-dscp-transmit
transm t : transmit

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.
P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 1..4294967295 Data rate (Kbps).
P- 6 1..128 Burst size (KB).
P-7 0.7 COS val ue.
P-8 afll af 11

af12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO cs0

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csb5 cs5

cs6 cs6

cs7 cs7

ef ef
P-9 0..7 I p precedence val ue.
P- 10 0.7 CCs val ue.

20.3.16 policy-map name class name redirect

Configure a Diffserv policy.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class nane <string>
redirect < 1/1 | 1/2 | /3| 1/4 | 2/1 |
212 213 | 2/4 ] 3/1 | 3/2 ]
3/3 | 3/4 | 4/1 | 42| 4/3 |
4/4 | 5/1 | 5/2 | 5/3 | 5/4 |
lag/1 | lag/2 >
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cl ass: Manage DiffServ policy-class instances.
nane: Configure a policy-class instance.

r edi r ect : Allincoming packets for the associated traffic stream are redirected to a specific egress interface.

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, nmax. 31 characters.

P-2 string Enter the DiffServ class name, max. 31 characters.

P-3 1/1 slot 1/ port 1
1/2 slot 1/ port 2
1/3 slot 1/ port 3
1/4 slot 1 / port 4
2/1 slot 2 / port 1
2/2 slot 2 / port 2
2/3 slot 2 / port 3
2/4 slot 2 / port 4
3/1 slot 3/ port 1
3/2 slot 3 / port 2
3/3 slot 3/ port 3
3/4 slot 3 / port 4
4/1 slot 4 / port 1
4/2 slot 4 / port 2
4/3 slot 4 / port 3
4/4 slot 4 / port 4
5/1 slot 5/ port 1
5/2 slot 5/ port 2
5/3 slot 5/ port 3
5/4 slot 5/ port 4
lag/1 lag instance 1
lag/1l lag instance 1

20.3.17 policy-map name class remove

Configure a Diffserv policy.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: pol i cy-map name <string> class renove <string>
cl ass: Manage DiffServ policy-class instances.
r enove: Remove a policy-class instance.

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ class name, max. 31 characters.

20.3.18 policy-map rename

Rename an existing DiffServ policy.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map rename <string> <string>

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31 characters.
P-2 string Enter the DiffServ policy name, max. 31 characters.

20.3.19 policy-map remove

Remove a Diffserv policy.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: pol i cy-map renove <string>

Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31 characters.
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20.4 service-policy

20.4.1 service-policy

Assign/detach a DiffServ traffic conditioning policy to/from all interfaces.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: servi ce-policy <P-1> <P-2>

Parameter Value Meaning
P-1 in Traffic direction in
out Traffic direction out
P- 2 string Enter the DiffServ policy name, max. 31 characters.

no service-policy
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Oper at or
Format: no servi ce-policy <P-1> <P-2>

20.5 service-policy

20.5.1 service-policy

Assign/detach a DiffServ traffic conditioning policy to/from an interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: servi ce-policy <P-1> <P-2>

Parameter Value Meaning
P-1 in Traffic direction in
out Traffic direction out
P-2 string Enter the DiffServ policy name, nmax. 31 characters.

no service-policy
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no service-policy <P-1> <P-2>

20.6 show

Display device options and settings.

20.6.1 show diffserv global

Display the DiffServ global information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show di ffserv gl obal

20.6.2 show diffserv service brief

Display the DiffServ policy summary information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show di ff serv service brief

20.6.3 show diffserv service interface

Display the DiffServ policy service information for the specified interface and direction.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show di ffserv service interface <P-1> <P-2>
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Parameter Value Meaning

P-1 slot no./port no.
pP-2 in Traffic direction in
out Traffic direction out

20.6.4 show class-map

Display the existing DiffServ classes or display the information for a specified class.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl ass-map [ <P-1>]

Parameter Value Meaning

P-1 string Enter the DiffServ class name, max. 31 characters.

20.6.5 show policy-map all

Display every Diffserv policy.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show policy-map all

20.6.6 show policy-map interface

Display the policies attached to the specified interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show policy-map interface <P-1> <P-2>

Parameter Value Meaning

P-1 slot no./port no.

P-2 in Traffic direction in
out Traffic direction out

20.6.7 show policy-map name

Display the information for the specified policy.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show pol i cy-map nane <P-1>

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31 characters.

20.6.8 show service-policy

Display a summary of policy-oriented statistics information for every interface in the specified direction.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show servi ce-policy <P-1>

Parameter Value Meaning
P-1 in Traffic direction in
out Traffic direction out
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21 Device Level Ring (DLR)

21.1 dir
Set the DLR parameters.

21.1.1 dir operation

Enable or disable the Device Level Ring globally.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dl r operation

no dir operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no dl r operation

21.1.2 dlIrring add

Create a Device Level Ring. The DLR ring will consist of default parameters and its operation will be disabled.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:dl r ring add <P-1> [port-1 <P-2>] [port-2 <P-3>] [nanme <P-4>] [supervisor
<P-5>] [precedence <P-6>] [vlan <P-7>] [beacon-interval <P-8>] [beacon-tineout <P-
9>]

[ port - 1] : Configure the DLR ring port 1.

[ port-2]: Configure the DLR ring port 2.

[ nane] : Configure the name of the DLR ring.

[ supervi sor] : Enable or disable the supervisor mode.

[ pr ecedence] : Configure the supervisor precedence.

[ vl an] : Configure the VLAN identifier to use in the DLR protocol messages.

[ beacon-i nt erval ] : Configure the beacon interval in microseconds (default: 400).

[ beacon-ti nmeout ] : Configure the beacon timeout in microseconds (default: 1960).

Parameter Value Meaning
P-1 1..255 The DLR ring ID.
P-2 slot no./port no.
P-3 slot no./port no.
P-4 string Enter a user-defined text, max. 255 characters.
P-5 enable Enabl e the option.
disable Di sabl e the option.
P- 6 0..255 The DLR supervisor precedence (default: 0).
pP-7 0..4042 Enter the VLAN ID. Entering of ID O disables the feature.
P-8 400..100000 The DLR beacon interval time in mcroseconds (default: 400).
P-9 1600..500000 The DLR beacon tineout in mcroseconds (default: 1960).

21.1.3 dlirring delete

Delete the Device Level Ring.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: dl r ring delete <P-1>

Parameter Value Meaning
P-1 1..255 The DLR ring ID.

21.1.4 dir ring modify

Modify the DLR ring settings.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:dl r ring nodi fy <P-1> operation <P-2> supervi sor <P-3> precedence <P-4> nane
<P-5> port-1 <P-6> port-2 <P-7> beacon interval <P-8> tineout <P-9> vlan <P-10>
servi ce <P-11>

oper at i on: Enable or disable the Device Level Ring for the specified ring ID.
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super vi sor : Enable or disable the supervisor mode.

pr ecedence: Configure the supervisor precedence.

nane: Configure the name of the DLR ring.

port - 1: Configure the DLR ring ports.

port - 2: Configure the DLR ring ports.

beacon: Configure the beacon interval or the beacon timeout in microseconds.
i nt erval : Configure the beacon interval in microseconds (default: 400).

t i meout : Configure the beacon timeout in microseconds (default: 1960).

vl an: Configure the VLAN identifier to use in the DLR protocol messages.

ser Vi ce: Initiates a service on the supervisor node.

Parameter Value Meaning
P-1 1..255 The DLR ring ID.
P-2 enable Enabl e the option.
disable Di sabl e the option.
P-3 enable Enabl e the option.
disable Di sabl e the option.
P-4 0..255 The DLR supervisor precedence (default: 0).
P-5 string Enter a user-defined text, max. 255 characters.
P- 6 slot no./port no.
P-7 slot no./port no.
P-8 400..100000 The DLR beacon interval time in mcroseconds (default: 400).
P-9 1600..500000 The DLR beacon tinmeout in microseconds (default: 1960).
P-10 0..4042 Enter the VLAN ID. Entering of ID O disables the feature.
P-11 fault-location Verify the fault |ocation.
clear-rapid-fault Clear rapid faults.
restart-sign-on Restart the Sign On process and refresh the participants |ist.

clear-gateway-fault Clear partial network fault condition in the gateway. The function is only
available if the device is capable of being a gateway, and you enable the
gateway for the specified ring.

21.1.5 diIr gateway

Configure the Device Level Ring gateway(s).
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: dl r gat eway <P-1> operation add <P-2> delete <P-3> nodify <P-4> nane <P-5>
| ear ni ng- updat e precedence <P-6> advertise interval <P-7> tineout <P-8> uplink-
primary <P-9> uplink-secondary <P-10>
oper at i on: Enable or disable the Device Level Ring Gateway for the specified gateway ID.
add: Create a Device Level Ring gateway with a specific gateway ID.\n\rInitally the DLR gateway has the default
parameters assigned, and the function is disabled.\n\rConfigure a unique gateway ID on the device.\n\rThe DLR
gateway is then added to the specified ring ID.
del et e: Delete the Device Level Ring Gateway.
nodi f y: Modify the DLR gateway settings.
nane: Configure the name of the DLR gateway.
| ear ni ng- updat e: Enable or disable the DLR gateway learning update.
pr ecedence: Configure the precedence of the DLR gateway.
adverti se: Configure the advertise interval or advertise timeout in microseconds.
i nt erval : Configure the advertise interval in microseconds (default: 2000).
t i meout : Configure the advertise timeout in microseconds (default: 5000).
upl i nk- pri mary: Configure the DLR gateway uplink ports.
upl i nk- secondar y: Configure the DLR gateway uplink ports.

Parameter Value Meaning

P-1 1..255 The DLR ring ID.

P-2 1..255 The DLR gateway |D.

P-3 1..255 The DLR gateway I|D.

P-4 1..255 The DLR gateway |D.

P-5 string Enter a user-defined text, max. 256 characters.

P-6 0..255 The DLR gateway precedence.

P-7 1000..100000 The DLR gateway advertise interval in mcroseconds.
P-8 2500..500000 The DLR gateway advertise tineout in mcroseconds.
P-9 slot no./port no.

P-10 slot no./port no.
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no dir gateway

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or

Format:no dl r gat eway operati on add del et e nodi fy nane | ear ni ng- updat e precedence

advertise interval timeout uplink-primry uplink-secondary

21.2 show

Display device options and settings.

21.2.1 show dir global

Display the global configuration of the DLR feature.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show dl r gl obal

21.2.2 show dir ring config

Display the configuration of the DLR ring.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show dl r ring config [<P-1>]

Parameter Value Meaning

P-1 1..255 The DLR ring ID.

21.2.3 show dIr ring status

Display the status of the DLR ring.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dlr ring status [<P-1>]

Parameter Value Meaning

P-1 1..255 The DLR ring ID.

21.2.4 show dIr ring participants

Display the participants list of the DLR ring.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dlr ring participants [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 1..255 The DLR ring ID.
P-2 1..65535 The DLR ring participant ID.

21.2.5 show dIr gateway config

Display the configuration of the DLR gateway.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dl r gateway config [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 1..255 The DLR ring ID.
P-2 1..255 The DLR gateway |D.

21.2.6 show dIr gateway status

Display the status of the DLR gateway.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dl r gateway status [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 1..255 The DLR ring ID.
P-2 1..255 The DLR gateway |D.
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22 Domain Name System (DNS)

22.1 dns
Set DNS parameters.

22.1.1 dns cache adminstate

Enable or disable DNS cache.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns cache admi nstate

no dns cache adminstate

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no dns cache admi nstate

22.1.2 dns cache flush

Flush the DNS cache.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns cache flush <P-1>

Parameter Value Meaning

P-1 action Fl ush the DNS cache.

22.1.3 dns client adminstate

Enable or disable DNS Client.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns client adm nstate

no dns client adminstate
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no dns client adm nstate

22.1.4 dns client cache adminstate

Enable or disable DNS client cache.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns client cache adm nstate

no dns client cache adminstate
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or

Format: no dns client cache adm nstate

22.1.5 dns client cache flush

Flush the DNS client cache.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns client cache flush <P-1>

Parameter Value Meaning
P-1 action Fl ush the DNS cache.
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22.1.6 dns client domain-name

DNS Client default domain name.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: dns cli ent donmi n-nanme <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

22.1.7 dns client host add

Add a new DNS client host entry.

Mode: A obal Config Mde

Privilege Level: Oper at or

Format: dns client host add <P-1> nane <P-2> ip <P-3>
namne: Enter the DNS host name.
i p: Enter the DNS host address.

Parameter Value Meaning

P-1 1..64 DNS dient hosts index.
P-2 A.B.C.D | P address.

P-3 A.B.C.D | P address.

22.1.8 dns client host delete

Delete a DNS host entry.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dns client host delete <P-1>

Parameter Value Meaning
P-1 1..64 DNS Cient hosts index.

22.1.9 dns client host modify

Mofify a DNS client host entry.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dns client host nodify <P-1> name <P-2> ip <P-3> status <P-4>
nane: Enter the DNS host name.
i p: Enter the DNS host address.
st at us: Enter the status of the DNS host.

Parameter Value Meaning

P-1 1..64 DNS dient hosts index.

P-2 A.B.C.D | P address.

P-3 A.B.C.D | P address.

P-4 enable Enabl e the option.
disable Di sabl e the option.

22.1.10 dns client source

DNS Client configuration source.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dns client source <P-1>

Parameter Value Meaning

P-1 user Use the DNS servers defined by the user.
mgmt-dhcp Use the DNS servers received by DHCP on the nanagenent interface.
provider

22.1.11 dns client servers add

Add a new DNS server.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: dns client servers add <P-1> ip <P-2>
i p: Enter the DNS server address.

Parameter Value Meaning

P-1 1.4 DNS Cient servers index.

pP-2 A.B.C.D | P address.
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22.1.12 dns client servers delete

Delete a DNS server.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: dns client servers delete <P-1>

Parameter Value Meaning
P-1 1.4 DNS Cient servers index.

22.1.13 dns client servers modify

Modify a DNS server entry.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: dns client servers nodify <P-1> ip <P-2> status <P-3> operation <P-4>
i p: Change the DNS server address.
st at us: Change the status of this DNS server.
oper at i on: Change the status of this DNS server.

Parameter Value Meaning
P-1 1.4 DNS Client servers index.
P-2 A.B.C.D | P address.
P-3 enable Enabl e the option.
disable Di sabl e the option.
P-4 enable Enabl e the opti on.
disable Di sabl e the option.

22.1.14 dns client servers enable

Activate a DNS server entry.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: dns client servers enable <P-1>

Parameter Value Meaning
P-1 1.4 DNS Cient servers index.

22.1.15 dns client servers disable

Deactivate a DNS server entry.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns client servers disable <P-1>

Parameter Value Meaning
P-1 1.4 DNS Cient servers index.

22.1.16 dns client timeout

Set the timeout before retransmitting a request to the server.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: dns client tinmeout <P-1>

Parameter Value Meaning
P-1 0..3600 The timeout before retransmitting a request to the server (default: 3).

22.1.17 dns client retry

Set the number of times the request is retransmitted.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dns client retry <P-1>

Parameter Value Meaning
P-1 0..100 The nunmber of tinmes the request is retransmitted (default: 2).
22.2 show

Display device options and settings.
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22.2.1 show dns client hosts
Display the DNS Client hosts table.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show dns client hosts

22.2.2 show dns client info
Display the DNS Client related information.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show dns client info

22.2.3 show dns client servers
Display the DNS Client servers.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show dns client servers [<P-1>]

Parameter Value Meaning

P-1 extern Di splay the DNS Cient servers received from external

sources.

RM CLI Overview HiOS
Release 10.0 08/2024

145



23 DoS Mitigation

23.1 dos
Manage DoS Mitigation

23.1.1 dos tcp-null

Enables TCP Null scan protection - all TCP flags and TCP sequence number zero.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dos tcp-nul |

no dos tcp-null

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no dos tcp-nul |

23.1.2 dos tcp-xmas

Enables TCP XMAS scan protection - TCP FIN, URG, PSH equal 1 and SEQ equals 0.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dos t cp-xnas

no dos tcp-xmas

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no dos tcp-xnmas

23.1.3 dos tcp-syn-fin

Enables TCP SYN/FIN scan protection - TCP with SYN and FIN flags set.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dos tcp-syn-fin

no dos tcp-syn-fin

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no dos tcp-syn-fin

23.1.4 dos tcp-min-header

Enables TCP minimal header size check.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dos tcp-m n- header

no dos tcp-min-header

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos tcp-m n-header

23.1.5 dos icmp-fragmented

Enables fragmented ICMP protection.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dos i cnp-fragment ed
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no dos icmp-fragmented

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos icnp-fragnmented

23.1.6 dos icmp payload-check

Enables ICMP max payload size protection for IPv4 and IPv6.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: dos i cnp payl oad- check

no dos icmp payload-check
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos i cnp payl oad- check

23.1.7 dos icmp payload-size

Configures maximum ICMP payload size (default: 512).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dos i cnp payl oad-si ze <P-1>

Parameter Value Meaning

P-1 0..1472 Max. | CMP payl oad size (default: 512)

23.1.8 dos ip-land

Enables LAND attack protection - source IP equals destination IP.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dos i p-land <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

23.1.9 dos ip-src-route

Enables Drop IP source route - Discard packets with Strict/Loose Source Routing Option set.

Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dos i p-src-route

no dos ip-src-route

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no dos i p-src-route

23.1.10 dos tcp-offset

Enables TCP offset check - ingress TCP packets with fragment offset 1 are dropped.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dos t cp-of f set

no dos tcp-offset

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos tcp- of f set
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23.1.11 dos tcp-syn

Enables TCP source port smaller than 1024 protection.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: dos tcp-syn

no dos tcp-syn

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos tcp-syn

23.1.12 dos l4-port

Enables UDP or TCP source port equals destination port check.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: dos | 4- port

no dos l4-port

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos | 4-port

23.1.13 dos icmp-smurf-attack

Enables ICMP smurf attack protection check.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: dos i cnp-snurf-attack

no dos icmp-smurf-attack

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dos icnp-smnurf-attack

23.2 show

Display device options and settings.

23.2.1 show dos

Display the DoS Mitigation parameters.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show dos
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24 |EEE 802.1as (Dotlas - Timing and Synchronization)

24.1 dotlas
Enable or disable the IEEE Std 802.1AS protocol.

24.1.1 dotlas operation

Enable or disable the IEEE Std 802.1AS protocol.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: dot 1as operati on

no dotlas operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no dot 1as operation

24.1.2 dotlas priorityl

Configure the priorityl value (0..255) of the default data set.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: dot 1as priorityl <P-1>

Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

24.1.3 dotlas priority2

Configure the priority2 value (0..255) of the default data set.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: dot 1las priority2 <P-1>

Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

24.1.4 dotlas sync-lower-bound

Configure the lower bound for the PTP clock synchronization status in nanoseconds. If the absolute value of the
offset to the master clock is smaller than the lower bound, clock's status is set to synchronized (true).

Mode: @ obal Config Mde

Privilege Level: Admi ni strat or

Format: dot 1as sync- | ower - bound <P-1>

Parameter Value Meaning
P-1 1..999999999

24.1.5 dotlas sync-upper-bound

Configure the upper bound for the PTP clock synchronization status in nanoseconds. If the absolute value of the
offset to the master clock is bigger than the upper bound, the clock's status is set to unsynchronized (false).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: dot 1as sync- upper - bound <P-1>

Parameter Value Meaning
P-1 31..1000000000

24.1.6 dotlas instance

Configure instance of the IEEE Std 802.1AS protocol.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: dot 1as i nstance <P-1> operation priorityl <P-2> priority2 <P-3> donmin <P-
4> external -port-config <P-5>
oper at i on: Enable or disable the instance.
priorityl: Configure the priorityl value (0..255) of the default data set.
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priority2: Configure the priority2 value (0..255) of the default data set.
donmai n: Configure the domain value (0..127) of the default data set.
ext ernal - port - confi g: Enable or disable the external port configuration.

Parameter Value Meaning
P-1 slot no./port no.
P-2 0..255 Enter a nunmber in the given range.
P-3 0..255 Enter a number in the given range.
P-4 0..127 Enter a number in the given range.
P-5 enable Enabl e the opti on.

disable Di sabl e the option.

no dotlas instance
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no dot 1las i nstance <P-1> operation priorityl priority2 domain external-
port-config

24.2 dotlas

Enable or disable 802.1as on a port.

24.2.1 dotlas operation

Enable or disable 802.1as on a port.
Mode: | nt er f ace Range Mode
Privilege Level: Admi ni st r at or
Format: dot 1as operation

no dotlas operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st r at or
Format: no dot 1as operation

24.2.2 dotlas pdelay-interval

Configure the pDelay interval in seconds {1|2]|4|8|disable}.
Mode: | nt er f ace Range Mode
Privilege Level: Admi ni st r at or
Format: dot 1as pdel ay-i nterval <P-1>

Parameter Value Meaning

P-1 1 Set the pdel ay nessage transmi sion interval to 1s.
2 Set the pdel ay nessage transmi sion interval to 2s.
4 Set the pdel ay nessage transmi sion interval to 4s.
8 Set the pdel ay message transmision interval to 8s.
16 Set the pdel ay message transmision interval to 16s.
disable Di sabl e the transmi sion of pdel ay nessages.

24.2.3 dotlas announce-interval

Configure the announce interval in seconds {1|2|disable}.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st r at or
Format: dot 1as announce-i nterval <P-1>

Parameter Value Meaning
P-1 1 Set the announce nessage transm sion interval to 1s.
2 Set the announce nessage transmi sion interval to 2s.
disable Di sabl e the transm sion of announce nessages.
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24.2.4 dotlas sync-interval

Configure the sync interval in seconds {0.25]0.5|1|disable}.
Mode: I nt erf ace Range Mbde
Privilege Level: Admi ni str at or
Format: dot 1as sync-interval <P-1>

Parameter Value Meaning

P-1 0.125 Set the sync nessage transmision interval to 125ms.
0.25 Set the sync nessage transmision interval to 250mns.
0.5 Set the sync nessage transmision interval to 500mns.
1 Set the sync nessage transnmision interval to 1s.
disable Di sabl e the transnision of sync nessages.

24.2.5 dotlas announce-timeout

Configure the announce receipt timeout (2..10).
Mode: | nt er f ace Range Mode
Privilege Level: Admi ni strat or
Format: dot 1as announce-ti neout <P-1>

Parameter Value Meaning
P-1 2..10 Define the nunber of allowed | ost announce nessages.

24.2.6 dotlas sync-timeout

Configure the sync receipt timeout (2..10).
Mode: | nt er f ace Range Mode
Privilege Level: Admi ni str at or
Format: dot 1as sync-ti neout <P-1>

Parameter Value Meaning
P-1 2..10 Define the nunber of allowed | ost sync nessages.

24.2.7 dotlas pdelay-timeout

Configure the pDelay receipt timeout (2..10).
Mode: I nt erf ace Range Mbde
Privilege Level: Admi ni strat or
Format: dot 1as pdel ay-ti meout <P-1>

Parameter Value Meaning
P-1 2..10 Defi ne nunber of allowed | ost pdel ay nessages.

24.2.8 dotlas instance

Configure instance of the IEEE Std 802.1AS protocol.
Mode: | nt erface Range Mode
Privilege Level: Admi ni st rat or
Format: dot 1as i nstance <P-1> operation announce-tineout <P-2> asymetry <P-3>
al | oned-faults <P-4> all owed-1o0st-rsp <P-5> init-announce-intvl <P-6> init-
pdel ay-intvl <P-7>init-signal-intvl <P-8>init-sync-intvl <P-9> pdel ay-threshold
<P- 10> set-announce-intvl <P-11> set-pdelay-intvl <P-12> set-signal-intvl <P-13>
set-sync-intvl <P-14> settabl e-announce settabl e-pdel ay settabl e-si gnal settable-
sync signal -tinmeout <P-15> sync-tinmeout <P-16> desired-state <P-17>

oper at i on: Enable or disable 802.1AS on a port.

announce-t i neout : Configure the announce receipt timeout (2..10).

asymet r y: Set the asymmetry of the link connected to this interface.

al | owed- f aul t s: Configure the faults number (1..255).

al | owed- 1 ost - r sp: Configure the lost responses number (1..255).

i ni t-announce-i ntvl : Configure the initial announce interval in seconds {1|2|disable}.

i nit-pdel ay-intvl: Configure the initial pDelay interval in seconds {1|2|4|8|16|disable}.

i nit-signal-intvl: Configure the initial signal interval in seconds {1|2|4|disable}.

i nit-sync-intvl: Configure the initial sync interval in seconds {0.125|0.25|0.5|1|disable}.

pdel ay-t hr eshol d: Set the pDelay threshold in nano seconds (0..1000000).

set - announce- i nt vl : Configure the announce interval in seconds {1|2|disable}.

set - pdel ay-i nt vl : Configure the pdelay interval in seconds {1|2|4|disable}.

set - si gnal -i ntvl : Configure the signal interval in seconds {1|2|4|disable}.

set - sync-i nt vl : Configure the sync interval in seconds {0.125|0.25]0.5|1|disable}.

set t abl e- announce: Enable/disable manual settings of announce interval.

sett abl e- pdel ay: Enable/disable manual settings of pdelay interval.

set t abl e- si gnal : Enable/disable manual settings of signal interval.
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set t abl e- sync: Enable/disable manual settings of sync interval.
si gnal - ti meout : Configure the signal receipt timeout (2..10).
sync-ti meout : Configure the sync receipt timeout (2..10).

desi r ed- st at e: Configure the desired state.

Parameter Value Meaning

P-1 slot no./port no.

P-2 2..10 Enter a number in the given range.

P-3 -10710..10M10 Enter a nunber in the given range.

P-4 1..255 Enter a number in the given range.

P-5 1..255 Enter a number in the given range.

P-6 1 Set the announce nessage transmision interval to 1s.
2 Set the announce nessage transm sion interval to 2s.
disable Di sabl e the transm sion of announce nmessages.

pP-7 1 Set the pdel ay nmessage transmision interval to 1s.
2 Set the pdel ay nessage transmi sion interval to 2s.
4 Set the pdel ay nessage transm sion interval to 4s.
8 Set the pdel ay nessage transmi sion interval to 8s.
16 Set the pdel ay nessage transm sion interval to 16s.
disable Di sabl e the transmi sion of pdelay nmessages.

P-8 1 Set the signal nmessage transmision interval to 1s.
2 Set the signal nmessage transmision interval to 2s.
4 Set the signal nessage transmision interval to 4s.
disable Di sabl e the transm sion of signal nessages.

P-9 0.125 Set the sync nessage transmision interval to 125ms.
0.25 Set the sync nessage transmision interval to 250ms.
0.5 Set the sync nmessage transmi sion interval to 500ms.
1 Set the sync nessage transmision interval to 1s.
disable Di sabl e the transm sion of sync nessages.

P-10 0..1000000 Enter a number in the given range.

P-11 1 Set the announce nessage transmision interval to 1s.
2 Set the announce nessage transmision interval to 2s.
disable Di sabl e the transm sion of announce nessages.

pP-12 1 Set the pdel ay message transmision interval to 1s.
2 Set the pdel ay message transmision interval to 2s.
4 Set the pdel ay nmessage transmision interval to 4s.
8 Set the pdel ay nessage transmi sion interval to 8s.
16 Set the pdel ay nmessage transm sion interval to 16s.
disable Di sabl e the transm sion of pdel ay nessages.

P-13 1 Set the signal message transmision interval to 1s.
2 Set the signal message transmision interval to 2s.
4 Set the signal nmessage transmision interval to 4s.
disable Di sabl e the transm sion of signal nessages.

P-14 0.125 Set the sync nessage transmision interval to 125ms.
0.25 Set the sync nessage transmision interval to 250ms.
0.5 Set the sync nessage transmi sion interval to 500ms.
1 Set the sync nessage transmi sion interval to 1s.
disable Di sabl e the transm sion of sync nessages.

P-15 2..10 Enter a number in the given range.

P-16 2..10 Enter a number in the given range.

P-17 disabled
master
passive
slave

no dotlas instance
Disable the option

Mode: | nt er f ace Range Mode
Privilege Level: Adm ni st r at or
Format: no dot las i nstance <P-1> operati on announce-ti neout asymetry al | owed-
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faults all owed-1ost-rsp init-announce-intvl
pdel ay-t hreshol d set - announce-i nt vl
settabl e-announce settabl e- pdel ay settabl e-signa

intvl init-sync-intvl

signal -intvl set-sync-intvl

i nit-pdelay-intvl

settabl e-sync signal -tinmeout sync-tinmeout desired-state

i nit-signal-

set - pdel ay-intvl set-
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24.3 show

Display device options and settings.

24.3.1 show dotlas global

Show 802.1AS global status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1as gl obal

24.3.2 show dotlas default instance

Show 802.1AS Default Data Set per instance.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1as default instance <P-1>

Parameter Value Meaning
P-1 slot no./port no.

24.3.3 show dotlas current instance

Show 802.1AS Current Data Set per instance.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show dot 1as current instance <P-1>

Parameter Value Meaning
P-1 slot no./port no.

24.3.4 show dotlas port-data-set instance

Show 802.1AS Port Data Set of the chosen port per instance.

Mode: Conmand is in all nobdes avail able.

Privilege Level: Guest

Format: show dot 1as port-data-set instance <P-1> port [<P-2>]
port: Show 802.1AS Port Data Set of a single port.

Parameter Value Meaning
P-1 slot no./port no.
P-2 all or slot no./port no.

24.3.5 show dotlas parent instance

Show 802.1AS Parent Data Set per instance.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show dot 1as parent instance <P-1>

Parameter Value Meaning
P-1 slot no./port no.

24.3.6 show dotlas time-properties instance

Show instance of the IEEE Std 802.1AS protocol.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show dot 1as ti nme-properties instance <P-1>

Parameter Value Meaning
P-1 slot no./port no.

24.3.7 show dotlas path-trace-list instance

Display 802.1AS Path Trace data per instance.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1as path-trace-list instance <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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24.3.8 show dotlas stats instance

Display 802.1AS PortStatistics per instance.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show dot 1as stats instance <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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25 |IEEE 802.1x (Dotlx - Port Based Network Access Control)

25.1 dotlx
Configure 802.1X parameters.

25.1.1 dotlx dynamic-vlan

Creates VLANs dynamically when a RADIUS-assigned VLAN does not exist.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x dynam c-vl an

no dotlx dynamic-vlan

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no dot 1x dynami c- vl an

25.1.2 dotlx radius_vlan_assignment

Command is deprecated. To enable or disable 802.1X RADIUS VLAN assignment use radius-vlan-assignment.

Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: dot 1x radi us_vl an_assi gnnent

no dotlx radius_vlan_assignment
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dot 1x radi us_vl an_assi gnnent

25.1.3 dotlx radius-vlan-assignment

Enable or disable 802.1X RADIUS VLAN assignment support on the switch.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x radi us- vl an-assi gnnent

no dotlx radius-vlan-assignment
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no dot 1x radi us-vl an-assi gnnent

25.1.4 dotlx system-auth-control

Enable or disable 802.1X authentication support on the switch.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x syst em aut h-contr ol

no dotlx system-auth-control
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no dot 1x system aut h-contr ol

25.1.5 dotlx monitor

Enable or disable 802.1X monitor mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x noni t or
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no dotlx monitor

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no dot 1x nonitor

25.1.6 dotlx mac-authentication-bypass format group-size

Specify group-size for MAB.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x mac- aut henti cati on- bypass format group-size <P-1>

Parameter Value Meaning
P-1 1

2

4

12

25.1.7 dotlx mac-authentication-bypass format group-separator

Specify group-separator for MAB.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: dot 1x nmac- aut henti cati on- bypass format group-separator <P-1>

Parameter Value Meaning
P-1 - Use hyphen for MAB formatting.
: Use colon for MAB formatting.
Use dot for MAB fornatting.

25.1.8 dotlx mac-authentication-bypass format letter-case

Specify letter case for MAB.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x nmc-aut henti cati on-bypass fornat letter-case <P-1>

Parameter Value Meaning
P-1 lower-case Use | ower-case for MAB formatting.
upper-case Use upper-case for MAB formatting.

25.1.9 dotlx mac-authentication-bypass password

Specify global password for MAB.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: dot 1x mac- aut henti cati on- bypass password <P-1>

Parameter Value Meaning
P-1 string <password> Enter a valid password for MAB.
25.2 dotlx

Configure 802.1X interface parameters.

25.2.1 dotlx guest-vlan

Configure a VLAN as 802.1X guest VLAN.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x guest-vl an <P-1>

Parameter Value Meaning
P-1 0..4042 Enter the VLAN for the given Sub-Ring ID (nmin.: O, nax.: 4042, default: 0).

25.2.2 dotlx max-req

Configure the maximum number of requests to be sent.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x max-req <P-1>
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Parameter Value Meaning

P-1 1..10 Maxi mum nunmber of requests (default: 2).

25.2.3 dotlx max-users

Configure the maximum number of supplicants on a port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x max-users <P-1>

Parameter Value Meaning

P-1 1..16 Maxi mum nunmber of supplicants on a port (default: 16).

25.2.4 dotlx mac-auth-bypass

Configure MAC-Authentication bypass for the port.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x mac- aut h- bypass

no dotlx mac-auth-bypass

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no dot 1x nac- aut h- bypass

25.2.5 dotlx port-control

Set the authentication mode on the specified port.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x port-control <P-1>

Parameter Value Meaning
P-1 auto Port is actually controlled by protocol.
force-authorized Port is authorized unconditionally (default).
force-unauthorized Port is unauthorized unconditionally.
multi-client If nmore than one client is attached to the port, then each client needs to

aut henti cate separately.

25.2.6 dotlx re-authentication

Enable or disable re-authentication for the given interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x re-aut hentication

no dotlx re-authentication

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no dot 1x re-aut hentication

25.2.7 dotlx unauthenticated-vian

Configure a VLAN as 802.1X unauthenticated VLAN.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x unaut henti cat ed- vl an <P- 1>

Parameter Value Meaning
P-1 0..4042 Enter the VLAN for the given Sub-Ring ID (mn.: 0, nmax.: 4042, default: 0).

25.2.8 dotlx timeout guest-vlan-period

Command is deprecated. The guest-vlan-period is fixed to 3 times the tx-period.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti meout guest-vlan-period <P-1>

Parameter Value Meaning
P-1 1..300 Quest-vlan tinmeout in seconds (default: 90).
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25.2.9 dotlx timeout reauth-period

Configure the re-authentication period.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti neout reauth-period <P-1>

Parameter Value Meaning

P-1 1..65535 Ti meout in seconds.

25.2.10 dotlx timeout quiet-period

Configure the quiet period value.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti meout qui et-period <P-1>

Parameter Value Meaning

P-1 0..65535 Quiet period in seconds (default:

60) .

25.2.11 dotlx timeout tx-period

Configure the transmit timeout period.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x tinmeout tx-period <P-1>

Parameter Value Meaning

P-1 1..65535 Ti meout in seconds.

25.2.12 dotlx timeout supp-timeout

Configure the supplicant timeout period.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti meout supp-timeout <P-1>

Parameter Value Meaning

P-1 1..65535 Ti meout in seconds.

25.2.13 dotlx timeout server-timeout

Configure the server timeout period.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti meout server-timeout <P-1>

Parameter Value Meaning

P-1 1..65535 Ti meout in seconds.

25.2.14 dotlx initialize

Begins the initialization sequence on the specified port (port-control mode must be 'auto’).

Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: dot1x initialize

no dotlx initialize

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no dotlx initialize

25.2.15 dotlx re-authenticate

Begins the re-authentication sequence on the specified port (port-control mode must be ‘auto’).

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x re-aut henticate
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no dotlx re-authenticate

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no dot 1x re-authenticate

25.3 show

Display device options and settings.

25.3.1 show dotlx global

Display the global 802.1X configuration.
Mode: Conmand is in all nbdes avail abl e.
Privilege Level: Guest
Format: show dot 1x gl obal

25.3.2 show dotlx auth-history

Display the 802.1X authentication events and information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x aut h-history [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
P-2 1..4294967294 802.1X history log entry index. This can be specified only if interface is

provi ded. Parameter Usage:[ <slot/port> [index] ]

25.3.3 show dotlx detail

Display the detailed 802.1X configuration for the specified port.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x detail <P-1>

Parameter Value Meaning
P-1 slot no./port no.

25.3.4 show dotlx summary

Display the summary information about the 802.1X configuration for a specified port or all ports.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x summary [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.

25.3.5 show dotlx clients

Display the 802.1X client information.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show dot 1x clients [<P-1>]

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

25.3.6 show dotlx statistics

Display the 802.1X statistics for the specified port.
Mode: Command is in all nbdes avail abl e.
Privilege Level: Guest
Format: show dot 1x statistics <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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25.4 clear

Clear several items.

25.4.1 clear dotlx statistics port

Resets the 802.1X statistics for specified port.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot 1x statistics port <P-1>

Parameter Value Meaning

P-1 slot no./port no.

25.4.2 clear dotlx statistics all

Resets the 802.1X statistics for all ports.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot1x statistics all

25.4.3 clear dotlx auth-history port

Clears the 802.1X authentication history for specified port.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot 1x aut h-history port <P-1>

Parameter Value Meaning

P-1 slot no./port no.

25.4.4 clear dotlx auth-history all

Clears the 802.1X authentication history for all ports.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot 1x auth-history all

160

RM CLI Overview HiOS
Release 10.0 08/2024



26 |EEE 802.3ad (Dot3ad - Link Aggregation)

26.1 link-aggregation

Configure 802.3ad link aggregation parameters to increase bandwidth and provide redundancy by combining
connections.

26.1.1 link-aggregation add

Create a new Link Aggregation Group to increase bandwidth and provide link redundancy. If desired, enter a name
up to 15 alphanumeric characters in length.

Mode: G obal Confi g Mode

Privilege Level: Oper at or

Format: | i nk- aggregati on add <P-1>

Parameter Value
P-1 lag/<lagport>

Meaning
| ag/ <l agport> Enter a lag interface in |ag/lagport format.

26.1.2 link-aggregation modify

Modify the parameters for the specified Link Aggregation Group.
Mode: A obal Confi g Mde
Privilege Level: Oper at or
Format: | i nk- aggregati on nodi fy <P-1> nanme <P-2> addport <P-3> del eteport <P-4>
admi nnode |inktrap static hashnmode <P-5> mn-1inks <P-6>
nane: Modify the name of the specified Link Aggregation Group.
addport : Add the specified port to the Link Aggregation Group.
del et eport : Delete the specified port from the Link Aggregation Group.
adm nnode: Modify the administration mode of the specified Link Aggregation Group. To activate the group,
enable the administration mode.
I i nkt rap: Enable/Disable link trap notifications for the specified Link Aggregation Group
st ati c: Enable or disable static capability for the specified Link Aggregation Group on a device. When enabled,
LACP automatically helps prevent loops and allows non-link aggregation partners to support LACP.
hashnmode: Set the hash mode to be used by the load balancing algorithm for specified Link Aggregation Group.
m n- 1 i nks: Set the minimum links for the specified Link Aggregation Group.

Parameter Value Meaning

P-1 slot no./port no.

P-2 string Enter a user-defined text, max. 15 characters.

P-3 slot no./port no.

P-4 slot no./port no.

P-5 src-mac Source MAC, VLAN, EtherType, and incom ng port associated with the packet.
dst-mac Destinati on MAC, VLAN, EtherType, and i ncomi ng port associ ated with the packet.
src-dst-mac Sour ce/ Desti nati on MAC, VLAN, EtherType, and i ncom ng port associated with the

packet .
src-ip Source | P and Source TCP/UDP fields of the packet.
dst-ip Destination I P and Destinati on TCP/UDP Port fields of the packet.
src-dst-ip Sour ce/ Destination | P and source/destination TCP/UDP Port fields of the packet.
P- 6 slot no./port no.

no link-aggregation modify
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no | i nk-aggregati on nodi fy <P-1> nane addport del eteport adni nnode
linktrap static hashnmode mn-1inks

26.1.3 link-aggregation delete

Delete the Link Aggregation Group to divide the group into individual connections.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: | i nk- aggregati on del ete <P-1>

Parameter Value

Meaning

P-1

slot no./port no.
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26.1.4 link-aggregation hashmode

Set the hash mode to be used by the load balancing algorithm for all Link Aggregation Groups.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: | i nk- aggr egati on hashnode <P-1>

Parameter Value Meaning
P-1 src-mac Source MAC, VLAN, EtherType, and incom ng port associated with the packet.
dst-mac Destinati on MAC, VLAN, EtherType, and i ncomi ng port associ ated with the packet.
src-dst-mac Sour ce/ Destinati on MAC, VLAN, EtherType, and i nconmi ng port associated with the
packet .
src-ip Source | P and Source TCP/UDP fields of the packet.
dst-ip Destination I P and Destination TCP/UDP Port fields of the packet.
src-dst-ip Sour ce/ Destination | P and source/destination TCP/UDP Port fields of the packet.
26.2 lacp

Configure lacp parameters.

26.2.1 lacp admin-key

Configure the administrative value of the key on this LAG.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp admi n- key <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.2 lacp collector-max-delay

Configure the collector max delay on this LAG (default is 0).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp col | ect or - max-del ay <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.3 lacp lacpmode

Activate/deactivate LACP on an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp | acpnode

no lacp lacpmode

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no | acp | acpnode

26.2.4 lacp actor admin key

Configure the value of the LACP actor admin key on this port (default 0).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp actor adm n key <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.5 lacp actor admin state lacp-activity

Enable/disable the LACP activity on the actor admin state.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp actor admin state lacp-activity
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no lacp actor admin state lacp-activity
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no |l acp actor admin state |lacp-activity

26.2.6 lacp actor admin state lacp-timeout

Enable/disable the LACP timeout on the actor admin state.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp actor adnmin state |acp-tineout

no lacp actor admin state lacp-timeout
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no |l acp actor admin state |acp-tineout

26.2.7 lacp actor admin state aggregation

Enable/disable the aggregation on the actor admin state.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp actor admin state aggregation

no lacp actor admin state aggregation
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no | acp actor admin state aggregation

26.2.8 lacp actor admin port priority

Set LACP actor port priority value (default 128).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp actor admin port priority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.9 lacp partner admin key

Configure the administrative value of the LACP key for the protocol partner on this LAG (default 0).
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: | acp partner adm n key <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.10 lacp partner admin state lacp-activity

Enable/disable the LACP activity on the partner admin state.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | acp partner admin state lacp-activity

no lacp partner admin state lacp-activity
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no | acp partner adm n state |acp-activity

26.2.11 lacp partner admin state lacp-timeout

Enable/disable the LACP timeout on the partner admin state.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | acp partner admin state |acp-tineout
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no lacp partner admin state lacp-timeout
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no | acp partner admin state |acp-tineout

26.2.12 lacp partner admin state aggregation

Enable/disable the state aggregation on the partner admin state.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner adm n state aggregation

no lacp partner admin state aggregation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no | acp partner admin state aggregation

26.2.13 lacp partner admin port priority

Set LACP partner port priority value (default 128).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner admin port priority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.14 lacp partner admin port id

Set LACP partner port value (default 0).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner admin port id <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunmber between 0 and 65535

26.2.15 lacp partner admin system-priority

Configure the partner system priority.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner admin systempriority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

26.2.16 lacp partner admin system-id

Configure the MAC address representing the administrative value of the LAG ports protocol partner system ID
default (00:00:00:00:00:00).

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: | acp partner admin systemid <P-1>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
26.3 show

Display device options and settings.

26.3.1 show link-aggregation global

Display the Common and Internal Link-Aggregation information and settings.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show | i nk- aggregati on gl obal
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26.3.2 show link-aggregation port

Display the LAG configuration of a single port.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | i nk- aggregati on port [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

26.3.3 show link-aggregation statistics

Display the ports LAG statistics.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show | i nk- aggregati on statistics [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

26.3.4 show link-aggregation members

Display the member ports for the specified LAG.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show | i nk- aggr egati on nenbers <P-1>

Parameter Value Meaning

P-1 slot no./port no.

26.3.5 show lacp interface

Display the LAG interfaces attributes.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | acp i nterface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

26.3.6 show lacp mode

Display the LACP mode.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | acp node [ <P-1>]

Parameter Value Meaning

P-1 slot no./port no.

26.3.7 show lacp actor

Display the Link Aggregation control protocol actor attributes.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | acp actor [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

26.3.8 show lacp partner operational

Display the Link Aggregation control protocol operational partner attributes.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show | acp partner operational [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

26.3.9 show lacp partner admin

Display the Link Aggregation control protocol administrative partner attributes.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | acp partner adm n [ <P-1>]
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P-1 slot no./port no.
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27 Double VLAN

27.1 dvilan-tunnel

Specifies the double VLAN tunnel configuration per interface.

27.1.1 dvlan-tunnel operation

Controls the Double VLAN Tag mode on this interface. When the Double VLAN Tag mode is enabled, the port
operates as the Core port. Other ports on which the Double VLAN Tag mode is disabled operate as Access ports.

When the Double VLAN Tag mode is not enabled on any port, the ports operate as normal ports.

Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: dvl an-t unnel operation

no dvlan-tunnel operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no dvl an-tunnel operation

27.2 show

Display device options and settings.

27.2.1 show dvlan-tunnel global
Displays the global double VLAN tunnel configuration.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show dvl an-tunnel gl obal

27.2.2 show dvlan-tunnel port
Displays the double VLAN tunnel port configuration.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show dvl an-tunnel port [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

RM CLI Overview HiOS
Release 10.0 08/2024

167



28 Distance Vector Multicast Routing Protocol (DVMRP)

28.1 ip

Set IP parameters.

28.1.1 ip dvmrp operation

Configure DVMRP admin mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p dvnrp operation

no ip dvmrp operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no i p dvnrp operation

28.1.2 ip dvmrp trapflag

Enable or disable the DVMRP trap mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p dvnrp trapfl ag

no ip dvmrp trapflag

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no ip dvmrp trapflag

28.1.3 ip dvmrp route-expire

Configure DVMRP route expire time in seconds.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p dvnrp route-expire <P-1>

Parameter Value Meaning
P-1 0..200 Enter a number in the given range.
28.2 ip

IP interface commands.

28.2.1 ip dvmrp operation

Configure DVMRP admin mode.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p dvnrp operation

no ip dvmrp operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no ip dvnrp operation
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28.2.2 ip dvmrp metric

Set DVMRP metric.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip dvnrp netric <P-1>

Parameter Value Meaning
P-1 1..31 Enter a number in the given range.
28.3 show

Display device options and settings.

28.3.1 show ip dvmrp global

Display the DVMRP global related parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p dvnrp gl obal

28.3.2 show ip dvmrp interface

Display the DVMRP interface related parameters.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show i p dvnrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

28.3.3 show ip dvmrp neighbor

Display the DVMRP neighbor information.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show i p dvimr p nei ghbor [<P-1> [ <P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
P-2 A.B.C.D | P address.

28.3.4 show ip dvmrp route

Display the multicast routing information for DVMRP.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show i p dvirp route [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

28.3.5 show ip dvmrp nexthop

Display the next hop information on outgoing interfaces for DVMRP routing multicast datagrams.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show i p dvnrp next hop

28.3.6 show ip dvmrp prune

Display the upstream router prune information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p dvnrp prune
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29 Ethernet IP

29.1 ethernet-ip

Enable or disable the EtherNet/IP operation on this device. If disabled, the EtherNet/IP protocol is deactivated, but
the EtherNet/IP MIBs can be accessed.

29.1.1 ethernet-ip operation

Enable or disable the EtherNet/IP operation on this device. If disabled, the EtherNet/IP protocol is deactivated, but
the EtherNet/IP MIBs can be accessed.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: et hernet-i p operation

no ethernet-ip operation

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ethernet-ip operation

29.1.2 ethernet-ip vlan-id

Set the EtherNet/IP VLAN on this device.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: et hernet-ip vlian-id <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the EtherNet/IP VLAN ID.
mgmt Management VLAN

29.1.3 ethernet-ip write-access

Enable or disable the write-access of the EtherNet/IP protocol (possible security risk, as EtherNet/IP
communication is not authenticated).

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: et hernet-ip wite-access

no ethernet-ip write-access
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ethernet-ip wite-access

29.1.4 ethernet-ip interface

Configure the interface in slot/port or vlan/vlan-id or mgmt format.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: et hernet-ip interface <P-1>

Parameter Value Meaning

P-1 mgmt Management interface
slot no./port no. Physical routing interface
vlan/vlan no. VLAN routing interface

29.2 show

Display device options and settings.
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29.2.1 show ethernet-ip

Display the EtherNet/IP settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show et hernet-ip

29.3 copy
Copy different kinds of items.

29.3.1 copy eds-ethernet-ip system remote

Copy the EDS file from the device to a file server

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy eds-ethernet-ip systemrennte <P-1> [source-interface <P-2>]
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

29.3.2 copy eds-ethernet-ip system envm

Copy the EDS file from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy eds-ethernet-ip system envm
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30 Filtering Database (FDB)

30.1 mac-filter

30.1.1 mac-filter

Static MAC filter configuration.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: mac-filter <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 Enter the VLAN ID.

no mac-filter
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no mac-filter <P-1> <P-2>

30.2 bridge

Bridge configuration.

30.2.1 bridge aging-time
Aging time configuration.
Mode: d obal Config Mde

Privilege Level: Oper at or
Format: bri dge agi ng-time <P-1>

Parameter Value Meaning
P-1 10..500000 Enter a number in the given range.
30.3 show

Display device options and settings.

30.3.1 show mac-filter-table static

Display the MAC address filter table.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show mac-filter-table static

30.4 show

Display device options and settings.

30.4.1 show bridge aging-time

Address aging time.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show bri dge agi ng-time
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30.5 show

Display device options and settings.

30.5.1 show mac-addr-table
Display the MAC address table.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show nac- addr-tabl e [ <P-1>]

Parameter Value Meaning

P-1 a:b:c:.d:e:f Enter a MAC address.
1..4042 Enter a VLAN |ID.

30.6 clear

Clear several items.

30.6.1 clear mac-addr-table

Clears the MAC address table.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear mac- addr -t abl e
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31 GARP VLAN and Multicast Registration Protocol (GVRP and
GMRP)

31.1 garp
Configure GARP protocols, GVRP for dynamic VLAN registration and GMRP for dynamic MAC registration.

31.1.1 garp gvrp operation

Enable or disable GVRP globally. When enabled, the device distributes VLAN membership information on GVRP
enable active ports. GVRP-aware devices use the information to dynamically create VLAN members and update
the local VLAN member database.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: garp gvrp operation

no garp gvrp operation

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no garp gvrp operation

31.1.2 garp gmrp operation

Enable or disable GMRP globally. Devices use GMRP information for dynamic registration of group membership
and individual MAC addresses with end devices and switches that support extended filtering services, within the
connected LAN.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: garp gnrp operation

no garp gmrp operation

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no garp gnrp operation

31.1.3 garp gmrp forward-unknown

Configure if unknown multicast packets are forwarded. The setting can be discard or flood.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: garp gnrp forward-unknown <P-1>

Parameter Value Meaning

P-1 flood Unknown nul ticast frames will be flooded.
discard Unknown nul ticast frames will be discarded.

31.2 garp

Configure GARP parameters and protocols, GVRP for dynamic VLAN registration and GMRP for dynamic MAC
registration on a port.

31.2.1 garp interface join-time

Set the GARP join time-interval. The join timer controls the interval between join message transmissions sent to
applicant state machines. An instance of this timer is required on a per-Port, per-GARP participant basis.

Mode: | nt er f ace Range Mode

Privilege Level: Oper at or

Format: garp interface join-tinme <P-1>

Parameter Value Meaning
P-1 10..100 Join tine-interval in centiseconds.
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31.2.2 garp interface leave-time

Set the GARP leave time-interval. The leave timer controls the period of time that the registrar state machine waits
in the leave state before transiting to the empty state. An instance of the timer is required for each state machine
in the leave state.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: garp interface | eave-tinme <P-1>

Parameter Value Meaning
P-1 20..600 Leave tine-interval in centiseconds.

31.2.3 garp interface leave-all-time

Set the GARP leave-all time-interval. The leave all timer controls the frequency with which the leaveall state
machine generates leaveall PDUs. The timer is required on a per-Port, per-GARP Participant basis.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: garp interface | eave-all-time <P-1>

Parameter Value Meaning
P-1 200..6000 Leave-All tine-interval in centiseconds.

31.2.4 garp gvrp operation

Enable or disable GVRP on the port. When enabled, globally and on this port, the device distributes VLAN
membership information to GVRP aware devices connected to this port.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: garp gvrp operation

no garp gvrp operation

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no garp gvrp operation

31.2.5 garp gmrp operation

Enable or disable GMRP on the interface, with GMRP enabled globally and on this interface, the device sends and
receives GMRP messages on this port.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: garp gnrp operation

Nno garp gmrp operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no garp gnrp operation

31.2.6 garp gmrp forward-all-groups

Configure forward-all behavior for GMRP on the interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: garp gmrp forward-all-groups

no garp gmrp forward-all-groups
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no garp gnrp forward-all-groups

31.3 show

Display device options and settings.
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31.3.1 show garp interface

Display the global configuration of GARP per interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show garp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

31.3.2 show garp gvrp global

Display the GVRP global configuration.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show garp gvrp gl obal

31.3.3 show garp gvrp interface

Display the GVRP interface configuration.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show garp gvrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

31.3.4 show garp gvrp statistics interface

Display the GVRP interface statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show garp gvrp statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

31.3.5 show garp gmrp global

Display the GMRP global configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show garp gnrp gl obal

31.3.6 show garp gmrp interface

Display the GMRP interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show garp gnrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

31.3.7 show garp gmrp statistics interface

Display the GMRP interface statistics.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show garp gnrp statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
31.4 show

Display device options and settings.
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31.4.1 show mac-filter-table gmrp

Display the GMRP entries in the MFDB table.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nmac-filter-table gnrp
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32 HiDiscovery

32.1 network

Configure the inband and outband connectivity.

32.1.1 network hidiscovery operation

Enable/disable the HiDiscovery protocol on this device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k hi di scovery operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e the Hi Di scovery protocol.
disable Di sabl e the Hi Di scovery protocol .

no network hidiscovery operation
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or

Format: no networ k hi di scovery operation <P-1>

32.1.2 network hidiscovery mode

Set the access level for HiDiscovery.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k hi di scovery node <P-1>

Parameter Value Meaning
P-1 read-write Al'l ow detection and configuration.
read-only Al'l ow only detection, no configuration.

32.1.3 network hidiscovery blinking

Enable/disable the HiDiscovery blinking sequence on this device. This preference is not saved in configuration

Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k hi di scovery bl i nki ng

no network hidiscovery blinking
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: no networ k hi di scovery bl i nking

32.1.4 network hidiscovery operation

Enable/disable the HiDiscovery protocol on this device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k hi di scovery operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e the Hi Di scovery protocol.
disable Di sabl e the Hi Di scovery protocol .

no network hidiscovery operation
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or

Format: no networ k hi di scovery operation <P-1>
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32.1.5 network hidiscovery mode

Set the access level for HiDiscovery.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: net wor k hi di scovery node <P-1>

Parameter Value Meaning
P-1 read-write Al'l ow detection and configuration.
read-only Al'l ow only detection, no configuration.

32.1.6 network hidiscovery blinking

Enable/disable the HiDiscovery blinking sequence on this device. This preference is not saved in configuration
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k hi di scovery bl i nking

no network hidiscovery blinking
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: no networ k hi di scovery blinking

32.1.7 network hidiscovery relay

Enable/disable the HiDiscovery relay status.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: net wor k hi di scovery rel ay

no network hidiscovery relay
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: no networ k hidi scovery rel ay

32.2 show

Display device options and settings.

32.2.1 show network hidiscovery

Display the HiDiscovery settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show networ k hi di scovery
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33 HIPER-Ring

33.1 hiper-ring
Configure the HIPER Ring settings.

33.1.1 hiper-ring operation

Enable or disable the HIPER Ring operation.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: hi per-ri ng operation

no hiper-ring operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no hi per-ring operation

33.1.2 hiper-ring mode

Configure the HIPER Ring mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: hi per-ring node <P-1>

Parameter Value Meaning
P-1 client The device will be in the role of aring client (ring-swtch).

33.1.3 hiper-ring primary-port

Configure the primary ring port.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: hi per-ring prinmary-port <P-1>
Parameter Value Meaning
P-1 slot no./port no.

33.1.4 hiper-ring secondary-port

Configure the secondary ring port.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: hi per-ring secondary-port <P-1>

Parameter Value Meaning
P-1 slot no./port no.
33.2 show

Display device options and settings.

33.2.1 show hiper-ring global

Display the HIPER Ring global information.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show hi per-ring gl obal
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34 High-availability Seamless Redundancy (HSR)

34.1 hsr

Configure High-availability Seamless Redundancy protocol (HSR) parameters.

34.1.1 hsr operation

Enable or disable the High-availability Seamless Redundancy protocol (HSR).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: hsr operation

no hsr operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no hsr operation

34.1.2 hsr instance

Configure HSR instances
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: hsr i nstance <P-1> operation port-a port-b supervision eval uate send redbox-
excl usively node <P-2> switching-node-type <P-3> redbox-id <P-4> speed <P-5>
oper at i on: Enable or disable the HSR instance.
port - a: Enable or disable the first port of HSR line.
port - b: Enable or disable the second port of the HSR line.
super vi si on: Configure the HSR supervision tx and rx packet handling.
eval uat e: Enable or disable evaluation of received supervision packets.
send: Enable or disable sending of supervision packets.
r edbox- excl usi vel y: Enable sending of supervision packets for this RedBox exclusively. Use the no form of
the command to send supervision packets for each connected VDAN and this RedBox (if send is enabled).
node: Modify HSR operating mode.
swi t chi ng- node-t ype: Modify HSR switching end node type.
r edbox- i d: Modify RedBox identity.
speed: Configure the speed of LRE interfaces.

Parameter Value Meaning
P-1 1.1 Enter HSR i nstance nunmber (only 1 supported).
P-2 modeh HSR node h - bridging of HSR traffic (default HSR node).
modeu HSR node u - |ike npde h, but unicast nessages are not renoved.
P-3 hsrredboxsan An HSR RedBox with regular Ethernet traffic on its interlink.
hsrredboxprpa An HSR RedBox with PRP traffic for LAN Aon its interlink.
hsrredboxprpb An HSR RedBox with PRP traffic for LAN B on its interlink.
P-4 idla Redbox pair 1 to LAN A
id1lb Redbox pair 1 to LAN B.
id2a Redbox pair 2 to LAN A
id2b Redbox pair 2 to LAN B.
id3a Redbox pair 3 to LAN A
id3b Redbox pair 3 to LAN B.
id4a Redbox pair 4 to LAN A
id4b RedBox pair 4 to LAN B.
id5a Redbox pair 5 to LAN A
id5b Redbox pair 5 to LAN B.
id6a Redbox pair 6 to LAN A
id6b Redbox pair 6 to LAN B.
id7a Redbox pair 7 to LAN A
id7b Redbox pair 7 to LAN B.
P-5 100 100 MBit/s
1000 1000 MBit/s
RM CLI Overview HiOS 181

Release 10.0 08/2024



no hsr instance
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no hsr instance <P-1> operation port-a port-b supervision eval uate send
r edbox- excl usi vel y node swi t chi ng- node-type redbox-id speed

34.2 clear

Clear several items.

34.2.1 clear hsr proxy-node-table

Clear proxy-node-table.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear hsr proxy-node-table [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter HSR i nstance nunber (only 1 supported).

34.2.2 clear hsr node-table

Clear node-table (received supervision packets).
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear hsr node-table [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter HSR i nstance nunber (only 1 supported).

34.2.3 clear hsr counters

Clear HSR counters.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear hsr counters [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter HSR i nstance nunmber (only 1 supported).
34.3 show

Display device options and settings.

34.3.1 show hsr global

Display the global preferences.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show hsr gl obal

34.3.2 show hsr instance

Display the HSR instances.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show hsr instance [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter HSR i nstance nunber (only 1 supported).

34.3.3 show hsr node-table

Display the node table (received supervision packets).
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show hsr node-tabl e [<P-1>]
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Parameter Value Meaning

P-1 1.1 Enter HSR i nstance number (only 1 supported).

34.3.4 show hsr proxy-node-table

Display the proxy node table.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show hsr proxy-node-table [<P-1>]

Parameter Value Meaning

P-1 1.1 Enter HSR i nstance nunmber (only 1 supported).

34.3.5 show hsr counters

Display the HSR counters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show hsr counters [<P-1>]

Parameter Value Meaning

P-1 1.1 Enter HSR i nstance nunber (only 1 supported).
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35 Hypertext Transfer Protocol (HTTP)

35.1 http
Set HTTP parameters.

35.1.1 http port

Set the HTTP port number.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: http port <P-1>

Parameter Value Meaning

P-1 1..65535 Port nunmber of the HTTP server (default:

80) .

35.1.2 http server

Enable or disable the HTTP server.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: http server

no http server

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no http server

35.2 show

Display device options and settings.

35.2.1 show http

Display the HTTP server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show http
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36 HTTP Secure (HTTPS)

36.1 https
Set HTTPS parameters.

36.1.1 https server

Enable or disable the HTTPS server.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: htt ps server

no https server

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no https server

36.1.2 https port

Set the HTTPS port number.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: htt ps port <P-1>

Parameter Value Meaning

P-1 1..65535 Port nunmber of the web server (default: 443).

36.1.3 https fingerprint-type

Configure fingerprint type.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: https fingerprint-type <P-1>

Parameter Value Meaning
P-1 shal Configure shal fingerprint
sha256 Configure sha256 fingerprint

36.1.4 https certificate

Generate/Delete HTTPS X509/PEM certificate.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: https certificate <P-1>

Parameter Value Meaning

P-1 generate Generates the item
delete Del etes the item

36.2 copy

Copy different kinds of items.

36.2.1 copy httpscert remote

Copy X509/PEM certificate from a server to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy httpscert rempte <P-1> nvm [source-interface <P-2>]
nvm Copy HTTPS certificate (PEM) from a server to the device.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
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Parameter Value Meaning
P-2 slot no./port no.

36.2.2 copy httpscert envm

Copy X509/PEM certificate from external non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: copy httpscert envm <P-1> nvm

nvm Copy X509/PEM certificate from external non-volatile memory to the device.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
36.3 show

Display device options and settings.

36.3.1 show https

Display the HTTPS server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show htt ps
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37 Integrated Authentification Server (IAS)

37.1 ias-users

Manage IAS Users and User Accounts.

37.1.1 ias-users add

Add a new IAS user.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: i as-users add <P-1>

Parameter Value Meaning

P-1 string <user> User name (up to 32 characters).

37.1.2 ias-users delete

Delete an existing IAS user.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: i as- users del ete <P-1>

Parameter Value Meaning

P-1 string <user> User name (up to 32 characters).

37.1.3 ias-users enable

Enable IAS user.
Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: i as-users enabl e <P-1>

Parameter Value Meaning

P-1 string <user> User name (up to 32 characters).

37.1.4 ias-users disable

Disable IAS user.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: i as-users di sable <P-1>

Parameter Value Meaning

P-1 string <user> User name (up to 32 characters).

37.1.5 ias-users password

Change IAS user password.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: i as- users password <P-1> [<P-2>]

Parameter Value Meaning

P-1 string <user> User name (up to 32 characters).

P-2 string Enter a user-defined text, max. 64 characters.
37.2 show

Display device options and settings.

37.2.1 show ias-users

Display the IAS users and user accounts information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni str at or
Format: show i as- users
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38 IEC 61850 MMS Server

38.1 iec61850-mms
Configure the IEC61850 MMS Server settings.

38.1.1 iec61850-mms operation

Enable or disable the IEC61850 MMS Server. The MMS server facilitates real-time distribution of data and
supervisory control functions for substations.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: i ec61850- nms operati on

no iec61850-mms operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i ec61850- ms operati on

38.1.2 iec61850-mms write-access

Enable or disable the Write-Access on IEC61850 bridge objects via MMS. Write services allow the MMS client to
access application content. - Possible security risk, as MMS communication is not authenticated -

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: i ec61850-ms write-access

no iec61850-mms write-access
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i ec61850-ms write-access

38.1.3 iec61850-mms port

Defines the port number of the IEC61850 MMS server (default; 102).
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i ec61850- nms port <P-1>

Parameter Value Meaning
P-1 1..65535 Port number of the | EC61850 MVS server (default: 102).

38.1.4 iec61850-mms max-sessions

Defines the maximum number of concurrent IEC61850 MMS sessions (default: 5).
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i ec61850- s nax- sessi ons <P-1>

Parameter Value Meaning
P-1 1..15 Maxi mum number of concurrent | EC61850 MVB sessions (default: 5).

38.1.5 iec61850-mms technical-key

Defines the IEC61850 MMS Technical Key (default: KEY).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i ec61850- mms t echni cal - key <P-1>

Parameter Value Meaning

P-1 string Enter a | EC61850-7-2 Ed. VisibleString, max. 32 characters. The follow ng
characters are allowed: VisibleString ( FROM
CAl"a ' BI'b['Cl e ' D|"d [ E] e[ F|f]

-<(/)§G)
~<m3@
N“ZI
N"":SD'

CO_
wé,ox

L L
R
[ XX
156

~sax

l\)<'G'_

H<'U<—-

OCO_

188 RM CLI Overview HiOS
Release 10.0 08/2024



38.2 show

Display device options and settings.

38.2.1 show iec61850-mms

Display the IEC61850 MMS server settings.
Mode: Command is in all nbdes avail abl e.
Privilege Level: Guest
Format: show i ec61850- nms
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39 Internet Group Management Protocol (IGMP)

39.1 ip

Set IP parameters.

39.1.1 ip igmp operation

Enable or disable IGMP globally on the device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p i gnp operation

no ip igmp operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no ip ignp operation

39.2 ip

IP interface commands.

39.2.1 ip igmp operation

Enables or disables IGMP on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:i p i gnp operation

no ip igmp operation

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no ip ignp operation

39.2.2 ip igmp version

Configure IGMP version.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip ignp version <P-1>

Parameter Value Meaning
P-1 1.3 Enter ignp version (default: 3).

39.2.3 ip igmp robustness

Configure IGMP router robustness.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p i gnp robustness <P-1>

Parameter Value Meaning
P-1 1..255 Enter ignp query robustness (default: 2).

39.2.4 ip igmp querier query-interval

Configure IGMP query interval in seconds.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip i gnp querier query-interval <P-1>

Parameter Value Meaning
P-1 1..3600 Enter ignp query interval (default: 125).
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39.2.5 ip igmp querier last-member-interval

Configure last member query interval in tenths of seconds.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip ignmp querier |ast-nmenber-interval <P-1>

Parameter Value Meaning
P-1 1..255 Enter ignp |ast menber query interval (default: 10).
39.2.6 ip igmp querier max-response-time
Configure maximum response time in tenths of seconds.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:i p ignp querier max-response-tinme <P-1>
Parameter Value Meaning
P-1 1..255 Enter ignmp query nmaxi mumresponse time (default: 100).
39.3 show

Display device options and settings.

39.3.1 show ip igmp global

Display the IGMP global configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Oper at or
Format: show i p i gnp gl obal

39.3.2 show ip igmp interface

Display the IGMP interface information.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Oper at or
Format: show i p ignp interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

39.3.3 show ip igmp membership

Display the interfaces subscribed to the multicast group.
Mode: Command is in all nodes avail abl e.
Privilege Level: Oper at or
Format: show i p i gnp nenbership

39.3.4 show ip igmp groups

Display the subscribed multicast groups.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Oper at or
Format: show i p i gnp groups

39.3.5 show ip igmp statistics

Display the IGMP statistical information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Oper at or
Format: show i p i gnp statistics [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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40 IGMP Proxy

40.1 ip

Set IP parameters.

40.1.1 ip igmp-proxy interface

This command enables/disables IGMP Proxy on the router and configures the host interface.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p i gnp-proxy interface <P-1>

Parameter Value Meaning

P-1 slot no./port no.

no ip igmp-proxy interface
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ip ignp-proxy interface <P-1>

40.1.2 ip igmp-proxy report-interval
Sets the unsolicited report interval in seconds.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:i p i gnp-proxy report-interval <P-1>

Parameter Value Meaning
P-1 1..260 Enter a number in the given range.
40.2 show

Display device options and settings.

40.2.1 show ip igmp-proxy global

Display a summary of the host interface status parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p i gnp-proxy gl obal

40.2.2 show ip igmp-proxy groups

Display the information about the subscribed multicast groups that IGMP Proxy reported.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p i gnp- proxy groups

40.2.3 show ip igmp-proxy source-list

Display the source-list of each subscribed multicast group that IGMP Proxy reported.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p i gnp-proxy source-li st

192

RM CLI Overview HiOS
Release 10.0 08/2024



41 IGMP Querier

41.1 ip

Set IP parameters.

41.1.1 ip igmp-querier operation

Enable or disable IGMP querier globally on the system.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p i gnp-querier operation

no ip igmp-querier operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p ignp-querier operation

41.1.2 ip igmp-querier interval

Sets the IGMP querier query interval time.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p i gnp-querier interval <P-1>

Parameter Value Meaning
P-1 1..1024 Enter value in range

41.1.3 ip igmp-querier response-interval

Sets the IGMP querier response interval.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p i gnp-querier response-interval <P-1>

Parameter Value Meaning
P-1 1..1024 Enter value in range

41.1.4 ip igmp-querier last-member-interval

Sets the IGMP query last member interval.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p i gnp-querier |ast-nmenber-interval <P-1>

Parameter Value Meaning
P-1 1..1024 Enter value in range

41.1.5 ip igmp-querier robustness

Sets the IGMP querier robustness.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:i p i gnp-querier robustness <P-1>

Parameter Value Meaning
P-1
41.2 ip

IP interface commands.

RM CLI Overview HiOS 193
Release 10.0 08/2024



41.2.1 ip igmp-querier operation

Enable or disable IGMP querier instance.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i p i gnp-querier operation

no ip igmp-querier operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no i p ignp-querier operation

41.2.2 ip igmp-querier version

Sets the IGMP version (default:3).
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i p i gnp-querier version <P-1>

Parameter Value Meaning
P-1
41.3 show

Display device options and settings.

41.3.1 show ip igmp-querier global
Display the general IGMP querier information.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show i p i gnp-querier gl obal

41.3.2 show ip igmp-querier interface
Display the interface specific information.

Mode: Command is in all npdes avail abl e.

Privilege Level: Guest

Format: show i p ignp-querier interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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42 IGMP Snooping

42.1 igmp-snooping
Configure IGMP snhooping.

42.1.1 igmp-shooping mode

Enable or disable IGMP snooping.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i gnp- snoopi ng node

no igmp-snooping mode

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i gnp- snoopi ng node

42.1.2 igmp-snhooping querier mode

Enable or disable IGMP snooping querier on the system.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i gnp- snoopi ng queri er node

no igmp-snooping querier mode
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i gnp-snoopi ng queri er node

42.1.3 igmp-snooping querier query-interval

Sets the IGMP querier query interval time (1-1800) in seconds.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i gnp- snoopi ng querier query-interval <P-1>

Parameter Value Meaning
P-1 1..1800 Enter a number in the given range.

42.1.4 igmp-snhooping querier timer-expiry

Sets the IGMP querier timer expiration period (60-300) in seconds.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i gnp-snoopi ng querier tinmer-expiry <P-1>

Parameter Value Meaning
P-1 60..300 Enter a number in the given range.

42.1.5 igmp-snooping querier version

Sets the IGMP version (1-3) of the query.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng querier version <P-1>

Parameter Value Meaning
P-1 1.3 | GWP snoopi ng querier's protocol version(l to 3,default: 2).

42.1.6 igmp-snooping forward-unknown

Configure if and how unknown multicasts are forwarded.The setting can be discard, flood or query-ports.The
default is flood.

Mode: G obal Confi g Mode

Privilege Level: Oper at or

Format: i gnp- snoopi ng forward- unknown <P-1>
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Parameter Value Meaning

P-1 discard Unknown nul ticast franes will be discarded.
flood Unknown nul ticast franmes will be flooded. This setting can be overwitten for
i ndi vi dual vl ans.
query-ports Unknown mul ticast frames will be forwarded only to query ports.

42.2 igmp-snooping
Configure IGMP snooping.

42.2.1 igmp-snooping vlan-id

Configure the VLAN parameters.
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or
Format: i gnp- snoopi ng vl an-id <P-1> node fast-|eave groupnenbership-interval <P-2>
maxresponse <P-3> ntrtrexpiretine <P-4> querier node address <P-5> forward-known
<P-6> forward-all <P-7> forward-unknown <P-8> static-query-port <P-9> automati c-
node <P-10>

node: Enable or disable IGMP snooping per VLAN.

f ast - | eave: Enable or disable IGMP snooping fast-leave per VLAN.

groupnenber shi p-i nt erval : Set IGMP group membership interval time (2-3600) in seconds per VLAN.

maxr esponse: Set the igmp maximum response time (1-25) in seconds per VLAN.

ncrtrexpiretine: Sets the multicast router present expiration time (0-3600) in seconds per VLAN.

qgueri er : Set IGMP snooping querier on the system.

node: Enable or disable IGMP snooping querier per VLAN.

addr ess: Set IGMP snooping querier address on the system using a VLAN.

f or war d- known: Sets the mode how known multicast packets will be treated.The default value is registered-

ports-only(2).

f orwar d- al | : Enable or disable IGMP snooping forward-all.

f or war d- unknown: Set IGMP unknown forwarding mode for the vlan. This only takes effect if forward-unknown

is set to ‘flood' globally.

static-query-port: Enable or disable IGMP snooping static-query-port.

aut omat i c- node: Enable or disable IGMP snooping automatic-mode.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 2..3600 Enter a number in the given range.

P-3 1..25 Enter a number in the given range.

P-4 0..3600 Enter a number in the given range.

P-5 A.B.C.D | P address.

P-6 query-and- Addition of query ports to nulticast filter portnasks.

registered-ports
registered-ports-only No addition of query ports to rmulticast filter portnmasks.

P-7 slot no./port no.
P-8 discard Unknown nul ticast franes will be discarded.
flood Unknown mul ticast frames will be flooded.
query-ports Unknown mul ticast frames will be forwarded only to query ports. Up to
9EEATURE_COUNT vl ans can have this setting.
P-9 slot no./port no.
P-10 slot no./port no.

no igmp-snooping vian-id

Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no i gnp-snoopi ng vlan-id <P-1> node fast-|eave groupnenbershi p-interval
maxresponse ncrtrexpiretime querier node address forward-known forward-all <P-
7> forward-unknown static-query-port <P-9> autonatic-node <P-10>

42.3 igmp-snooping
Configure IGMP snooping.
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42.3.1 igmp-snooping mode

Enable or disable IGMP snooping per interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i gnp- snoopi ng node

Nno igmp-snooping mode

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i gnp-snoopi ng node

42.3.2 igmp-snooping fast-leave

Enable or disable IGMP snooping fast-leave per interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i gnp- snoopi ng fast-1eave

no igmp-snooping fast-leave
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i gnp-snoopi ng fast-I| eave

42.3.3 igmp-snooping groupmembership-interval

Set IGMP group membership interval time (2-3600) in seconds per interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i gnp- snoopi ng gr oupmenber shi p-interval <P-1>

Parameter Value Meaning

P-1 2..3600 Enter a number in the given range.

42.3.4 igmp-snooping maxresponse

Set the igmp maximum response time (1-25) in seconds per interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng nmaxr esponse <P-1>

Parameter Value Meaning

P-1 1..25 Enter a number in the given range.

42.3.5 igmp-snooping mcrtrexpiretime

Sets the multicast router present expiration time (0-3600) in seconds per interface.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng ncrtrexpiretime <P-1>

Parameter Value Meaning

P-1 0..3600 Enter a number in the given range.

42.3.6 igmp-snhooping static-query-port

Configures the interface as a static query interface in all VLANS.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng stati c-query-port

no igmp-snooping static-query-port
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i gnp-snoopi ng static-query-port
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42.4 show

Display device options and settings.

42.4.1 show igmp-snooping global

Display the IGMP snooping global information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng gl obal

42.4.2 show igmp-snooping interface

Display the IGMP snooping interface information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snooping interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

42.4.3 show igmp-snhooping vian

Display the IGMP snooping VLAN information.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng vl an [ <P-1>]

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

42.4.4 show igmp-snooping querier global

Display the IGMP snooping querier information per VLAN.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng querier gl obal

42.4.5 show igmp-snooping querier vlan

Display the IGMP snooping querier VLAN information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng querier vlan [<P-1>]

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

42.4.6 show igmp-snooping enhancements vian

Display the IGMP snooping VLAN information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng enhancenents vl an [ <P-1>]

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

42.4.7 show igmp-snooping enhancements unknown-filtering

Display the unknown multicast filtering information.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng enhancenents unknown-filtering

42.4.8 show igmp-shooping statistics global

Display the number of control packets processed by CPU.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng statistics gl obal
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42.4.9 show igmp-snooping statistics interface

Display the number of control packets processed by CPU per interface.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
42.5 show

Display device options and settings.

42.5.1 show mac-filter-table igmp-snooping

Display the IGMP snooping entries in the MFDB table.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nac-filter-table ignp-snooping

42.6 clear

Clear several items.

42.6.1 clear igmp-snooping

Clear all IGMP snooping entries.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: cl ear i gnmp- snoopi ng
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43 Interface

43.1 shutdown

43.1.1 shutdown

Enable or disable the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: shut down

no shutdown

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no shut down

43.2 auto-negotiate

Enable or disable automatic negotiation on the interface. The cable crossing settings have no effect if auto-
negotiation is enabled. In this case cable crossing is always set to auto. Cable crossing is set to the value chosen

by the user if auto-negotiation is disabled.

43.2.1 auto-negotiate speed

Additionally, enter the speed to be used for advertise capabilities.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: aut o- negoti ate <P-1> speed <P-1> [ <P-2>]

Parameter Value Meaning

P-1 10 10 MBit/s.
100 100 MBit/s.
1000 1 GBit/s.

P-2 full Ful | - Dupl ex.
half Hal f - Dupl ex.

no auto-negotiate speed
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or

Format: no aut o-negoti ate <P-1> speed <P-1> [<P-2>]

43.2.2 auto-negotiate duplex

Additionally, enter the duplex mode to be used for advertise capabilities.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: aut o- negoti ate <P-1> duplex <P-1>

Parameter Value Meaning
P-1 full Ful | - Dupl ex.
half Hal f - Dupl ex.

no auto-negotiate duplex
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no aut o-negoti ate <P-1> dupl ex <P-1>
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43.2.3 auto-negotiate reset

Reset the advertisement capabilities to the default value of locally available bits.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: aut o- negoti ate <P-1> reset

43.3 auto-power-down

43.3.1 auto-power-down

Set the auto-power-down mode on the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: aut o- power - down <P- 1>

Parameter Value Meaning
P-1 auto-power-save The port goes in a | ow power node.
no-power-save The port does not use the automatic power save node.

43.4 cable-crossing

43.4.1 cable-crossing

Cable crossing settings on the interface. The cable crossing settings have no effect if auto-negotiation is enabled.
In this case cable crossing is always set to auto. Cable crossing is set to the value chosen by the user if auto-
negotiation is disabled.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: cabl e- crossi ng <P-1>

Parameter Value Meaning

P-1 mdi The port does not use the crossover node.
mdix The port uses the crossover node.
auto-mdix The port uses the auto crossover node.

43.5 linktraps

43.5.1 linktraps

Enable/disable link up/down traps on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | i nkt r aps

no linktraps

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no | i nkt raps

43.6 link-loss-alert

Configure Link Loss Alert on the interface.
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43.6.1 link-loss-alert operation

Enable or disable Link Loss Alert on the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: | i nk-1 oss-al ert operation

no link-loss-alert operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no |ink-1oss-alert operation

43.7 speed

43.7.1 speed

Sets the speed and duplex setting for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: speed <P-1> [ <P-2>]

Parameter Value Meaning

P-1 10 10 MBit/s.
100 100 MBit/s.
1000 1000 MBit/s.

P-2 full full duplex.
half hal f dupl ex.

43.8 name

43.8.1 name

Set or remove a descriptive name for the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: nane <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text,

64 characters.

43.9 power-state

43.9.1 power-state

Enable or disable the power state on the interface. The interface power state settings have no effect if the interface

admin state is enabled.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: power - st at e

no power-state

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no power-state
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43.10 mac-filter

43.10.1 mac-filter

static mac filter configuration
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: mac-filter <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 Enter the VLAN ID.

no mac-filter

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no mac-filter <P-1> <P-2>

43.11 led-signaling
Enable or disable Port LED signaling.

43.11.1 led-sighaling operation

Enable or disable Port LED signaling.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: | ed- si gnal i ng operation

no led-signaling operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no | ed-si gnal i ng operation

43.12 dhcp-client

43.12.1 dhcp-client

Enable/disable the DHCP client on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dhcp-cl i ent

no dhcp-client

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no dhcp-cli ent

43.13 track

Set track parameters.
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43.13.1 track if-status add

Set tracking object for interface status.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: track if-status add <P-1>

Parameter Value Meaning

P-1 string Track instance.

43.13.2 track if-status delete

Delete tracking object for interface status.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:track if-status delete

43.14 show

Display device options and settings.

43.14.1 show port
Display the interface parameters.

Mode: Command is in all npdes avail abl e.

Privilege Level: Guest
Format: show port [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

43.14.2 show auto-negotiation
Display the interface auto-negotiation parameters.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show aut o- negoti ation [ <P-1>]

Parameter Value Meaning

P-1 slot no./port no.

43.15 show

Display device options and settings.

43.15.1 show link-loss-alert
Display the link-loss-alert parameters.

Mode: Command is in all npdes avail abl e.

Privilege Level: Guest
Format: show | i nk-1oss-alert [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

43.16 show

Display device options and settings.

43.16.1 show led-signhaling operation
Display the port LED signaling operation.

Mode: Command is in all npdes avail abl e.

Privilege Level: Guest
Format: show | ed- si gnal i ng operation
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44 Interface Statistics

44.1 utilization

Configure the interface utilization parameters.

44.1.1 utilization control-interval

Add interval time to monitor the bandwidth utilization of the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: utili zation control -interval <P-1>

Parameter Value Meaning

P-1 1..3600 Add interval tine to nonitor the bandwi dth utilization.

44.1.2 utilization alarm-threshold lower

Lower threshold value
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:utilization alarmthreshold | ower <P-1>

Parameter Value Meaning

P-1 0..10000 Add alarmthreshol d | ower value for nonitoring bandwi dth utilization in
hundredt hs of a percent.

44.1.3 utilization alarm-threshold upper

Upper threshold value
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: utilization alarmthreshold upper <P-1>

Parameter Value Meaning

P-1 0..10000 Add al arm threshol d upper value for nonitoring bandw dth utilization in
hundredt hs of a percent.

44.1.4 utilization ingress control-interval

Add interval time to monitor the bandwidth utilization of the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: utilization ingress control-interval <P-1>

Parameter Value Meaning

P-1 1..3600 Add interval time to nonitor the bandwi dth utilization.

44.1.5 utilization ingress alarm-threshold lower

Lower threshold value for ingress
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: utilization ingress alarmthreshold | ower <P-1>

Parameter Value Meaning

P-1 0..10000 Add alarmthreshol d | ower value for nonitoring bandwi dth utilization in
hundredt hs of a percent.

44.1.6 utilization ingress alarm-threshold upper

Upper threshold value for ingress
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: utilization ingress alarmthreshold upper <P-1>

Parameter Value Meaning

P-1 0..10000 Add al arm threshol d upper value for nonitoring bandw dth utilization in
hundredt hs of a percent.
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44.1.7 utilization egress control-interval

Add interval time to monitor the bandwidth utilization of the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: utilization egress control-interval <P-1>

Parameter Value Meaning
P-1 1..3600 Add interval tine to nonitor the bandwi dth utilization.

44.1.8 utilization egress alarm-threshold lower

Lower threshold value for egress
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: utilization egress alarmthreshold | ower <P-1>

Parameter Value Meaning

P-1 0..10000 Add alarmthreshol d | ower value for monitoring bandwi dth utilization in
hundredt hs of a percent.

44.1.9 utilization egress alarm-threshold upper

Upper threshold value for egress
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: utilization egress alarmthreshold upper <P-1>

Parameter Value Meaning

P-1 0..10000 Add al arm t hreshol d upper value for monitoring bandwi dth utilization in
hundredt hs of a percent.

44.2 clear

Clear several items.

44.2.1 clear port-statistics

Clear all statistics counter.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear port-statistics

44.3 show

Display device options and settings.

44.3.1 show interface counters

Display the interface counters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i nt erface counters

44.3.2 show interface layout

Display the interface layout of the device.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i nterface | ayout

44.3.3 show interface utilization

Display the interface utilization.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i nterface utilization [<P-1>]
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Parameter Value Meaning

P-1 slot no./port no.

44.3.4 show interface statistics

Display the summary interface statistics.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show i nterface statistics [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

44.3.5 show interface ether-stats

Display the detailed interface statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i nterface ether-stats [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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45

45.1

Intern

help

Display the help text for various special keys.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: hel p

45.2

logout

Exit this session.
Mode: Command is in all npdes avail abl e.
Privilege Level: any
Format: | ogout

45.3

history

Display a list of previously run commands.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: hi st ory

45.4

vian

Enter VLAN database mode.

45.4.1 vlan database

Enter VLAN database mode.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: vl an dat abase

45.5

vlan-mode

45.5.1 vlan-mode
Enter VLAN Configuration Mode.

Mode: @ obal

Config Mode

Privilege Level: Oper at or
Format: vl an- node <P-1>

Parameter Value

Meaning

P-1 all Sel ect all VLAN confi gured.
vian Enter single VLAN.
vlan range Enter VLAN range separated by hyphen e.g 1-4.
vlan list Enter VLAN |ist separated by commma e.g 2,4,6,...
complex range Enter VLAN range and several VLAN separated by comma for a |ist and hyphen for
ranges e.g 2-4,6-9, 11.
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456 exit

Exit from vlan mode.
Mode: VLAN Mode
Privilege Level: Oper at or
Format: exi t

45.7 end

Exit to exec mode.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: end

45.8 serviceshell

Enter system mode.

45.8.1 serviceshell start

Start serviceshell prompt
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st rat or
Format: servi ceshel |l start

45.8.2 serviceshell debug

Additional service functions.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: servi ceshel | debug <P-1>

Parameter Value Meaning
P-1 switch Start sw tch debug shell
ifconfig Start Linux ifconfig
osapi-debug Start osapi debug functions.
cors-enable Enabl e the HTTP(S) CORS headers.
cors-disable Di sabl e the HTTP(S) CORS headers.
hw-port-reg Di splay the hardware port register.
hw-system-reg Di spl ay the hardware systemregister.
hw-sw-temperature Di spl ay the hardware sw tch tenperature register.
interruptTestAll Activate all kind of logic interrupts for testing

45.8.3 serviceshell boot fastboot

Enable/disable fastboot
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: servi ceshel | boot fastboot <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

45.8.4 serviceshell boot test-mark

Start/clear all test mark.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: servi ceshel | boot test-mark <P-1>

Parameter Value Meaning
P-1 start Start mark test
clear-all Clear all mark test

RM CLI Overview HiOS
Release 10.0 08/2024

209



45.8.5 serviceshell boot test-reset-params

Set a bootparameter invalid in a parameter block
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or

Format: servi ceshel | boot test-reset-parans <P-1>

Parameter Value Meaning

P-1 PARAM_BOOT_MAI Set a paraneter invalid in par anet er bl ock.
N_SECTION
PARAM_BOOT_IMA Set a paraneter invalid in par aneter bl ock.
GE_START_O
PARAM_BOOT_IMA Set a paraneter invalid in par anet er bl ock.
GE_START_1
PARAM_BOOT_IMA Set a paraneter invalid in par anet er bl ock.
GE_START_2
PARAM_BOOT_IMA Set a paraneter invalid in par anet er bl ock.
GE_START_3

45.8.6 serviceshell boot test-print

Display the device tree information.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or

Format: servi ceshel | boot test-print <P-1>

Parameter Value Meaning

P-1 struct Print boot structure

45.8.7 serviceshell deactivate

Disable the service shell access permanently (Cannot be undone).

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: servi ceshel | deactivate

45.9 serviceshell-f

Enter system mode.

45.9.1 serviceshell-f deactivate

Disable the service shell access permanently (Cannot be undone).

Mode: Fact ory Mode
Privilege Level: Admi ni st r at or
Format: servi ceshel | -f deactivate

45.10 traceroute

Trace route to a specified host.

45.10.1 traceroute maxttl

Set max TTL value.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or

Format: traceroute <P-1> maxttl <P-2> [initttl

5>] [size <P-6>] [port <P-7>]
[initttl]:Initial TTL value.
[i nterval]: Timeout until probe failure.
[ count ] : Number of probes for each TTL.
[ si ze] : Size of payload in bytes.
[ port]: UDP destination port.

<P-3>] [interval

<P-4>] [count <P-

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 1..255 Enter a number in the given range.
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Parameter Value Meaning

P-3 0..255 Enter a number in the given range.
P-4 1..60 Enter a number in the given range.
P-5 1..10 Enter a number in the given range.
P- 6 0..65507 Enter a number in the given range.
pP-7 1..65535 Enter port nunber between 1 and 65535

45.11 traceroute

Trace route to a specified host.

45.11.1 traceroute source

Source address for traceroute command.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: t raceroute <P-1> source <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

45.12 reboot

Reset the device (cold start).

45.12.1 reboot after

Schedule reboot after specified time.
Mode: Al I Privil eged Modes
Privilege Level: any
Format: reboot after <P-1>

Parameter Value Meaning

P-1 0..2147483 Enter Seconds Between O to 2147483. Setting O will

confi gured.

cl ear schedul ed Reboot

if

45.13 ping
Send ICMP echo packets to a specified IP address.

45.13.1 ping count

Number of retries.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: pi ng <P-1> count <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 1..255 Enter a number in the given range.
45.14 ping

Send ICMP echo packets to a specified host or IP address.
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45.14.1 ping source

Source address for ping command.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: pi ng <P-1> source <P-2> [count <P-3>]
[ count ] : Number of retries.

Parameter Value Meaning

P-1 A.B.C.D | P address.

p-2 A.B.C.D | P address.

P-3 1..255 Enter a number in the given range.
45.15 show

Display device options and settings.

45.15.1 show reboot

Display the configured reboot in seconds.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show r eboot

45.15.2 show serviceshell

Display the service shell access.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show servi ceshel |
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46 Digital 10 Module

46.1 digital-input
Digital Input related configuration.

46.1.1 digital-input admin-state

Enable or disable the polling for digital inputs.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: di gi tal -i nput adm n-state

no digital-input admin-state
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no digital -input adm n-state

46.1.2 digital-input refresh-interval

Set refresh interval in milliseconds for digital inputs.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: di gi tal -i nput refresh-interval <P-1>

Parameter Value Meaning
P-1 1000..10000 Refresh interval in mlliseconds.

46.1.3 digital-input log-event io

Configure a single 10 port.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: di gi tal -i nput | og-event io <P-1>

Parameter Value Meaning
P-1 slot/input Enter a Digital IO nbdule input in slot/input format.
MU/input Enter a Digital IO input on the power supply nodule in MJinput fornat.

no digital-input log-event io
Disable the option
Mode: A obal Confi g Mde
Privilege Level: Oper at or
Format: no digital -input | og-event io <P-1>

46.1.4 digital-input log-event all

Configure all 10 ports.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: di gi tal -i nput | og-event all

no digital-input log-event all
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Oper at or
Format: no digital-input |og-event all

46.1.5 digital-input snmp-trap io
Configure a single 10 port.
Mode: A obal Config Mde

Privilege Level: Oper at or
Format: di gi tal -i nput snnp-trap io <P-1>
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Parameter Value Meaning
P-1 slot/input Enter a Digital 10 nodule input in slot/input format.
MU/input Enter a Digital 10 input on the power supply nodule in MJinput format.

no digital-input snmp-trap io
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no digital -i nput snnp-trap io <P-1>

46.1.6 digital-input snmp-trap all

Configure all 10 ports.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: di gi tal -i nput snnp-trap all

no digital-input snmp-trap all
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no digital -i nput snnmp-trap all

46.2 digital-output

Digital Output related configuration

46.2.1 digital-output admin-state

Enable or disable the polling for digital outputs.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: di gi t al - out put adm n-state

no digital-output admin-state
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no digital-output admin-state

46.2.2 digital-output refresh-interval

Set refresh interval in milliseconds for digital outputs.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: di gi tal - out put refresh-interval <P-1>

Parameter Value Meaning
P-1 1000..10000 Refresh interval in mlliseconds.

46.2.3 digital-output retry-count

Set the number of retry counts for setting digital outputs.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: di gi t al - out put retry-count <P-1>

Parameter Value Meaning
P-1 1..10 Retry count for digital outputs.

46.2.4 digital-output log-event io

Configure an 10 port.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: di gi t al - out put | og-event io <P-1>
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Parameter Value Meaning
P-1 slot/output Enter a Digital | O nodule output in slot/output fornat.

MU/output Enter a Digital 1O output on the power supply nodule in MJoutput format.

no digital-output log-event io
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no di gital -output |og-event io <P-1>

46.2.5 digital-output log-event all

Configure all 10 ports.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: di gi t al - out put | og-event all

no digital-output log-event all
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no di gital -output |og-event all

46.2.6 digital-output snmp-trap io

Configure an 10 port.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: di gi t al - out put snnp-trap io <P-1>

Parameter Value Meaning
P-1 slot/output Enter a Digital | O nbdule output in slot/output fornat.
MU/output Enter a Digital | O output on the power supply nodule in MJoutput format.

no digital-output snmp-trap io
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Oper at or
Format: no digital -output snnp-trap io <P-1>

46.2.7 digital-output snmp-trap all

Configure all 10 ports.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: di gi tal -out put snnp-trap all

no digital-output snmp-trap all
Disable the option
Mode: G obal Config Mode
Privilege Level: Oper at or
Format: no di gital -output snnp-trap all

46.2.8 digital-output mirror io

Mirror a single 10 port.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: di gi tal -output mrror io <P-1> disable from <P-2> <P-3>
di sabl e: Disable Mirroring on this output port.
f r om Enable Mirroring on this output port.

Parameter Value Meaning
P-1 slot/output Enter a Digital | O npbdule output in slot/output fornat.

MU/output Enter a Digital | O output on the power supply nodule in MJoutput format.
P-2 a.b.c.d a.b.c.d Single | Pv4 address.

a.b.c.d:in a.b.c.d:n I Pv4 address with port.

[a:b:c:d:e:f:g:h] [a:b:c:d:e:f:g:h] Single | Pv6 address.

[a:b:c:d:e:f:g:h]:n [a:b:c:d:e:f:g:h]:n I Pv6 address with port.
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Parameter Value Meaning

P-3 slot/input Enter a Digital 1O nodule input in slot/input format.
MU/input Enter a Digital 10 input on the power supply nodule in MJinput fornmat.
46.3 show

Display device options and settings.

46.3.1 show digital-input config
Display the global information.

Mode: Command is in all nopbdes avail abl e.

Privilege Level: Guest
Format: show di gital -input config

46.3.2 show digital-input io
Display the details about a single 10 input port.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show digital -input io

46.3.3 show digital-output config
Display the global configuration.

Mode: Command is in all nopbdes avail abl e.

Privilege Level: Guest
Format: show di gi t al - out put config

46.3.4 show digital-output io
Display the details about a single 10 output port.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show di gital -output io
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47 Open Shortest Path First (OSPF)

47.1 ip

Set IP parameters.

47.1.1 ip ospf area

Administer the OSPF areas. An area is a sub-division of an OSPF autonomous system. You identify an area by
an area-id. OSPF networks, routers, and links that have the same area-id form a logical set.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p ospf area <P-1> range add <P-2> <P-3> <P-4> nodify <P-5> <P-6> <P-7> <P-
8> del ete <P-9> <P-10> <P- 11> add del ete stub add <P-12> nodify <P-13> summaryl sa
<P- 14> defaul t-cost <P-15> delete <P-16> virtual-1ink add <P-17> del ete <P-18>
nodi fy <P-19> aut hentication type <P-20> key <P-21> key-id <P-22> hello-interval
<P- 23> dead-interval <P-24> transmt-delay <P-25>retransmt-interval <P-26> nssa
add <P-27> delete <P-28> nodify translator role <P-29> stability-interval <P-30>
sunmmary no-redi stribute default-info originate [nmetric <P-31>] [netric-type <P-
32>]
r ange: Configure the range for the area. You summarize the networks within this range into a single routing
domain.
add: Create an area.
nodi f y: Modify the parameters of an existing area.
del et e: Delete a specific area.
add: Create a new area.
del et e: Delete an existing area.
st ub: Configure the preferences for a stub area. You shield stub areas from external route advertisements, but
the area receives advertisements from networks that belong to other areas of the same autonomous system.
add: Create a stub area. The command also allows you to convert an existing area to a stub area.
nodi f y: Modify the stub area parameters.
sunmar yl sa: Configure the summary LSA mode for a stub area. When enabled, the router both summarizes and
propagates summary LSAs.
def aul t - cost : Set the default cost for the stub area.
del et e: Remove a stub area. After removal, the area receives external route advertisements.
vi rtual - |i nk: Configure a virtual link. You use the virtual link to connect the router to the backbone area
(0.0.0.0) through a non-backbone area or to connect two parts of a partitioned backbone area (0.0.0.0) through a
non-backbone area.
add: Add a virtual neighbor.
del et e: Delete a virtual neighbor.
nodi f y: Modify the parameters of a virtual neighbor.
aut henti cat i on: Configure the authentication type. The device authenticates the OSPF protocol exchanges in
the OSPF packet header which includes an authentication type field.
t ype: Configure the authentication type. Authentication types are 0 for null authentication, 1 for simple password
authentication, and 2 for cryptographic authentication.
key: Configure the authentication key.
key- i d: Configure the authentication key-id for md5 authentication. This field identifies the algorithm and secret
key used to create the message digest appended to the OSPF packet.
hel | o-i nt erval : Configure the OSPF hello-interval for the virtual link, in seconds. The hello timer controls the
time interval between sending two consecutive hello packets. Set this value to the same hello-interval value of the
virtual neighbors.
dead- i nt er val : Configure the OSPF dead-interval for the virtual link, in seconds. If the timer expires without
the router receiving hello packets from a virtual neighbor, the router declares the neighbor router as down. Set the
timer to at least four times the value of the hello-interval.
transm t - del ay: Configure the OSPF transmit-delay for the virtual link, in seconds. Transmit delay is the time
that you estimate it takes to transmit a link-state update packet over the virtual link.
retransmt-interval : Configure the OSPF retransmit-interval for the virtual link, in seconds. The retransmit
interval is the time between two consecutive link-state advertisement transmissions. Link-state advertisements
contain such information as database descriptions and link-state request packets for adjacencies belonging to
virtual link.
nssa: Configure a NSSA(Not-So-Stubby-Area).
add: Add a NSSA.
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del et e: Delete a NSSA.
nodi f y: Modify the parameters of a NSSA.

t ransl at or : Configure the NSSA translator related parameters.

r ol e: Configure the NSSA translator role.

stabi lity-interval : Configure the translator stability interval for the NSSA, in seconds.
sunmar y: Configure the import summary for the specified NSSA.

no-r edi st ri but e: Configure route redistribution for the specified NSSA.

def aul t - i nf o: Configure the nssa default information origination parameters.

or i gi nat e: Configuration whether a Type-7 LSA should be originated into the NSSA.

[ metri c] : Configure the metric for the NSSA.

[metric-type] : Configure the metric type for default information.

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 summary-link Configure summary |inks LSDB type optional node.
nssa-external-link Configure nssa external |ink LSDB type optional node.
P-3 A.B.C.D | P address.
P-4 A.B.C.D | P address.
P-5 summary-link Configure summary |inks LSDB type optional node.
nssa-external-link Configure nssa external |ink LSDB type optional node.
P-6 A.B.C.D | P addr ess.
P-7 A.B.C.D | P address.
P-8 advertise Set as adverti se.
do-not-advertise Set as do-not-adverti se.
P-9 summary-link Configure summary |inks LSDB type optional node.
nssa-external-link Configure nssa external |ink LSDB type optional node.
P-10 A.B.C.D | P addr ess.
P-11 A.B.C.D | P address.
p-12 0 Configure the TOS (0 is for Normal Service).
P-13 0 Configure the TOS (0 is for Normal Service).
P-14 no-area-summary Di sable the router fromsending area |link state advertisement sumari es.
send-area-summary Enabl e the router to send area |ink state adverti senent summaries. The router
floods LSAs within the area using nulticast. Every topol ogy change starts a
new fl ood of LSAs.
P-15 0..16777215 Configure the default cost.
P-16 0 Configure the TOS (0 is for Normal Service).
P-17 A.B.C.D | P address.
P-18 A.B.C.D | P address.
P-19 A.B.C.D | P address.
P- 20 none Configure the authentication type as none (Key and key IDis not required).
simple Configure the authentication type as sinple (Key IDis not required).
md5 Configure the authentication type as nd5 for the interface.
P-21 string <key> Configure the authentication key.
P-22 0..255 Enter a nunmber in the given range.
P- 23 1..65535 Enter a nunber between 1 and 65535
P- 24 1..65535 Enter a nunber between 1 and 65535
P- 25 0..3600 Enter a nunmber in the given range.
P- 26 0..3600 Enter a number in the given range.
p- 27 import-nssa Configure the area as NSSA only.
P- 28 import-external Change the area to support external LSAs al so.
P- 29 always Configure the NSSA translator role as always. Wen used as a border router,
the router translates LSAs regardl ess of the translator states of the other
NSSA border routers.
candidate Configure the NSSA transl ator rol e as a candi date. Wen used as a border router,
the router participates in the translator election process. The router
nmaintains a list of reachabl e NSSA border routers.
P- 30 0..65535 Enter a nunber between 0 and 65535
P-31 1..16777214 Configure the metric val ue.
P- 32 ospf-metric Set the metric type as ospf Metric.
comparable-cost Set the nmetric type as conparabl e cost.
non-comparable Set the metric type as non-conparabl e.
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no ip ospf area

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:no i p ospf area <P-1> range add nodi fy del ete add del ete stub add nodify
sunmaryl sa defaul t-cost delete virtual-link add del ete nodify authentication
type key key-id hello-interval dead-interval transmt-delay retransmt-interval
nssa add delete nodify translator role stability-interval summary no-
redistribute default-info originate [netric] [nmetric-type]

47.1.2 ip ospf trapflags all

Set all trapflags at once.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:ip ospf trapflags all <P-1>

Parameter Value Meaning
P-1 [er] Enable the Bit.

no ip ospf trapflags all
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no ip ospf trapflags all <P-1>

47.1.3 ip ospf operation

Enable or disable the OSPF admin mode. When enabled, the device initiates the OSPF process if the OSPF
function is active on at least one interface.

Mode: A obal Confi g Mode

Privilege Level: Oper at or

Format: i p ospf operation

Nno ip ospf operation

Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no i p ospf operation

47.1.4 ip ospf 1583compatability

Enable or disable the 1583compatibility for calculating routes external to the autonomous system. When enabled,
the router is compatible with the preference rules defined in RFC1583, section 16.4.

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format:i p ospf 1583conpatability

no ip ospf 1583compatability
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i p ospf 1583conpatability

47.1.5 ip ospf default-metric

Configure the default metric for re-distributed routes, when OSPF redistributes routes from other protocols.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p ospf default-metric <P-1>

Parameter Value Meaning
P-1 1..16777214 Configure the default netric for redistributed routes.

no ip ospf default-metric
Disable the option
Mode: G obal Config Mde
Privilege Level: Oper at or
Format: no i p ospf default-metric <P-1>
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47.1.6 ip ospf router-id

Configure the router ID to uniquely identify this OSPF router in the autonomous system. If a tie occurs during the
designated router election, the router with the higher router ID is the designated router.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:i p ospf router-id <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

47.1.7 ip ospf external-Isdb-limit

Configure the OSPF external Isdb limitation, which is the maximum number of non-default AS-external-LSA
entries that the router stores in the link-state database. When the value -1 is configured, you disable the limitation.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p ospf external -Isdb-limt <P-1>

Parameter Value Meaning
P-1 -1..2147483647 Configure the external Isdb limt.

47.1.8 ip ospf exit-overflow

Configure the OSPF exit overflow interval, in seconds. After the timer expires the router will attempt to leave the
overflow-state. To disable the exit overflow interval function set the value to O.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:i p ospf exit-overflow <P-1>

Parameter Value Meaning
P-1 0..2147483647 Configure the exit overflow interval.

47.1.9 ip ospf maximum-path

Configure the maximum number of paths that OSPF reports.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p ospf maxi mum path <P-1>

Parameter Value Meaning
P-1 1.4 Set the maxi mum pat h.

47.1.10 ip ospf spf-delay

Configure the SPF delay, in seconds. The Shortest Path First (SPF) delay is the time that the device waits for the
network to stabilize before calculating the shortest path tree, after a topology change.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p ospf spf-delay <P-1>
Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

47.1.11 ip ospf spf-holdtime

Configure the minimum time between two consecutive SPF calculations, in seconds.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p ospf spf-holdtine <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

47.1.12 ip ospf auto-cost

Set the auto cost reference bandwidth of the router interfaces for ospf metric calculations. The default reference
bandwidth is 100 Mbps.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: i p ospf auto-cost <P-1>

Parameter Value Meaning
P-1 1..4294967 Configure the auto cost for OSPF cal cul ation.
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47.1.13 ip ospf distance intra

Enter the preference type as intra. Use intra-area routing when the device routes packets solely within an area,
such as an internal router.

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format:i p ospf distance intra <P-1>

Parameter Value Meaning
P-1 1..255 Enter the val ue.

47.1.14 ip ospf distance inter

Enter the preference type as inter. Use inter-area routing when the device routes packets into or out of an area,
such as an area border router.

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format:i p ospf distance inter <P-1>

Parameter Value Meaning
P-1 1..255 Enter the val ue.

47.1.15 ip ospf distance external

Enter the preference type as external. Use external-area routing when the device routes packets into or out of an
autonomous system, such as an autonomous system boundary router (ASBR).

Mode: @ obal Config Mde

Privilege Level: Oper at or

Format:i p ospf distance external <P-1>

Parameter Value Meaning
P-1 1..255 Enter the val ue.

47.1.16 ip ospf re-distribute

Configure the OSPF route re-distribution. An ASBR is able to translate information from other OSPF processes in
separate areas and routes from other sources, such as static routes or other dynamic routing protocols, into the
OSPF protocol.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p ospf re-distribute <P-1> [netric <P-2>] [nmetric-type <P-3>] [tag <P-4>]
[ subnets <P-5>]
[ metric] : Configure the OSPF route re-distribution metric parameters.
[metric-type] : Configure the OSPF route redistribution metric-type.
[ t ag] : Configure the OSPF route redistribution tag parameters.
[ subnet s] : Allow the router to redistribute subnets into OSPF.

Parameter Value Meaning

P-1 connected Sel ect the source protocol as connected.
static Sel ect the source protocol as static.
rip Sel ect the source protocol as RIP.

P-2 0..16777214 Configure the netric.

P-3 1.2 Configure the metric type.

P-4 0..4294967295 Configure the tag.

P-5 enable Enabl e the option.
disable Di sabl e the option.

no ip ospf re-distribute
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:no ip ospf re-distribute <P-1> [netric] [nmetric-type] [tag] [subnets]

47.1.17 ip ospf distribute-list

Configure the distribute list for the routes from other source protocols.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p ospf distribute-list <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 out Configure as out to re-distribute routes with ACL rul es
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Parameter Value Meaning

P-2 connected Sel ect the source protocol as connected.
static Sel ect the source protocol as static.
rip Sel ect the source protocol as R P.

P-3 <1000..1099> Enter the access list number.

no ip ospf distribute-list
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no i p ospf distribute-list <P-1> <P-2> <P-3>

47.1.18 ip ospf default-info originate

Originate the OSPF default information.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p ospf default-info originate [always] [metric <P-1>] [netric-type <P-2>]
[ al ways] : Always advertise the 0.0.0.0/0.0.0.0 route information.
[ met ri c] : Configure the metric for default information.
[metric-type] : Configure the metric type for default information.

Parameter Value Meaning
P-1 1..16777214 Configure the netric val ue.
P-2 external-typel Set the metric type for default information as external type-1. The type 1
val ue sets the nmetric to the sumof the internal and external OSPF netrics.
external-type2 Set the metric type for default information as external type-2. The type 2

value sets the netric to the sumof external OSPF netrics fromthe source AS
to the destination AS.

no ip ospf default-info originate
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ip ospf default-info originate [always] [nmetric <P-1>] [netric-type]

47.2 ip

IP interface commands.

47.2.1 ip ospf operation

Enable or disable OSPF on port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p ospf operation

no ip ospf operation

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p ospf operation

47.2.2 ip ospf area-id

Configure the area ID that uniquely identifies the area to which the interface is connected.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p ospf area-id <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.
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47.2.3 ip ospf link-type

Configure the OSPF link type.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i p ospf |ink-type <P-1>

Parameter Value Meaning
P-1 broadcast Configure the link-type as broadcast for the interface. |In broadcast networks,
routers discover their neighbors dynam cally using the OSPF hell o protocol.
nbma Configure the link-type as Non-Broadcast Milti-Access for the interface. The

nbrma node, enul at es OSPF operati on over a broadcast network. The nbma node is
the nost efficient way to run OSPF over non-broadcast networks, both in termns
of the LSDB si ze and t he anpbunt of routing protocol traffic. However, this node
requires direct communication between every router in the nbnma network.

point-to-point Configure the link-type as point-to-point for the interface. Use the point-to-
point link-type in a network that joins a single pair of routers.

point-to-multipoint Configure the link-type as point-to-nultipoint for the interface. In the point-
to-mul tipoint node, OSPF treats each router-to-router link over non-broadcast
networks as if they were point-to-point |inks.

47.2.4 ip ospf priority

Configure the OSPF router priority which the router uses in multi-access networks for the designated router
election algorithm. The router with the higher router priority is the designated router. A value of 0 declares the
router as ineligible for designated router elections.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:i p ospf priority <P-1>

Parameter Value Meaning
P-1 0..255 Configure the priority.

47.2.5 ip ospf transmit-delay

Configure the OSPF transmit-delay for the interface, in seconds. The transmit-delay is the time that you estimate
it takes to transmit a link-state update packet over the interface.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:i p ospf transmit-delay <P-1>

Parameter Value Meaning
P-1 0..3600 Enter a number in the given range.

47.2.6 ip ospf retransmit-interval

Configure the OSPF retransmit-interval for the interface, in seconds. The retransmit-interval is the interval after
which link-state advertisements containing database description and link-state request packets, are re-transmitted
for adjacencies belonging to this interface.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format:i p ospf retransmt-interval <P-1>

Parameter Value Meaning
P-1 0..3600 Enter a number in the given range.

47.2.7 ip ospf hello-interval

Configure the OSPF hello-interval for the interface, in seconds. The hello timer controls the time interval between
two consecutive hello packets. Set this value to the same hello-interval value of the neighbor.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format:i p ospf hello-interval <P-1>

Parameter Value Meaning
P-1 1..65535 Enter a nunber between 1 and 65535

47.2.8 ip ospf dead-interval

Configure the OSPF dead-interval for the interface, in seconds. If the timer expires without the router receiving
hello packets from the neighbor, the router declares the neighbor router as down. Set the timer to at least four
times the value of the hello-interval.

Mode: | nt erface Range Mode

Privilege Level: Oper at or

Format:i p ospf dead-interval <P-1>
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Parameter Value Meaning
P-1 1..65535 Enter a nunber between 1 and 65535

47.2.9 ip ospf cost

Configure the OSPF cost for the interface. The cost of a specific interface indicates the overhead required to send
packets across the link. If set to 0, OSPF calculates the cost from the reference bandwidth and the interface speed.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:i p ospf cost <P-1>

Parameter Value Meaning
P-1 <1..65535> Configure the cost for the specified interface.
auto Automatic calculation from reference bandwidth and link speed.

47.2.10 ip ospf mtu-ignore

Enable/Disable OSPF MTU mismatch on interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:i p ospf mtu-ignore

no ip ospf mtu-ignore

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p ospf ntu-ignore

47.2.11 ip ospf authentication type

Configure authentication type.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p ospf authentication type <P-1>

Parameter Value Meaning

P-1 none Configure the authentication type as none (Key and key IDis not required).
simple Configure the authentication type as sinple (Key IDis not required).
md5 Configure the authentication type as nd5 for the interface.

47.2.12 ip ospf authentication key

Configure authentication key.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:i p ospf authentication key <P-1>

Parameter Value Meaning
P-1 string <key> Configure the authentication key.

47.2.13 ip ospf authentication key-id

Configure authentication key-id for md5 authentication.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p ospf authentication key-id <P-1>

Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

47.2.14 ip ospf fast-hello

Enable or disable fast hello mode on port. When enabled, hello packets would be sent out on the interface for
every 250ms. The dead interval needs to be re-configured accordingly for faster convergence.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format:i p ospf fast-hello

no ip ospf fast-hello

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no ip ospf fast-hello
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47.3 show

Display device options and settings.

47.3.1 show ip ospf global

Display the OSPF global configurations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf gl obal

47.3.2 show ip ospf area

Display the OSPF area related information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf area [<P-1>]

Parameter Value Meaning
P-1 A.B.C.D | P address.

47.3.3 show ip ospf stub

Display the OSPF stub area related information.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show i p ospf stub

47.3.4 show ip ospf database internal

Display the internal LSA database information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf database internal

47.3.5 show ip ospf database external

Display the external LSA database information.
Mode: Conmand is in all nodes avail able.
Privilege Level: Guest
Format: show i p ospf dat abase external

47.3.6 show ip ospf range

Display the OSPF area range information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf range

47.3.7 show ip ospf interface

Display the OSPF interface related information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

47.3.8 show ip ospf virtual-link

Display the OSPF virtual-link related information.
Mode: Conmand is in all nbdes avail abl e.
Privilege Level: Guest

Format: show i p ospf virtual-1ink <P-1> <P-2>
Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.
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47.3.9 show ip ospf virtual-neighbor

Display the OSPF Virtual-link neighbor information
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf virtual - nei ghbor

47.3.10 show ip ospf neighbor

Display the OSPF neighbor related information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf nei ghbor [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

47.3.11 show ip ospf statistics

Display the OSPF statistics.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i p ospf statistics

47.3.12 show ip ospf re-distribute

Display the OSPF re-distribute related information
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i p ospf re-distribute <P-1>

Parameter Value Meaning

P-1 connected Sel ect the source protocol as connected.
static Sel ect the source protocol as static.
rip Sel ect the source protocol as RIP.

47.3.13 show ip ospf nssa

Display the OSPF NSSA related information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf nssa <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

47.3.14 show ip ospf route

Display the OSPF routes.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ospf route
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48 Routing Information Protocol (RIP)

48.1 ip

Set IP parameters.

48.1.1 ip rip operation

Enable or disable the RIP admin mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip rip operation

no ip rip operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:no ip rip operation

48.1.2 ip rip auto-summary

Enable or disable the RIP auto summarization mode on the router.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:ip rip auto-sumrary

no ip rip auto-summary

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:no ip rip auto-summary

48.1.3 ip rip default-info originate

Originate the RIP default information.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip rip default-info originate

no ip rip default-info originate
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:no ip rip default-info originate

48.1.4 ip rip default-metric

Configure the default metric for redistributed routes, when RIP redistributes routes from other protocols.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip rip default-netric <P-1>

Parameter Value Meaning
P-1 1..15 Enter the netric.

no ip rip default-metric
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:no ip rip default-nmetric <P-1>
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48.1.5 iprip distance

Configure the route preference for RIP routes (administrative distance).
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:ip rip distance <P-1>

Parameter Value Meaning
P-1 1..255 Enter the distance.

48.1.6 ip rip host-route-accept

Configure the RIP host route acceptance mode on the router.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:ip rip host-route-accept

no ip rip host-route-accept
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ip rip host-route-accept

48.1.7 ip rip distribute-list

Configure the distribute list for the routes from other source protocols.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:ip rip distribute-list <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 out Configure as out to re-distribute routes with ACL rul es
P-2 connected Sel ect the source protocol as connected.
static Sel ect the source protocol as static.
ospf Sel ect the source protocol as OSPF.
P-3 <1000..1099> Enter the access list number.

no ip rip distribute-list
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:no ip rip distribute-list <P-1> <P-2> <P-3>

48.1.8 ip rip re-distribute

Configure the RIP route redistribution.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:ip rip re-distribute <P-1> [netric <P-2>] [internal <P-3>] [external-1 <P-

4>] [external -2 <P-5>] [nssa-external-1 <P-6>] [nssa-external-2 <P-7>]
[ metri c] : Configure the RIP route re-distribution metric parameters.
[i nt ernal ]: Configure the router to re-distribute OSPF internal routes to other routers using RIP. OSPF enters
internal routes in the routing table for routes originating within OSPF. In order to re-distribute the routing table with
this value, first configure and enable ospf.
[ ext er nal - 1] : Configure the router to re-distribute OSPF external-1 routes to other routers using RIP. OSPF
external type 1 entries originate from other protocols. External type 1 routes include the total cost, internal and
external, of the route. In order to re-distribute the routing table with this value, first configure and enable ospf.
[ ext er nal - 2] : Configure the router to re-distribute OSPF external-2 routes to other routers using RIP. OSPF
external type 2 entries originate from other routing protocols or are static routes. External type 2 routes contain
solely the external cost of the route. In order to re-distribute the routing table with this value, first configure and
enable ospf.
[ nssa- ext er nal - 1] : Configure the router to re-distribute OSPF nssa-external-1 routes to other routers using
RIP. OSPF nssa external type 1 entries originate from other protocols and contain solely Not-So-Stubby-Area
routes. External type 1 routes include the total cost, internal and external, of the route. In order to re-distribute the
routing table with this value, first configure and enable ospf.
[ nssa- ext er nal - 2] : Configure the router to re-distribute OSPF nssa-external-2 routes to other routers using
RIP. OSPF nssa external type 2 entries originate from other protocols and contain solely Not-So-Stubby-Area
routes. External type 2 routes include solely the internal cost of the route. In order to re-distribute the routing table
with this value, first configure and enable ospf.
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Parameter Value Meaning

P-1 connected Sel ect the source protocol as connected.
static Sel ect the source protocol as static.
ospf Sel ect the source protocol as OSPF.

P- 2 1..15 Enter the netric.

P-3 enable Enabl e the option.
disable Di sabl e the option.

P-4 enable Enabl e the option.
disable Di sabl e the option.

P-5 enable Enabl e the option.
disable Di sabl e the option.

P-6 enable Enabl e the option.
disable Di sabl e the option.

P-7 enable Enabl e the option.
disable Di sabl e the option.

no ip rip re-distribute
Disable the option
Mode: @ obal Config Mode
Privilege Level: Oper at or
Format:no ip rip re-distribute <P-1> [nmetric <P-2>] [internal] [external-1]
[external -2] [nssa-external -1] [nssa-external-2]

48.1.9 ip rip split-horizon
Configure the RIP split horizon operating mode on the router.
Mode: G obal Confi g Mode

Privilege Level: Oper at or
Format:ip rip split-horizon <P-1>

Parameter Value Meaning

P-1 none Di sable the split horizon
simple Configure the split horizon as sinple
poison-reverse Configure the split horizon as poi son-reverse

48.1.10 ip rip update-timer

Configure the RIP update timer on the router.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:ip rip update-tinmer <P-1>

Parameter Value Meaning
P-1 1..1000 Configure the update tiner.
48.2 ip

IP interface commands.

48.2.1 ip rip authentication type

Configure the RIP authentication type.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip rip authentication type <P-1>

Parameter Value Meaning

P-1 none Configure the authentication type as none (Key and key ID is not required).
simple Configure the authentication type as sinple (Key IDis not required).
md5 Configure the authentication type as nd5 for the interface.

48.2.2 ip rip authentication key

Configure the authentication key. Entering a key helps protect your network information such as routing tables
from being tampered with.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format:ip rip authentication key <P-1>
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Parameter Value Meaning

P-1 string <key> Configure the authentication key.

48.2.3 ip rip authentication key-id

Configure authentication key-id for md5 authentication.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip rip authentication key-id <P-1>

Parameter Value Meaning

P-1 0..255 Enter a nunmber in the given range.

48.2.4 ip rip operation

Enable or disable RIP on a port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip rip operation

no ip rip operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no ip rip operation

48.2.5 ip rip send-version

Configure the RIP version to send RIP updates on an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip rip send-version <P-1>

Parameter Value Meaning

P-1 none Do not send RIP update on this interface.
ripvl Configure the send version type as ripvl.
riplc Configure the send version type as riplc.
ripv2 Configure the send version type as ripv2.

48.2.6 ip rip receive-version

Configure the RIP version to receive RIP updates on an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip rip receive-version <P-1>

Parameter Value Meaning

P-1 ripvl Configure the receive version type as ripvl.
ripv2 Configure the receive version type as ripv2.
both Configure the receive version type as both.
none Do not receive RIP update on this interface.

48.3 show

Display device options and settings.

48.3.1 show ip rip global

Display the RIP global configurations.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show ip rip gl obal

48.3.2 show ip rip interface

Display the RIP interface related information.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show ip rip interface [<P-1>]
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Parameter Value Meaning

P-1 slot no./port no.

48.3.3 show ip rip statistics global

Display the global statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ip rip statistics gl obal

48.3.4 show ip rip statistics interface

Display the interface statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ip rip statistics interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

48.3.5 show ip rip re-distribute

Display the RIP re-distribute related information.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show ip rip re-distribute <P-1>

Parameter Value Meaning

P-1 connected Sel ect the source protocol as connected.
static Sel ect the source protocol as static.
ospf Sel ect the source protocol as OSPF.
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49 Virtual Router Redundancy Protocol (VRRP)

49.1 ip

Set IP parameters.

49.1.1 ip vrrp operation

Enables or disables VRRP globally on the device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip vrrp operation

no ip vrrp operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no ip vrrp operation

49.1.2 ip vrrp trap auth-failure

Enable or disable the sending of a trap if this router detects an authentication failure on any of its VRRP interfaces.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip vrrp trap auth-failure

no ip vrrp trap auth-failure
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:no ip vrrp trap auth-failure

49.1.3 ip vrrp trap new-master

Enable or disable the sending of a trap if this router becomes new master for any of its VRRP interfaces.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip vrrp trap new naster

no ip vrrp trap new-master
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:no ip vrrp trap new nmaster

49.1.4 ip vrrp domain

VRRP domain settings
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip vrrp domain <P-1> menber - adverti senment
menber - adver ti senent : Enables or disables sending of advertisements for members of this domain.

Parameter Value Meaning
P-1 1.8 Enter a number in the given range.

no ip vrrp domain
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ip vrrp domai n <P-1> nenber-adverti senment
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49.2 ip

IP interface commands.

49.2.1 ip vrrp add

Create a new VRRP instance.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip vrrp add <P-1> [priority <P-2>] [interval <P-3>] [preempt <P-4>]
[advertisenment-ip <P-5>] [preenpt-delay <P-6>] [notify-ip <P-7>] [master-
candi date <P-8>] [domain-id <P-9>] [domain-role <P-10>] [accept-node <P-11>]
[ priority]: Priority of the virtual router ..... default 100

[interval]: Advertisement Interval inms ....... default 1000
[ preenpt ] : Enables or disabled preempt mode ... default enabled
[adverti senent -i p] : Advertisement ip address ........... default 224.0.0.18
[ preenpt - del ay] : Preemption delay ................... default 0
[ noti fy-ip]: Linkdown notification address ...... default none
[ mast er - candi dat e] : Master Candidate Address ........... default 0.0.0.0
[domai n-id]: Domainid .......ccccoocuvveeeennne default none
[ domai n-r ol e] : Role within the domain ............. default none
[ accept - node] : Accept ICMP Echo Requests .......... default enabled
Parameter Value Meaning
P-1 1..255 Enter a virtual router ID.
P-2 1..254 Enter a priority val ue.
P-3 100..25500 Enter a number in the given range.
P-4 enable Enabl e the option.
disable Di sabl e the option.
P-5 a.b.c.d | pv4 address.
P- 6 0..65535 Enter a nunmber between 0 and 65535.
P-7 a.b.c.d | pv4 address.
P-8 a.b.c.d | pv4 address.
P-9 1.8 Enter a number in the given range.
P-10 none None
member Menber
supervisor Super vi sor
P-11 enable Enabl e the option.
disable Di sabl e the option.

49.2.2 ip vrrp modify

Modify parameters of a VRRP instance.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:ip vrrp nodify <P-1> [priority <P-2>] [interval <P-3>] [preenpt <P-4>]
[advertisenment-ip <P-5>] [preenpt-delay <P-6>] [notify-ip <P-7>] [ naster-
candi date <P-8>] [domain-id <P-9>] [domain-role <P-10>] [ accept-node <P-11>]
[ priority]: Priority of the virtual router
[i nterval]: Advertisement Interval in milliseconds
[ preenpt ] : Enables or disabled preemption mode
[adverti senent -i p] : Advertisement ip address
[ preenpt - del ay] : Preemption delay
[ notify-ip]: Linkdown notification address

[ mast er - candi dat e] : The IP Address that shows as Master IP Address when this Virtual Router becomes

Master

[ donmi n-i d] : Domain id

[ domai n-r ol e] : Role within the domain

[ accept - node] : Accept ICMP Echo Requests

Parameter Value Meaning
P-1 1..255 Enter a virtual router ID.
P-2 1..254 Enter a priority val ue.
P-3 100..25500 Enter a number in the given range.
P-4 enable Enabl e the option.
disable Di sabl e the option.
P-5 a.b.c.d | pv4 address.
P-6 0..65535 Enter a nunber between 0 and 65535.
P-7 a.b.c.d | pv4 address.
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Parameter Value Meaning

P-8 a.b.c.d | pv4 address.
P-9 1.8 Enter a nunmber in the given range.
P-10 none None
member Menber
supervisor Super vi sor
P-11 enable Enabl e the option.
disable Di sabl e the option.
49.2.3 ip vrrp delete

Delete a VRRP instance.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip vrrp delete <P-1>

Parameter Value Meaning

P-1 1..255 Enter a virtual router ID.

49.2.4

Enable a VRRP instance.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip vrrp enable <P-1>

ip vrrp enable

Parameter Value Meaning

P-1 1..255 Enter a virtual router ID.

49.2.5

Disable a VRRP instance.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:i p vrrp disable <P-1>

ip vrrp disable

Parameter Value Meaning

P-1 1..255 Enter a virtual router ID.

49.2.6

Add a virtual address.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip vrrp virtual -address add <P-1> <P-2>

ip vrrp virtual-address add

Parameter Value Meaning

P-1 1..255 Enter a virtual router |ID.
P-2 A.B.C.D | P address.

49.2.7 ip vrrp virtual-address delete

Delete a virtual address.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip vrrp virtual -address delete <P-1> <P-2>

Parameter Value Meaning

P-1 1..255 Enter a virtual router ID.
P-2 A.B.C.D | P address.

49.2.8 ip vrrp track add

Add a tracking object to the vrrp instance.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format:ip vrrp track add <P-1> <P-2> [decrenment <P-3>]
[ decr enment ] : Configure the decrement value. Default is 20

Parameter Value Meaning

P-1 1..255 Enter a virtual router ID.

P- 2 string Track instance.

P-3 1..253 Enter the decrenment value. The priority will be decrenented by the configured
val ue
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49.2.9 ip vrrp track modify

Modify a tracking object to the vrrp instance.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:ip vrrp track nodify <P-1> <P-2> decrenent <P-3>
decr enment : Configure the decrement value. Default is 20

Parameter Value Meaning

P-1 1..255 Enter a virtual router |D.

P-2 string Track instance.

P-3 1..253 Enter the decrement value. The priority will be decremented by the configured
val ue

49.2.10 ip vrrp track delete

Delete a tracking object to the vrrp instance.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip vrrp track delete <P-1> <P-2>

Parameter Value Meaning

P-1 1..255 Enter a virtual router ID.
P-2 string Track instance.

49.3 show

Display device options and settings.

49.3.1 show ip vrrp interface

Display the parameters of one VRRP instances.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show ip vrrp interface [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
P-2 1..255 Enter a virtual router ID.

49.3.2 show ip vrrp global

Display the global VRRP parameters.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p vrrp gl obal

49.3.3 show ip vrrp domains

Display the VRRP domain table.
Mode: Conmand is in all nodes avail able.
Privilege Level: Guest
Format: show i p vrrp domai ns
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50 Address Resolution Protocol (IP ARP)

50.1 ip

Set IP parameters.

50.1.1 ip arp add

Add a static arp entry.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip arp add <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
p-2 aa:bb:cc:dd:ee:ff MAC addr ess.

50.1.2 ip arp delete

Delete a static arp entry.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip arp delete <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.

50.1.3 ip arp enable

Enable a static arp entry.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip arp enable <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.

50.1.4 ip arp disable

Disable a static arp entry.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:i p arp disable <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.

50.1.5 ip arp timeout

Configure ARP entry age-out time (in seconds).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip arp tineout <P-1>

Parameter Value Meaning

P-1 15..21600 Enter the arp response tine.

50.1.6 ip arp response-time

Configure ARP request response timeout (in seconds).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format.i p arp response-tine <P-1>

Parameter Value Meaning

P-1 1..10 Enter the arp response tine.

50.1.7 ip arp retries

Configure ARP count of maximum requests for retries.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip arp retries <P-1>

236

RM CLI Overview HiOS
Release 10.0 08/2024



Parameter Value Meaning

P-1 0..10 Enter the arp max retries.

50.1.8 ip arp dynamic-renew

Configure if dynamic ARP Entries should be automatically renewed when they age out.

Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p arp dynami c-renew

no ip arp dynamic-renew

Disable the option
Mode: G obal Config Mode
Privilege Level: Oper at or
Format: no ip arp dynam c-renew

50.1.9 ip arp selective-learning

Enables the Selective ARP Learning Mode on the router.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p arp sel ective-I|earning

no ip arp selective-learning
Disable the option
Mode: G obal Config Mde
Privilege Level: Oper at or
Format: no ip arp selective-Iearning

50.2 show

Display device options and settings.

50.2.1 show ip arp info

Display the ARP summary information.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show i p arp info

50.2.2 show ip arp table

Display the ARP cache entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp table

50.2.3 show ip arp static

Display the static ARP entries.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp static

50.2.4 show ip arp entry

Display the ARP cache entry.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ip arp entry <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.
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50.3 clear

Clear several items.

50.3.1 clear ip arp-cache

Clear the router's ARP table (cache).

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: cl ear ip arp-cache [gateway]
[ gat eway] : Also clear gateway ARP entries.
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51 IP UDP Helper (IP Helper)

51.1 ip

Set IP parameters.

51.1.1 ip udp-helper operation

Enable or disable the IP helper and DHCP relay.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p udp- hel per operation

no ip udp-helper operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p udp-hel per operation

51.1.2 ip udp-helper server add

Add a global relay agent to process DHCP client requests and UDP broadcast packets received on any interface.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p udp- hel per server add <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and nethios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
p-2 A.B.C.D | P address.

51.1.3 ip udp-helper server delete

Delete a global relay agent.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p udp- hel per server delete <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
p-2 A.B.C.D | P address.
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51.1.4 ip udp-helper server enable

Enable a global relay agent to process DHCP client requests and UDP broadcast packets received on any
interface.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p udp- hel per server enable <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
P-2 A.B.C.D | P address.

51.1.5 ip udp-helper server disable

Disable a global relay agent from processing DHCP client requests and UDP broadcast packets received on any
interface.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p udp- hel per server disable <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
p-2 A.B.C.D | P address.

51.1.6 ip udp-helper maxhopcount

Configure the DHCP relay maximum hop count.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p udp- hel per naxhopcount <P-1>

Parameter Value Meaning
P-1 1..16 Enter a number in the given range.

51.1.7 ip udp-helper minwaittime

Configure DHCP relay minimum wait time in seconds.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p udp-hel per minwaittime <P-1>

Parameter Value Meaning
P-1 0..100 Enter a number in the given range.
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51.1.8 ip udp-helper cidoptmode

Enable or disable DHCP relay circuit id option mode.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p udp- hel per ci dopt node

no ip udp-helper cidoptmode
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no i p udp-hel per ci dopt node

51.2 ip

IP interface commands.

51.2.1 ip udp-helper server add

Add a relay agent to process DHCP client requests and UDP broadcast packets received on a specific interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i p udp- hel per server add <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
p-2 A.B.C.D | P address.

51.2.2 ip udp-helper server delete

Delete a relay agent from a specific interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i p udp- hel per server delete <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
P-2 A.B.C.D | P address.
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51.2.3 ip udp-helper server enable

Enable a relay agent to process DHCP client requests and UDP broadcast packets received on a specific
interface.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i p udp- hel per server enable <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
P-2 A.B.C.D | P address.

51.2.4 ip udp-helper server disable

Disable a relay agent from processing DHCP client requests and UDP broadcast packets received on a specific
interface.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i p udp- hel per server disable <P-1> <P-2>

Parameter Value Meaning
P-1 default Port 0. Relay only dhcp, time, winnameserver, tacacs, dns,
dhcp tftp, netbios-ns and netbios-dgm.
dns Port 67
isakmp Port 53
mobile-ip Port 500
winnameserver Port 434
netbios-dgm Port 42
netbios-ns Port 138
ntp Port 137
pim-auto-rp Port 123
rip Port 496
tacacs Port 520
tftp Port 49
time Port 69
<0..65535> Port 37
Port number
p-2 A.B.C.D | P address.
51.3 ip

IP interface commands.

51.3.1 ip udp-helper server add

Add a relay agent to process DHCP client requests and UDP broadcast packets received on a specific interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p udp-hel per server add <P-1> <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.

242 RM CLI Overview HiOS

Release 10.0 08/2024



51.3.2 ip udp-helper server delete

Delete a relay agent from a specific interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i p udp- hel per server delete <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

51.3.3 ip udp-helper server enable

Enable a relay agent to process DHCP client requests and UDP broadcast packets received on a specific

interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i p udp- hel per server enable <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

51.3.4 ip udp-helper server disable

Disable a relay agent from processing DHCP client requests and UDP broadcast packets received on a specific

interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i p udp- hel per server di sable <P-1> <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.
51.4 show

Display device options and settings.

51.4.1 show ip udp-helper status

Display the IP helper and DHCP relay status information.
Mode: Conmand is in all npdes avail able.
Privilege Level: Guest
Format: show i p udp- hel per status

51.4.2 show ip udp-helper global

Display the DHCP and UDP relays defined globally.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p udp- hel per gl obal

51.4.3 show ip udp-helper interface

Display the DHCP and UDP relays defined for specific interfaces.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show i p udp- hel per interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

51.4.4 show ip udp-helper interface

Display the DHCP and UDP relays defined for specific interfaces.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show i p udp-hel per interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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51.4.5 show ip udp-helper statistics

Display the IP helper and DHCP relay statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p udp- hel per statistics

51.5 clear

Clear several items.

51.5.1 clear ip udp-helper

Reset IP helper and DHCP relay statistics.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear ip udp-hel per
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52 IP Source Guard (IPSG)

52.1 ip

Set IP parameters.

52.1.1 ip source-guard binding add

This command creates a new static IPSG binding between a MAC address and an IP address, for a specific VLAN
at a particular interface.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p source-guard binding add <P-1> <P-2> <P-3> <P-4> [ <P-5>]

Parameter Value Meaning

P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

P-2 A.B.C.D | P address.

P-3 slot no./port no.

P-4 1..4042 Enter the VLAN ID.

P-5 active Activate the option.
inactive I nactivate the option.

52.1.2 ip source-guard binding delete all

This command deletes all static IP Source Guard (IPSG) bindings (at all interfaces).
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p source-guard binding del ete all

52.1.3 ip source-guard binding delete interface

This command deletes all static IP Source Guard (IPSG) bindings, associated with a particular interface.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: i p source-guard binding delete interface <P-1>

Parameter Value Meaning
P-1 slot no./port no.

52.1.4 ip source-guard binding delete index

This command deletes one static IP Source Guard (IPSG) binding, associated with a MAC address, IP address,
interface and VLAN.

Mode: A obal Config Mde

Privilege Level: Oper at or

Format: i p source-guard binding delete index <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning

P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

P-2 A.B.C.D | P address.

P-3 slot no./port no.

P-4 1..4042 Enter the VLAN I D.

52.1.5 ip source-guard binding mode

This command activates or deactivates a configured static IPSG binding.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: i p source-guard bi ndi ng node <P-1> <P-2> <P-3> <P-4> <P-5>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
p-2 A.B.C.D | P address.
P-3 slot no./port no.
P-4 1..4042 Enter the VLAN ID.
P-5 active Activate the option.
inactive I nactivate the option.
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52.2 clear

Clear several items.

52.2.1 clear ip source-guard bindings

This command clears all dynamic IPSG bindings on all interfaces or on a specific interface.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear ip source-guard bi ndi ngs [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
52.3 ip

IP interface commands.

52.3.1 ip source-guard mode

This command configures an interface for IP source guarding (IPSG).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p source-guard node

no ip source-guard mode

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p source-guard node

52.3.2 ip source-guard verify-mac

This command configures an interface for additional MAC address verification, when performing IP source
guarding (IPSG). This option cannot be enabled unless IPSG is enabled. Once it is enabled, it can only be disabled
by disabling IPSG at this interface.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i p source-guard verify-nac

52.4 show

Display device options and settings.

52.4.1 show ip source-guard interfaces

This command shows the IP Source Guard (IPSG) status of all interfaces.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p source-guard interfaces

52.4.2 show ip source-guard bindings

This command displays the IPSG binding entries from the static and/or dynamic bindings table.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest

Format: show i p source-guard bindings [<P-1>] [interface <P-2>] [vlan <P-3>]
[i nt erface]: Restrict the output based on a specific interface.
[ vl an] : Restrict the output based on VLAN.

Parameter Value Meaning
P-1 static Restrict the output based on static bindings.
dynamic Restrict the output based on dynam ¢ bi ndi ngs.
P-2 slot no./port no.
P-3 1..4042 Enter the VLAN ID.
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53 IP Subnet VLAN

53.1 vlan
Creation and configuration of VLANS.

53.1.1 vlan association subnet

Configure Subnet association to VLAN.
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or
Format: vl an associ ati on subnet <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.

P-3 1..4042 Enter the VLAN ID.

no vlan association subnet
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no vl an associ ati on subnet <P-1> <P-2> <P-3>

53.2 show

Display device options and settings.

53.2.1 show vlan association subnet

Display the Subnet association to VLAN entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an associ ati on subnet [<P-1>]

Parameter Value Meaning

P-1 a.b.c.d-e.f.g.h | P address and mask e.g. 192.168. 1. 1-255. 255.255.0 .
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54 Internet Protocol Version 4 (IPv4)

54.1 network

Configure the inband and outband connectivity.

54.1.1 network protocol

Select DHCP, BOOTP or none as the network configuration protocol.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k prot ocol <P-1>

Parameter Value Meaning

P-1 none No network config protocol
bootp BOOTP
dhcp DHCP

54.1.2 network parms

Set network address, netmask and gateway
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network parns <P-1> <P-2> [ <P-3>]

Parameter Value Meaning

P-1 A.B.C.D | P address.
p-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.

54.1.3 network dhcp config-load

Enables/disables the DHCP options 4/42 (time servers) and 66/67 (Load config over TFTP on boot)on DHCP/
BOOTP client.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: net wor k dhcp confi g-1oad <P-1>

Parameter Value Meaning

P-1 enable Enabl e the option.
disable Di sabl e the option.

54.2 clear

Clear several items.

54.2.1 clear arp-table-switch

Clear the agent's ARP table (cache).
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear arp-tabl e-switch

54.3 show

Display device options and settings.

54.3.1 show network parms

Display the network settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show net wor k par ns
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54.3.2 show network services

Display the opened UDP and TCP ports.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show net wor k services

54.3.3 show network dhcp

Display the additional settings for the DHCP/BOOTP client
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show net wor k dhcp

54.4 show

Display device options and settings.

54.4.1 show arp

Display the ARP table.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ar p
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55 Internet Protocol Version 6 (IPv6)

55.1 network

Configure the inband and outband connectivity.

55.1.1 network ipv6 gateway

Set network address of gateway
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network i pv6 gateway <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.

55.1.2 network ipv6 operation

Enable or disable the IPv6 feature.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network i pv6 operation

no network ipv6 operation

Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: no network i pv6 operation

55.1.3 network ipv6 address delete

Delete a static IPv6 address.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network i pve address del ete <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 0..128 Prefix

55.1.4 network ipv6 address enable

Enable a static IPv6 address.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network i pv6 address enable <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 0..128 Prefix

55.1.5 network ipv6 address disable

Disable a static IPv6 address.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network i pv6 address disable <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 0..128 Prefix

55.1.6 network ipv6 address modify

Modify an IPv6 address
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or

Format: network i pv6 address nodify <P-1> <P-2> eui-64 <P-3>

eui - 64: Change the EUI option.
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Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 0..128 Prefix

P-3 enable Enabl e the option.
disable Di sabl e the option.

55.1.7 network ipv6 address add

Add a new static IPv6 address.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: network i pv6 address add <P-1> <P-2> [<P-3>]

Parameter Value Meaning

P-1 A.B.C.D | P address.

P- 2 0..128 Prefix

P-3 eui-64 Ext ended uni que identifier

55.1.8 network ipv6 protocol

Set protocol for IPv6 configuration: none, DHCP, SLAAC or both.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: net work i pv6 protocol <P-1>

Parameter Value Meaning
P-1 none Di sabl e |1 Pv6 Protocol
autoconf Enabl e SLAAC Protocol .
dhcpv6 Enabl e DHCPv6 Protocol .
all Enabl e all | Pv6 dynam c protocols.

55.1.9 network ipv6 dad-transmits

Set the number of Neighbor Solicitation packets to be sent for Duplicate Address Detection.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: network i pv6é dad-transmits <P-1>

Parameter Value Meaning
P-1 0.5 Range of nunber of NS packets for DAD
55.2 show

Display device options and settings.

55.2.1 show network ipv6 neighbors

Show the table of neighbors.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show network i pv6 nei ghbors

55.2.2 show network ipv6 address all

All IPv6 addresses.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show network ipv6 address all

55.2.3 show network ipv6 address autoconf

IPv6 addresses obtained from SLAAC.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show network i pv6 address aut oconf
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55.2.4 show network ipv6 address dhcpv6

IPv6 addresses obtained from DHCPV6.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show networ k i pvé address dhcpv6

55.2.5 show network ipv6 global

Display the global IPv6 information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show network i pv6 gl obal
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56 ICMP Router Discovery Protocol (IRDP)

56.1 ip

IP interface commands.

56.1.1 ip irdp operation

This command enables/disables Router Discovery on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip irdp operation

no ip irdp operation

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no ip irdp operation

56.1.2 ipirdp address

Configure the address to be used to advertise the router. The valid options are 224.0.0.1 and 255.255.255.255.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:ip irdp address <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.

56.1.3 ip irdp holdtime

Configure the value of holdtime of the router advertisement (Range: maxadvertinterval-9000).
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:ip irdp holdtine <P-1>

Parameter Value Meaning
P-1 4..9000 Enter a number in the given range.

56.1.4 ip irdp maxadvertinterval

Configure the maxtime between sending router advertisement.(Range: minadvertinterval-holdtime).
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip irdp maxadvertinterval <P-1>

Parameter Value Meaning
P-1 4..1800 Enter a number in the given range.

56.1.5 ip irdp minadvertinterval

Configure the mintime between sending router advertisement. The value must be less than or equal to
maxadvertinterval.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:ip irdp mi nadvertinterval <P-1>

Parameter Value Meaning
P-1 3..1800 Enter a number in the given range.

56.1.6 ip irdp preference

Configure the preferability of address as default router address.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip irdp preference <P-1>

Parameter Value Meaning
P-1 0..2147483647 Enter a number in the given range.
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56.2 show

Display device options and settings.

56.2.1 show ip irdp

Display the Router Discovery information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p irdp [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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57 Inter Range Instrumentation Group IRIG-B

57.1 irig-b
Set IRIG-B parameters

57.1.1 irig-b operation

Enable or disable the IRIG-B output.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format:irig-b operation

no irig-b operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no irig-b operation

57.1.2 irig-b mode

Set IRIG-B mode
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format:iri g-b node <P-1>

Parameter Value Meaning
P-1 b000 Mbde | RI G B0O00 (BCDtoy, CF, SBS)
b001 Mbde | RI G B0O01 (BCDtoy, CF)
b002 Mbde | Rl G B002 ( BCDt oy)
b003 Mbde | RI G B003 (BCDt oy, SBS)
b004 Mbde | RI G B004 (BCDtoy, BCDyear, CF, SBS)
b005 Mbde | RI G BOO5 (BCDtoy, BCDyear, CF)
b006 Mode | RI G BO06 (BCDt oy, BCDyear)
b007 Mode | RI G BOO7 (BCDtoy, BCDyear, SBS)

57.1.3 irig-b pps

Set IRIG-B pps output parameters
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format:irig-b pps

no irig-b pps

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format:no irig-b pps

57.1.4 irig-b time

Set IRIG-B time mode
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format:irig-b tine <P-1>

Parameter Value Meaning
P-1 utc Transmt UTC.

local Transmt local tine.
57.2 show

Display device options and settings.
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57.2.1 show irig-b

Display the IRIG-B settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show irig-b
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58 Ring Coupling

58.1 ring-coupling

Configure the ring/net coupling settings.

58.1.1 ring-coupling add

Create a new Ring/Network coupling configuration. The configuration consists of default parameters and the
operation is disabled. The interface specified as parameter represents the coupling port.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: ri ng- coupl i ng add <P-1> [ npde <P-2>] [net-coupling <P-3>] [redundancy-node
<P-4>] [control-port <P-5>] [partner-port <P-6>]
[ rode] : Configure operating mode.
[ net - coupl i ng] : Configure the Ring/Network coupling mode as either network or ring-only.
[ redundancy- node] : Configure the redundancy mode as either extended or normal.
[ control - port]: Configure the control port (<slot/port>). The control port is only used for outband
configurations.
[ part ner - port]: Configure the partner coupling port(<slot/port>, The partner coupling port is only used for the
for the single configuration mode.

Parameter Value Meaning

P-1 slot no./port no.

P-2 single Configure the operating node of the ring coupling to single. Both of the
coupling ports are local to the switch, switch perfornms naster and sl ave
functions.

dual-master-inband Configure the operating node of the ring coupling to dual -master-inband. The
second coupling port is on a renote switch, local switch is master,
conmuni cati on over networKk.

dual-master-outband Confi gure the operating node of the ring coupling to dual - mast er-outband. The
second coupling port is on a renbte switch, local switch is master,
communi cati on over dedicated control port.

dual-slave-inband Configure the operating node of the ring coupling to dual-slave-inband. The
second coupling port is on a renpte switch, local switch is slave,
conmuni cati on over network.

dual-slave-outband Configure the operating node of the ring coupling to dual-slave-outband. The
second coupling port is on a renote switch, local switch is slave,
conmuni cati on over dedicated control port.

P-3 ring-only Sel ect the ring coupling node for a ring network. Both of the network segnents
that are coupled are HI PER rings.
network Select the ring coupling node for a bus or mesh network. The network segnent
adj acent to the switches that handle the ring coupling is not a H PER ring.
P-4 normal Sel ect the ring coupling node for nornmal redundancy node. The sl ave does not
respond to a potential failure in the rembte ring or network.
extended Sel ect the ring coupling node for extended redundancy node The sl ave responds
to a potential failure in the remote ring or network.
P-5 slot no./port no.
P-6 slot no./port no.

58.1.2 ring-coupling delete

Delete the Ring/Network coupling configuration with the coupling-port index.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: ri ng-coupl i ng del ete <P-1>

Parameter Value Meaning
P-1 slot no./port no.

58.1.3 ring-coupling modify

Modify the Ring/Network coupling configuration with the coupling-port index.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: ri ng- coupl i ng nodi fy <P-1> npde <P-2> control -port <P-3> partner-port <P-4>
net - coupl i ng <P-5> redundancy- node <P-6>
node: Modify the operating mode.
control - port : Modify the control port (<slot/port>). The control port is only used for outband configurations.
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part ner - port: Modify the partner coupling port(<slot/port>). The partner coupling port is only used for single
configuration.

net - coupl i ng: Configure the Ring/Network coupling mode as either network or ring-only.

r edundancy- node: Configure the redundancy mode as either extended or normal.

Parameter Value Meaning

P-1 slot no./port no.

P-2 single Configure the operating node of the ring coupling to single. Both of the
coupling ports are local to the switch, switch performs naster and sl ave
functions.

dual-master-inband Configure the operating node of the ring coupling to dual -nmaster-inband. The
second coupling port is on a renote switch, local switch is master,
conmuni cati on over networKk.

dual-master-outband Confi gure the operating node of the ring coupling to dual - master-outband. The
second coupling port is on a renbte switch, local switch is master,
comuni cation over dedicated control port.

dual-slave-inband Configure the operating node of the ring coupling to dual-slave-inband. The
second coupling port is on a renpte switch, local switch is slave,
communi cati on over network.

dual-slave-outband Configure the operating node of the ring coupling to dual-slave-outband. The
second coupling port is on a renote switch, local switch is slave,
conmuni cati on over dedicated control port.

P-3 slot no./port no.
P-4 slot no./port no.
P-5 ring-only Sel ect the ring coupling node for a ring network. Both of the network segnents
that are coupled are H PER rings.
network Sel ect the ring coupling node for a bus or mesh network. The network segnent
adj acent to the switches that handle the ring coupling is not a H PER ring.
P-6 normal Sel ect the ring coupling node for normal redundancy node. The sl ave does not
respond to a potential failure in the renpte ring or network.
extended Sel ect the ring coupling node for extended redundancy node The sl ave responds

to a potential failure in the renote ring or network.

58.1.4 ring-coupling enable

Enable the Ring/Network coupling configuration with the coupling-port index.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: ri ng- coupl i ng enabl e <P-1>

Parameter Value Meaning
P-1 slot no./port no.

58.1.5 ring-coupling disable

Disable the Ring/Network coupling configuration with the coupling-port index.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: ri ng- coupl i ng di sable <P-1>

Parameter Value Meaning
P-1 slot no./port no.
58.2 show

Display device options and settings.

58.2.1 show ring-coupling global

Display the ring coupling settings.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show ri ng- coupl i ng gl obal

58.2.2 show ring-coupling status

Display the ring coupling states.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show ri ng-coupl i ng status
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59 License Manager

59.1 license

Configure licensing settings.

59.1.1 license level

Sets the software level of the device. The change needs a config save and a reboot to take effect.

Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: |1 i cense | evel <P-1>

Parameter Value Meaning

P-1 default Default software |evel of the device
2S Sof tware Layer 2 Standard
2A Sof tware Layer 2 Advanced
3S Sof tware Layer 3 Standard

59.1.2 license package

Enable or disable a license package
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: | i cense package <P-1>

Parameter Value Meaning
P-1 UR Uni cast Routi ng
MR Mul ti cast Routing (includes Unicast Routing)

no license package

Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no | i cense package <P-1>

59.2 show

Display device options and settings.

59.2.1 show license global

Display the global information about the license of device software.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show | i cense gl obal

59.2.2 show license package

Display the license pakages of the device.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | i cense package [ <P-1>]

Parameter Value Meaning

P-1 0..4294967294 Enter a number in the given range.

RM CLI Overview HiOS
Release 10.0 08/2024

259



60 Link Backup

60.1 link-backup

Configure Link Backup parameters.

60.1.1 link-backup operation

Enable or disable Link Backup.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | i nk- backup operation

no link-backup operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no | i nk- backup operation

60.2 link-backup

Configure Link Backup parameters.

60.2.1 link-backup add

Add a Link Backup interface pair.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: | i nk- backup add <P-1> [fail back-time <P-2>] [description <P-3>]
[fail back-ti ne]: FailBack time in seconds for the interface pair.
[ descri pti on] : Description for the interface pair.

Parameter Value Meaning

P-1 slot no./port no.

P-2 0..3600 Fai | Back tine interval.(default: 30)

P-3 string Enter a user-defined text, max. 256 characters.

60.2.2 link-backup delete

Delete the associated backup interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | i nk- backup del ete <P-1>

Parameter Value Meaning
P-1 slot no./port no.

60.2.3 link-backup modify

Modify a Link Backup interface pair.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | i nk- backup nodi fy <P-1> [fail back-status <P-2>] [fail back-tinme <P-3>]
[description <P-4>] [status <P-5>]
[ fail back- st at us] : Modify failback status.(default: enabled)
[ fail back-ti nme]: Modify failback time.(default: 30)
[ descri pti on] : Description for the interface pair.
[ st at us] : Enable or disable a Link Backup interface pair entry.

Parameter Value Meaning
P-1 slot no./port no.
P-2 enable Enabl e the option.
disable Di sabl e the option.
P-3 0..3600 Fail Back tine interval.(default: 30)
P-4 string Enter a user-defined text, max. 256 characters.
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Parameter Value Meaning

P-5 enable Enabl e the option.
disable Di sabl e the option.
60.3 show

Display device options and settings.

60.3.1 show link-backup operation

Display the Link Backup global information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | i nk- backup operati on

60.3.2 show link-backup pairs

Display the Link Backup interface pairs.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show | i nk- backup pairs [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 slot no./port no.
P-2 slot no./port no.
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61 Link Layer Discovery Protocol (LLDP)

61.1 Ilidp

Configure of Link Layer Discovery Protocol.

61.1.1 lldp operation

Enable or disable the LLDP operational state.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | | dp operati on

no lldp operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no || dp operati on

61.1.2 lldp config chassis admin-state

Enable or disable the LLDP operational state.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | | dp confi g chassis adnin-state <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

61.1.3 lldp config chassis notification-interval

Enter the LLDP notification interval in seconds.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | | dp config chassis notification-interval <P-1>

Parameter Value Meaning
P-1 5..3600 Enter a number in the given range.

61.1.4 lldp config chassis re-init-delay

Enter the LLDP re-initialization delay in seconds.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | | dp config chassis re-init-delay <P-1>

Parameter Value Meaning
P-1 1..10 Enter a number in the given range.

61.1.5 lldp config chassis tx-delay

Enter the LLDP transmit delay in seconds (tx-delay smaller than (0.25 x tx-interval))
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: 1 | dp config chassis tx-delay <P-1>

Parameter Value Meaning
P-1 1..8192 Enter a nunber in the given range (tx-delay smaller than (0.25 x tx-interval)

61.1.6 lldp config chassis tx-hold-multiplier

Enter the LLDP transmit hold multiplier.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: 1 I dp config chassis tx-hold-multiplier <P-1>

Parameter Value Meaning
P-1 2..10 Enter a number in the given range.
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61.1.7 lldp config chassis tx-interval

Enter the LLDP transmit interval in seconds.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: | | dp config chassis tx-interval <P-1>

Parameter Value Meaning
P-1 5..32768 Enter a number in the given range.
61.2 show

Display device options and settings.

61.2.1 show lldp global

Display the LLDP global configurations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | I dp gl obal

61.2.2 show lldp port

Display the port specific LLDP configurations.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show |1 dp port [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

61.2.3 show lldp remote-data

Remote information collected with LLDP.
Mode: Command is in all nbdes avail abl e.
Privilege Level: Guest
Format: show | | dp renote-data [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.
61.3 lldp

Configure of Link Layer Discovery Protocol on a port.

61.3.1 Illdp admin-state

Configure how the interface processes LLDP frames.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: 1 | dp admi n-state <P-1>

Parameter Value Meaning

P-1 tx-only Interface will only transmit LLDP frames. Received franes are not processed.
rx-only Interface will only receive LLDP frames. Frames are not transnitted.
tx-and-rx Interface will transmt and receive LLDP franes. This is the default setting.
disable Interface will neither transmt nor process received LLDP franes.

61.3.2 lldp fdb-mode

Configure the LLDP FDB mode for this interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | | dp fdb- node <P-1>
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Parameter Value Meaning

P-1 lldp-only Col l ected renote data will be based on received LLDP franes only.
mac-only Col l ected rempte data will be based on the switch's FDB entries only.
both Col l ected renpte data will be based on received LLDP frames as well as on the

switch's FDB entries.

auto-detect As long as no LLDP frames are received, the collected renpte data will be based
on the switch's FDB entries only. After the first LLDP frane is received, the
renmote data will be based on received LLDP franes only. This is the default

setting.

61.3.3 lldp max-neighbors

Enter the LLDP max neighbors for interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: | | dp max- nei ghbors <P-1>

Parameter Value Meaning

P-1 1..50 Enter a number in the given range.

61.3.4 lldp notification

Enable or disable the LLDP notification operation for interface.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp notification

no lldp notification

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no |1 dp notification

61.3.5 lldp tlv inline-power

Enable or disable inline-power TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | I dp tlv inline-power <P-1>

Parameter Value Meaning

P-1 [er] Enable the Bit.

no lldp tlv inline-power
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no |1 dp tlv inline-power <P-1>

61.3.6 lldp tlv link-aggregation

Enable or disable link-aggregation TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 I dp tlv |ink-aggregation <P-1>

Parameter Value Meaning

P-1 [er] Enable the Bit.

no lldp tlv link-aggregation
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:no Il1dp tlv |ink-aggregation <P-1>

61.3.7 lldp tlv mac-phy-config-state

Enable or disable mac-phy-config-state TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | | dp tlv mac-phy-config-state <P-1>
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Parameter Value Meaning
P-1 [cr] Enable the Bit.

no lldp tlv mac-phy-config-state
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no |1 dp tlv mac-phy-config-state <P-1>

61.3.8 Illdp tlv max-frame-size

Enable or disable max-frame-size TLV transmission.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv nax-frame-size <P-1>

Parameter Value Meaning
P-1 [er] Enable the Bit.

no lldp tlv max-frame-size
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no Il dp tlv nmax-frame-size <P-1>

61.3.9 lldp tlv mgmt-addr

Enable or disable mgmt-addr TLV transmission.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: I | dp tlv ngnt - addr

no lldp tlv mgmt-addr

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no |l dp tlv ngnt-addr

61.3.10 lidp tlv port-desc

Enable or disable port description TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1l dp tlv port-desc <P-1>

Parameter Value Meaning
P-1 [er] Enable the Bit.

no lldp tlv port-desc
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:no Il dp tlv port-desc <P-1>

61.3.11 lidp tlv port-vian

Enable or disable port-vlan TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp tlv port-vlan

no lldp tlv port-vlian

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:no I1dp tlv port-vlan
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61.3.12 lldp tlv protocol

Enable or disable protocol TLV transmission.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: | I dp tlv protocol

no lldp tlv protocol

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no |1 dp tlv protocol

61.3.13 lldp tlv sys-cap

Enable or disable system capabilities TLV transmission.

Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: | I dp tlv sys-cap <P-1>

Parameter Value Meaning

P-1 [er] Enable the Bit.

no lldp tlv sys-cap

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no |l dp tlv sys-cap <P-1>

61.3.14 lldp tlv sys-desc

Enable or disable system description TLV transmission.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | I dp tlv sys-desc <P-1>

Parameter Value Meaning

P-1 [er] Enable the Bit.

no lldp tlv sys-desc

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no Ildp tlv sys-desc <P-1>

61.3.15 lldp tlv sys-name

Enable or disable system name TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | I dp tlv sys-name <P-1>

Parameter Value Meaning

P-1 [cr] Enable the Bit.

no lldp tlv sys-name

Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:no |l dp tlv sys-nane <P-1>

61.3.16 lldp tlv vlan-name

Enable or disable vlan name TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 [ dp tlv vl an-name
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no lldp tlv vlan-name

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no Il dp tlv vlan-nane

61.3.17 lidp tlv protocol-based-vian

Enable or disable protocol-based vlan TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp tlv protocol - based-vl an

no lldp tlv protocol-based-vian
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no Il dp tlv protocol -based-vl an

61.3.18 lldp tlv igmp

Enable or disable igmp TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1l dp tlv ignp

no lldp tlv igmp

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no Ildp tlv ignp

61.3.19 lldp tlv portsec

Enable or disable portsec TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp tlv portsec

no lldp tlv portsec

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:no Il dp tlv portsec

61.3.20 lidp tlv ptp

Enable or disable PTP TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp tlv ptp

no lldp tlv ptp

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:no Ildp tlv ptp

61.3.21 lldp tlv pnio

Enable or disable PROFINET TLV transmission.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1l dp tlv pnio
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no lldp tlv pnio

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no |1 dp tlv pnio

61.3.22 lldp tlv pnio-alias

Enable or disable PROFINET alias TLV transmission.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 I dp tlv pnio-alias

no lldp tlv pnio-alias

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no |1 dp tlv pnio-alias

61.3.23 lldp tlv pnio-mrp

Enable or disable PROFINET MRP TLV transmission.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 I dp tlv pnio-nrp

no lldp tlv pnio-mrp

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no |l dp tlv pnio-nrp
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62 Media Endpoint Discovery LLDP-MED

62.1 Ilidp

Configure of Link Layer Discovery Protocol on a port.

62.1.1 Illdp med confignotification

Enable or disable LLDP-MED notification send for this interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | | dp ned confignotification

no lldp med confignotification
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no |1 dp med confignotification

62.1.2 lldp med transmit-tlv capabilities

Include/Exclude LLDP MED capabilities TLV.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp ned transmt-tlv capabilities

no lldp med transmit-tlv capabilities
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no Il dp nmed transmit-tlv capabilities

62.1.3 lldp med transmit-tlv network-policy

Include/Exclude LLDP network policy TLV.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: 1 | dp ned transmt-tlv network-policy

no lldp med transmit-tlv network-policy
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:no Il dp nmed transmit-tlv network-policy

62.2 lldp

Configure of Link Layer Discovery Protocol.

62.2.1 lldp med faststartrepeatcount

Configure LLDP-MED fast start repeat count.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: 1 1 dp nmed faststartrepeatcount <P-1>

Parameter Value Meaning

P-1 1..10 Enter a value representing the nunber of LLDP PDUs that wll

transmitted. Default is 3.

be
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62.3 show

Display device options and settings.

62.3.1 show lldp med global

Display a summary of the current LLDP-MED configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | | dp ned gl obal

62.3.2 show lldp med interface

Display the current LLDP-MED configuration on a specific port.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show || dp med interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

62.3.3 show lldp med local-device

Display detailed information about the LLDP-MED data
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show | | dp nmed | ocal - devi ce <P-1>

Parameter Value Meaning

P-1 slot no./port no.

62.3.4 show lldp med remote-device detail

Display the LLDP-MED detail configuration for a remote device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | | dp ned renot e-devi ce detail <P-1>

Parameter Value Meaning

P-1 slot no./port no.

62.3.5 show lldp med remote-device summary

Display the LLDP-MED summary configuration for a remote device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | | dp nmed renote-device sunmary [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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63 Logging

63.1

Logging configuration.

63.1.1

Mode: @ obal

logging

logging audit-trail
Add a comment for the audit trail.

Confi g Mdde

Privilege Level: Admi ni strat or
Format: | oggi ng audit-trail <P-1>

Parameter Value

Meaning

P-1

string

Enter a user-defined text, max. 80 characters.

63.1.2

Mode: @ obal

logging buffered severity
Configure the minimum severity level to be logged to the high priority buffer.

Confi g Mdde

Privilege Level: Admi ni strat or
Format: | oggi ng buffered severity <P-1>

Parameter Value

Meaning

P-1 emergency Systemis unusable. Systemfailure has been detected.
alert Take i medi ate action. Potential unrecoverable failure of a conponent.
Potential systemfailure.
critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al
system failure.
error Error conditions detected. Potential failure of a conponent recoverable.
warning Mnor failure, e.g. msconfiguration of a conponent.
notice Normal but significant conditions.
informational I nformational nessages.
debug Debug-| evel nessages.
0 Same as emergency
1 Sanme as alert
2 Sanme as critical
3 Sane as error
4 Sane as warni ng
5 Sanme as notice
6 Sanme as informational
7 Sane as debug
63.1.3 logging host add
Add a new logging host.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: | oggi ng host add <P-1> addr <P-2> [transport <P-3>] [port <P-4>] [severity
<P-5>] [type <P-6>]
addr : Enter the IP address of the server.
[transport]: Configure the type of transport used for syslog server transmission.
[ port]: Enter the port used for syslog server transmission.
[ severi ty] : Configure the minimum severity level to be sent to this syslog server.
[ t ype] : Configure the type of log messages to be sent to the syslog server.
Parameter Value Meaning
P-1 1.8 Sysl og server entry index
P-2 A.B.C.D | P address.
P-3 udp The UDP-based transmi ssion.
tls The TLS-based transm ssion.
P-4 1..65535 Port number to be used
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Parameter Value Meaning

P-5 emergency Systemis unusable. Systemfailure has been detected.
alert Take inmedi ate action. Potential unrecoverable failure of a conponent.
Potential systemfailure.
critical Recoverabl e failure of a conponent has been detected and nmay | ead to potenti al
system failure.
error Error conditions detected. Potential failure of a conponent recoverable.
warning M nor failure, e.g. misconfiguration of a conponent.
notice Normal but significant conditions.
informational I nformati onal nessages.
debug Debug- | evel nessages.
0 Same as emergency
1 Sane as alert
2 Sanme as critical
3 Sane as error
4 Sane as warni ng
5 Sane as notice
6 Same as informational
7 Sane as debug
P-6 systemlog the systemevent log entries
audittrail the audit trail log entries

63.1.4 logging host delete

Delete a logging host.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: | oggi ng host del ete <P-1>

Parameter Value Meaning

P-1 1.8 Sysl og server entry index

63.1.5 logging host enable

Enable a logging host.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: | oggi ng host enable <P-1>

Parameter Value Meaning

P-1 1.8 Sysl og server entry index

63.1.6 logging host disable

Disable a logging host.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: | oggi ng host di sable <P-1>

Parameter Value Meaning

P-1 1.8 Sysl og server entry index

63.1.7 logging host modify

Modify an existing logging host.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or

Format: | oggi ng host nodify <P-1> [addr <P-2>] [transport <P-3>] [port <P-4>]

[severity <P-5>] [type <P-6>]
[ addr] : Enter the IP address of the server.

[transport]: Configure the type of transport used for syslog server transmission.

[ port]: Enter the port used for syslog server transmission.

[ severi ty]: Configure the minimum severity level to be sent to this syslog server.
[ type] : Configure the type of log messages to be sent to the syslog server.

Parameter Value Meaning
P-1 1.8 Sysl og server entry index
P-2 A.B.C.D | P address.
P-3 udp The UDP-based transm ssion.
tls The TLS-based transm ssion.
P-4 1..65535 Port nunber to be used
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Parameter Value Meaning

P-5 emergency Systemis unusable. Systemfailure has been detected.
alert Take inmedi ate action. Potential unrecoverable failure of a conponent.
Potential systemfailure.
critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al
system failure.
error Error conditions detected. Potential failure of a conponent recoverable.
warning M nor failure, e.g. msconfiguration of a conponent.
notice Normal but significant conditions.
informational I nformational nessages.
debug Debug-| evel nessages.
0 Same as emergency
1 Sane as alert
2 Sanme as critical
3 Sane as error
4 Sane as warni ng
5 Sanme as notice
6 Sanme as informational
7 Sane as debug
P-6 systemlog the systemevent log entries
audittrail the audit trail log entries

63.1.8 logging syslog operation

Enable or disable the syslog client.
Mode: @ obal Config Mde

Privilege Level: Admi ni strat or

Format: | oggi ng sysl og operati on

no logging syslog operation

Disable the option

Mode: G obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: no | oggi ng sysl og operation

63.1.9 logging current-console operation

Enable or disable logging messages to the current remote console.

Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: | oggi ng current-consol e operation

no logging current-console operation

Disable the option

Mode: G obal Config Mode
Privilege Level: Admi ni st rat or
Format: no | oggi ng current-consol e operation

63.1.10 logging current-console severity

Configure the minimum severity level to be sent to the current remote console.

Mode: d obal Config Mde

Privilege Level: Admi ni str at or

Format: | oggi ng current-consol e severity <P-1>
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Parameter Value

Meaning

P-1 emergency

Systemis unusable. Systemfailure has been detected.

alert

Take i medi ate action. Potential unrecoverable failure of a conponent.
Potential systemfailure.

critical

Recoverabl e failure of a conponent has been detected and may | ead to potenti al
system failure.

error

Error conditions detected. Potential failure of a conponent recoverable.

warning

M nor failure, e.g. msconfiguration of a conponent.

notice

Normal but significant conditions.

informational

I nformati onal nessages.

o
(]
o
[
«Q

Debug- | evel nessages.

Same as emergency

Same as alert

Same as critical

Same as error

Sanme as warni ng

Sane as notice

Sane as i nformational

N[O~ |WIN|F|O

Sane as debug

63.1.11 logging console operation

Enable or disable logging to the local V.24 console.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: | oggi ng consol e operation

no logging console operation

Disable the option

Mode: @ obal

Config Mde

Privilege Level: Admi ni strat or
Format: no | oggi ng consol e operation

63.1.12 logging console severity

Configure the minimum severity level to be logged to the V.24 console.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: | oggi ng consol e severity <P-1>

Parameter Value

Meaning

P-1 emergency

Systemis unusable. Systemfailure has been detected.

alert

Take i medi ate action. Potential unrecoverable failure of a conponent.
Pot enti al systemfailure.

critical

Recoverabl e failure of a conponent has been detected and may | ead to potenti al
system failure.

error

Error conditions detected. Potential failure of a conponent recoverable.

warning

M nor failure, e.g. misconfiguration of a conponent.

notice

Normal but significant conditions.

informational

I nformational nessages.

o
0]
o
c
«Q

Debug- | evel nessages.

Same as emergency

Sane as alert

Sane as critical

Same as error

Sane as warni ng

Sanme as notice

Sanme as informational

N[O/~ |W[IN|FR]|O

Sane as debug

63.1.13 logging persistent operation

Enable or disable persistent logging. This feature is only available when an ENVM is connected to the device. The
logging information is saved on the selected ENVM.

Mode: d obal Config Mode

Privilege Level: Admi ni st r at or

Format: | oggi ng persi stent operation
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no logging persistent operation

Disable the option

Mode: d obal Config Mde
Privilege Level: Adm ni st rat or
Format: no | oggi ng persi stent operation

63.1.14 logging persistent numfiles

Enter the maximum number of log files.
Mode: A obal Config Mde

Privilege Level: Admi ni str at or

Format: | oggi ng persistent nunfiles <P-1>

Parameter Value Meaning

P-1 0..25 nunber of |ogfiles

63.1.15 logging persistent filesize

Enter the maximum size of a log file.

Mode: @ obal Config Mde

Privilege Level: Admi ni strat or

Format: | oggi ng persistent filesize <P-1>

Parameter Value Meaning

P-1 0..4096 Maxi mum per si st ent

logfile size on the non-volatile nenory in kBytes

63.1.16 logging persistent severity-level

Configure the minimum severity level to be logged into files.
Mode: A obal Confi g Mode

Privilege Level: Admi ni str at or

Format: | oggi ng persistent severity-level <P-1>
Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has been detected.

alert Take i medi ate action. Potenti al
Potential systemfailure.

unrecoverabl e failure of a conponent.

critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al
system failure.

error Error conditions detected. Potential

failure of a conponent recoverable.

warning M nor failure,

e.g. msconfiguration of a conponent.

notice Nor mal

but significant conditions.

informational I nformati onal nessages.

o
]
o
[
«Q

Debug-| evel nessages.

Same

as

emer gency

Same

as

alert

Same

as

critical

Same

as

error

Same

as

war ni ng

Sane

as

notice

Same

as

i nf ormati onal

N[O |~|W[IN|F]|O

Same

as

debug

63.1.17 logging email operation

Enable or disable logging email-alert globally.
Mode: d obal Config Mde

Privilege Level: Admi ni str at or

Format: | oggi ng enmi | operation

no logging email operation

Disable the option

Mode: G obal Config Mode
Privilege Level: Admi ni st rat or
Format: no | oggi ng enmi |

operation

63.1.18 logging email from-addr

Configure mail address used by device to send email-alert.
Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: | oggi ng enmil from addr <P-1>
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Parameter Value Meaning

P-1 string Enter a valid email address

63.1.19 logging email duration

Periodic timer (in minutes) to send an non-critical logs in mail.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: | oggi ng emai | duration <P-1>

Parameter Value Meaning

P-1 30..1440 Time duration in mnutes

63.1.20 logging email severity urgent

Urgent severity level
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: | oggi ng enai|l severity urgent <P-1>

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has been detected.
alert Take i medi ate action. Potential unrecoverable failure of a conponent.

Pot ential systemfailure.

critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al

system failure.

error Error conditions detected. Potential failure of a conponent recoverable.
warning M nor failure, e.g. misconfiguration of a conponent.

notice Normal but significant conditions.

informational I nformati onal nessages.

debug Debug- | evel nessages.

Same as emergency

Sane as alert

Sane as critical

Same as error

Sane as warni ng

Sanme as notice

Sanme as i nformational

N[O~ |WIN|F]|O

Sane as debug

63.1.21 logging email severity non-urgent

Non-urgent severity level
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: | oggi ng emai|l severity non-urgent <P-1>

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has been detected.
alert Take i medi ate action. Potential unrecoverable failure of a conponent.

Pot enti al systemfailure.

critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al

system failure.

error Error conditions detected. Potential failure of a conponent recoverable.
warning M nor failure, e.g. misconfiguration of a conponent.

notice Normal but significant conditions.

informational I nformati onal nessages.

debug Debug- | evel nessages.

Sane as energency

Sanme as alert

Sane as critical

Same as error

Sane as warni ng

Sane as notice

Same as informational

N[O~ |W[IN|F|O

Sane as debug

63.1.22 logging email to-addr add

Create a destination address entry with default values
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or

Format: | oggi ng emai | to-addr add <P-1> [addr <P-2>]
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[ addr] : Create an entry with specified address
[ megt ype] : Create an entry with specified message type

Parameter Value Meaning
P-1 1..10 Destinati on address entry index
P-2 string Enter a valid email|l address
P-3 urgent Urgent nessage type
non-urgent Non- ur gent nessage type

63.1.23 logging email to-addr delete

Delete a destination address
Mode: d obal Config Mde
Privilege Level: Admi ni str at or
Format: | oggi ng enai | to-addr delete <P-1>

Parameter Value Meaning

P-1 1..10 Destinati on address entry index

63.1.24 logging email to-addr modify

Modify a destination address

Mode: @ obal Config Mde

Privilege Level: Admi ni strat or

Format: | oggi ng enmai |l to-addr nodify <P-1> [addr <P-2>]
[ addr] : Modify the destination address
[ msgt ype] : Modify the message type

[msgtype <P-3>]

Parameter Value Meaning
P-1 1..10 Destinati on address entry index
P-2 string Enter a valid email address
P-3 urgent Urgent nessage type
non-urgent Non- urgent message type

63.1.25 logging email to-addr enable

Activate a destination address
Mode: G obal Config Mode
Privilege Level: Admi ni str at or
Format: | oggi ng enni| to-addr enable <P-1>

Parameter Value Meaning

P-1 1..10 Destinati on address entry index

63.1.26 logging email to-addr disable

Deactivate a destination address
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: | oggi ng enai |l to-addr disable <P-1>

Parameter Value Meaning

P-1 1..10 Destinati on address entry index

63.1.27 logging email mail-server add

Add a server entry to SMTP address table
Mode: d obal Config Mde
Privilege Level: Admi ni str at or

Format: | oggi ng ermai | mail-server add <P-1> [addr <P-2>] [security <P-3>] [usernane

<P-4>] [password <P-5>] [port <P-6>] [tineout <P-7>] [description <P-8>]

[ addr]: SMTP server address

[ securi ty]: Security mode used in SMTP server.
[ user nane] : Login ID to access SMTP server.

[ passwor d] : Password to access SMTP server.

[ port]: SMTP server port number.

[ti meout]: SMTP server connection timeout

[ descri ption] : SMTP server description

Parameter Value Meaning

P-1 1.5 SMIP server index

P-2 A.B.C.D | P address.

P-3 none Security node none
tisvl Security node TLSv1l
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Parameter Value Meaning

P-4 string Enter a user-defined text, max. 255 characters.

P-5 string Enter a user-defined text, max. 255 characters.

P- 6 1..65535 Port nunber to be used

P-7 1..15 SMIP server timeout range

P-8 string Enter a user-defined text, nax. 1024 characters (allowed characters are from

ASCI| 32 to 127).

63.1.28 logging email mail-server delete

Delete a server entry from SMTP address table
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: | oggi ng email nail-server delete <P-1>

Parameter Value Meaning
P-1 1.5 SMIP server index

63.1.29 logging email mail-server modify

Modify an SMTP server entry
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: | oggi ng email nmail-server nodify <P-1> [addr <P-2>] [security <P-3>]
[ usernane <P-4>] [password <P-5>] [port <P-6>] [tinmeout <P-7>] [description <P-8>]
[ addr]: SMTP server address
[ securi ty]: Security mode used in SMTP server.
[ user nane] : Login ID to access SMTP server.
[ passwor d] : Password to access SMTP server.
[ port]: SMTP server port number.
[timeout]: SMTP Timeout
[ descri ption] : SMTP server description

Parameter Value Meaning
P-1 1.5 SMIP server index
P-2 A.B.C.D | P address.
P-3 none Security node none
tisvl Security node TLSv1l
P-4 string Enter a user-defined text, max. 255 characters.
P-5 string Enter a user-defined text, max. 255 characters.
P- 6 1..65535 Port number to be used
P-7 1..15 SMIP server timeout range
P-8 string Enter a user-defined text, nax. 1024 characters (allowed characters are from

ASCI| 32 to 127).

63.1.30 logging email subject add

Create an email subject entry
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: | oggi ng emai | subject add <P-1> [ <P-2>]

Parameter Value Meaning
P-1 urgent Urgent nessage type
non-urgent Non- ur gent nessage type
P-2 string <string> Enter the enail subject (Wthin double quotations if subject includes
space)

63.1.31 logging email subject delete

Delete an email subject entry
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: | oggi ng enai |l subject delete <P-1>

Parameter Value Meaning
P-1 urgent Urgent nessage type
non-urgent Non- ur gent nessage type
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63.1.32 logging email subject modify

Modify an email subject entry
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: | oggi ng enai |l subject nodify <P-1> <P-2>

Parameter Value Meaning
P-1 urgent Urgent nessage type
non-urgent Non- ur gent nessage type
P-2 string <string> Enter the ennil subject (Wthin double quotations if subject includes
space)

63.1.33 logging email test msgtype

Configure the message type for test mail.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: | oggi ng enmi| test msgtype <P-1> <P-2>

Parameter Value Meaning
P-1 urgent Urgent nessage type
non-urgent Non- urgent message type
P- 2 string Enter a user-defined text, max. 255 characters.
63.2 show

Display device options and settings.

63.2.1 show logging buffered

Display the buffered (in-memory) log entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng buffered [ <P-1>]

Parameter Value Meaning

P-1 string <filter> Enter a conmm separated |list of severity ranges,

strings are allowed. Exanple: 0-1,informational-debug

nunbers or enum

63.2.2 show logging traplogs

Display the trap log entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng trapl ogs

63.2.3 show logging console

Display the console logging configurations.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show | oggi ng consol e

63.2.4 show logging persistent

Display the persistent logging configurations.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng persistent [logfiles]
[ 1 ogfil es]: List the persistent log files.

63.2.5 show logging syslog

Display the current syslog operational setting.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show | oggi ng sysl og
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63.2.6 show logging host

Display a list of logging hosts currently configured.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng host

63.2.7 show logging email statistics

Display the statistics of email logging.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng email statistics

63.2.8 show logging email global

Display the global settings of email logging feature.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng emai |l gl obal

63.2.9 show logging email to-addr

Display a list of destination addresses configured.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng emai|l to-addr [<P-1>]

Parameter Value Meaning

P-1 1..10 Destinati on address entry index

63.2.10 show logging email subject

Display the subject entries configured.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show | oggi ng enai |l subject [<P-1>]

Parameter Value Meaning
P-1 urgent Urgent nessage type
non-urgent Non- ur gent nessage type

63.2.11 show logging email mail-server

Display the SMTP server settings.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show | oggi ng emai|l nmail-server [<P-1>]

Parameter Value Meaning
P-1 1.5 SMIP server index
63.3 copy

Copy different kinds of items.

63.3.1 copy eventlog buffered envm

Copy a buffered log from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy eventl og buffered envm <P- 1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 32 characters.

63.3.2 copy eventlog buffered remote

Copy a buffered log from the device to a file server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or

Format: copy eventl og buffered renbte <P-1> [source-interface <P-2>]
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[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

63.3.3 copy eventlog persistent

Copy the persistent logs from the device to an envm or a file server.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy event| og persistent <P-1> envm<P-2> renpte <P-3> [source-interface <P-
4>]
envm Copy the persistent log from the device to external non-volatile memory.
r enot e: Copy the persistent logs from the device to a file server.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 32 characters.
P-2 string Enter a user-defined text, max. 32 characters.
P-3 string Enter a user-defined text, max. 128 characters.
P-4 slot no./port no.

63.3.4 copy traplog system envm

Copy the traplog from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy trapl og system envm <P- 1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.

63.3.5 copy traplog system remote

Copy the traplog from the device to a file server

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy traplog systemrenote <P-1> [source-interface <P-2>]
[ source-interface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

63.3.6 copy audittrail system envm

Copy the audit trail from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or, Auditor
Format: copy audittrail system envm <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.

63.3.7 copy audittrail system remote

Copy the audit trail from the device to a file server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or, Auditor

Format: copy audittrail systemrennte <P-1> [source-interface <P-2>]
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

P-2 slot no./port no.
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63.3.8 copy mailcacert remote

Copy CA Certificate/CRL file (*.pem) from the remote AD server to the specified destination.

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or

Format: copy nmil cacert renote <P-1> nvm [<P-2>] [source-interface <P-3>]

nvm Copy CA Certificate/CRL file (*.pem) from the remote AD server to the device.
[ source-i nterface]: Specify the source-interface to be used (physical or logical).

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.
P-3 slot no./port no.

63.3.9 copy mailcacert envm

Copy CA Certificate/CRL file (*.pem) from external non-volatile memory to the specified destination.

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or

Format: copy mai | cacert envm <P-1> nvm [ <P-2>]
nvm Copy CA certificate/CRL file (*.pem) from external non-volatile memory to the device.

128 characters.

Parameter Value Meaning
P-1 string Enter a user-defined text, max.
P- 2 string Enter a user-defined text, nax.

100 characters.

63.3.10 copy syslogcacert remote

Copy CA Certificate/CRL file (*.pem) from the remote AD server to the specified destination.

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or

Format: copy sysl ogcacert rempte <P-1> nvm [ <P-2>] [source-interface <P-3>]

nvm Copy CA Certificate/CRL file (*.pem) from the remote AD server to the device.
[ source-i nterface] : Specify the source-interface to be used (physical or logical).

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.
P-3 slot no./port no.

63.3.11 copy syslogcacert envm

Copy CA certificate/CRL file (*.pem) from external non-volatile memory to the specified destination.

Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or

Format: copy sysl ogcacert envm <P-1> nvm [ <P-2>]

nvm Copy CA certificate/CRL file (*.pem) from external non-volatile memory to the device.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.
63.4 clear

Clear several items.

63.4.1 clear logging buffered

Clear buffered log from memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: cl ear | oggi ng buffered

63.4.2 clear logging persistent

Clear persistent log from memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: cl ear | oggi ng persi stent
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63.4.3 clear logging email statistics

Clear email statistics
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or

Format: cl ear | ogging email statistics

63.4.4 clear eventlog

Clear the event log entries from memory.

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: cl ear eventl og

63.4.5 clear mailcacert all

Clear all Mail Certificate and CRL files.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni strat or
Format: cl ear nmil cacert all

63.4.6 clear syslogcacert all

Clear all Syslog Certificate and CRL files.

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni str at or
Format: cl ear sysl ogcacert all
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64 Loop Protection

64.1 loop-protection

Configure loop protection settings.

64.1.1 loop-protection operation

Enable or disable loop protection.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | oop- protecti on operation

no loop-protection operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no | oop-protecti on operation

64.1.2 loop-protection tx-interval

Transmit interval for detection PDUs.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | oop-protection tx-interval <P-1>

Parameter Value Meaning

P-1 1..10 PDU transmt interval (in seconds).

64.1.3 loop-protection rx-threshold

Amount of detection PDUs to be received until an action is performed.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: | oop- protection rx-threshold <P-1>

Parameter Value Meaning

P-1 1..50 PDU receive threshold (in frames).

64.2 loop-protection

Configure loop protection settings for interfaces.

64.2.1 loop-protection operation

Enable or disable loop protection.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | oop- protecti on operation

no loop-protection operation
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no | oop-protecti on operation

64.2.2 loop-protection mode

Set loop protection interface operation mode.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | oop- prot ecti on node <P-1>
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Parameter Value Meaning

P-1 active The device will send detection PDUs and process them on reception.

passive The device will only process detection PDUs.

64.2.3 loop-protection action

Set loop protection action.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | oop- protection action <P-1>

Parameter Value Meaning
P-1 trap Send a trap.
auto-disable Enabl e control via Auto-Disable.
all Send trap and enabl e control via Auto-Disable.

64.2.4 loop-protection vlian

Specify the loop detection operating VLAN.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | oop- protection vlan <P-1>

Parameter Value Meaning

P-1 0..4042 Enter the VLAN for the given Sub-Ring ID (mn.:

0, mex.:

4042, default:

0).

64.2.5 loop-protection clear-statistics

Clear loop protection interface statistics.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | oop- protection clear-statistics

64.3 show

Display device options and settings.

64.3.1 show loop-protection global

Loop protection settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oop- prot ecti on gl obal

64.3.2 show loop-protection interface

Display loop protection interface settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oop-protection interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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65 Parallel Redundancy Protocol (PRP)

65.1 prp

Configure parallel redundancy protocol (PRP) parameters and clear tables and counters.

65.1.1 prp operation

Enable or disable the parallel redundancy protocol (PRP).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: prp operation

no prp operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no prp operation

65.1.2 prp instance

Configure PRP instances
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: prp i nstance <P-1> operation port-a port-b supervision eval uate send redbox-
excl usively speed <P-2> dup-detection-agi ng <P-3>
oper at i on: Enable or disable the PRP instance.
port - a: Enable or disable the first port of the PRP line.
port - b: Enable or disable the second port of the PRP line.
super vi si on: Configure the PRP supervision tx and rx packet handling.
eval uat e: Enable or disable evaluation of received supervision packets.
send: Enable or disable sending of supervision packets.
r edbox- excl usi vel y: Enable sending of supervision packets for this RedBox exclusively. Use the no form of
the command to send supervision packets for each connected VDAN and this RedBox (if send is enabled).
speed: Configure the speed of LRE interfaces.
dup- det ect i on- agi ng: Configure the duplicate detection aging time (in ms).

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunber (only 1 supported).
P-2 100 100 Moit/s
1000 1000 Moit/s
P-3 10..20000 Enter a number in the given range.

no prp instance
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no prp instance <P-1> operation port-a port-b supervision evaluate send
redbox- excl usi vel y speed dup-detection-agi ng

65.2 show

Display device options and settings.

65.2.1 show prp global

Display the global preferences.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show prp gl obal
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65.2.2 show prp instance

Display the PRP instances.
Mode: Conmand is in all nodes avail able.
Privilege Level: Guest
Format: show prp instance [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunber (only 1 supported).

65.2.3 show prp node-table

Display the node table (received supervision packets).
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show prp node-table [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunber (only 1 supported).

65.2.4 show prp proxy-node-table

Display the proxy node table.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show prp proxy-node-table [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunmber (only 1 supported).

65.2.5 show prp counters

Display the PRP counters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show prp counters [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunber (only 1 supported).
65.3 clear

Clear several items.

65.3.1 clear prp proxy-node-table

Clear proxy-node-table.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear prp proxy-node-table [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunmber (only 1 supported).

65.3.2 clear prp node-table

Clear node-table (received supervision packets).
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear prp node-table [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunber (only 1 supported).

65.3.3 clear prp counters

Clear PRP counters.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear prp counters [<P-1>]

Parameter Value Meaning
P-1 1.1 Enter PRP instance nunber (only 1 supported).
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66 MAC Notification

66.1 mac
Set MAC parameters.

66.1.1 mac notification operation

Enable or disable MAC noatification globally.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mac notificati on operation

no mac notification operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no mac notification operation

66.1.2 mac notification interval

Set MAC naotification interval in seconds.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mac notification interval <P-1>

Parameter Value Meaning
P-1 0..2147483647 Enter a number in the given range.
66.2 mac

Set MAC parameters.

66.2.1 mac notification operation

Enable or disable MAC noatification globally.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mac notificati on operation

no mac notification operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no mac notification operation

66.2.2 mac notification interval

Set MAC natification interval in seconds.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mac notification interval <P-1>

Parameter Value Meaning
P-1 0..2147483647 Enter a number in the given range.
66.3 mac

MAC interface commands.
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66.3.1 mac notification operation

Enable or disable MAC notification on this interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: mac notification operation

no mac notification operation
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no nac notification operation

66.4 mac

MAC interface commands.

66.4.1 mac notification operation

Enable or disable MAC notification on this interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: mac notification operation

no mac notification operation
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no mac notification operation

66.5 show

Display device options and settings.

66.5.1 show mac notification global

Display the MAC notification global information.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show mac notification gl obal

66.5.2 show mac notification interface

Display the MAC notification interface information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show mac notification interface
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67 MAC VLAN

67.1 vlan

Creation and configuration of VLANS.

67.1.1 vlan association mac

Configure an association between a MAC address and a VLAN.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an associ ati on mac <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
p-2 1..4042 Enter the VLAN ID.

no vlan association mac
Disable the option
Mode: VLAN Dat abase Mbde
Privilege Level: Oper at or
Format: no vl an associ ati on nac <P-1> <P-2>

67.2 show

Display device options and settings.

67.2.1 show vlan association mac

Display the association MAC address and VLAN table.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show vl an associ ati on mac [ <P-1>]

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff Enter a MAC address.
1..4042 Enter a VLAN |ID.
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68 Module Inventory Service

68.1 service-discovery

Specifies the global service discovery configuration.

68.1.1 service-discovery operation

Enable or disable service discovery.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: servi ce-di scovery operation

Nno service-discovery operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no servi ce-di scovery operation

68.1.2 service-discovery service inventory

Enable or disable module inventory service.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: servi ce-di scovery service inventory

Nno service-discovery service inventory
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no servi ce-di scovery service inventory

68.2 service-discovery

Configures the service discovery port settings.

68.2.1 service-discovery monitor link

Enable or disable, if the link status of this port has to be monitored by module inventory service.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: servi ce-di scovery nonitor |ink

no service-discovery monitor link
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no servi ce-di scovery nonitor |ink

68.2.2 service-discovery monitor poe

Enable or disable, if the POE status of this port has to be monitored by module inventory service.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: servi ce-di scovery nonitor poe

no service-discovery monitor poe
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no servi ce-di scovery nonitor poe
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68.3 show

Display device options and settings.

68.3.1 show service-discovery global

Displays the service discovery global configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show servi ce-di scovery gl obal

68.3.2 show service-discovery port

Displays the service discovery port configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show servi ce-di scovery port [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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69 Management Access

69.1 network

Configure the inband and outband connectivity.

69.1.1 network management access web timeout

Set the web interface idle timeout.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: net wor k rmanagenent access web tineout <P-1>

Parameter Value Meaning
P-1 0..160 Idle tinmeout of a session in mnutes (default: 5).

69.1.2 network management access add

Add a new entry with index.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: net wor k managenent access add <P-1> [ip <P-2>] [rmask <P-3>] [http <P-4>]
[https <P-5>] [snnp <P-6>] [telnet <P-7>] [iec61850-ms <P-8>] [nopdbus-tcp <P-9>]
[ssh <P-10>] [ethernet-ip <P-11>] [profinet-io <P-12>]

[ i p] : Configure IP address which should have access to management.

[ mask] : Configure network mask to allow a subnet for management access.

[ htt p] : Configure if HTTP is allowed to have management access.

[ htt ps] : Configure if HTTPS is allowed to have management access.

[ snnp] : Configure if SNMP is allowed to have management access.

[tel net]: Configure if TELNET is allowed to have management access.

[ i ec61850- ms] : Configure if IEC61850-MMS is allowed to have management access.

[ modbus-t cp] : Configure if Modbus TCP/IP is allowed to have management access.

[ ssh] : Configure if SSH is allowed to have management access.

[ et her net -i p] : Configure if EtherNet/IP is allowed to have management access.

[ profinet-i o] : Configure if PROFINET is allowed to have management access.

Parameter Value Meaning
P-1 1..16 Pool entry index.
P-2 A.B.C.D | P address.
P-3 0..32 Prefix | ength netnask.
P-4 enable Enabl e the option.
disable Di sabl e the option.
P-5 enable Enabl e the option.
disable Di sabl e the option.
P-6 enable Enabl e the option.
disable Di sabl e the option.
pP-7 enable Enabl e the option.
disable Di sabl e the option.
P-8 enable Enabl e the option.
disable Di sabl e the option.
P-9 enable Enabl e the option.
disable Di sabl e the option.
P-10 enable Enabl e the option.
disable Di sabl e the option.
P-11 enable Enabl e the option.
disable Di sabl e the option.
pP-12 enable Enabl e the option.
disable Di sabl e the option.

69.1.3 network management access delete

Delete an entry with index.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: net wor k managenent access del ete <P-1>
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Parameter Value Meaning
P-1 1..16 Pool entry index.

69.1.4 network management access modify

Modify an entry with index.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: net wor k managenent access nmodify <P-1> ip <P-2> nmask <P-3> http <P-4> https
<P-5> snnmp <P-6> tel net <P-7> iec61850-ms <P-8> nodbus-tcp <P-9> ssh <P-10>
ethernet-ip <P-11> profinet-io <P-12>

i p: Configure ip-address which should have access to management.

mask: Configure network mask to allow a subnet for management access.

ht t p: Configure if HTTP is allowed to have management access.

ht t ps: Configure if HTTPS is allowed to have management access.

snnp: Configure if SNMP is allowed to have management access.

t el net : Configure if TELNET is allowed to have management access.

i ec61850- ms: Configure if IEC61850-MMS is allowed to have management access.

nodbus- t cp: Configure if Modbus TCP/IP is allowed to have management access.

ssh: Configure if SSH is allowed to have management access.

et her net - i p: Configure if EtherNet/IP is allowed to have management access.

pr of i net -i o: Configure if PROFINET is allowed to have management access.

Parameter Value Meaning
P-1 1..16 Pool entry index.
P-2 A.B.C.D | P address.
P-3 0..32 Prefix | ength netnask.
P-4 enable Enabl e the opti on.
disable Di sabl e the option.
P-5 enable Enabl e the option.
disable Di sabl e the option.
P-6 enable Enabl e the opti on.
disable Di sabl e the option.
P-7 enable Enabl e the option.
disable Di sabl e the option.
P-8 enable Enabl e the option.
disable Di sabl e the option.
P-9 enable Enabl e the option.
disable Di sabl e the option.
P-10 enable Enabl e the option.
disable Di sabl e the option.
P-11 enable Enabl e the option.
disable Di sabl e the option.
p-12 enable Enabl e the option.
disable Di sabl e the option.

69.1.5 network management access operation

Enable/Disable operation for RMA.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: net wor k management access operation

no network management access operation
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: no networ k nmanagenent access operation

69.1.6 network management access status

Activate/Deactivate an entry.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: net wor kK managenent access status <P-1>

Parameter Value Meaning
P-1 1..16 Pool entry index.
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no network management access status
Disable the option

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni st rat or

Format: no networ k managenent access status <P-1>

69.2 show

Display device options and settings.

69.2.1 show network management access global

Display the global restricted management access preferences.
Mode: Conmand is in all npdes avail able.
Privilege Level: Guest
Format: show net wor k managenent access gl obal

69.2.2 show network management access rules

Display the restricted management access rules.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest

Format: show net wor k managenment access rul es [<P-1>]

Parameter Value Meaning

P-1 1..16 Pool entry index.

69.2.3 show network management access counters

Display the management access counters.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show networ k nanagement access counters

69.3 clear

Clear several items.

69.3.1 clear management-counters

Clear management access counters.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: cl ear managenent - count ers
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70 Management Address

70.1 network

Configure the inband and outband connectivity.

70.1.1 network management mac

Configure the locally administered MAC address.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or

Format: net wor k managenent mac [l ocal - address <P-1>]

[l ocal - addr ess] : Enter the local admin MAC address (xx:xx:xx:xx:xx:xx).If the local address is nonzero, the
device starts with this MAC address at the next boot. If the MAC address is changed, they must be stored by the

configuration manager. A MAC address with a set multicast bit will not be accepted

Parameter Value Meaning

P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

70.1.2 network management port

Configure management access per port. Setting to "all' will allowed access from all ports.

Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k nmanagement port <P-1>

Parameter Value Meaning
P-1 all or slot no./port no.
70.2 show

Display device options and settings.

70.2.1 show network management mac
Display the MAC address settings.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show networ k managenent nac

70.2.2 show network management port
Display the management access port.

Mode: Command is in all npdes avail abl e.

Privilege Level: Guest
Format: show net wor k rmanagenent port
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71 Modbus

71.1 modbus-tcp
Configure Modbus TCP/IP server settings.

71.1.1 modbus-tcp operation

Enable or disable the Modbus TCP/IP server.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nodbus-t cp operati on

no modbus-tcp operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no nodbus-tcp operation

71.1.2 modbus-tcp write-access

Enable or disable the write-access on Modbus TCP/IP registers. - Possible security risk, as Modbus TCP/IP
communication is not authenticated - .

Mode: A obal Config Mde

Privilege Level: Oper at or

Format: nodbus-tcp wite-access

no modbus-tcp write-access
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Oper at or
Format: no nodbus-tcp wite-access

71.1.3 modbus-tcp port

Defines the port number of the Modbus TCP/IP server (default: 502).
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: nodbus-tcp port <P-1>

Parameter Value Meaning
P-1 1..65535 Enter port nunmber between 1 and 65535

71.1.4 modbus-tcp max-sessions

Defines the maximum number of concurrent Modbus TCP/IP sessions (default: 5).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nodbus-t cp nax-sessions <P-1>

Parameter Value Meaning
P-1 1.5 Maxi mum nunmber of concurrent Mddbus TCP/ I P server sessions (default: 5).
71.2 show

Display device options and settings.

71.2.1 show modbus-tcp

Display the Modbus TCP/IP server settings.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show nodbus-t cp
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72 Multicast Routing

72.1

ip

Set IP parameters.

72.1.1

Mode: G obal

ip mcast staticroute add

Add a new multicast static route instance.
Config Mde

Privilege Level: Oper at or

Format: i p ntast staticroute add <P-1> <P-2> rpf-address <P-3>

r pf - addr ess: Set the RPF address.

Parameter Value

Meaning

P-1

A.B.C.D

| P address.

P-2

0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0

254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0

255.248.0.0

255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

255.255.255.254

255.255.255.255

P-3

A.B.C.D

| P address.

72.1.2

Mode: G obal

ip mcast staticroute modify

Modify parameters of a multicast static route instance.
Config Mde

Privilege Level: Oper at or

Format: i p ntast staticroute nodify <P-1> <P-2> [operation <P-3>]

4>] [preference <P-5>]

[ oper ati on] : Enable or disable a multicast static route instance.

[ rpf-address]: The RPF address.

[ pr ef er ence] : The preference of the static multicast route.

[rpf-address <P-

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning

P-2 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

P-3 enable Enabl e the option.
disable Di sabl e the option.
P-4 A.B.C.D | P address.
P-5 1..255 Enter a number in the given range.

72.1.3 ip mcast staticroute delete

Delete a multicast static route instance.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:i p ntast staticroute delete <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
RM CLI Overview HiOS 299

Release 10.0 08/2024



Parameter Value

Meaning

P-2 0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0

254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0

255.248.0.0

255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

255.255.255.254

255.255.255.255

72.1.4 ip mcast operation

Enable or disable IP multicast routing on the router.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p nctast operation

no ip mcast operation

Disable the option

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i p ntast operation

72.1.5 ip mcast software-dscp-value

Configures the DSCP value that is written into multicast packets that are routed in software.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p ncast software-dscp-val ue <P-1>

Parameter Value

Meaning

P-1 0..64

Enter a number in the given range.

722 ip

IP interface commands.
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72.2.1 ip mcast ttl-threshold

This command sets the datagram TTL threshold for the interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip ncast ttl-threshold <P-1>

Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

72.2.2 ip mcast boundary

Configure an administratively scoped IP multicast boundary (Range: 239.0.0.0-239.255.255.255).
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: i p ncast boundary <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

no ip mcast boundary
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i p ntast boundary <P-1> <P-2>

72.3 show

Display device options and settings.

72.3.1 show ip mcast global

Display the general IP multicast information.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show i p ntast gl obal

72.3.2 show ip mcast boundary

Display the administratively scoped IP multicast boundaries.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ntast boundary [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.

72.3.3 show ip mcast interface

Display the interface specific information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ntast interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

72.3.4 show ip mcast mroute static

Display the multicast static routes.
Mode: Conmand is in all nopdes avail abl e.
Privilege Level: Guest
Format: show i p ntast nroute static

72.3.5 show ip mcast mroute detail

Display the multicast routing table details.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ntast nroute detail [<P-1> [<P-2>]]
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Parameter Value Meaning
P-1 A.B.C.D | P address.

pP-2 A.B.C.D | P address.

72.3.6 show ip mcast mroute summary

Display the multicast routing table summary.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p ntast nroute sumary [<P-1> [<P-2>]]

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.
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73 Media Redundancy Protocol (MRP)

73.1 mrp
Configure the MRP settings.

73.1.1 mrp domain modify advanced-mode

Configure the MRM Advanced Mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nr p dormai n nodi fy advanced- node <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

73.1.2 mrp domain modify manager-priority

Configure the MRM priority.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: ntrp domai n nodi fy manager-priority <P-1>

Parameter Value Meaning

P-1 0..65535 Enter the MRM priority (default: 32768).

73.1.3 mrp domain modify mode

Configure the role of the MRP device.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: ntrp domai n nodi fy node <P-1>

Parameter Value Meaning
P-1 client The device will be inthe role of aring client (MO).
manager The device will be in the role of a ring manager (MRM).

73.1.4 mrp domain modify name

Configure the logical name of the MRP domain.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: nrp domai n nodi fy name <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 255 characters.

73.1.5 mrp domain modify operation

Enable or disable the MRP function.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: nrp domai n nodi fy operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

73.1.6 mrp domain modify port primary

Configure the primary ring port.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: ntrp domain nodify port primary <P-1>

Parameter Value Meaning

P-1 slot no./port no.
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73.1.7 mrp domain modify port secondary

Configure the secondary ring port.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: mrp domai n nodify port secondary <P-1> [fixed-backup <P-2>]
[ fi xed- backup] : Enable or disable the secondary ring port of the manager to be the backup port permanently.

Parameter Value Meaning

P-1 slot no./port no.

P-2 enable Enabl e the option.
disable Di sabl e the option.

73.1.8 mrp domain modify recovery-delay

Configure the MRM Recovery Delay.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrp domai n nodify recovery-delay <P-1>

Parameter Value Meaning

P-1 500ms Maxi mum recovery del ay of 500nms in the MRP donain.
200ms Maxi mum recovery delay of 200nms in the MRP donain.
30ms Maxi mum recovery delay of 30ms in the MRP domain.
10ms Maxi mum recovery delay of 10ms in the MRP domain.

73.1.9 mrp domain modify round-trip-delay

Configure the round-trip-delay counters.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrp domai n nodi fy round-trip-delay <P-1>

Parameter Value Meaning
P-1 reset Reset the round-trip-delay counters.

73.1.10 mrp domain modify vlian

Configure the VLAN identifier of the MRP domain (min.: 0, max.: 4042, default: 0).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrp domain nodify vlan <P-1>

Parameter Value Meaning
P-1 0..4042 VLAN identifier of the MRP domain (min.: O, max.: 4042, default: 0).

73.1.11 mrp domain add default-domain

Default MRP domain ID.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrp donmai n add defaul t-donain

73.1.12 mrp domain add domain-id

MRP domain ID. Format: 16 bytes in decimal notation. (Example: 1.2.3.4.5.6.7.8.9.10.11.12.13.14.15.186).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrp donmai n add domain-id <P-1>

Parameter Value Meaning

P-1 string <domain id> MRP domain ID. Format: 16 bytes in decimal notation. (Exanple:
1.2.3.4.5.6.7.8.9.10.11.12. 13. 14. 15. 16) .

73.1.13 mrp domain delete

Delete the current MRP domain.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrp donmai n del ete
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73.1.14 mrp operation

Enable or disable MRP.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: nt p operation

No Mrp operation

Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no nrp operation

73.2 show

Display device options and settings.

73.2.1 show mrp

Display the MRP settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nr p
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74 MRP IEEE

74.1 mrp-ieee

Configure IEEE MRP parameters and protocols, MVRP for dynamic VLAN registration and MMRP for dynamic
MAC registration on a port.

74.1.1 mrp-ieee global join-time

Set the IEEE multiple registration protocol join time-interval. The join timer controls the interval between join
message transmissions sent to applicant state machines. An instance of this timer is required on a per-Port, per-
MRP participant basis.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nr p-i eee global join-time <P-1>

Parameter Value Meaning
P-1 10..100 Join tine-interval in centiseconds.

74.1.2 mrp-ieee global leave-time

Set the IEEE multiple registration protocol leave time-interval. The leave timer controls the period of time that the
registrar state machine waits in the leave state before transiting to the empty state. An instance of the timer is
required for each state machine in the leave state.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nr p-i eee gl obal | eave-tine <P-1>

Parameter Value Meaning
P-1 20..600 Leave tine-interval in centiseconds.

74.1.3 mrp-ieee global leave-all-time

Set the IEEE multiple registration protocol leave-all time-interval. The leave all timer controls the frequency with
which the leaveall state machine generates leaveall PDUs. The timer is required on a per-Port, per-MRP
Participant basis.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nr p-i eee gl obal |eave-all-time <P-1>

Parameter Value Meaning
P-1 200..6000 Leave-All tine-interval in centiseconds.
74.2 show

Display device options and settings.

74.2.1 show mrp-ieee global interface

Display the global configuration of IEEE multiple registration protocol per interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nr p-ieee gl obal interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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/5 MRP IEEE MMRP

75.1 mrp-ieee
Configure IEEE MRP protocols.

75.1.1 mrp-ieee mmrp vian-id

Configure the VLAN parameters.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: nrp-ieee nmmp vlian-id <P-1> forward-all <P-2> forbidden-servicereq <P-3>
f orwar d- al | : Enable or disable 'Forward All Groups' in a given Vlan for a given interface.
f or bi dden- ser vi cer eq: Enable or disable the mmrp feature 'Forbidden Service Requirement' in a given Vlan
for a given interface.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.
P-2 slot no./port no.

P-3 slot no./port no.

no mrp-ieee mmrp vlan-id
Disable the option
Mode: VLAN Dat abase Mbde
Privilege Level: Oper at or
Format: no nrp-ieee mrp vlian-id <P-1> forward-all <P-2> forbi dden-servicereq <P-
3>

75.2 show

Display device options and settings.

75.2.1 show mrp-ieee mmrp global

Display the IEEE MMRP global configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nr p-i eee nmrp gl obal

75.2.2 show mrp-ieee mmrp interface

Display the IEEE MMRP interface configuration.
Mode: Conmand is in all npdes avail able.
Privilege Level: Guest
Format: show nrp-ieee nmmrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

75.2.3 show mrp-ieee mmrp statistics global

Display the IEEE MMRP global statistics.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show nrp-ieee nmrp statistics gl obal

75.2.4 show mrp-ieee mmrp statistics interface

Display the IEEE MMRP interface statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee mrp statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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75.2.5 show mrp-ieee mmrp service-requirement forward-all vlan

Display the Forward-All setting for port in given VLAN.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee mmrp service-requirenment forward-all vlan [<P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

75.2.6 show mrp-ieee mmrp service-requirement forbidden vian

Display the Forward-All setting for port in given VLAN.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show nrp-i eee nmrp service-requirement forbidden vlan [<P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

75.3 mrp-ieee
Configure IEEE MRP protocols, MVRP for dynamic VLAN registration and MMRP for dynamic MAC registration.

75.3.1 mrp-ieee mmrp operation

Enable or disable MMRP globally. Devices use MMRP information for dynamic registration of group membership
and individual MAC addresses with end devices and switches that support extended filtering services, within the
connected LAN.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: nr p-i eee mmrp operation

no mrp-ieee mmrp operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no nrp-i eee mmrp operation

75.3.2 mrp-ieee mmrp periodic-machine

Enable or disable MMRP periodic state machine globally. When enabled, the periodic state machine sends extra
MMRP messages when the periodic timer expires.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: nr p-i eee nmrp peri odi c- machi ne

no mrp-ieee mmrp periodic-machine
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no nrp-i eee mmrp periodi c- machi ne

75.4 clear

Clear several items.

75.4.1 clear mrp-ieee mmrp

Clear the IEEE MMRP global and port statistic tables.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear nrp-ieee mmrp
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75.5 mrp-ieee

Configure IEEE MRP parameters and protocols, MVRP for dynamic VLAN registration and MMRP for dynamic
MAC registration on a port.

75.5.1 mrp-ieee mmrp operation

Enable or disable MMRP on the interface, with MMRP enabled globally and on this interface, the device sends
and receives MMRP messages on this port.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format: nr p-i eee nmmr p operation

Nno mrp-ieee mmrp operation

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no nrp-ieee mMmtp operation

75.5.2 mrp-ieee mmrp restrict-register

Enable or disable restriction of dynamic mac address registration using IEEE MMRP on the port. When enabled,
the dynamic registration of mac address attributes is allowed only if the attribute has already been statically
registered on the device.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nr p-ieee nmmp restrict-register

no mrp-ieee mmrp restrict-register
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no mrp-ieee nmrp restrict-register

75.6 show

Display device options and settings.

75.6.1 show mac-filter-table mmrp

Display the MMRP entries in the MFDB table.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show mac-filter-table mrp
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/76 MRP IEEE MSRP

76.1 mrp-ieee

Configure IEEE MRP protocols, MVRP for dynamic VLAN registration and MMRP for dynamic MAC registration.

76.1.1 mrp-ieee msrp operation

Enable or disable MSRP globally.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: nr p-i eee nerp operation

no mrp-ieee msrp operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no nrp-i eee nmsrp operation

76.1.2 mrp-ieee msrp boundary-propagate

Enable or disable the boundary propagation.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: nr p-i eee nerp boundary- propagat e

no mrp-ieee msrp boundary-propagate
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no nrp-i eee nsrp boundary-propagate

76.1.3 mrp-ieee msrp talker-pruning

Enable or disable the talker pruning.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: nr p-i eee nerp tal ker-pruni ng

no mrp-ieee msrp talker-pruning
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no nrp-i eee nsrp tal ker-pruning

76.1.4 mrp-ieee msrp max-fan-in-ports

Configure the maximum fan-in ports.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: nr p-i eee nerp max-fan-in-ports <P-1>

Parameter Value Meaning
P-1 1..52 The number of the max fan-in ports (default: 12)
76.2 show

Display device options and settings.
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76.2.1 show mrp-ieee msrp statistics global

Display the global statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Admi ni str at or
Format: show nrp-ieee nsrp statistics gl obal

76.2.2 show mrp-ieee msrp statistics interface

Display the statistics for an interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni strat or
Format: show nrp-ieee nerp statistics interface <P-1>

Parameter Value Meaning
P-1 slot no./port no.
76.3 clear

Clear several items.

76.3.1 clear mrp-ieee msrp

Clear all the MSRP statistics.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st rat or
Format: cl ear nrp-ieee nsrp
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77 MRP IEEE MVRP

77.1 mrp-ieee
Configure IEEE MRP protocols, MVRP for dynamic VLAN registration and MMRP for dynamic MAC registration.

77.1.1 mrp-ieee mvrp operation

Enable or disable IEEE MVRP globally. When enabled, the device distributes VLAN membership information on
MVRP enable active ports. MVRP-aware devices use the information to dynamically create VLAN members and
update the local VLAN member database.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: nr p-i eee nvrp operation

no mrp-ieee mvrp operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no nrp-i eee nmvrp operation

77.1.2 mrp-ieee mvrp periodic-machine

Enable or disable IEEE MVRP periodic state machine globally. When enabled, the device sends MVRP messages
to the connected MVRP-aware devices when the periodic timer expires.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: nr p-i eee nvrp peri odi c- machi ne

no mrp-ieee mvrp periodic-machine
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no nrp-i eee nvrp periodi c- machi ne

77.2 mrp-ieee

Configure IEEE MRP parameters and protocols, MVRP for dynamic VLAN registration and MMRP for dynamic
MAC registration on a port.

77.2.1 mrp-ieee mvrp operation

Enable or disable IEEE MVRP on the port. When enabled, globally and on this port, the device distributes VLAN
membership information to MVRP aware devices connected to this port.

Mode: | nt er f ace Range Mode

Privilege Level: Oper at or

Format: nr p-i eee nvrp operation

no mrp-ieee mvrp operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no nrp-i eee nvrp operation

77.2.2 mrp-ieee mvrp restrict-register

Enable or disable restriction of dynamic VLAN registration using IEEE MVRP on the port. When enabled, the
dynamic registration of VLAN attributes is allowed only if the attribute has already been statically registered on the
device.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nrp-ieee nmvrp restrict-register
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no mrp-ieee mvrp restrict-register
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no nmrp-ieee nvrp restrict-register

77.3 show

Display device options and settings.

77.3.1 show mrp-ieee mvrp global

Display the IEEE MVRP global configuration.
Mode: Conmand is in all npdes avail able.
Privilege Level: Guest
Format: show nr p-i eee nvrp gl obal

77.3.2 show mrp-ieee mvrp interface

Display the IEEE MVRP interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee nvrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

77.3.3 show mrp-ieee mvrp statistics global

Display the IEEE MVRP global statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee nvrp statistics gl obal

77.3.4 show mrp-ieee mvrp statistics interface

Display the IEEE MVRP interface statistics.
Mode: Conmand is in all nopdes avail abl e,
Privilege Level: Guest
Format: show nrp-ieee nvrp statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
77.4 clear

Clear several items.

77.4.1 clear mrp-ieee mvrp

Clear the IEEE MVRP global and port statistic tables.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear nrp-ieee mvrp
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78 Network Address Translation (NAT)

78.1 nat
Manage NAT rules

78.1.1 nat dnat commit

Commit pending changes for DNAT (commits all NAT changes).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat dnat commit

78.1.2 nat dnat add

Add rule to DNAT

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: nat dnat add <P-1> [cfg <P-2> <P-3> <P-4> <P-5> <P-6> <P-7> <P-8> [<P-9>]]
[ cf g] : Configure the rule immediately

Parameter Value Meaning
P-1 1..255 DNAT rul e nunber
P-2 a.b.cd Source | P address
a.b.c.d/n Cl DR mask
la.b.c.d !<a.b.c.d> Everything BUT this address
la.b.c.d/n !<a.b.c.d/n> Everything BUT this Cl DR mask
any any Any
P-3 number nunber UDP/ TCP Source Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol wi thout a port)
P-4 a.b.c.d Destination | P address
a.b.c.d/n Cl DR mask
la.b.c.d I<a.b.c.d> Everything BUT this address
la.b.c.d/n !<a.b.c.d/n> Everything BUT this Cl DR mask
any any Any
P-5 number nunber of the UDP/ TCP Desti nation Port
nu-nu nu-nu Port Range
number,number nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol w thout a port)
P- 6 a.b.cd New destination | P address
P-7 number nunber of the UDP/ TCP New Desti nation Port
any any Any port (or protocol without a port)
P-8 icmp Internet Control Message Protocol
igmp I nternet Group Managenent Protocol
ipip | P-wi thin-IP Encapsul ati on Protocol
tcp Transmi ssion Control Protocol
udp User Datagram Prot ocol
esp Encapsul ati ng Security Protocol
ah Aut henti cati on Header
any Any of the above
P-9 string Rul e descri ption/ nane

78.1.3 nat dnat modify

Configure single DNAT rule
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat dnat nodify <P-1> <P-2> <P-3> <P-4> <P-5> <P-6> <P-7> <P-8> [ <P-9>]

Parameter Value Meaning
P-1 1..255 DNAT rul e nunber
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Parameter Value Meaning
P-2 a.b.cd Source | P address
a.b.c.d/n Cl DR mask
la.b.c.d I<a.b.c.d> Everything BUT this address
la.b.c.d/n I<a.b.c.d/n> Everything BUT this Cl DR nmask
any any Any
P-3 number nunber UDP/ TCP Source Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol w thout a port)
P-4 a.b.cd Destination | P address
a.b.c.d/n Cl DR mask
la.b.c.d I<a.b.c.d> Everything BUT this address
la.b.c.d/n I<a.b.c.d/n> Everything BUT this Cl DR nmask
any any Any
P-5 number nunber of the UDP/ TCP Destination Port
nu-nu nu-nu Port Range
number,number nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol w thout a port)
P- 6 a.b.cd New destination | P address
P-7 number nunber of the UDP/ TCP New Desti nation Port
any any Any port (or protocol w thout a port)
P-8 icmp Internet Control Message Protocol
igmp I nternet G oup Managenent Protocol
ipip | P-wi t hin-1P Encapsul ati on Protocol
tcp Transm ssion Control Protocol
udp User Dat agram Protocol
esp Encapsul ating Security Protocol
ah Aut henti cati on Header
any Any of the above
P-9 string Rul e descri pti on/ name
78.1.4 nat dnat delete

Delete rule from DNAT

Mode: @ obal

Confi g Mode

Privilege Level: Oper at or
Format: nat dnat del ete <P-1>

Parameter Value Meaning
P-1 1..255 DNAT rul e nunber
78.1.5 nat dnat logtrap

Set log/trap for DNAT rule
Mode: d obal

Confi g Mdde

Privilege Level: Oper at or
Format: nat dnat

| ogtrap <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 1..255 DNAT rul e nunber

P-2 no Di sabl e Loggi ng
yes Enabl e Loggi ng

P-3 no Di sabl e SNVP Trap
yes Enabl e SNVP Trap

78.1.6 nat dnat state

Enable/Disable specific DNAT rule

Mode: @ obal

Confi g Mde

Privilege Level: Oper at or
Format: nat dnat state <P-1> <P-2>

Parameter Value Meaning

P-1 1..255 DNAT rul e nunber

P-2 enable Enabl e the option.
disable Di sabl e the option.
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78.1.7

Mode: @ obal

nat dnat if add
Add Interface

Config Mode

Privilege Level: Oper at or
Format: nat dnat

if add <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 slot no./port no.

P-2 1..255 DNAT rul e nunber
P-3 0..6500 Priority

78.1.8 nat dnat if delete

Delete interface

Mode: @ obal

Confi g Mode

Privilege Level: Oper at or
Format: nat dnat

if delete <P-1> <P-2>

Parameter Value

Meaning

P-1

slot no./port no.

P-2

1..255

DNAT rul e nunber

78.1.9

Commit pending changes for 1:1 NAT (commits every NAT change).

Mode: d obal Config Mode

nat 1tolnat commit

Privilege Level: Oper at or

Format: nat

1t olnat comm t

78.1.10 nat 1tolnat add
Add rule to 1:1 NAT

Mode: G obal

Config Mde

Privilege Level: Oper at or
Format: nat 1t olnat add <P-1> [cfg <P-2> <P-3> <P-4> [<P-5>]] [ingress <P-6>] [egress
<P-7> [<P-8>]]
[ cf g] : Configure the rule immediately
[ i ngress] : Configure ingress interface
[ egr ess] : Configure egress interface

Parameter Value Meaning

P-1 1..255 1:1 NAT rul e nunber

P-2 a.b.c.d Virtual destination |P address
a.b.c.d/n Cl DR mask

P-3 a.b.cd Actual destination | P address
a.b.c.d/n Cl DR mask

P-4 0..6500 Priority

P-5 string [string] Rule description/nane

P- 6 slot no./port no.

P-7 slot no./port no.

P-8 string Rul e descri ption/ nane

78.1.11 nat 1tolnat modify
Configure single 1:1 NAT rule

Mode: G obal

Config Mode

Privilege Level: Oper at or

Format: nat

1tolnat nodify <P-1> <P-2> <P-3> <P-4> [ingress <P-5>]
[<P-7>]] [virtual -address <P-8>]

[ i ngress] : Configure ingress interface
[ egr ess] : Configure egress interface

[ vi rtual - addr ess] : Configure virtual destination IP address
[ act ual - addr ess] : Configure actual destination IP address

[ descri ption]: Configure description

[ egress <P-6>

[ actual -address <P-9>] [description <P-10>]

Parameter Value Meaning
P-1 1..255 1: 1 NAT rul e nunber
P-2 a.b.c.d Virtual destination |IP address
a.b.c.d/n Cl DR mask
P-3 a.b.c.d Actual destination |P address
a.b.c.d/n Cl DR nask
P-4 0..6500 Priority
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Parameter Value Meaning

P-5 slot no./port no.

P- 6 slot no./port no.

P-7 string Rul e descri ption/ name

P-8 a.b.c.d Virtual destination |IP address
a.b.c.d/n Cl DR nmask

P-9 a.b.c.d Actual destination |P address
a.b.c.d/n Cl DR mask

P-10 string Rul e descri ption/ name

78.1.12 nat 1tolnat delete

Delete the rule from 1:1 NAT
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: nat 1tolnat del ete <P-1>

Parameter Value Meaning
P-1 1..255 1:1 NAT rul e nunber

78.1.13 nat 1tolnat logtrap

Set log/trap for 1:1 NAT rule
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: nat 1ltolnat logtrap <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 1..255 1:1 NAT rul e nunber
P-2 no Di sabl e Loggi ng
yes Enabl e Loggi ng
P-3 no Di sabl e SNVP Trap
yes Enabl e SNVP Trap

78.1.14 nat 1tolnat state

Enable/Disable specific 1:1 NAT rule
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: nat 1tolnat state <P-1> <P-2>

Parameter Value Meaning

P-1 1..255 1:1 NAT rul e nunber

P-2 enable Enabl e the option.
disable Di sabl e the option.

78.1.15 nat 1tolnat enable

Enable specific 1:1 NAT rule
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat 1tolnat enable <P-1>

Parameter Value Meaning
P-1 1..255 1:1 NAT rul e nunber

78.1.16 nat 1tolnat disable

Disable specific 1:1 NAT rule
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat 1tolnat di sable <P-1>

Parameter Value Meaning
P-1 1..255 1:1 NAT rul e nunber

78.1.17 nat alg

Set the ALG options
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: nat al g <P-1>
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Parameter Value Meaning

P-1 [ftp] ftp
[icmp] icmp
no nat alg

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no nat alg <P-1>

78.1.18 nat interface

Set the public interface
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: nat interface <P-1>

Parameter Value Meaning

P-1 slot no./port no.

78.1.19 nat masqgq commit

Commit pending changes for Masquerading (commits every NAT change).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat masq commi t

78.1.20 nat masq add

Add rule to Masquerading

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: nat masq add <P-1> [cfg <P-2> <P-3> <P-4> [<P-5>]]
[ cf g] : Configure the rule immediately

Parameter Value Meaning
P-1 1..128 Masquer adi ng rul e nunber
P-2 a.b.c.d Source | P address
a.b.c.d/n Cl DR mask
la.b.c.d !<a.b.c.d> Everything BUT this address
la.b.c.d/n !<a.b.c.d/n> Everything BUT this Cl DR mask
any any Any
P-3 number nunber UDP/ TCP Source Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol wi thout a port)
P-4 tcp Transmi ssion Control Protocol
udp User Datagram Prot ocol
any Any protocol at all
P-5 string Rul e descri ption/ nane

78.1.21 nat masq modify

Configure single Masquerading rule
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: nat nmasq nodi fy <P-1> <P-2> <P-3> <P-4> [<P-5>]

Parameter Value Meaning
P-1 1..128 Masquer adi ng rul e nunber
P-2 a.b.cd Source | P address
a.b.c.d/n Cl DR mask
la.b.c.d !<a.b.c.d> Everything BUT this address
la.b.c.d/n !<a.b.c.d/n> Everything BUT this Cl DR mask
any any Any
P-3 number nunmber UDP/ TCP Source Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol without a port)
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Parameter Value Meaning

P-4 tcp Transm ssion Control Protocol
udp User Dat agram Protocol
any Any protocol at all

P-5 string Rul e descri ption/ name

78.1.22 nat masq delete

Delete rule from Masquerading
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: nat nasq del ete <P-1>

Parameter Value Meaning
P-1 1..128 Masquer adi ng rul e nunber

78.1.23 nat masq logtrap

Set log/trap for Masquerading rule
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: nat masq logtrap <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 1..128 Masquer adi ng rul e nunber
P-2 no Di sabl e Loggi ng
yes Enabl e Loggi ng
P-3 no Di sabl e SNVP Trap
yes Enabl e SNVP Trap

78.1.24 nat masq ipsec-exempt

Exclude IPsec traffic from Masquerading rule
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: nat nasq i psec-exenpt <P-1> <P-2>

Parameter Value Meaning
P-1 1..128 Masquer adi ng rul e nunber
P-2 disabled Apply rule to IPsec traffic
enabled Do not apply rule to IPsec traffic

78.1.25 nat masq state

Enable/Disable specific Masquerading rule
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: nat nmasq state <P-1> <P-2>

Parameter Value Meaning
P-1 1..128 Masquer adi ng rul e nunber
P-2 enable Enabl e the option.

disable Di sabl e the option.

78.1.26 nat masq if add

Add interface
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: nat masq if add <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 slot no./port no.

P-2 1..128 Masquer adi ng rul e nunber
P-3 0..4294967295 Priority

78.1.27 nat masq if delete

Delete interface
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: nat masq if delete <P-1> <P-2>

Parameter Value Meaning
P-1 slot no./port no.
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Parameter Value Meaning
P-2 1..128 Masquer adi ng rul e nunber

78.1.28 nat doublenat commit

Commit pending changes for Double NAT (commits all NAT changes).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat doubl enat comnmi t

78.1.29 nat doublenat add

Add rule to Double NAT

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: nat doubl enat add <P-1> [cfg <P-2> <P-3> <P-4> <P-5> [<P-6>]]
[ cf g] : Configure the rule immediately

Parameter Value Meaning

P-1 1..255 Doubl e NAT rul e nunber

P-2 a.b.c.d Local internal |P address
P-3 a.b.c.d Local external |P address
P-4 a.b.c.d Renote Internal | P Address
P-5 a.b.c.d Renote External |P Address
P-6 string Rul e descri ption/ nane

78.1.30 nat doublenat modify

Configure single Double NAT rule
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: nat doubl enat nodify <P-1> <P-2> <P-3> <P-4> <P-5> [<P-6>]

Parameter Value Meaning

P-1 1..255 Doubl e NAT rul e nunber

P-2 a.b.c.d Local internal |P address
P-3 a.b.c.d Local external |P address
P-4 a.b.c.d Renpte Internal |P Address
P-5 a.b.c.d Renpte External |P Address
P- 6 string Rul e descri ption/ nane

78.1.31 nat doublenat delete

Delete rule from Double NAT
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat doubl enat del ete <P-1>

Parameter Value Meaning
P-1 1..255 Doubl e NAT rul e nunber

78.1.32 nat doublenat logtrap

Set log/trap for Double NAT rule
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat doubl enat |ogtrap <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 1..255 Doubl e NAT rul e nunber
P-2 no Di sabl e Loggi ng
yes Enabl e Loggi ng
P-3 no Di sabl e SNVP Trap
yes Enabl e SNVP Trap

78.1.33 nat doublenat state

Enable/Disable specific Double NAT rule
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: nat doubl enat state <P-1> <P-2>

Parameter Value Meaning
P-1 1..255 Doubl e NAT rul e nunmber
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Parameter Value Meaning

P-2 enable Enabl e the option.

disable Di sabl e the option.

78.1.34 nat doublenat if add

Add Interface
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: nat doubl enat if add <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning
P-1 slot no./port no.
P-2 ingress I ngress
egress Egress
both Bot h
P-3 1..255 Doubl e NAT rul e nunber
P-4 0..6500 Priority

78.1.35 nat doublenat if delete

Delete interface
Mode: @ obal Config Mde
Privilege Level: Oper at or

Format: nat doubl enat if delete <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 slot no./port no.
P-2 ingress I ngress
egress Egress
both Bot h
P-3 1..255 Doubl e NAT rul e nunber
78.2 show

Display device options and settings.

78.2.1 show nat dnat global

Display the summary.
Mode: Conmand is in all nopdes avail abl e.
Privilege Level: Guest
Format: show nat dnat gl obal

78.2.2 show nat dnat rules

Display the DNAT rules.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show nat dnat rules [<P-1>]

Parameter Value Meaning

P-1 1..255 DNAT rul e nunber

78.2.3 show nat dnat if

Display the DNAT interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat dnat if

78.2.4 show nat dnat logtrap

Display the Log/Trap settings for the DNAT rules.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show nat dnat |ogtrap [<P-1>]

Parameter Value Meaning

P-1 1..255 DNAT rul e nunber
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78.2.5 show nat masq global

Display the summary.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat nasq gl obal

78.2.6 show nat masq rules

Display the masquerading rules.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat masq rul es [<P-1>]

Parameter Value Meaning

P-1 1..128 Masquer adi ng rul e nunber

78.2.7 show nat masq logtrap

Display the Log/Trap settings for the masquerading rules.

Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show nat nasq |ogtrap [ <P-1>]

Parameter Value Meaning

P-1 1..128 Masquer adi ng rul e nunber

78.2.8 show nat masq if

Display the masquerading interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat nmasq if

78.2.9 show nat 1tolnat global

Display the summary.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat 1tolnat gl obal

78.2.10 show nat 1tolnat rules

Display the 1:1 NAT rules.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat 1tolnat rul es [<P-1>]

Parameter Value Meaning

P-1 1..255 1: 1 NAT rul e nunber

78.2.11 show nat 1tolnat logtrap

Display the Log/Trap settings for 1:1 NAT rules.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat 1tolnat |ogtrap [<P-1>]

Parameter Value Meaning

P-1 1..255 1: 1 NAT rul e nunber

78.2.12 show nat doublenat global

Display the summary.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show nat doubl enat gl obal

78.2.13 show nat doublenat rules

Display the Double NAT rules.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show nat doubl enat rul es [<P-1>]
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Parameter Value Meaning

P-1 1..255 Doubl e NAT rul e nunber

78.2.14 show nat doublenat logtrap

Display the Log/Trap settings for the Double NAT rules.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show nat doubl enat | ogtrap [<P-1>]

Parameter Value Meaning

P-1 1..255 Doubl e NAT rul e nunber

78.2.15 show nat doublenat if

Display the Double NAT interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nat doubl enat if
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79 Network Time Protocol (NTP)

79.1 ntp
Configure NTP settings.

79.1.1 ntp client operation

Enable or disable the NTP client.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: ntp client operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

79.1.2 ntp client operating-mode

Set the NTP client operating mode.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: nt p client operating-node <P-1>

Parameter Value Meaning
P-1 unicast Enabl e NTP client in unicast operating node.
broadcast Enabl e NTP client in broadcast operating node.

79.1.3 ntp server operation

Enable or disable the NTP server.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: nt p server operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

79.1.4 ntp server operating-mode

Set the NTP server operating mode.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: nt p server operating-node <P-1>

Parameter Value Meaning
P-1 symmetric Enabl e NTP server in symetric operating node.
client-server Enabl e NTP server in client-server operating node.

79.1.5 ntp server localclock-stratum

Set the stratum of the localclock.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: nt p server | ocal cl ock-stratum <P-1>

Parameter Value Meaning
P-1 1..16 Local cl ock stratum

79.1.6 ntp peers add

Add a new peer.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: nt p peers add <P-1> ip <P-2> [iburst <P-3>] [burst <P-4>] [prefer <P-5>]
i p: Set the peer address.
[i burst]: Speed up the initial synchronization (default: disabled). Used only when operating in client-unicast
mode.
[ bur st ]: Increase the precision on links with high jitter (default: disabled). Used only in client-unicast mode.
[ pref er]: If correctly operating, choose this peer as synchronization source (default: disabled).
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Parameter Value Meaning

P-1 1.4 NTP servers index.

P-2 A.B.C.D | P address.

P-3 enable Enabl e the option.
disable Di sabl e the option.

P-4 enable Enabl e the option.
disable Di sabl e the option.

P-5 enable Enabl e the option.
disable Di sabl e the option.

79.1.7 ntp peers delete

Delete a peer.
Mode: A obal Config Mde
Privilege Level: Admi ni strat or
Format: nt p peers del ete <P-1>

Parameter Value Meaning
P-1 1.4 NTP servers index.
79.2 show

Display device options and settings.

79.2.1 show ntp client-status
Status of the NTP client connection.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show ntp client-status

79.2.2 show ntp server-status
Overall operational status of the NTP server.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show ntp server-status
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80 OPC/UA Server (IEC62541)

80.1 opc-ua
Configure IEC62541 - OPC/UA server settings.

80.1.1 opc-ua operation

Enable or disable the IEC62541 - OPC/UA server.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: opc- ua operation

Nno opc-ua operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no opc-ua operation

80.1.2 opc-ua port

Defines the port number of the IEC62541 - OPC/UA server (default: 4840).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: opc-ua port <P-1>

Parameter Value Meaning

P-1 1..65535 Enter port nunber between 1 and 65535

80.1.3 opc-ua sessions

Configure the maximum number of sessions of the IEC62541 - OPC/UA server.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: opc- ua sessi ons <P-1>

Parameter Value Meaning

P-1 1.5 Enter a number in the given range.

80.1.4 opc-ua security-policy

Set the security policy of the IEC62541 - OPC/UA server.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: opc-ua security-policy <P-1>

Parameter Value Meaning

P-1 none Set no security policy.
basic128rsal5 Set security policy as basi c128Rsals.
basic256 Set security policy as basi c256.

basic256sha256 Set security policy as basi c256Sha256.

80.1.5 opc-ua users add

Add a new user.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: opc-ua users add <P-1>

Parameter Value Meaning

P-1 string <user> User nane.

80.1.6 opc-ua users delete

Delete an existing user.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: opc-ua users del ete <P-1>

Parameter Value Meaning
P-1 string <user> User nane.
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80.1.7 opc-ua users enable

Enable user.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: opc- ua users enabl e <P-1>

Parameter Value Meaning

P-1 string <user > User nane.

80.1.8 opc-ua users disable

Disable user.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: opc- ua users di sable <P-1>

Parameter Value Meaning

P-1 string <user> User nane.

80.1.9 opc-ua users modify

Modify an existing user.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: opc-ua users nodi fy <P-1> password [ <P-2>]
passwor d: Change user password.
access-rol e: Change user access role.

access-rol e <P-3>

Parameter Value Meaning

P-1 string <user> User nane.

P-2 string Enter a user-defined text, max. 64 characters.
P-3 read-only Set access role as read-only.

80.2 show

Display device options and settings.

80.2.1 show opc-ua global

IEC62541 - OPC/UA server settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show opc-ua gl obal

80.2.2 show opc-ua users

Display the configured users for IEC62541 - OPC/UA server.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show opc-ua users
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81 Out-of-band Management

81.1 network

Configure the inband and outband connectivity.

81.1.1 network out-of-band operation

Enable or disable the out-of-band management.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k out - of - band operati on

no network out-of-band operation
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: no networ k out - of - band operation

81.1.2 network out-of-band protocol

Select DHCP or none as the out-of-band configuration protocol.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k out - of - band protocol <P-1>

Parameter Value Meaning
P-1 none No out - of -band config protocol.
dhcp DHCP

81.1.3 network out-of-band parms

Set out-of-band IP address, subnet mask and gateway.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k out - of -band parns <P-1> <P-2> [ <P-3>]

Parameter Value Meaning

P-1 A.B.C.D | P address.
p-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.

81.1.4 network usb operation

Enable or disable the USB out-of-band management.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k usb operation

no network usb operation

Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: no network usb operation

81.1.5 network usb parms

Set USB out-of-band IP address and subnet mask.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k usb parmnms <P-1> <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.
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81.2 show

Display device options and settings.

81.2.1 show network out-of-band
Display the out-of-band management configuration.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show net wor k out - of - band

81.2.2 show network usb
Show USB out-of-band management configuration.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show networ k usb
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82 Packet Filter

82.1 packet-filter

Creation and configuration of Firewall rules.

82.1.1 packet-filter I3 commit

Writes all changes made in the L3 firewall configuration to the device
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: packet-filter 13 commt

82.1.2 packet-filter I3 defaultpolicy

Sets the default policy of the L3 and DynFw rule tables
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: packet-filter |3 defaultpolicy <P-1>

Parameter Value Meaning

P-1 accept Accept packets
drop Drop packets without notification
reject Drop packets and notify source

82.1.3 packet-filter I3 checksum-validation

Configures the connection tracking checksum validation in Netfilter
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: packet-filter |3 checksumvalidation

no packet-filter 13 checksum-validation
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no packet-filter |13 checksumvalidation

82.1.4 packet-filter I3 addrule

Adds a rule to the L3 firewall table
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: packet-filter |3 addrul e <P-1> <P-2> <P-3> <P-4> <P-5> <P-6> <P-7> <P- 8> <P-
9> protocol -nanme <P-10> [description <P-11>] policy-nane <P-12> [description <P-
13>] [profile-index <P-14>]
pr ot ocol - name: Protocol Name
[ descri ption] : Rule description/name for the L3 firewall rule
pol i cy- name: Rule policy name for the L3 firewall rule
[ descri pti on] : Rule description/name for the L3 firewall rule
[ profil e-index] : Profile index of the DPI profile this rule is assigned to depending on enforcer action. Value
0 no profile this rule is assigned to. You cannot assign the rule to an inactive profile if an active enforcer will
mapping to it.

Parameter Value Meaning
P-1 1..2048 Rul e i ndex
P-2 XXX XXX XXX XXX XXX. XXX. XXX. XXX Source |P Address
XXX XXX XXXIXX XXX XXX. XXX. XXX/ xX Cl DR mask
XXX XXX XXX XXX I XXX. XXX. XXX. XXX Everything BUT this address
DOOCXXX XXX XXX/XX XXX XXX, XXX. XXX/ XX Everything BUT this Cl DR mask
any any Any address
string Asset nane from asset table
P-3 number nunber UDP/ TCP Source Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol has no ports)
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Parameter Value Meaning

P-4 XXX XXX XXX XXX XXX. XXX. XXX. XXX Target |P Address
XXX XXX XXX XXX XX XXX. XXX. XXX. XXX/ xx Cl DR mask
XXX XXX XXX XXX IXXX. XXX. XXX. XXX Everything BUT this address
DOOCXXXXXXXXXIXX 1 XXX XXX, XXX. XXX/ XX Everything BUT this Cl DR mask
any any Any address
string Asset nane from asset table
P-5 number nunber UDP/ TCP Target Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol has no ports)
P-6 icmp Internet Control Message Protocol
igmp I nternet Group Management Protocol
ipip | P-wi t hin-1 P Encapsul ati on Protocol
tcp Transm ssion Control Protocol
udp User Dat agram Pr ot ocol
esp Encapsul ati ng Security Protocol
ah Aut henti cati on Header
any Any of the above
P-7 string Paraneters for rule (or 'none')
P-8 accept Accept packets.
drop Drop packets wi thout notification.
reject Drop packets and notify source.
enforce-modbus Accept or drop packets by Mbdbus TCP/ | P enforcer, protocol shoul d be TCP or UDP.
enforce-opc Accept or drop packets by OPC enforcer, protocol should be TCP.
enforce-iec104 Accept or drop packets by | EC104 enforcer, protocol should be TCP.
enforce-ethernetip  Accept or drop packets by ENIP enforcer, protocol should be TCP.
enforce-dnp3 Accept or drop packets by DNP3 enforcer, protocol should be TCP.
P-9 accept Accept packets.
drop Drop packets wi thout notification.
reject Drop packets and notify source.
enforce-opc Accept or drop packets by OPC enforcer, protocol should be TCP.
P-10 string Protocol Name from protocol table or tcp/udp/icnp/ignp/ipip/esp/ahl/icnpv6/any
P-11 string \t\tRul e description/nane
pP-12 string Rul e policy name
P-13 string \t\tRul e description/ name
P-14 0..32 Profile index 0 - 32

82.1.5 packet-filter I3 modifyrule

Modifies a rule to the L3 firewall table
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: packet-filter |13 nodifyrule <P-1> <P-2> <P-3> <P-4> <P-5> <P-6> <P-7> <P-8>
<P-9> [descri ption <P-10>] protocol - nane <P-11> [description <P-12>] [policy-nane
<P-13>]

[ descri pti on] : Rule description/name for the L3 firewall rule

pr ot ocol - nane: Protocol Name

[ descri pti on] : Rule description/name for the L3 firewall rule

[ pol i cy- nane] : Policy Name for L3 firewall rule

Parameter Value Meaning
P-1 1..2048 Rul e i ndex
P-2 XXX XXX XXX XXX XXX. XXX. XXX. XXX Source |P Address
XXX XXX XXX XXXIXX XXX XXX, XXX. Xxx/ xx Cl DR mask
XXX XXX XXX XXX I XXX. XXX. XXX. XXX Everything BUT this address
DOOCXXXXXXXXXIXX 1 XXX XXX, XXX. XXX/ XX Everything BUT this Cl DR mask
any any Any address
string Asset nane from asset table
P-3 number nunber UDP/ TCP Source Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol has no ports)
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Parameter Value Meaning

P-4 XXX XXX XXX XXX XXX. XXX. XXX. XXX Target |P Address
XXX XXX XXXIXX XXX XXX. XXX. XXX/ xX Cl DR mask
XXX XXX XXX XXX I XXX. XXX. XXX. XXX Everything BUT this address
DOOCXXX XXX XXXIXX XXX XXX, XXX. XXX/ XX Everything BUT this Cl DR mask
any any Any address
string Asset nane from asset table
P-5 number nunber UDP/ TCP Target Port
nu-nu nu-nu Port Range
nu,nu-nu nu, nu-nu List of ports (or port ranges)
any any Any port (or protocol has no ports)
P-6 icmp Internet Control Message Protocol
igmp I nternet Group Managenent Protocol
ipip | P-wi t hi n-1 P Encapsul ati on Protocol
tcp Transmi ssion Control Protocol
udp User Datagram Prot ocol
esp Encapsul ati ng Security Protocol
ah Aut henti cati on Header
any Any of the above
P-7 string Paraneters for rule (or 'none')
P-8 accept Accept packets.
drop Drop packets without notification.
reject Drop packets and notify source.
enforce-modbus Accept or drop packets by Modbus TCP/ | P enforcer, protocol shoul d be TCP or UDP.
enforce-opc Accept or drop packets by OPC enforcer, protocol should be TCP.
enforce-iec104 Accept or drop packets by | ECL04 enforcer, protocol should be TCP.
enforce-ethernetip  Accept or drop packets by ENIP enforcer, protocol should be TCP.
enforce-dnp3 Accept or drop packets by DNP3 enforcer, protocol should be TCP.
P-9 accept Accept packets.
drop Drop packets without notification.
reject Drop packets and notify source.
enforce-opc Accept or drop packets by OPC enforcer, protocol should be TCP.
P-10 string \t\tRul e description/nane
P-11 string Prot ocol Name from protocol table or tcp/udp/icnp/ignp/ipip/esp/ahl/icnpvé/any
P-12 string \t\tRul e descri ption/ nanme
P-13 string Rul e policy nane

82.1.6 packet-filter I3 delrule

Deletes a rule from L3 rule table
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: packet-filter |3 delrule <P-1>

Parameter Value Meaning
P-1 1..2048 Rul e i ndex

82.1.7 packet-filter I3 enablerule

Enables arule from L3 rule table. A rule can only be enabled when all the required parameters are set. You cannot
enable a rule if the mapped enforcer's profile is inactive.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: packet-filter |3 enablerule <P-1>

Parameter Value Meaning
P-1 1..2048 Rul e i ndex

82.1.8 packet-filter I3 disablerule

Disables a rule from L3 rule table
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: packet-filter |3 disablerule <P-1>

Parameter Value Meaning
P-1 1..2048 Rul e i ndex
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82.1.9 packet-filter I3 logmode

Set logmode for a rule from L3 rule table
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: packet-filter |3 | ognode <P-1> <P-2>

Parameter Value Meaning

P-1 1..2048 Rul e i ndex

P-2 log Log when rule is applied
trap Send trap when rule is applied
logtrap Log and send trap when rule is applied
none Di sable |1 og and trap

82.1.10 packet-filter I3 addif

Adds an interface to a L3 firewall rule
Mode: @ obal Config Mde
Privilege Level: Oper at or

Format: packet-filter |3 addif <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning

P-1 slot no./port no.

P-2 ingress Rul e applies on ingress direction.
egress Rul e applies on egress direction.

P-3 1..2048 Rul e i ndex

P-4 0..4294967295 Priority

82.1.11 packet-filter I3 delif

Deletes an interface of a L3 firewall rule
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: packet-filter I3 delif <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 slot no./port no.

P-2 ingress Rul e applies on ingress direction.
egress Rul e applies on egress direction.

P-3 1..2048 Rul e i ndex

82.1.12 packet-filter I3 enableif

Enables an interface of a L3 firewall rule
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: packet-filter |13 enableif <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 slot no./port no.

P-2 ingress Rul e applies on ingress direction.
egress Rul e applies on egress direction.

P-3 1..2048 Rul e i ndex

82.1.13 packet-filter I3 disableif

Disables an interface of a L3 firewall rule
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: packet-filter |13 disableif <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 slot no./port no.

P-2 ingress Rul e applies on ingress direction.
egress Rul e applies on egress direction.

P-3 1..2048 Rul e i ndex

82.2 clear

Clear several items.
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82.2.1 clear fw-state-table

Clear Firewall connection tracking table.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: cl ear fw state-table

82.3 show

Display device options and settings.

82.3.1 show packet-filter 13 global

Display the packet-filter global information and settings.
Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show packet-filter |3 gl obal

82.3.2 show packet-filter I3 maxrules
Max. number of allowed rules in L3 rule table

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show packet-filter |3 nmaxrul es

82.3.3 show packet-filter 13 defaultpolicy
Default policy (accept(1), drop(2), reject(3))

Mode: Command is in all npdes avail abl e.

Privilege Level: Guest

Format: show packet-filter |3 defaultpolicy

82.3.4 show packet-filter 13 ruletable
Display the L3 rule table.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show packet-filter |13 ruletable

82.3.5 show packet-filter I3 iftable
Display the L3 interface mapping table.

Mode: Command is in all npbdes avail abl e.

Privilege Level: Guest
Format: show packet-filter 13 iftable

82.3.6 show packet-filter I3 pending
Display whether uncommitted changes for L3 exist.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show packet-filter |3 pending
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83 Private VLAN

83.1 private-vlan

VLAN to be configured as private VLAN.

83.1.1 private-vlan vlan-id

Existing VLAN ID.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or

Format: pri vate-vlan vlan-id <P-1> type <P-2>

t ype: Set Private Vlan type.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 primary Set the vlan type as prinary.
isolated Set the vlan type as isol ated.
community Set the vlan type as community.

unconfigured Set the

vl an type as

unconfi gured.

83.1.2 private-vlan add associate primary

Existing Primary VLAN.
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or

Format: pri vate-vl an add associate prinmary <P-1> secondary <P-2>

secondar y: Existing Secondary VLAN/VLANS.

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string Conmma Separ at ed Exi sting Secondary VLAN VLANSs.

83.1.3 private-vlan delete associate primary

Existing Primary VLAN.
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or

Format: pri vate-vl an del ete associate primary <P-1> secondary <P-2>

secondar y: Comma Separated Secondary VLAN/VLANS.

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string Conmma Separ at ed Exi sting Secondary VLAN VLANs.

83.2 switchport

Set the switchport status of a port.

83.2.1 switchport mode private-vlan

Configuration for Private VLAN

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: swi t chport node private-vlan <P-1>
Parameter Value Meaning
P-1 general Set the port npbde as General.
host Set the port node as Host.
promiscuous set the port node as Prom scuous.

83.2.2 switchport private-vlan add host-assoc primary

Primary VLAN

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format: swi t chport private-vlan add host-assoc primary <P-1> secondary <P-2>
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secondary: secondary VLAN

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P- 2 1..4042 Enter the VLAN ID.

83.2.3 switchport private-vlan add promiscuous-assoc primary

Primary VLAN

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: swi t chport private-vlan add prom scuous-assoc prinmary <P-1> secondary <P-2>
secondar y: comma sepearated secondary VLANsS

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string Comma Separ at ed Exi sting Secondary VLAN VLANSs.

83.2.4 switchport private-vlan delete host-assoc primary

Primary VLAN

Mode: | nt er f ace Range Mode

Privilege Level: Oper at or

Format: swi t chport private-vlan del ete host-assoc primary <P-1> secondary <P-2>
secondar y: secondary VLAN

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 1..4042 Enter the VLAN |ID.

83.2.5 switchport private-vlan delete promiscuous-assoc primary

Primary VLAN
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: swi t chport private-vlan del ete proni scuous-assoc primary <P-1> secondary <P-
2>
secondar y: comma sepearated secondary VLANS

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 string Comma Separ at ed Exi sting Secondary VLAN VLANSs.
83.3 show

Display device options and settings.

83.3.1 show vlan private-vlan

Display the Private vlan configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an private-vlan [<P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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84 Protocol Based VLAN

84.1 vlan
Creation and configuration of VLANS.

84.1.1 vlan protocol group add

Add a new group or add protocols to an existing group.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an protocol group add <P-1> nane <P-2> vlan-id <P-3> ethertype <P-4>
name: Assign a group name .
vl an-i d: Associate a VLAN ID to a group.
et hert ype: Add protocols to an existing group. Before adding protocols to a group please create one.

Parameter Value Meaning

P-1 1..128 Prot ocol based VLANs group index.

P-2 string Enter 0 to 16 al pha nunerical characters.

P-3 1..4042 Enter the VLAN ID.

P-4 string <protocol -list> Enter a comma-separated |ist of menonics or val ues, nax. 256

chars (eg.: 1536-65535, ip, arp, ipx). Hexadecimal values are entered with a
leading \'Ox\', eg. 0x600-0xffff.

no vlan protocol group add
Disable the option
Mode: VLAN Dat abase Mbde
Privilege Level: Oper at or
Format: no vl an protocol group add nane vlan-id ethertype <P-4>

84.1.2 vlan protocol group modify

Modify a protocol group.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an protocol group nodify <P-1> [nane <P-2>] [vlan-id <P-3>] [ethertype <P-
4>]
[ name] : Modify the group name.
[ vl an-i d] : Modify the VLAN ID of a group.
[ et hertype] : Modify ethertypes from a protocol group.

Parameter Value Meaning

P-1 1..128 Prot ocol based VLANs group index.

P-2 string Enter 0 to 16 al pha nunerical characters.

P-3 1..4042 Enter the VLAN ID.

P-4 string <protocol -list> Enter a comma-separated |ist of menonics or val ues, nax. 256

chars (eg.: 1536-65535, ip, arp, ipx). Hexadecimal values are entered with a
leading \'Ox\', eg. O0x600-O0xffff.

84.1.3 vlan protocol group delete

Delete a protocol group.

Mode: VLAN Dat abase Mode

Privilege Level: Oper at or

Format: vl an protocol group delete <P-1> [ethertype <P-2>]
[ et hertype] : Remove ethertypes from a protocol group.

Parameter Value Meaning
P-1 1..128 Prot ocol based VLANs group index.
P-2 string <protocol -list> Enter a comma-separated |ist of menonics or val ues, nax. 256

chars (eg.: 1536-65535, ip, arp, ipx). Hexadecinmal values are entered with a
leading \'Ox\', eg. 0x600-0xffff.

84.2 vlan
Configure 802.1Q port parameters for VLANS.
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84.2.1 vlan protocol group add

Add this interface to a group.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: vl an protocol group add <P-1>

Parameter Value Meaning
P-1 1..128 Prot ocol based VLANs group index.

84.2.2 vlan protocol group delete

Remove this interface from a group.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an protocol group delete <P-1>

Parameter Value Meaning
P-1 1..128 Prot ocol based VLANs group index.
84.3 show

Display device options and settings.

84.3.1 show vlan protocol

Display the protocol based VLANs summary information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an protocol [<P-1>]

Parameter Value Meaning
P-1 1..128 Prot ocol based VLANs group index.
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85 Protocol Independent Multicast (PIM)

85.1 ip

Set IP parameters.

85.1.1 ip pim dense operation

Enable or disable the PIM-DM globally.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p pi m dense operati on

no ip pim dense operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p pi m dense operation

85.1.2 ip pim dense holdtimes

Configure the value in seconds inserted into the Holdtime field of a Prune message sent on any interface.

Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p pi m dense hol dti mes <P-1>

Parameter Value Meaning

P-1 60..64800 Enter the holdtimes value (default: 210).

85.1.3 ip pim sparse operation

Enable or disable the PIM-SM globally.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p pi m sparse operation

Nno ip pim sparse operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p pi m sparse operation

85.1.4 ip pim sparse ssm add

Create a SSM entry for the PIM-SM router.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p pi m sparse ssm add <P-1> <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.
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Parameter Value Meaning

P-2 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.5 ip pim sparse ssm enable

Enable SSM admin mode for specified entry.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p pi m sparse ssm enabl e <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning
P-2 0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0
254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0
255.248.0.0
255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.6 ip pim sparse ssm disable

Disable SSM admin mode for specified entr.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: i p pi m sparse ssm di sabl e <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning

P-2 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.7 ip pim sparse ssm delete

Delete a SSM entry for the PIM-SM router.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:i p pi m sparse ssmdel ete <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning
P-2 0.0.0.0

128.0.0.0

192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.8 ip pim sparse rp-address add

Create a static RP for the PIM-SM router.

Mode: A obal Confi g Mode

Privilege Level: Oper at or

Format: i p pi m sparse rp-address add <P-1> <P-2> address <P-3> [override <P-4>]
addr ess: Set the RP address.
[ overri de] : Change the dynamic override option.

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value

Meaning

P-2

0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0

254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0

255.248.0.0

255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

255.255.255.254

255.255.255.255

P-3

A.B.C.D

| P address.

P-4

true

True

false

Fal se

85.1.9

Mode: G obal

ip pim sparse rp-address modify

Modify a static RP for the PIM-SM router.
Config Mode

Privilege Level: Oper at or

Format:i p pi msparse rp-address nodi fy <P-1> <P-2> [ address <P-3>]

[ addr ess] : Set the RP address.

[overri de] : Change the dynamic override option.

[override <P-4>]

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning

P-2 0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0

254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0

255.248.0.0

255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

255.255.255.254

255.255.255.255

P-3 A.B.C.D | P address.
P-4 true True
false Fal se

85.1.10 ip pim sparse rp-address delete

Delete a static RP for the PIM-SM router.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p pi m sparse rp-address delete <P-1> <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.
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Parameter Value Meaning

P-2 0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0

254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0

255.248.0.0

255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

255.255.255.248

255.255.255.252

255.255.255.254

255.255.255.255

85.1.11 ip pim sparse rp-address enable

Enable RP static admin mode.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p pi m sparse rp-address enable <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning
P-2 0.0.0.0

128.0.0.0

192.0.0.0

224.0.0.0

240.0.0.0

248.0.0.0

252.0.0.0
254.0.0.0

255.0.0.0

255.128.0.0

255.192.0.0

255.224.0.0

255.240.0.0
255.248.0.0
255.252.0.0

255.254.0.0

255.255.0.0

255.255.128.0

255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.12 ip pim sparse rp-address disable

Disable RP static admin mode.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: i p pi m sparse rp-address di sable <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
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Parameter Value Meaning

P-2 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.13 ip pim sparse rp-candidate add

Set a local IP address as RP candidate.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p pi m sparse rp-candi date add <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P addr ess.
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Parameter Value Meaning

P-3 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.14 ip pim sparse rp-candidate delete

Delete an RP candidate from PIM-SM router.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format:i p pi m sparse rp-candi date del ete <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.
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Parameter Value Meaning

P-3 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.15 ip pim sparse rp-candidate enable

Enable an RP candidate from PIM-SM router.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:i p pi m sparse rp-candi date enable <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P addr ess.
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Parameter Value Meaning

P-3 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.16 ip pim sparse rp-candidate disable

Disable an RP candidate from PIM-SM router.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: i p pi m sparse rp-candi date disable <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.
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Parameter Value Meaning

P-3 0.0.0.0
128.0.0.0
192.0.0.0
224.0.0.0
240.0.0.0
248.0.0.0
252.0.0.0
254.0.0.0
255.0.0.0
255.128.0.0
255.192.0.0
255.224.0.0
255.240.0.0
255.248.0.0
255.252.0.0
255.254.0.0
255.255.0.0
255.255.128.0
255.255.192.0
255.255.224.0
255.255.240.0
255.255.248.0
255.255.252.0
255.255.254.0
255.255.255.0
255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252
255.255.255.254
255.255.255.255

85.1.17 ip pim sparse bsr-candidate add

Add the bootstrap candidate option.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: i p pi m sparse bsr-candi date add <P- 1> address <P-2> [ hash-mask <P-3>] [bsm
interval <P-4>] [priority <P-5>]
addr ess: Set a local IP address as BSR candidate.
[ hash- mask] : Set BSR candidate hash-mask length.
[ bsminterval ]: Set BSR advertisement interval.
[ priority]: Set BSR candidate priority.

Parameter Value Meaning

P-1 1..4294967295 Enter the zone index.

P-2 A.B.C.D | P address.

P-3 0..128 Enter a number in the given range.
P-4 1..16383 Enter a number in the given range.
P-5 0..255 Enter a nunber in the given range.

85.1.18 ip pim sparse bsr-candidate modify

Modify the bootstrap candidate parameters.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i p pi m sparse bsr-candi date nodify <P-1> address <P-2> hash-nmask <P-3> bsm
interval <P-4> priority <P-5>
addr ess: Set a local IP address as BSR candidate.
hash- mask: Set BSR candidate hash-mask length.
bsm i nt er val : Set BSR advertisement interval.
priority:Set BSR candidate priority.

Parameter Value Meaning

P-1 1..4294967295 Enter the zone index.

P-2 A.B.C.D | P address.

P-3 0..128 Enter a number in the given range.
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Parameter Value Meaning

P-4 1..16383 Enter a number in the given range.

P-5 0..255 Enter a number in the given range.

85.1.19 ip pim sparse bsr-candidate delete

Delete the bootstrap candidate option.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p pi m sparse bsr-candi date del ete <P-1>

Parameter Value Meaning

P-1 1..4294967295 Enter the zone index.

85.1.20 ip pim sparse bsr-candidate enable

Enable the bootstrap candidate option.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p pi m sparse bsr-candi date enabl e <P-1>

Parameter Value Meaning

P-1 1..4294967295 Enter the zone index.

85.1.21 ip pim sparse bsr-candidate disable

Disable the bootstrap candidate option.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p pi m sparse bsr-candi date di sable <P-1>

Parameter Value Meaning

P-1 1..4294967295 Enter the zone index.

85.1.22 ip pim trapflag

Enable or disable PIM related traps.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format:i p pi mtrapfl ag

no ip pim trapflag

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:no ip pimtrapflag

85.2 ip

IP interface commands.

85.2.1 ip pim operation

Enable or disable PIM on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p pi m operation

no ip pim operation

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no i p pi moperation
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85.2.2 ip pim hello-interval

Configure the hello interval in seconds on the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:i p pimhello-interval <P-1>

Parameter Value Meaning

P-1 0..18000 Enter the hello interval (default: 30).

85.2.3 ip pim sparse bsr-border

Configure BSR Border for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p pi m sparse bsr-border

no ip pim sparse bsr-border
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p pi m sparse bsr-border

85.2.4 ip pim sparse dr-priority

Configure DR priority for the interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format:i p pi m sparse dr-priority <P-1>

Parameter Value Meaning

P-1 0..4294967294 Enter the designated router priority (default:

1).

85.2.5 ip pim sparse join-prune-interval

Configure the join/prune interval for the interface in seconds.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p pi m sparse joi n-prune-interval <P-1>

Parameter Value Meaning
P-1 0..18000 Enter the join-prune interval (default: 30).
85.3 show

Display device options and settings.

85.3.1 show ip pim global

Display the PIM global configuration.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i p pi m gl obal

85.3.2 show ip pim interface

Display the PIM interface status parameters.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show ip piminterface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

85.3.3 show ip pim neighbor

Display the PIM neighbors information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p pi m nei ghbor [ <P-1>]
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Parameter Value Meaning

P-1 slot no./port no.

85.3.4 show ip pim rp static
Display the static RP information.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show ip pimrp static

85.3.5 show ip pim rp mapping
Display the group to RP mapping info.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p pi mrp mapping [ <P-1>]

Parameter Value Meaning

P-1 fixed

static

config-ssm

bsr

auto-rp

embedded

static-override

85.3.6 show ip pim rp candidate
Display the RP candidate info.

Mode: Command is in all nbdes avail abl e.

Privilege Level: Guest
Format: show i p pimrp candi date

85.3.7 show ip pim bsr candidate
Display the BSR candidate information.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p pi m bsr candi date

85.3.8 show ip pim bsr elected
Display the BSR elected information.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show i p pi m bsr el ected

85.3.9 show ip pim ssm
Display the information regarding SSM.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p pi m ssm

85.3.10 show ip pim rp-hash

Display the PIM-SM RP information for a specific group.
Mode: Conmand is in all nbdes avail abl e.

Privilege Level: Guest
Format: show i p pi mrp-hash <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.
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86 Power Over Ethernet (PoE)

86.1 inlinepower

Configure the global inline power settings.

86.1.1 inlinepower operation

Configure the global inline power administrative setting (enable or disable, default: enable).

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i nl i nepower operation

no inlinepower operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no i nli nepower operation

86.1.2 inlinepower slot

Configure the inline power notification (trap), threshold and power budget per slot
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i nl i nepower sl ot <P-1> budget <P-2> threshold <P-3> trap
budget : Configure the inline power budget per slot
t hr eshol d: Configure the inline power notification (trap) threshold per slot.
t r ap: Configure the inline power notification (trap) setting per slot.

Parameter Value Meaning

P-1 slot no./port no.

P-2 0..65507 Enter a number in the given range.
P-3 1..99 Enter a number in the given range.

no inlinepower slot
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i nli nepower slot budget threshold trap

86.1.3 inlinepower threshold

Configure the global inline power natification (trap) threshold.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i nl i nepower threshold <P-1>

Parameter Value Meaning

P-1 1..99 Enter a number in the given range.

86.1.4 inlinepower trap

Configure the global inline power notification (trap) setting .
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i nl i nepower trap

no inlinepower trap

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no inlinepower trap
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86.2 inlinepower

Configure inline power interface settings.

86.2.1 inlinepower allowed-classes add

Add the class to this interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i nl i nepower al | owed-cl asses add <P-1>

Parameter Value Meaning

P-1 0 Class 0
1 Class 1
2 Class 2
3 Class 3
4 Class 4

86.2.2 inlinepower allowed-classes delete

Remove the class from this interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: i nl i nepower al | owed- cl asses del ete <P-1>

Parameter Value Meaning

P-1 0 Class 0
1 Class 1
2 Class 2
3 Class 3
4 Class 4

86.2.3 inlinepower auto-shutdown-end

Configure the interface-related inline power autoshutdown end time.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: i nl i nepower aut o- shut down-end <P-1>

Parameter Value Meaning

P-1 string Enter 5 al pha nunerical characters (format 00:00).

86.2.4 inlinepower auto-shutdown-start

Configure the interface-related inline power autoshutdown start time.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i nl i nepower aut o- shut down-start <P-1>

Parameter Value Meaning

P-1 string Enter 5 al pha nurerical characters (format 00:00).

86.2.5 inlinepower auto-shutdown-timer

Configure the interface-related inline power autoshutdown timer functionality.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i nl i nepower aut o- shut down-ti ner

no inlinepower auto-shutdown-timer
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i nli nepower auto-shutdown-ti mer

86.2.6 inlinepower operation

Configure the interface-related inline power administrative setting (enable or disable, default: enable).

Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i nl i nepower operation

RM CLI Overview HiOS
Release 10.0 08/2024

357



no inlinepower operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no i nli nepower operation

86.2.7 inlinepower name

Configure the interface-related inline power interface name.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i nl i nepower nane <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.

86.2.8 inlinepower priority

Configure the inline power priority for this interface. In case of power scarcity, inline power on interfaces configured
with the lowest priority is dropped first. Possible values are: critical, high or low, default: low. The highest priority
is critical.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i nl i nepower priority <P-1>

Parameter Value Meaning
P-1 crit. Set this interfaces' inline power priority to critical (highest).
high Set this interfaces' inline power priority to high.
low Set this interfaces' inline power priority tolow This is the default setting.

86.2.9 inlinepower fast-startup

Enable or disable fast startup.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i nl i nepower fast-startup

no inlinepower fast-startup
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no inlinepower fast-startup

86.2.10 inlinepower power-limit

Configure the interface related inline maximum power that is reserved for a connected powered device (PD). The
power limit is ignored if it is set to O or it is exceeded by the maximum observed power consumption.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i nl i nepower power-limt <P-1>

Parameter Value Meaning
P-1 0.000..30.000 PoE power limit in watts (e.g. 12.54).
86.3 show

Display device options and settings.

86.3.1 show inlinepower global

Display the inline power global settings.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i nl i nepower gl obal
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86.3.2 show inlinepower port
Display the interface-related inline power settings.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i nl i nepower port [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

86.3.3 show inlinepower slot
Display the slot-related inline power settings.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show i nl i nepower sl ot [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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87 Port Locking

87.1 port-locking

Port-locking configuration.

87.1.1 port-locking operation

Enables or disables port locking.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: port -1 ocki ng operation

no port-locking operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no port-1ocking operation

87.1.2 port-locking mode

Configure the port locking mode.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: port - | ocki ng node <P-1>

Parameter Value Meaning

P-1 ports-and-mac- Lock MAC addresses and di sabl e unused ports.
addresses
ports-only Di sabl e unused ports only.

mac-addresses-only Lock MAC addresses and do NOT di sabl e unused ports.

87.1.3 port-locking uplink detection-mode

Configure how port locking should detect Uplink-ports.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: port -1 ocki ng uplink detection-node <P-1>

Parameter Value Meaning
P-1 num-mac-addr Detect an uplink port based on nunber of MAC addresses.
stp-pdu-detection Det ect an uplink port based on reception of Spanning Tree PDUs.

87.1.4 port-locking uplink freeze-addresses

Configure port locking to freeze MAC-addresses on uplink ports.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: port -1 ocki ng uplink freeze-addresses <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.5 port-locking uplink report-addresses

Configure port locking to report new MAC-addresses on uplink ports.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: port -1 ocki ng uplink report-addresses <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.
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87.1.6 port-locking fallback-timer

Configure the port locking fallback timer in seconds.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: port -1 ocki ng fallback-timer <P-1>

Parameter Value Meaning
P-1 0..86400 Fal | back tiner in seconds.

87.1.7 port-locking ignore-uplinks

Configure if uplinks should be ignored or not (Enable/Disable).
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: port -1 ocki ng i gnore-uplinks <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.8 port-locking arp-inspection operation

Enables or disables the ARP inspection mode.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: port -1 ocki ng arp-inspection operation

no port-locking arp-inspection operation
Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no port-1ocking arp-inspection operation

87.1.9 port-locking arp-inspection verify src-mac

If enabled, the source MAC address in the ethernet packet needs to match the sender MAC address in an ARP
request/response packet body.

Mode: G obal Confi g Mode

Privilege Level: Admi ni str at or

Format: port -1 ocki ng arp-inspection verify src-mac <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.10 port-locking arp-inspection verify dest-mac

If enabled, the destination MAC address in the (unicast) ethernet packet needs to match the MAC address in an
ARP response packet body.

Mode: @ obal Config Mde

Privilege Level: Admi ni strat or

Format: port -1 ocki ng arp-inspection verify dest-mac <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.11 port-locking arp-inspection verify ip

If enabled, the sender protocol address (always) and the target protocol address (response) in the ARP packet
body need to be a public unicast IP address. Such addresses exclude 0.0.0.0, multicast/broadcast addresses,
reserved addresses, and loopback addresses.

Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: port -l ocki ng arp-inspection verify ip <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.
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87.1.12 port-locking arp-inspection verify subnet

If enabled, the sender protocol address needs to belong to the subnet range of the device IP address.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: port -1 ocking arp-inspection verify subnet <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.13 port-locking arp-inspection trap verification-error

If enabled, SNMP traps are sent if header verification fails on the snooped ARP frame.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: port -1 ocki ng arp-inspection trap verification-error <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.14 port-locking arp-inspection trap db-verification

If enabled, SNMP traps are sent if an existing entry of the ARP database was modified in Learning mode.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: port -1 ocki ng arp-inspection trap db-verification <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.1.15 port-locking arp-inspection trap db-alarm

If enabled, SNMP traps are sent if a new ARP database entry was created, or an existing ARP database entry was
modified in Inspection mode.

Mode: d obal Config Mode

Privilege Level: Admi ni st r at or

Format: port -1 ocking arp-inspection trap db-al arm <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

87.2 port-locking

Port-locking configuration.

87.2.1 port-locking operation

Enable/Disable port locking on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port -1 ocki ng operation

no port-locking operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no port-1ocking operation

87.2.2 port-locking mac-address add

Add static MAC address to the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port - | ocki ng mac- address add <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
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Parameter Value Meaning
P-2 1..4042 VLAN | D

87.2.3 port-locking mac-address delete

Remove static MAC address from the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port - | ocki ng nmac- address del ete <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 VLAN | D

87.2.4 port-locking trap-mode

Enable/Disable violation trap mode on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port - | ocki ng trap-node <P-1>

Parameter Value Meaning

P-1 enable Enabl e the option.
disable Di sabl e the option.

87.3 show

Display device options and settings.

87.3.1 show port-locking global

Show global port-locking settings.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show port -1 ocki ng gl obal

87.3.2 show port-locking interface

Display the port-locking information for the interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-1ocking interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

87.3.3 show port-locking dynamic

Display the dynamically learned MAC addresses.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show port -1 ocki ng dynam ¢ <P-1>

Parameter Value Meaning
P-1 slot no./port no.

87.3.4 show port-locking static

Display the statically locked MAC addresses.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-Iocking static <P-1>

Parameter Value Meaning
P-1 slot no./port no.

87.3.5 show port-locking violation

Display the port locking violation information.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show port -1 ocking violation <P-1>
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Parameter Value Meaning

P-1 slot no./port no.

87.3.6 show port-locking arp-inspection global

Show ARP inspection global variables.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port -1 ocking arp-inspection gl obal

87.3.7 show port-locking arp-inspection database

Show ARP inspection database values.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-1ocking arp-inspection database

87.4 clear

Clear several items.

87.4.1 clear arp-inspection-db

Clear the agent's ARP database.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear arp-inspection-db
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88 Port Monitor

88.1 port-monitor

Configure the Port Monitor condition settings.

88.1.1 port-monitor operation

Enable or disable the port monitor.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: port-nonitor operation

no port-monitor operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no port-nonitor operation

88.2 port-monitor

Configure the Port Monitor condition settings.

88.2.1 port-monitor condition crc-fragments interval

Configure the measure interval in seconds (5-180s) for CRC-Fragment detection. Default 10.

Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition crc-fragments interval <P-1>

Parameter Value Meaning

P-1 5..180 Enter a number in the given range.

88.2.2 port-monitor condition crc-fragments count

Configure the CRC-Fragment counter in parts per million (1-1000000 [ppm]). Default 1000 [ppm].

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition crc-fragments count <P-1>

Parameter Value Meaning

P-1 1..1000000 Enter a number in the given range.

88.2.3 port-monitor condition crc-fragments mode

Enable or disable CRC-Fragments condition to trigger an action.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition crc-fragments node

no port-monitor condition crc-fragments mode
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no port-nonitor condition crc-fragnments node

88.2.4 port-monitor condition link-flap interval

Configure the measure interval in seconds (1-180s) for Link Flap detection. Default 10.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition link-flap interval <P-1>

Parameter Value Meaning

P-1 1..180 Enter a number in the given range.
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88.2.5 port-monitor condition link-flap count

Configure the Link Flap counter (1-100). Default 5.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition link-flap count <P-1>

Parameter Value Meaning
P-1 1..100 Enter a number in the given range.

88.2.6 port-monitor condition link-flap mode

Enable or disable link-flap condition to trigger an action.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition |ink-flap node

no port-monitor condition link-flap mode
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no port-nmonitor condition link-flap node

88.2.7 port-monitor condition duplex-mismatch mode

Enable or disable duplex mismatch detection condition to trigger an action.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition dupl ex-ni smatch node

no port-monitor condition duplex-mismatch mode
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no port-nonitor condition duplex-nismatch node

88.2.8 port-monitor condition overload-detection traffic-type

Configure Overload detection condition traffic type.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition overl oad-detection traffic-type <P-1>

Parameter Value Meaning
P-1 all Al'l packets.
bc Br oadcast packets.
bc-mc Broadcast and nulticast packets.

88.2.9 port-monitor condition overload-detection unit

Configure Overload detection condition threshold type.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition overl oad-detection unit <P-1>

Parameter Value Meaning
P-1 pps Packets per second.
kbps Ki | obits per second.

88.2.10 port-monitor condition overload-detection upper-threshold

Configure Overload detection condition threshold type upper-threshold.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition overl oad-detection upper-threshold <P-1>

Parameter Value Meaning
P-1 0..10000000 Enter a number in the given range.
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88.2.11 port-monitor condition overload-detection lower-threshold

Configure Overload detection condition threshold type lower-threshold.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: port-nonitor condition overl oad-detection | ower-threshold <P-1>

Parameter Value Meaning

P-1 0..10000000 Enter a number in the given range.

88.2.12 port-monitor condition overload-detection polling-interval

Configure Overload detection condition detection interval.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: port-noni tor condition overl oad-detection polling-interval <P-1>

Parameter Value Meaning

P-1 1..20 Enter a number in the given range.

88.2.13 port-monitor condition overload-detection mode

Enable or disable Overload-Detection condition to trigger an action.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition overl oad-detecti on nbode

no port-monitor condition overload-detection mode
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no port-nonitor condition overl oad-detection node

88.2.14 port-monitor condition speed-duplex mode

Enable or disable link speed and duplex condition to trigger an action.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition speed-dupl ex node

no port-monitor condition speed-duplex mode
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no port-nonitor condition speed-dupl ex node

88.2.15 port-monitor condition speed-duplex speed

Set speed-duplex combination.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or

Format: port-nonitor condition speed-dupl ex speed [<P-1>] [<P-2>] [<P-3>] [<P-4>]
[<P-5>] [<P-6>] [<P-7>]
Parameter Value Meaning
P-1 [hdx10] 10 Mbit/s - half duplex
P- 2 [fdx10] 10 Mbit/s - full duplex
P-3 [hdx100] 100 Mbit/s - half duplex
P-4 [fdx100] 100 Mbit/s - full duplex
P-5 [fdx-1000] 1000 Mbit/s - full duplex
P- 6 [fdx-2500] 2500 Mbit/s - full duplex
pP-7 [fdx-1000]0 1000 Mbit/s - full duplex
88.2.16 port-monitor condition speed-duplex clear
Clear the allowed speed-duplex combination list.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition speed-dupl ex clear
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88.2.17 port-monitor action

Enable or disable interface on port condition.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor action <P-1>

Parameter Value Meaning
P-1 port-disable Di sabl e interface on port condition.
trap-only Send only a trap.
auto-disable Enabl e or disable interface on port condition by AUTOD S.

88.2.18 port-monitor reset

Reset the port monitor.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor reset [<P-1>]

Parameter Value Meaning
P-1 port Press Enter to execute the command.

no port-monitor reset
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no port-nmonitor reset [<P-1>]

88.3 show

Display device options and settings.

88.3.1 show port-monitor operation

Display the Port Monitor operation.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show port-nonitor operation

88.3.2 show port-monitor brief

Display the Port Monitor summary.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show port-nonitor brief

88.3.3 show port-monitor overload-detection counters

Display the overload-detection counters of last interval.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show port-nonitor overl oad-detection counters

88.3.4 show port-monitor overload-detection port

Display the Port Monitor overload detection interface detalils.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show port-nonitor overl oad-detection port [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

88.3.5 show port-monitor speed-duplex

Display the Port Monitor link speed and duplex interface settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor speed-dupl ex [<P-1>]
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Parameter Value Meaning
P-1 slot no./port no.

88.3.6 show port-monitor port

Display the Port Monitor interface details.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show port-nmonitor port <P-1>

Parameter Value Meaning
P-1 slot no./port no.

88.3.7 show port-monitor link-flap

Display the link-flaps counts for a specific interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor |ink-flap <P-1>

Parameter Value Meaning
P-1 slot no./port no.

88.3.8 show port-monitor crc-fragments

Display CRC-Fragments counts for a specific interface.
Mode: Command is in all nopdes avail abl e.
Privilege Level: Guest
Format: show port-nonitor crc-fragnents <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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89 Port Security

89.1 port-security

Port security

89.1.1 port-security operation

Enable/Disable port security.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: port-security operation

no port-security operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no port-security operation

89.1.2 port-security mode

Configure the port security operation mode (MAC/IP based).

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: port-security node <P-1>

Parameter Value Meaning
P-1 mac-based Port security is based on given, allowed source MAC addresses.
ip-based Port security is based on given, allowed source |P addresses.

no port-security mode
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no port-security node <P-1>

89.2 port-security

Port security

89.2.1 port-security operation

Enable/Disable port security on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-security operation

no port-security operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no port-security operation

89.2.2 port-security max-dynamic

Set dynamic limit for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-security nmax-dynanm c <P-1>

Parameter Value Meaning
P-1 0..600 Maxi mum nunber of dynamically | ocked MAC addresses.
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89.2.3 port-security max-static

Set static limit for the interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: port-security max-static <P-1>

Parameter Value Meaning

P-1 0..64 Maxi mum nunber of statically | ocked addresses.

89.2.4 port-security mac-address add

Add static MAC address to the interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: port-security nac-address add <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 VLAN | D

89.2.5 port-security mac-address move

Make dynamic MAC addresses static for the interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: port-security nmac-address nove

89.2.6 port-security mac-address delete

Remove Static MAC address from the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: port-security nmac-address delete <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
p-2 1..4042 VLAN | D

89.2.7 port-security ip-address add

Add static IP address to the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: port-security ip-address add <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
p-2 1..4042 VLAN | D

89.2.8 port-security ip-address delete

Remove static IP address from the interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: port-security ip-address delete <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 1..4042 VLAN | D

89.2.9 port-security violation-traps

SNMP violation traps for the interface.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format: port-security violation-traps operation [frequency <P-1>]
oper at i on: Enable/Disable SNMP violation traps for the interface.

[ frequency] : The minimum seconds between two successive violation traps on this port.

Parameter Value Meaning

P-1 0..3600 time in seconds
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no port-security violation-traps
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no port-security violation-traps operation [frequency]

89.2.10 port-security auto-disable

Enable or disable autodisable for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-security auto-disable

no port-security auto-disable
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no port-security auto-disable

89.3 show

Display device options and settings.

89.3.1 show port-security global

Port Security global status
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-security gl obal

89.3.2 show port-security interface

Display the port security information for the interface.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show port-security interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

89.3.3 show port-security dynamic

Display the dynamically learned MAC addresses.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-security dynanic <P-1>

Parameter Value Meaning
P-1 slot no./port no.

89.3.4 show port-security static

Display the statically locked MAC addresses.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-security static <P-1>

Parameter Value Meaning
P-1 slot no./port no.

89.3.5 show port-security violation

Display the port security violation information.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show port-security violation <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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90 Profinet IO

90.1 profinet
Configures the PROFINET functionality on this device.

90.1.1 profinet operation

Enables or disables the PROFINET functionality on this device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: prof i net operation

no profinet operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no profinet operation

90.1.2 profinet preserve vian-0 tag

Configures the VLAN 0 preserve functionality on this device
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: prof i net preserve vlian-0 tag <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

90.1.3 profinet name-of-station

Sets the name of the station.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: pr of i net nane-of-station <P-1>

Parameter Value Meaning
P-1 string Enter the nanme of the station, al phanuneric ascii string, nax. 240 characters.

90.2 profinet
Configures the PROFINET functionality on this device.

90.2.1 profinet dcp-mode

Sets the PROFINET DCP mode on an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: pr of i net dcp- node <P-1>

Parameter Value Meaning

P-1 none Sets the PROFI NET DCP node on an interface to none (neither ingress or egress).
The agent does not respond to franmes received on this interface. The interface
does not forward frames received on other interfaces.

ingress Sets the PROFI NET DCP node on an interface to ingress only. The agent responds
to frames received on this interface. The interface does not forward franes
received on other interfaces.

egress Sets the PROFI NET DCP node on an interface to egress only. The agent does not
respond to frames received on this interface. The interface forwards franes
received on other interfaces.

both Sets the PROFINET DCP nobde on an interface to both (ingress and egress). The
agent responds to frames received on this interface. The interface forwards
frames received on other interfaces.
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90.3 copy
Copy different kinds of items.

90.3.1 copy gsdml-profinet system remote

Copy the GSDML file from the device to the file server

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy gsdm -profi net systemrenote <P-1> [source-interface <P-2>]
[ source-interface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, nmax. 128 characters.
P-2 slot no./port no.

90.3.2 copy gsdml-profinet system envm

Copy the GSDML file from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy gsdm - profi net system envm

90.4 show

Display device options and settings.

90.4.1 show profinet global

Display the PROFINET global settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show profi net gl obal

90.4.2 show profinet port

Display the port-related PROFINET settings.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show profinet port
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91 Protocol

91.1 protocol

Protocol configuration.

91.1.1 protocol add

Add a Protocol configuration to the protocol table.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: prot ocol add <P-1> name <P-2> [description <P-3>] [protocol-type <P-4>]
[ethertype <P-5>] [proto-nunber <P-6>] [port <P-7>]
nane: Specify the Protocol Name
[ descri ption] : Specify the Protocol Description
[ prot ocol - type] : Specify the Protocol Type
[ et hertype] : Specify the ethernet type
[ pr ot o- nunber ] : Specify the Protocol number
[ port] : Specify the Port

Parameter Value Meaning
P-1 1..50 Prot ocol | ndex
P-2 string Pr ot ocol Nane
P-3 string Prot ocol Description
P-4 any any protocol
ethernet et hernet protocol
icmp internet control nessage protocol
tcp transm ssion control protocol
udp user datagram protocol
P-5 XXX val ue Ethertype
appletalk Appl et al k
arp ARP
ibmsna | BVSNA
ipv4 | Pv4
ipv6 | Pv6
ipx-old | PX- QLD
mplsmcast MPLS Mul ti cast
mplsucast MPLS Uni cast
netbios Net Bl CS
novell NOVELL
pppoedisc PPPCEDI SC
rarp RARP
pppoesess PPPOESESS
ipxnew | PXNEW
profinet PROFI NET
powerlink PONERLI NK
ethercat ETHERCAT
vlan8021q | EEE802_1Q VLAN
P- 6
P-7 any any Any port/portless protocol
a-b a-b Port Range
a,b a,b Port List (may be longer than two ports)
a-b,c-d a-b,c-d List of Port Ranges (may be | onger than two ranges)
1 to 65535 1 to 65535 Port Nunber

91.1.2 protocol modify

Modifies a protocol configuration present in the protocol table.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: prot ocol nodi fy <P-1> [name <P-2>] [description <P-3>] [protocol-type <P-
4>] [ethertype <P-5>] [proto-nunmber <P-6>] [port <P-7>]
[ nane] : Specify the Protocol Name
[ descri ption] : Specify the Protocol Description
[ prot ocol -type] : Specify the Protocol Type
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[ et hertype] : Specify the ethernet type
[ prot o- nunber ] : Specify the Protocol Number
[ port]: Specify the Port

Parameter Value Meaning
P-1 1..50 Prot ocol | ndex
P-2 string Pr ot ocol Nane
P-3 string Prot ocol Description
P-4 any any protocol
ethernet et hernet protocol
icmp internet control nessage protocol
tcp transm ssion control protocol
udp user datagram protocol
P-5 XXX val ue Ethertype
appletalk Appl et al k
arp ARP
ibmsna | BMSNA
ipv4 | Pv4
ipv6 | Pv6
ipx-old | PX- OLD
mplsmcast MPLS Mul ti cast
mplsucast MPLS Uni cast
netbios Net Bl OS
novell NOVELL
pppoedisc PPPCEDI SC
rarp RARP
pppoesess PPPCESESS
ipxnew | PXNEW
profinet PROFI NET
powerlink POWERLI NK
ethercat ETHERCAT
vlan8021q | EEE802_1Q VLAN
P- 6
pP-7 any any Any port/portless protocol
a-b a-b Port Range
a,b a,b Port List (may be longer than two ports)
a-b,c-d a-b,c-d List of Port Ranges (nmay be longer than two ranges)
1 to 65535 1 to 65535 Port Nunber

91.1.3 protocol delete

Delete a protocol configurtion present in the protocol table.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: prot ocol delete <P-1>

Parameter Value Meaning
P-1 1..50 Prot ocol | ndex
91.2 show

Display device options and settings.

91.2.1 show protocol list

Display all configured protocol list
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show protocol |ist
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92 Precision Time Protocol (PTP)

92.1 ptp
Enable or disable the Precision Time Protocol (IEEE 1588-2008).

92.1.1 ptp operation

Enable or disable the Precision Time Protocol (IEEE 1588-2008).
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p operation

no ptp operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no ptp operation

92.1.2 ptp clock-mode

Configure PTPv2 (IEEE1588-2008) clock mode. If the clock mode is changed, PTP will be initialized.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p cl ock-nmode <P-1>

Parameter Value Meaning
P-1 v2-boundary-clock  Specifies V2 boundary clock as node for the |ocal clock.
v2-transparent-clock Specifies V2 transparent clock as node for the |ocal clock.

92.1.3 ptp sync-lower-bound

Configure the lower bound for the PTP clock synchronization status in nanoseconds. If the absolute value of the
offset to the master clock is smaller than the lower bound, clock’s status is set to synchronized (true).

Mode: @ obal Config Mde

Privilege Level: Admi ni strat or

Format: pt p sync- | ower - bound <P-1>

Parameter Value Meaning
P-1 1..999999999

92.1.4 ptp sync-upper-bound

Configure the upper bound for the PTP clock synchronization status in nanoseconds. If the absolute value of the
offset to the master clock is bigger than the upper bound, the clock’s status is set to unsynchronized (false).
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: pt p sync- upper - bound <P-1>

Parameter Value Meaning
P-1 31..1000000000

92.1.5 ptp management

Enable or disable PTP management via PTP management messages.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p managenent

no ptp management

Disable the option
Mode: G obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: no pt p managenent
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92.1.6 ptp v2-transparent-clock syntonization

Enable or disable the syntonization (frequency synchronization) of the transparent-clock.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: pt p v2-transparent-cl ock syntoni zation

no ptp v2-transparent-clock syntonization
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no ptp v2-transparent-clock syntonization

92.1.7 ptp v2-transparent-clock network-protocol

Configure the network-protocol of the transparent-clock.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: pt p v2-transparent-cl ock network-protocol <P-1>

Parameter Value Meaning
P-1 ieee802.3
udp-ipv4

92.1.8 ptp v2-transparent-clock multi-domain

Enable or disable the transparent-clock to process only the primary-domain or all domain numbers.
Mode: d obal Config Mode
Privilege Level: Admi ni strat or
Format: pt p v2-transparent-clock nulti-domain

no ptp v2-transparent-clock multi-domain
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no ptp v2-transparent-clock nulti-donain

92.1.9 ptp v2-transparent-clock sync-local-clock

Enable or disable synchronization of the local clock (also enables syntonization).
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: pt p v2-transparent-cl ock sync-Iocal -cl ock

no ptp v2-transparent-clock sync-local-clock
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no ptp v2-transparent-clock sync-1ocal -cl ock

92.1.10 ptp v2-transparent-clock delay-mechanism

Configure the delay mechanism of the transparent-clock.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: pt p v2-transparent-cl ock del ay- mechani sm <P- 1>

Parameter Value Meaning
P-1 eZe

p2p

e2e-optimized

disable

92.1.11 ptp v2-transparent-clock primary-domain

Configure the primary-domain (for syntonization) of the transparent-clock.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: pt p v2-transparent-cl ock primary-domain <P-1>
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Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

92.1.12 ptp v2-transparent-clock vlan

VLAN in which PTP packets are send. With a value of none all packets are send untagged.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p v2-transparent-cl ock vlan <P-1>

Parameter Value Meaning
P-1 vianld Send ptp to vlianld Use O for priority only tagged frames
none Send all ptp packets untagged

92.1.13 ptp v2-transparent-clock vlan-priority

VLAN priority of tagged ptp packets.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p v2-transparent-clock vlan-priority <P-1>

Parameter Value Meaning
P-1 0..7

92.1.14 ptp v2-boundary-clock domain

Configure the PTP domain number (0..255)
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p v2- boundary-cl ock domain <P-1>

Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

92.1.15 ptp v2-boundary-clock priorityl

Configure the priorityl value (0..255) for the BMCA
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: pt p v2-boundary-cl ock priorityl <P-1>

Parameter Value Meaning
P-1 0..255 Enter a nunmber in the given range.

92.1.16 ptp v2-boundary-clock priority2

Configure the priority2 value (0..255) for the BMCA
Mode: A obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: pt p v2- boundary-clock priority2 <P-1>

Parameter Value Meaning
P-1 0..255 Enter a number in the given range.

92.1.17 ptp v2-boundary-clock utc-offset

Configure the current UTC offset (TAI - UTC) in seconds.
Mode: d obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: pt p v2- boundary-cl ock utc-of fset <P-1>

Parameter Value Meaning
P-1 -32768..32767

92.1.18 ptp v2-boundary-clock utc-offset-valid

Configure the UTC offset valid flag
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: pt p v2- boundary-cl ock utc-offset-valid <P-1>

Parameter Value Meaning
P-1 true True
false Fal se
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no ptp v2-boundary-clock utc-offset-valid
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no ptp v2-boundary-clock utc-offset-valid <P-1>

92.2 ptp
Enable or disable the Precision Time Protocol (IEEE 1588-2008) on a port.

92.2.1 ptp v2-transparent-clock operation

Enable or disable the sending and receiving / processing of PTP synchronization messages.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: pt p v2-transparent-cl ock operation

no ptp v2-transparent-clock operation
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Adm ni st r at or
Format: no ptp v2-transparent-cl ock operation

92.2.2 ptp v2-transparent-clock asymmetry

Set the asymmetry of the link connected to this interface
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: pt p v2-transparent-cl ock asymetry <P-1>

Parameter Value Meaning
P-1 -

2000000000..200000

0000

92.2.3 ptp v2-transparent-clock pdelay-interval

Configure the Peer Delay Interval in seconds {1|2|4]8|16|32}. This interval is used if delay-mechanism is set to p2p
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni str at or
Format: pt p v2-transparent-cl ock pdel ay-interval <P-1>

Parameter Value Meaning
P-1 1

2

4

8

16

32

92.2.4 ptp v2-boundary-clock operation

Enable or disable the sending and receiving/processing of PTP synchronization messages.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: pt p v2-boundary-cl ock operation

no ptp v2-boundary-clock operation
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Adm ni st r at or
Format: no ptp v2-boundary-cl ock operation
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92.2.5 ptp v2-boundary-clock pdelay-interval

Configure the Peer Delay Interval in seconds {1|2|4|8|16|32}. This interval is used if delay-mechanism is set to p2p
Mode: I nt erf ace Range Mbde
Privilege Level: Admi ni str at or
Format: pt p v2- boundary-cl ock pdel ay-interval <P-1>

Parameter Value Meaning
P-1 1

2

4

8

16

32

92.2.6 ptp v2-boundary-clock announce-interval

Configure the Announce Interval in seconds {1|2|4|8|16}.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: pt p v2- boundary-cl ock announce-interval <P-1>

Parameter Value Meaning
P-1 1

2

4

8

16

92.2.7 ptp v2-boundary-clock sync-interval

Configure the Sync Interval in seconds {0.25|0.5|1|2}.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st rat or
Format: pt p v2- boundary-cl ock sync-interval <P-1>

Parameter Value Meaning
P-1 0.125

0.25

0.5

1

2

92.2.8 ptp v2-boundary-clock announce-timeout

Configure the Announce Receipt Timeout (2..10).
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: pt p v2- boundary-cl ock announce-ti neout <P-1>

Parameter Value Meaning
P-1 2..10

92.2.9 ptp v2-boundary-clock asymmetry

Set the asymmetry of the link connected to this interface
Mode: I nt erf ace Range Mbde
Privilege Level: Admi ni str at or
Format: pt p v2- boundary-cl ock asymetry <P-1>

Parameter Value Meaning
P-1 -

2000000000..200000

0000

92.2.10 ptp v2-boundary-clock vl-compatibility-mode

Set the PTPv1 Hardware compatibility mode {auto|on|off}.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni str at or
Format: pt p v2- boundary-cl ock vl-conpatibility-node <P-1>
Parameter Value Meaning
P-1 on
off
auto
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92.2.11 ptp v2-boundary-clock delay-mechanism

Configure the delay mechanism of the boundary-clock.
Mode: | nt er f ace Range Mode
Privilege Level: Admi ni st r at or
Format: pt p v2-boundary-cl ock del ay- mechani sm <P- 1>

Parameter Value Meaning
P-1 e2e

p2p

disable

92.2.12 ptp v2-boundary-clock network-protocol

Configure the network-protocol
Mode: | nt er f ace Range Mode
Privilege Level: Admi ni st r at or
Format: pt p v2-boundary-cl ock network- protocol <P-1>

Parameter Value Meaning
P-1 ieee802.3
udp-ipv4

92.2.13 ptp v2-boundary-clock vlan-priority

VLAN priority of tagged ptp packets.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st r at or
Format: pt p v2- boundary-clock vlan-priority <P-1>

Parameter Value Meaning
P-1 0.7

92.2.14 ptp v2-boundary-clock vian

VLAN in which PTP packets are send. With a value of none all packets are send untagged.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: pt p v2-boundary-cl ock vlan <P-1>

Parameter Value Meaning

P-1 vianld Send ptp to vlianld Use O for priority only tagged franmes
none Send all ptp packets untagged

92.3 show

Display device options and settings.

92.3.1 show ptp

Display the PTP parameters and status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ptp [gl obal] [v2-boundary-clock] [v2-transparent-clock] [port] [v2-
transparent-cl ock] [v2-boundary-cl ock]
[ gl obal ] : Display the PTP global status.
[ v2- boundary- cl ock] : Display the PTP Boundary Clock status.
[v2-transparent - cl ock] : Display the PTP Transparent Clock status.
[ port]: Display the PTP port values.
[v2-transparent - cl ock] : Display the PTP Transparent Clock port values.
[ v2- boundar y- cl ock] : Display the PTP Boundary Clock port values.
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93 Private VLAN

93.1 private-vlan

VLAN to be configured as private VLAN.

93.1.1 private-vlan vlan-id

Existing VLAN ID.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or

Format: pri vate-vlan vlan-id <P-1> type <P-2>

t ype: Set Private Vlan type.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 primary Set the vlan type as prinary.
isolated Set the vlan type as isol ated.
community Set the vlan type as community.

unconfigured Set the

vl an type as

unconfi gured.

93.1.2 private-vlan add associate primary

Existing Primary VLAN.
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or

Format: pri vate-vl an add associate prinmary <P-1> secondary <P-2>

secondar y: Existing Secondary VLAN/VLANS.

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string Conmma Separ at ed Exi sting Secondary VLAN VLANSs.

93.1.3 private-vlan delete associate primary

Existing Primary VLAN.
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or

Format: pri vate-vl an del ete associate primary <P-1> secondary <P-2>

secondar y: Comma Separated Secondary VLAN/VLANS.

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string Conmma Separ at ed Exi sting Secondary VLAN VLANs.

93.2 switchport

Set the switchport status of a port.

93.2.1 switchport mode private-vlan

Configuration for Private VLAN

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: swi t chport node private-vlan <P-1>
Parameter Value Meaning
P-1 general Set the port npbde as General.
host Set the port node as Host.
promiscuous set the port node as Prom scuous.

93.2.2 switchport private-vlan add host-assoc primary

Primary VLAN

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format: swi t chport private-vlan add host-assoc primary <P-1> secondary <P-2>
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secondary: secondary VLAN

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P- 2 1..4042 Enter the VLAN ID.

93.2.3 switchport private-vlan add promiscuous-assoc primary

Primary VLAN

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: swi t chport private-vlan add prom scuous-assoc prinmary <P-1> secondary <P-2>
secondar y: comma sepearated secondary VLANsS

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 string Comma Separ at ed Exi sting Secondary VLAN VLANSs.

93.2.4 switchport private-vlan delete host-assoc primary

Primary VLAN

Mode: | nt er f ace Range Mode

Privilege Level: Oper at or

Format: swi t chport private-vlan del ete host-assoc primary <P-1> secondary <P-2>
secondar y: secondary VLAN

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P-2 1..4042 Enter the VLAN |ID.

93.2.5 switchport private-vlan delete promiscuous-assoc primary

Primary VLAN
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: swi t chport private-vlan del ete proni scuous-assoc primary <P-1> secondary <P-
2>
secondar y: comma sepearated secondary VLANS

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 string Comma Separ at ed Exi sting Secondary VLAN VLANSs.
93.3 show

Display device options and settings.

93.3.1 show vlan private-vlan

Display the Private vlan configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an private-vlan [<P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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94 Password Management

94.1 passwords

Manage password policies and options.

94.1.1 passwords min-length

Set minimum password length for user passwords.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: passwords m n-|ength <P-1>

Parameter Value Meaning
P-1 1..64 Enter a number in the given range.

94.1.2 passwords max-login-attempts

Set maximum login attempts for the users.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: passwor ds nax- | ogi n-attenpts <P-1>

Parameter Value Meaning
P-1 0.5 Enter a nunmber in the given range.

94.1.3 passwords min-uppercase-chars

Set minimum upper case characters for user passwords.
Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: passwor ds mi n- upper case-chars <P-1>

Parameter Value Meaning
P-1 0..16 Enter a number in the given range.

94.1.4 passwords min-lowercase-chars

Set minimum lower case characters for user passwords.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: passwor ds mi n-| ower case-chars <P-1>

Parameter Value Meaning
P-1 0..16 Enter a number in the given range.

94.1.5 passwords min-numeric-chars

Set minimum numeric characters for user passwords.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: passwor ds mi n- nuneric-chars <P-1>

Parameter Value Meaning
P-1 0..16 Enter a number in the given range.

94.1.6 passwords min-special-chars

Set minimum special characters for user passwords.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: passwords m n-speci al -chars <P-1>

Parameter Value Meaning
P-1 0..16 Enter a number in the given range.

94.1.7 passwords login-attempt-period

The time period [minutes] in which the number of failed authentication attempts is counted. Value 0 disables this
functionality.

Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: passwor ds | ogi n-attenpt-period <P-1>
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Parameter Value Meaning

P-1 <0> Di sabl es the counti ng.
<1..60> Enter a nunmber in the given range.
94.2 show

Display device options and settings.

94.2.1 show passwords

Display the password policies and options.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Admi ni strat or
Format: show passwor ds
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95 Radius

95.1 authorization

Configure authorization parameters.

95.1.1 authorization network radius

Enable or disable the switch to accept VLAN assignment by the RADIUS server.

Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: aut hori zati on network radi us

no authorization network radius
Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no aut hori zati on networ k radi us

95.2 radius
Configure RADIUS parameters.

95.2.1 radius accounting mode

Enable or disable RADIUS accounting function.
Mode: d obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: r adi us accounti ng node

no radius accounting mode
Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no radi us accounti ng node

95.2.2 radius server attribute 4

Specifies the RADIUS client to use the NAS-IP Address attribute in the RADIUS requests.

Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: radi us server attribute 4 <P-1>

Parameter Value Meaning

P-1 A.B.C.D | P address.

95.2.3 radius server acct add

Add a RADIUS accounting server.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: r adi us server acct add <P-1> ip <P-2> [nane <P-3>]
i p: RADIUS accounting server IP address.
[ name] : RADIUS accounting server name.
[ port]: RADIUS accounting server port (default: 1813).

[port <P-4>]

Parameter Value Meaning

P-1 1.8 Next RADI US server valid index (it can be seen with '#show radi us gl obal’
conmand) .

p- 2 A.B.C.D | P address.

P-3 string Enter a user-defined text, max. 32 characters.

P-4 1..65535 Enter port nunmber between 1 and 65535
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95.2.4 radius server acct delete

Delete a RADIUS accounting server.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: radi us server acct delete <P-1>

Parameter Value Meaning
P-1 1..8 RADI US server index.

95.2.5 radius server acct modify

Change a RADIUS accounting server parameters.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: radi us server acct nodify <P-1> [nane <P-2>] [port <P-3>] [status <P-4>]
[secret [<P-5>]] [encrypted <P-6>]
[ name] : RADIUS accounting server name.
[ port]: RADIUS accounting server port (default: 1813).
[ st at us] : Enable or disable a RADIUS accounting server entry.
[ secret]: Configure the shared secret for the RADIUS accounting server.
[ encrypt ed] : Configure the encrypted shared secret.

Parameter Value Meaning
P-1 1.8 RADI US server index.
P-2 string Enter a user-defined text, max. 32 characters.
P-3 1..65535 Enter port nunber between 1 and 65535
P-4 enable Enabl e the option.
disable Di sabl e the option.
P-5 string Enter a user-defined text, nmax. 128 characters.
P- 6 string Enter a user-defined text, nmax. 128 characters.

95.2.6 radius server auth add

Add a RADIUS authentication server.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: radi us server auth add <P-1> ip <P-2> [nanme <P-3>] [port <P-4>]
i p: RADIUS authentication server IP address.
[ nane] : RADIUS authentication server name.
[ port]: RADIUS authentication server port (default: 1812).

Parameter Value Meaning

P-1 1.8 Next RADI US server valid index (it can be seen with '#show radi us gl obal"’
conmand) .

P-2 A.B.C.D | P address.

P-3 string Enter a user-defined text, max. 32 characters.

P-4 1..65535 Enter port nunber between 1 and 65535

95.2.7 radius server auth delete

Delete a RADIUS authentication server.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: r adi us server auth delete <P-1>

Parameter Value Meaning
P-1 1.8 RADI US server index.

95.2.8 radius server auth modify

Change a RADIUS authentication server parameters.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: radi us server auth nodify <P-1> [nanme <P-2>] [port <P-3>] [nsgauth <P-4>]
[primary <P-5>] [status <P-6>] [secret [<P-7>]] [encrypted <P-8>]
[ nane] : RADIUS authentication server name.
[ port]: RADIUS authentication server port (default: 1812).
[ megaut h] : Enable or disable the message authenticator attribute for this server.
[ pri mary] : Configure the primary RADIUS server.
[ st at us] : Enable or disable a RADIUS authentication server entry.
[ secret]: Configure the shared secret for the RADIUS authentication server.
[ encrypt ed] : Configure the encrypted shared secret.
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Parameter Value Meaning

P-1 1.8 RADI US server index.
P-2 string Enter a user-defined text, max. 32 characters.
P-3 1..65535 Enter port nunber between 1 and 65535
P-4 enable Enabl e the option.
disable Di sabl e the option.
P-5 enable Enabl e the option.
disable Di sabl e the option.
P-6 enable Enabl e the option.
disable Di sabl e the option.
P-7 string Enter a user-defined text, max. 128 characters.
P-8 string Enter a user-defined text, max. 128 characters.

95.2.9 radius server retransmit

Configure the retransmit value for the RADIUS server.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: radi us server retransmt <P-1>

Parameter Value Meaning

P-1 1..15 Maxi mum nunber of retransm ssions (default:

4).

95.2.10 radius server timeout

Configure the RADIUS server timeout value.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: r adi us server timeout <P-1>

Parameter Value Meaning

P-1 1..30 Ti meout in seconds (default: 5).

95.2.11 radius source-interface

Configure the RADIUS client source interface (physical or logical). The frames will not necessarily be sent on this

interface, only the IP address of the interface will be used as source IP.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: r adi us source-interface <P-1>

Parameter Value Meaning
P-1 slot no./port no.
95.3 show

Display device options and settings.

95.3.1 show radius global

Display the global RADIUS configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show r adi us gl obal

95.3.2 show radius auth servers

Display the configured RADIUS authentication servers.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show radi us auth servers [<P-1>]

Parameter Value Meaning

P-1 1..8 RADI US server index.

95.3.3 show radius auth statistics

Display the RADIUS authentication server statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show radi us auth statistics <P-1>
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Parameter Value Meaning

P-1 1..8 RADI US server index.

95.3.4 show radius acct statistics

Display the RADIUS accounting server statistics.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show radi us acct statistics <P-1>

Parameter Value Meaning

P-1 1..8 RADI US server index.

95.3.5 show radius acct servers

Display the configured RADIUS accounting servers.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show radi us acct servers [<P-1>]

Parameter Value Meaning
P-1 1.8 RADI US server i ndex.
95.4 clear

Clear several items.

95.4.1 clear radius

Clear the RADIUS statistics.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: cl ear radi us <P-1>

Parameter Value Meaning
P-1 statistics Clear the RADIUS statistics.
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96 Redundant Coupling Protocol (RCP)

96.1 redundant-coupling
Set RCP parameters.

96.1.1 redundant-coupling operation

This command enables/disables the RCP.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: r edundant - coupl i ng operati on

no redundant-coupling operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no redundant - coupl i ng operati on

96.1.2 redundant-coupling timeout

Set RCP timeout in milliseconds. If you enter a value which is not a multiple of 5, then the device rounds up the
value to the nearest multiple of 5.

Mode: A obal Config Mde

Privilege Level: Oper at or

Format: r edundant - coupl i ng ti meout <P-1>

Parameter Value Meaning
P-1 5..60000 Enter a number in the given range.

96.1.3 redundant-coupling role

Set the desired role of the current device inside the RCP.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: r edundant - coupling rol e <P-1>

Parameter Value Meaning
P-1 master Set this device as nmaster RCP device.
slave Set this device as slave RCP device.
single Set this device as single RCP device.
auto Let the RCP decide the role of this device.

96.1.4 redundant-coupling port primary inner

Set a port as primary ring inner port.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: r edundant - coupl i ng port primary inner <P-1>

Parameter Value Meaning
P-1 slot no./port no.

96.1.5 redundant-coupling port primary outer

Set a port as primary ring outer port.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: r edundant - coupl i ng port primary outer <P-1>

Parameter Value Meaning
P-1 slot no./port no.

96.1.6 redundant-coupling port secondary inner

Set a port as secondary ring inner port.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: r edundant - coupl i ng port secondary i nner <P-1>
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Parameter Value Meaning
P-1 slot no./port no.

96.1.7 redundant-coupling port secondary outer

Set a port as secondary ring outer port.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: r edundant - coupl i ng port secondary outer <P-1>

Parameter Value Meaning
P-1 slot no./port no.
96.2 show

Display device options and settings.

96.2.1 show redundant-coupling global

Display the global configuration of the RCP.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show r edundant - coupl i ng gl obal

96.2.2 show redundant-coupling status

Display the status of the RCP.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show r edundant - coupl i ng st at us

96.2.3 show redundant-coupling partner

Display the information about the coupling partner device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show r edundant - coupl i ng partner
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97 Remote Authentication

97.1 Idap
Configure LDAP settings.

97.1.1 Idap operation

Enable or disable the remote authentication operation.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: | dap operation

no Ildap operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no | dap operation

97.1.2 Idap cache-timeout

Configure LDAP user cache entry timeout.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: | dap cache-ti neout <P-1>

Parameter Value Meaning

P-1 1..1440 Enter a number in the given range.

97.1.3 Idap flush-user-cache

Flush LDAP user cache.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: | dap fl ush-user-cache <P-1>

Parameter Value Meaning

P-1 action Flush the LDAP user cache.

97.1.4 Idap role-policy

Configure LDAP user role selection policy.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: | dap rol e-policy <P-1>

Parameter Value Meaning
P-1 highest Use the role mapping with the highest user role.
first Use the first matching role nmapping table entry.

97.1.5 Idap basedn

Base distinguished name for LDAP query at the external AD server.

Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: | dap basedn <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, nmax.

255 characters.

97.1.6 Idap search-attr

Search attribute for LDAP query at the external AD server.
Mode: d obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: | dap search-attr <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max.

64 characters.
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97.1.7 Idap bind-user

Bind-account user name for LDAP query at the external AD server.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: | dap bi nd-user <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, nmax. 255 characters.

97.1.8 Idap bind-passwd

Bind-account user password for LDAP query at the external AD server.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: | dap bi nd- passwd <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.

97.1.9 Idap default-domain

Default domain used for users without a domain name.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: | dap defaul t-domai n <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.

97.1.10 Idap client server add

Add a LDAP client server connection.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: | dap client server add <P-1> <P-2> [port <P-3>] [security <P-4>]
[ description <P-5>]
[ port]: Setthe port number of the external LDAP server.
[ securi ty]: Set the security settings for the connection to external LDAP server.
[ descri pti on] : Description of the external LDAP server.

Parameter Value Meaning
P-1 1.4 Enter a number in the given range.
P-2 A.B.C.D | P address.
P-3 1..65535 Port number of LDAP Server.
P-4 none
ssl
startTLS
P-5 string Enter a user-defined text, max. 100 characters.

97.1.11 Idap client server delete

Delete a LDAP client server connection.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: | dap client server delete <P-1>

Parameter Value Meaning
P-1 1.4 Enter a nunmber in the given range.

97.1.12 Idap client server enable

Enable a LDAP client server connection.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: | dap client server enable <P-1>

Parameter Value Meaning
P-1 1.4 Enter a number in the given range.

97.1.13 Idap client server disable

Disable a LDAP client server connection.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: 1 dap client server disable <P-1>
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Parameter Value Meaning
P-1 1.4 Enter a number in the given range.

97.1.14 Idap client server modify

Modify a LDAP client server connection.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: | dap client server nodify <P-1> [addr <P-2>] [port <P-3>] [security <P-4>]
[description <P-5>]
[ addr] : Modify the host address of the external LDAP server.
[ port]: Modify the port number of the external LDAP server.
[ securi ty] : Modify the security settings for the connection to external LDAP server.
[ descri pti on] : Modify the description of the external LDAP server.

Parameter Value Meaning
P-1 1.4 Enter a number in the given range.
P-2 A.B.C.D | P address.
P-3 1..65535 Port nunber of LDAP Server.
P-4 none
ssl
startTLS
P-5 string Enter a user-defined text, max. 100 characters.

97.1.15 Ildap mapping add

Add a LDAP mapping entry.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: | dap mappi ng add <P-1> access-rol e <P-2> nappi ng-type <P-3> nmappi ng-
paraneter <P-4>
access-rol e: Access role type.
mappi ng- t ype: Role mapping type.
nmappi ng- par anet er : Role mapping parameter.

Parameter Value Meaning
P-1 1..64 Enter a number in the given range.
P-2 slot no./port no.
P-3 attribute
group
P-4 string Enter a user-defined text, max. 255 characters.

97.1.16 Idap mapping delete

Delete a LDAP role mapping entry.
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: | dap mappi ng del ete <P-1>

Parameter Value Meaning
P-1 1..64 Enter a number in the given range.

97.1.17 Idap mapping enable

Activate a LDAP role mapping entry.
Mode: d obal Config Mde
Privilege Level: Admi ni str at or
Format: | dap nappi ng enabl e <P-1>

Parameter Value Meaning
P-1 1..64 Enter a number in the given range.

97.1.18 ldap mapping disable

Deactivate a LDAP role mapping entry.
Mode: d obal Config Mde
Privilege Level: Admi ni str at or
Format: | dap nappi ng di sable <P-1>

Parameter Value Meaning
P-1 1..64 Enter a number in the given range.
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97.2 show

Display device options and settings.

97.2.1 show ldap global

Display the LDAP configuration parameters and information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni st r at or
Format: show | dap gl obal

97.2.2 show ldap client server

Display the LDAP client server connections.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni st r at or
Format: show | dap client server [<P-1>]

Parameter Value Meaning
P-1 1.4 Enter a number in the given range.

97.2.3 show ldap mapping

Display the LDAP role mapping entries.
Mode: Command is in all nodes avail able.
Privilege Level: Admi ni strat or
Format: show | dap mappi ng [ <P- 1>]

Parameter Value Meaning
P-1 1..64 Enter a number in the given range.
97.3 copy

Copy different kinds of items.

97.3.1 copy ldapcacert remote

Copy CA certificate file (*.pem) from the remote AD server to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: copy | dapcacert renote <P-1> nvm [<P-2>] [source-interface <P-3>]
nvm Copy CA certificate file (*.pem) from the remote AD server to the device.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.
P-3 slot no./port no.

97.3.2 copy ldapcacert envm

Copy CA certificate file (*.pem) from external non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy | dapcacert envm <P-1> nvm [ <P- 2>]

nvm Copy CA certificate file (*.pem) from external non-volatile memory to the device.

Parameter Value Meaning

P-1 string Enter a user-defined text, nmax. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.
97.4 clear

Clear several items.

396 RM CLI Overview HiOS
Release 10.0 08/2024



97.4.1 clear Idapcacert all

Clear all Ldap Certificate and CRL files.

Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: cl ear | dapcacert all

RM CLI Overview HiOS
Release 10.0 08/2024

397



98 Remote Monitoring (RMON)

98.1 rmon-alarm

Create a RMON alarm action.

98.1.1 rmon-alarm add

Add RMON alarm.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:r non- al armadd <P-1> [ m b-variable <P-2>] [rising-threshold <P-3>] [falling-
threshol d <P-4>]
[ mi b-vari abl e] : MIB variable
[rising-threshol d] : Rising threshold
[falling-threshol d]: Falling threshold

Parameter Value Meaning

P-1 1..150 Enter an index that uniquely identifies an entry in the alarmtable.

P-2 string Enter an object identifier of the particular variable to be sanpled, max. 32
characters.

P-3 1..2147483647 Enter the rising threshold for the sanpled statistic.

P-4 1..2147483647 Enter the falling threshold for the sanpled statistic.

98.1.2 rmon-alarm enable

Enable RMON alarm.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: r ron- al ar m enabl e <P-1>

Parameter Value Meaning
P-1 1..150 Enter an index that uniquely identifies an entry in the alarmtable.

98.1.3 rmon-alarm disable

Disable RMON alarm.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: r nron- al arm di sabl e <P-1>

Parameter Value Meaning
P-1 1..150 Enter an index that uniquely identifies an entry in the alarmtable.

98.1.4 rmon-alarm delete

Delete RMON alarm.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: r non- al arm del ete <P-1>

Parameter Value Meaning
P-1 1..150 Enter an index that uniquely identifies an entry in the alarmtable.

98.1.5 rmon-alarm modify

Modify RMON alarm parameters.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: r non-al arm nodi fy <P-1> [nib-variable <P-2>] [rising-threshold <P-3>]
[falling-threshold <P-4>] [interval <P-5>] [sanple-type <P-6>] [startup-al arm <P-
7>] [rising-event <P-8>] [falling-event <P-9>]

[ m b-vari abl e] : Enter the alarm MIB variable.

[rising-threshol d] : Enter the alarm rising threshold.

[fal l'ing-threshol d] : Enter the alarm falling-threshold.

[i nterval]: Enter the alarm interval in seconds over which the data is sampled.

[ sanpl e-t ype] : Enter the alarm method of sampling the selected variable.

[ startup-al arn] : Enter the alarm type.

[rising-event]: Enter the alarm rising-event index.
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[fal ling-event]: Enter the alarm falling-event index.

Parameter Value Meaning
P-1 1..150 Enter an index that uniquely identifies an entry in the alarmtable.
P-2 string Enter an object identifier of the particular variable to be sanpled, nax. 32
characters.
P-3 1..2147483647 Enter the rising threshold for the sanpled statistic.
P-4 1..2147483647 Enter the falling threshold for the sanpled statistic.
P-5 1..2147483647 Enter the interval in seconds over which the data is sanpl ed and conpared with
the rising and falling threshol ds.
P-6 absoluteValue Variable is conpared directly with the threshol ds.
deltaValue Variable is subtracted fromthe current value and the difference conpared with
the threshol ds.
P-7 risingAlarm Single rising al armgenerated when the sanple is greater than or equal to the
rising threshol d.
fallingAlarm Single falling alarm generated when the sanple is | ess than or equal to the
falling threshol d.
risingOrFallingAlarm  Si ngl e Ri si ng al armgener at ed when the sanple is greater than or equal torising
threshold and single falling alarmgenerated when the sanple is |ess than or
equal to falling threshold.
P-8 1..65535 Enter the index of the event entry that is used when a rising threshold is
crossed.
P-9 1..65535 Enter the index of the event entry that is used when a falling threshold is
crossed.
98.2 show

Display device options and settings.

98.2.1 show rmon statistics

Display the RMON statistics configuration.

Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show rnon statistics [<P-1>]

Parameter Value

Meaning

P-1

slot no./port no.

98.2.2 show rmon alarm

Display the configuration on RMON alarms.

Mode: Command is in all nbdes avail abl e.

Privilege Level: Guest
Format: show rnon al arm
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99 Script File

99.1 script
CLI Script File.

99.1.1 script apply

Executes the CLI script file available in the device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: scri pt apply <P-1>

Parameter Value Meaning

P-1 string Filename.

99.1.2 script validate

Only validates the CLI script file available in the device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: scri pt validate <P-1>

Parameter Value Meaning
P-1 string Filename.

99.1.3 script list system

List all the script files available in the device memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: script |ist system

99.1.4 script list envm

List all the script files available in external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: script list envm

99.1.5 script delete

Delete the CLI script files.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: scri pt del ete [<P-1>]

Parameter Value Meaning
P-1 string Filename.
99.2 copy

Copy different kinds of items.

99.2.1 copy script envm

Copy script file from external non-volatile memory to specified destination.

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni st r at or

Format: copy script envm <P-1> runni ng-config nvm <P- 2>
runni ng- conf i g: Copy script file from external non-volatile memory to the running-config.
nvm Copy script file from external non-volatile memory to the non-volatile memory.

Parameter Value Meaning

P-1 string Filename.

P- 2 string Enter a user-defined text, nmax. 32 characters.
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99.2.2 copy script remote

Copy script file from server to specified destination.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: copy script renote <P-1> runni ng-config [source-interface <P-2>] nvm <P- 3>
[source-interface <P-4>]
runni ng- confi g: Copy script file from file server to running-config.
[ source-interface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.
nvm Copy script file to non-volatile memory.
[ sour ce-i nt erface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

P-3 string Enter a user-defined text, max. 32 characters.
P-4 slot no./port no.

99.2.3 copy script nvm

Copy Script file from non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni str at or
Format: copy script nvm <P-1> runni ng-config envm <P-2> renpote <P-3> [source-
interface <P-4>]
runni ng- confi g: Copy Script file from non-volatile system memory to running-config.
envm Copy Script file to external non-volatile memory device.
r enot e: Copy Script file to file server.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Filename.

P-2 string Enter a user-defined text, max. 32 characters.
P-3 string Enter a user-defined text, max. 128 characters.
P-4 slot no./port no.

99.2.4 copy script running-config nvm

Copy running configuration to non-volatile memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Admi ni st rat or

Format: copy script running-config nvm<P-1> [all]
[ al I']: Copy all running configuration to non-volatile memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.

99.2.5 copy script running-config envm

Copy running configuration to external non-volatile memory device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st rat or
Format: copy script running-config envm <P-1> [all]
[ al I']: Copy all running configuration to external non-volatile memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.

99.2.6 copy script running-config remote

Copy running configuration to a file server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Admi ni st rat or

Format: copy script running-config renote <P-1> [all] [source-interface <P-2>]
[al I ]: Copy all running configuration to file server.
[ source-i nterface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
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Parameter Value Meaning

P-2 slot no./port no.

99.3 show

Display device options and settings.

99.3.1 show script envm

Display the content of the CLI script file present in the envm.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni strat or
Format: show scri pt envm <P-1>

Parameter Value Meaning

P-1 string Filename.

99.3.2 show script system

Display the content of the CLI script file present in the device.

Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni strat or
Format: show scri pt system <P-1>

Parameter Value Meaning
P-1 string Filename.
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100Secure Boot

100.1 secure-boot

Enable or disable Secure Boot functionality.

100.1.1 secure-boot operation

Enable or disable the Secure Boot functionality.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: secur e- boot operation <P-1>

Parameter Value Meaning

P-1 enable Enabl e the option.
disable Di sabl e the option.

100.2 show

Display device options and settings.

100.2.1 show support-mode status

Display the Support Mode status.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show support - node st at us

100.2.2 show support-mode challenge

Display the Support Mode challenge value.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show support-node chal | enge

100.3 copy
Copy different kinds of items.

100.3.1 copy token remote

Copy the Support Mode token from the remote server to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy token renote <P-1> nvm [ <P- 2>]

nvm Copy the Support Mode token from the remote server to the device.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.

100.3.2 copy token envm

Copy the Support Mode token from external non-volatile memory to the specified destination.

Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy token envm <P-1> nvm [ <P- 2>]
nvm Copy the Support Mode token from external non-volatile memory to the device.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 100 characters.
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101Selftest

101.1 selftest

Configure the selftest settings.

101.1.1 selftest action

Configure the action that a selftest component should take.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: sel ft est action <P-1> <P-2>

Parameter Value Meaning
P-1 task Configure the action for task errors.
resource Configure the action for |ack of resources.
software Configure the action for broken software integrity.
hardware Configure the action for detected hardware errors.
P-2 log-only Wite a nessage to the logging file.
send-trap Send a trap to the managenent station.
reboot Reboot the device.

101.1.2 selftest ramtest

Enable or disable the RAM selftest on cold start of the device. When disabled the device booting time is reduced.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: sel ft est rant est

no selftest ramtest

Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no sel ftest rantest

101.1.3 selftest system-monitor

Enable or disable the System Monitor 1 access during the boot phase. Please note: If the System Monitor is
disabled it is possible to loose access to the device permanently in case of loosing administrator password or mis-
configuration.

Mode: d obal Config Mde

Privilege Level: Admi ni st r at or

Format: sel ftest system nonitor

no selftest system-monitor
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no sel ftest system nonitor

101.1.4 selftest boot-default-on-error

Enable or disable loading of the default configuration in case there is any error loading the configuration during
boot phase. If disabled the system will be halted.

Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: sel ft est boot-defaul t-on-error

no selftest boot-default-on-error
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no sel ftest boot-default-on-error
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101.1.5 selftest push-button

Enable or disable the push button functionality on the device.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: sel ft est push-button

no selftest push-button

Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no sel ftest push-button

101.2 show

Display device options and settings.

101.2.1 show selftest action

Display the actions the device takes if an error occurs.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sel ftest action

101.2.2 show selftest settings

Display the selftest settings.
Mode: Conmand is in all nodes avail able.
Privilege Level: Guest
Format: show sel ftest settings
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102sFlow

102.1 sflow

Configure sFlow

102.1.1 sflow receiver

Configure sflow receiver.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: sfl ow recei ver <P-1> owner <P-2> [ip <P-3>] [tineout <P-4>] tinmeout <P-5>
maxdat agram <P-6> ip <P-7> port <P-8>
owner : Configure sflow owner.
[i p] : Configure sflow receiver IP address.
[ ti meout ] : Configure sflow receiver timeout.
t i meout : Configure sflow receiver timeout.
maxdat agr am Configure sflow maximum size of the receiver datagram.
i p: Configure sflow receiver IP address.
por t : Configure sflow receiver port.

Parameter Value Meaning

P-1 1.8 Enter a sFl ow receiver index.

P-2 string Enter receiver owner string, max. 127 characters.

P-3 A.B.C.D | P address.

P-4 -1..2147483647 Enter timeout: -1:no timeout, O:reset configuration, 1 - 2147483647. Note:
timeout setting will not be saved.

P-5 -1..2147483647 Enter timeout: -1:no timeout, O:reset configuration, 1 - 2147483647. Note:
timeout setting will not be saved.

P- 6 200..3996 Ent er nmaxi mum dat agr am si ze between 200 and 3996.

P-7 A.B.C.D | P address.

P-8 1..65535 Enter port nunber between 1 and 65535

102.2 sflow

Configure sflow sampler and poller.

102.2.1 sflow poller receiver

Set a receiver for this poller.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: sfl ow pol | er receiver <P-1> [interval <P-2>]
[interval]: Setan interval for this poller.

Parameter Value Meaning
P-1 0.8 Enter a sFlow receiver index, O to reset configuration.
P-2 0..86400 Enter poller interval between 0 and 86400. Enter 0 to disable the poller.

102.2.2 sflow poller interval

Set an interval for this poller.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: sfl ow poll er interval <P-1>

Parameter Value Meaning
P-1 0..86400 Enter poller interval between 0 and 86400. Enter O to disable the poller.

102.2.3 sflow sampler receiver

Set a receiver for this sampler.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: sfl ow sanpl er receiver <P-1> [rate <P-2>]
[ rat e] : Configure sflow sampler rate.
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Parameter Value Meaning

P-1 0.8 Enter a sFlow receiver index, O to reset configuration.
P-2 0 Di sabl e sanpling
256-65536 Set sanpling rate. The devi ce changes the value to the cl osest value that the

devi ce hardware supports.

102.2.4 sflow sampler rate

Configure sflow sampler rate.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: sf| ow sanpler rate <P-1>

Parameter Value Meaning
P-1 0 Di sabl e sanpling
256-65536 Set sanpling rate. The device changes the value to the closest value that the

devi ce hardware supports.

102.2.5 sflow sampler maxheadersize

Configure sflow sampler maximum header size.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: sf | ow sanpl er maxheadersi ze <P-1>

Parameter Value Meaning
P-1 20..256 Ent er maxi mum header size between 20 and 256
102.3 show

Display device options and settings.

102.3.1 show sflow agent

Display the sflow agent settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sfl ow agent

102.3.2 show sflow receivers

Display the sflow receiver settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show sfl ow receivers [<P-1>]

Parameter Value Meaning

P-1 1..8 Enter a sFlow receiver index.

102.3.3 show sflow pollers

Display the sflow poller settings.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show sfl ow poll ers

102.3.4 show sflow samplers

Display the sflow sampler settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sfl ow sanpl ers
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103Small Form-factor Pluggable (SFP)

103.1 show

Display device options and settings.

103.1.1 show sfp

Display the information about the plugged SFP modules.

Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show sfp [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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104Signal Contact

104.1 signal-contact

Configure the signal contact settings.

104.1.1 signal-contact mode

Configure the Signal Contact mode setting.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: si gnal - contact <P-1> node <P-2>

Parameter Value Meaning
P-1 signal contact no.
P-2 manual The signal contact's status is determined by the associated nanual setting

s
(subconmand 'state').

monitor The signal contact's status is determi ned by the associated nonitor settings.

device-status The signal contact's status is determ ned by the device status.

S

s

security-status The signal contact's status is determned by the security status.

dev-sec-status The signal contact's status is determ ned by the device status and security
stat us.

104.1.2 signal-contact monitor link-failure

Sets the monitoring of the network connection(s).
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: si gnal -contact <P-1> nonitor link-failure

Parameter Value Meaning
P-1 signal contact no.

no signal-contact monitor link-failure
Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no si gnal -contact <P-1> nonitor link-failure

104.1.3 signal-contact monitor module-removal

Sets the monitoring of the module removal.
Mode: d obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: si gnal - cont act <P-1> nonitor nodul e-renoval

Parameter Value Meaning
P-1 signal contact no.

no signal-contact monitor module-removal
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no si gnal -contact <P-1> nonitor nodul e-renoval

104.1.4 signal-contact monitor fan-failure

Sets the monitoring of the fan module failure.
Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: si gnal -contact <P-1> nonitor fan-failure

Parameter Value Meaning
P-1 signal contact no.
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no sighal-contact monitor fan-failure
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no signal -contact <P-1> nmonitor fan-failure

104.1.5 signal-contact monitor envm-not-in-sync

Sets the monitoring whether the external non-volatile memory device is in sync with the running configuration.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: si gnal - contact <P-1> nonitor envmnot-in-sync

Parameter Value Meaning
P-1 signal contact no.

no signal-contact monitor envm-not-in-sync
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: no si gnal -contact <P-1> nonitor envmnot-in-sync

104.1.6 signal-contact monitor envm-removal

Sets the monitoring of the external non-volatile memory device removal.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: si gnal -contact <P-1> nonitor envmrenoval

Parameter Value Meaning
P-1 signal contact no.

no signal-contact monitor envm-removal
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no si gnal -contact <P-1> nonitor envmrenoval

104.1.7 signal-contact monitor temperature

Sets the monitoring of the device temperature.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: si gnal - contact <P-1> nonitor tenperature

Parameter Value Meaning
P-1 signal contact no.

no signal-contact monitor temperature
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: no signal -contact <P-1> nonitor tenperature

104.1.8 signal-contact monitor ring-redundancy

Sets the monitoring of the ring-redundancy.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: si gnal -contact <P-1> nonitor ring-redundancy

Parameter Value Meaning
P-1 signal contact no.

no signal-contact monitor ring-redundancy
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no si gnhal -contact <P-1> nonitor ring-redundancy
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104.1.9 signal-contact monitor power-status

Sets the monitoring of the power supply.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: si gnal - cont act <P-1> nonitor power-status <P-2>

Parameter Value Meaning
P-1 signal contact no.
P- 2 1 Nunber of power supply.

no signal-contact monitor power-status
Disable the option

Mode: d obal Config Mde

Privilege Level: Adm ni st rat or

Format: no si gnal -contact <P-1> nonitor power-status <P-2>

104.1.10signal-contact monitor power-supply

Sets the monitoring of the power supply(s).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: si gnal -contact <P-1> nonitor power-supply <P-2>

Parameter Value Meaning
P-1 signal contact no.
P-2 1.2 Nurber of power supply.

no signal-contact monitor power-supply
Disable the option

Mode: @ obal Config Mde

Privilege Level: Admi ni st r at or

Format: no si gnal -contact <P-1> nonitor power-supply <P-2>

104.1.11signal-contact monitor ethernet-loops

Sets the monitoring for Ethernet loops.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: si gnal - contact <P-1> nonitor ethernet-I| oops

Parameter Value Meaning

P-1 signal contact no.

no signal-contact monitor ethernet-loops
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no si gnal -contact <P-1> nonitor ethernet-I|oops

104.1.12signal-contact monitor humidity

Sets the monitoring of the device humidity.
Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: si gnal -contact <P-1> nmonitor hunmidity

Parameter Value Meaning

P-1 signal contact no.

no signal-contact monitor humidity
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st rat or
Format: no signal -contact <P-1> nonitor humidity

104.1.13signal-contact monitor stp-blocking

Sets the monitoring of ports blocked by STP.
Mode: @ obal Config Mde
Privilege Level: Admi ni str at or
Format: si gnal -contact <P-1> nonitor stp-blocking
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Parameter Value Meaning

P-1 signal contact no.

no signal-contact monitor stp-blocking
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no si gnal -contact <P-1> nonitor stp-blocking

104.1.14signal-contact state

Configure the Signal Contact manual state (only takes immediate effect in manual mode).
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: si gnal - contact <P-1> state <P-2>

Parameter Value Meaning

P-1 signal contact no.

P-2 open Open the signal contact (only takes effect in the nanual node).
close Cl ose the signal contact (only takes effect in the nanual node).

104.1.15signal-contact trap

Configure if a trap is sent when the Signal Contact changes state (in monitor mode).
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: si gnal -contact <P-1> trap

Parameter Value Meaning

P-1 signal contact no.

no signal-contact trap
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no si gnal -contact <P-1> trap

104.1.16signal-contact module

Configure the monitoring of the specific module.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: si gnal - contact <P-1> nodul e <P-2>

Parameter Value Meaning
P-1 signal contact no.
P-2 slot no./port no.

no signal-contact module
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no si gnal -contact <P-1> nodul e <P-2>

104.1.17signal-contact fan-module

Configure the monitoring of the specific fan module.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: si gnal - contact <P-1> fan-nodul e <P-2>

Parameter Value Meaning
P-1 signal contact no.
P-2 1.1 Nurmber of fan nodul es.

no signal-contact fan-module
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no signal -contact <P-1> fan-nodul e <P-2>
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104.2 signal-contact

Configure the signal contact interface settings.

104.2.1 signal-contact link-alarm

Configure the monitoring of the specific network ports.
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni strat or
Format: si gnal - contact <P-1> |ink-alarm

Parameter Value Meaning

P-1 signal contact no.

no signal-contact link-alarm
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Admi ni st r at or
Format: no si gnal -contact <P-1> |link-alarm

104.3 show

Display device options and settings.

104.3.1 show signal-contact

Display the signal contact settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest

Format: show si gnal -contact <P-1> node nonitor state trap |ink-alarm nodul e fan-

nodul e events al |
node: Display the signal contact mode.
nmoni t or : Display the signal contact monitor settings.

st at e: Display the signal contact state (open/close). Note: This covers the signal contact’s administrative setting

as well as its actual state.
t r ap: Display the signal contact trap information and settings.

I i nk- al ar m Display the settings of the monitoring of the specific network ports.
nodul e: Display the settings of the monitoring of the specific modules.
f an- nodul e: Display the settings of the monitoring of the specific fan modules.

event s: Display the occurred device status events.

al | : Display the signal contact settings for the specified signal contact.

Parameter Value Meaning

P-1 signal contact no.
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105Signed Firmware

105.1 firmware

Configure firmware parameters. The CLI is not available when the Secure Boot is enabled.

105.1.1 firmware allow-unsigned

Allow to upload unsigned device software.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: fi rmnvare al | ow unsi gned <P-1>

Parameter Value Meaning

P-1 enable Enabl e the option.
disable Di sabl e the option.

105.2 show

Display device options and settings.

105.2.1 show firmware allow-unsigned

Display allow unsigned firmware upgrade preferences. The CLI is not available when the Secure Boot is enabled.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show fi rmnare all ow unsi gned

105.2.2 show firmware ca-cert

Display the information of the firmware signing certificates.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show firmnare ca-cert
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106Slot

106.1 slot

Configure module status.

106.1.1 slot operation

Enable or disable slot
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: sl ot <P-1> operati on

Parameter Value Meaning
P-1 slot no./port no.

no slot operation

Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no sl ot <P-1> operation

106.1.2 slot module

Remove a virtual module
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: sl ot <P-1> nodul e <P-2>

Parameter Value Meaning

P-1 slot no./port no.

pP-2 remove-virtual Renove a virtual nodul e
106.2 show

Display device options and settings.

106.2.1 show slot

Display the module parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sl ot [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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107 Static Multicast Routing

107.1 ip

Set IP parameters.

107.1.1 ip mcast operation

Enables or disables multicast routing globally on the device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p ntast operation

no ip mcast operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no i p ntast operation

107.1.2 ip static-mcast operation

Enables or disables static multicast routing globally on the device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p static-ntast operation

no ip static-mcast operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no ip static-ntast operation

107.1.3 ip static-mcast mgroup add

Add a new static multicast group instance.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p static-ntast ngroup add <P-1> inbound <P-2> [source-address <P-3>]
[ source-mask <P-4>] group-address <P-5> [group-nmask <P-6>]
i nbound: Configure inbound interface
[ sour ce- addr ess] : Configure IPv4 source address
[ sour ce- mask] : Configure IPv4 source netmask
gr oup- addr ess: Configure IPv4 group address
[ gr oup- mask] : Configure IPv4 group netmask

Parameter Value Meaning

P-1 .

P-2 slot no./port no.

P-3 A.B.C.D | P address.

P-4 0..32 Prefix | ength netmask.
P-5 A.B.C.D | P address.

P- 6 0..32 Prefix | ength netmask.

107.1.4 ip static-mcast mgroup modify

Modify a new static multicast group instance.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p static-ntast ngroup nodify <P-1> i nbound <P-2> [source-address <P-3>]
[ source-mask <P-4>] group-address <P-5> [group-nmask <P-6>]
i nbound: Configure inbound interface
[ sour ce- addr ess] : Configure IPv4 source address
[ sour ce- mask] : Configure IPv4 source netmask
gr oup- addr ess: Configure IPv4 group address
[ gr oup- mask] : Configure IPv4 group netmask
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Parameter Value Meaning

P-1 .

P-2 slot no./port no.

P-3 A.B.C.D | P address.

P-4 0..32 Prefix | ength netmask.
P-5 A.B.C.D | P address.

P-6 0..32 Prefix | ength netnask.

107.1.5 ip static-mcast mgroup delete

Delete an existing static multicast group instance.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p static-ntast ngroup delete <P-1>

Parameter Value Meaning
P-1

107.1.6 ip static-mcast mgroup enable

Enables a rule from static multicast group table.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format:i p static-nctast ngroup enable <P-1>

Parameter Value Meaning
P-1

107.1.7 ip static-mcast mgroup disable

Disables a rule from static multicast group table.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:i p static-ntast ngroup di sable <P-1>

Parameter Value Meaning
P-1

107.1.8 ip static-mcast mroute add

Add a new static multicast route instance.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i p static-nctast nmroute add <P-1> i nbound <P-2> [source-address <P-3>]
[ source-mask <P-4>] group-address <P-5> [group-nmask <P-6>] outbound <P-7>
i nbound: Configure inbound interface
[ sour ce- addr ess] : Configure IPv4 source address
[ sour ce- mask] : Configure IPv4 source netmask
gr oup- addr ess: Configure IPv4 group address
[ gr oup- mask] : Configure IPv4 group netmask
out bound: Configure outbound interface

Parameter Value Meaning
P-1 .
P-2 slot no./port no.
P-3 A.B.C.D | P address.
P-4 0..32 Prefix | ength netnask.
P-5 A.B.C.D | P address.
P- 6 0..32 Prefix | ength netmask.
P-7 slot/port Enter a single interface in slot/port format.
interface range Enter interface range in the slot/port format use hyphen for range e.g 1/2-1/4.
interface list Enter interface list in the slot/port format use conma to separate e.g 1/2,1/
4, ...
vlan/<vlan-id> vl an/ <vl an-id> Enter a single vlian interface e.g vl an/222.
vlan range Enter vlan interface range e.g. vlan/1-vlan/3.
vlan list Enter vlian interface |list use conma to separate e.g. vlan/1,vlan/3.
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107.1.9 ip static-mcast mroute modify

Modify a new static multicast route instance.
Mode: d obal Config Mode
Privilege Level: Oper at or

Format:ip static-ntast mroute nodify <P-1> i nbound <P-2> [source-address <P-3>]
[ source-mask <P-4>] group-address <P-5> [group-nask <P-6>] [outbound <P-7>]

i nbound: Configure inbound interface

[ sour ce- addr ess] : Configure IPv4 source address

[ sour ce- mask] : Configure IPv4 source netmask

gr oup- addr ess: Configure IPv4 group address
[ gr oup- mask] : Configure IPv4 group netmask
[ out bound] : Configure outbound interface

Parameter Value Meaning

P-1 .

P-2 slot no./port no.

P-3 A.B.C.D | P address.

P-4 0..32 Prefix | ength netnask.

P-5 A.B.C.D | P address.

P-6 0..32 Prefix | ength netmask.

pP-7 slot/port Enter a single interface in slot/port format.

interface range

Enter interface range in the slot/port format use hyphen for range e.g 1/2-1/4.

Enter interface I|ist
4,. ..

interface list

in the slot/port format use comma to separate e.g 1/2,1/

vlan/<vlan-id> vl an/ <vl an-i d> Enter

a single vlan interface e.g vl an/222.

vlan range Enter vlan interface

range e.g. vlan/1l-vlan/3.

vlan list Enter vlian interface

list use comma to separate e.g. vlan/1,vlan/3.

107.1.10ip static-mcast mroute delete

Delete an existing static multicast route instance.
Mode: d obal Confi g Mde
Privilege Level: Oper at or

Format:i p static-nctast nroute delete <P-1>

Parameter Value Meaning

P-1

107.1.11ip static-mcast mroute enable

Enables a rule from static multicast route table.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format:i p static-nctast nroute enable <P-1>

Parameter Value Meaning

P-1

107.1.12ip static-mcast mroute disable

Disables a rule from static multicast route table.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format:i p static-ntast nroute disable <P-1>

Parameter Value Meaning
P-1
107.2 ip

IP interface commands.

107.2.1 ip static-mcast operation

Enable or disable a multicast static route instance.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:i p static-nctast operation
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no ip static-mcast operation
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no ip static-nctast operation

107.3 show

Display device options and settings.

107.3.1 show ip mcast global

Display the global multicast information.
Mode: Conmand is in all nbdes avail abl e.
Privilege Level: Guest
Format: show i p ntast gl obal

107.3.2 show ip static-mcast global

Display the global static multicast information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p static-ntast gl obal

107.3.3 show ip static-mcast interface

Display the interface specific information.
Mode: Conmand is in all nodes avail able.
Privilege Level: Guest
Format: show i p static-ntast interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

107.3.4 show ip static-mcast mgroup

Display the multicast routing group information.
Mode: Conmand is in all nbdes avail abl e.
Privilege Level: Guest
Format: show i p static-ntast ngroup

107.3.5 show ip static-mcast mroute

Display the multicast routing table information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p static-ntast nroute
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108Switched Monitoring (SMON)

108.1 monitor

Configure port mirroring.

108.1.1 monitor session

Configure port mirroring.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: moni t or session <P-1> destination interface <P-2> [secondary-interface <P-
3>] remote-vlan <P-4> [destination-port <P-5>] [reflector-port <P-6>] source
interface <P-7> direction <P-8> operation vlan <P-9> renote-vlan <P-10> node
al | ow ngmt

desti nat i on: Configure the probe interface.

i nt er f ace: Configure interface.

[ secondary-i nt er face] : Configure secondary interface.

renot e- vl an: Set the destination RSPAN VLAN used to tag the mirrored frames.

[ desti nation-port]: Configure the RSPAN destination interface.

[refl ector-port]: Configure the reflector port.

sour ce: Configure the source interface.

i nt er face: Configure interface

di recti on: Select interface.

oper at i on: Enable/disable mirroring on an interface.

vl an: Set the VLAN to mirror.

renot e- vl an: Set the source RSPAN VLAN on which mirrored frames are expected on the destination switch.

node: Enable/Disable port mirroring session. Note: does\nnot affect the source or destination interfaces.

al I ow- mgm : Enable/Disable port responsiveness while mirroring.\nNote: Does not affect the source

interfaces.\nNot effective with RSPAN config.

Parameter Value Meaning
P-1 1 Moni t or sessi on i ndex.
P-2 slot no./port no.
P-3 slot no./port no.
P-4 integer VLAN Mirror Remote VLAN ID List.
P-5 slot no./port no.
P-6 slot no./port no.
pP-7 slot no./port no.
P-8 none None.
tx Packets that are transmitted on the source interfaces are copied to the
destination interface.
rx Packets that are received on the source interfaces are copied to the
destination interface.
txrx Packets that are transmitted or received on the source interfaces are copied
to the destination interface.
P-9 0..4042 Enter the VLAN for the given Sub-Ring ID (mn.: 0, max.: 4042, default: 0).
P-10 integer VLAN Mirror Remote VLAN ID List.

Nno monitor session

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no nonitor session <P-1> destination interface [secondary-interface]
renote-vlan [destination-port] [reflector-port] source interface <P-7>
direction operation vlan renote-vlan node al | ow ngnt
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108.2 rspan-vian

108.2.1 rspan-vian

Set the VLAN used by RSPAN. The VLAN must already be created.

Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: r span- vl an <P-1>

Parameter Value Meaning
P-1 integer VLAN Mirror Remote VLAN ID List.
108.3 show

Display device options and settings.

108.3.1 show monitor session

Display port monitor session settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show noni t or session <P-1>

Parameter Value Meaning
P-1 1 Moni t or sessi on i ndex.
108.4 clear

Clear several items.

108.4.1 clear monitor session

Delete configuration for this session.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear nonitor session <P-1>

Parameter Value Meaning

P-1 1 Moni t or sessi on i ndex.
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109Simple Network Management Protocol (SNMP)

109.1 snmp

Configure of SNMP versions and traps.

109.1.1 snmp access version vl

Enable or disable SNMP version V1.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: snnp access version vl

Nno snmp access version vl
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no snnmp access version vl

109.1.2 snmp access version v2

Enable or disable SNMP version V2.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: snnp access version v2

Nno snmp access version v2
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no snnmp access version v2

109.1.3 snmp access version v3

Enable or disable SNMP version V3.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: snnp access version v3

Nno snmp access version v3
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no snnmp access version v3

109.1.4 snmp access port

Configure the SNMP access port.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: snnp access port <P-1>

Parameter Value Meaning

P-1 1..65535 Port nunmber of the SNWP server (default:

161) .

109.1.5 snmp access snmp-over-802

Configure SNMPover802.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: snnp access snnp-over - 802
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Nno snmp access snmp-over-802
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st rat or
Format: no snnp access snnp-over-3802

109.1.6 snmp notification user add

Add SNMPv3 notification user.
Mode: A obal Config Mde
Privilege Level: Admi ni str at or

Format: snmp notification user add <p-1> <p-2> [auth <p-3> <p-4>] [priv <p-5> <p-6>]

Parameter Value Meaning
P-1 name User name (1 to 32 characters).
P-2 auth-no-priv Aut henti cati on no privacy.
auth-priv Aut henti cati on and privacy.
no-auth No aut hentication, no privacy.
P-3 md5 MD5 as SNWVPv3 notification user authentication node.
shal SHA1 as SNMPv3 notification user authentication node.
P-4 passphrase Passphrase (8 to 64 characters).
P-5 des DES as SNMPv3 notification privacy method.
aes AES as SNWPv3 notification privacy nethod.
P- 6 passphrase Passphrase (8 to 64 characters).

109.1.7 snmp notification user delete

Delete SNMPv3 natification user.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: snnmp notification user delete <p-1>

Parameter Value Meaning

P-1 name User name (1 to 32 characters).

109.1.8 snmp notification host add

Add SNMPv3 natification host.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: snmp notification host add <p-1> <p-2> user <p-3> <p-4><p-5>

Parameter Value Meaning

P-1 name User name (1 to 32 characters).

P-2 a.b.c.d Singl e | Pv4 address.
a.b.c.d:in | Pv4 address with port.
[a:b:c:d:e:f:g:h] Singl e | Pv6 address.
[a:b:c:d:e:f:g:h]:in | Pv6 address with port.

P-3 name User nane (1 to 32 characters).

P-4 auth-no-priv Aut henti cati on no privacy.
auth-priv Aut henti cation and privacy.
no-auth No aut hentication, no privacy.

109.1.9 snmp notification host delete

Delete SNMPv3 notification host.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: snnp notification host delete <p-1>

Parameter Value Meaning
P-1 name User name (1 to 32 characters).
109.2 show

Display device options and settings.
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109.2.1 show snmp access
Display the SNMP access configuration settings.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show snnp access

109.2.2 show snmp notification users
Display the SNMP v3 notification user configuration.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show snnp notification users

109.2.3 show snmp notification hosts
Display the SNMP v3 trap host configuration.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show snnp notification hosts
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110SNMP Community

110.1 snmp

Configure of SNMP versions and traps.

110.1.1 snmp community ro

SNMP v1/v2 read-only community.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: snnmp conmunity ro <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.
110.1.2 snmp community rw
SNMP v1/v2 read-write community.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: snnp conmmunity rw <P-1>
Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.
110.2 show

Display device options and settings.

110.2.1 show snmp community
Display the SNMP v1/2 community.

Mode: Command is in all nodes avail abl e.

Privilege Level: Admi ni strat or
Format: show snnp comunity
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111SNMP Logging

111.1 logging

Logging configuration.

111.1.1 logging snmp-request get operation

Enable or disable logging of SNMP GET or SET requests.
Mode: d obal Config Mde

Privilege Level: Admi ni st r at or
Format: | oggi ng snnp-request get operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e | oggi ng of SNMP CET or SET requests.
disable Di sabl e |1 oggi ng of SNMP CGET or SET requests.

no logging snmp-request get operation

Disable the option

Mode: d obal Config Mde
Privilege Level: Adm ni st r at or

Format: no | oggi ng snnp-request get operation <P-1>

111.1.2 logging snmp-request get severity

Define severity level.

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or
Format: | oggi ng snnp-request get severity <P-1>

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has been detected.
alert Take i medi ate action. Potential unrecoverable failure of a conponent.
Pot enti al systemfailure.
critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al

system failure.

error Error conditions detected. Potential

failure of a conponent recoverable.

warning M nor failure,

e.g. msconfiguration of a conponent.

notice Nor mal

but significant conditions.

informational I nformati onal nessages.

o
]
o
[
Q
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Sane
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emer gency

Sane
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al ert

Sane
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critical

Same

as

error
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notice
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Sane

as

debug

111.1.3 logging snmp-request set operation

Enable or disable logging of SNMP GET or SET requests.
Mode: d obal Config Mde

Privilege Level: Admi ni st r at or
Format: | oggi ng snnp-request set operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e | oggi ng of SNMP CET or SET requests.
disable Di sabl e |1 oggi ng of SNMP CGET or SET requests.

no logging snmp-request set operation

Disable the option

Mode: d obal Config Mde
Privilege Level: Adm ni st r at or

Format: no | oggi ng snnp-request set operation <P-1>
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111.1.4 logging snmp-request set severity

Define severity level.

Mode: G obal Confi g Mode

Privilege Level: Admi ni str at or
Format: | oggi ng snnp-request set severity <P-1>

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has been detected.
alert Take i medi ate action. Potential unrecoverable failure of a conponent.
Potential systemfailure.
critical Recoverabl e failure of a conponent has been detected and may | ead to potenti al
system failure.
error Error conditions detected. Potential failure of a conponent recoverable.
warning M nor failure, e.g. msconfiguration of a conponent.
notice Normal but significant conditions.
informational I nformati onal nessages.
debug Debug-| evel nessages.
0 Sane as energency
1 Sanme as alert
2 Sanme as critical
3 Sane as error
4 Sanme as warni ng
5 Sane as notice
6 Sane as i nformational
7 Same as debug
111.2 show

Display device options and settings.

111.2.1 show logging snmp

Display the SNMP logging settings.
nodes avail abl e.

Mode: Conmand i s
Privilege Level: Guest

in all

Format: show | oggi ng snnp
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112Simple Network Time Protocol (SNTP)

112.1 sntp
Configure SNTP settings.

112.1.1 sntp client operation

Enable or disable the SNTP client
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: sntp client operation

no sntp client operation

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no sntp client operation

112.1.2 sntp client operating-mode

Set the operating mode of the SNTP client. In unicast-mode, the client sends a request to the SNTP Server. In
broadcast-mode, the client waits for a broadcast message from the SNTP Server.

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: sntp client operating-node <P-1>

Parameter Value Meaning
P-1 unicast Set the operating npde to unicast.
broadcast Set the operating npde to broadcast.

112.1.3 sntp client request-interval

Set the SNTP client request interval in seconds. The request-interval is only used in the operating-mode unicast.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: sntp client request-interval <P-1>

Parameter Value Meaning
P-1 5..3600 Enter a number in the given range.

112.1.4 sntp client broadcast-rcv-timeout

Set the SNTP client broadcast receive timeout in seconds. The broadcast receive timeout is only used in the
operating-mode broadcast.

Mode: d obal Config Mde

Privilege Level: Admi ni strat or

Format: sntp client broadcast-rcv-tinmeout <P-1>

Parameter Value Meaning
P-1 128..2048 Enter a number in the given range.

112.1.5 sntp client disable-after-sync

If this option is activated, the SNTP client disables itself once it is synchronized to a SNTP server.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: sntp client disable-after-sync

no sntp client disable-after-sync
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no sntp client disable-after-sync
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112.1.6 sntp client interface

Change the SNTP client so that it sends packets with the source IP of the selected interface
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: sntp client interface <P-1>

Parameter Value Meaning
P-1 slot no./port no.

112.1.7 sntp client server add

Add a SNTP client server connection

Mode: A obal Config Mde

Privilege Level: Admi ni st rat or

Format: sntp client server add <P-1> <P-2> [port <P-3>] [description <P-4>]
[ port]: Setthe port number of the external time server.
[ descri pti on] : Description of the external time server

Parameter Value Meaning

P-1 1.4 Enter a number in the given range.

p-2 A.B.C.D | P address.

P-3 1..65535 Port number of SNTP Server (default 123).

P-4 string Enter a user-defined text, max. 32 characters.

112.1.8 sntp client server delete

delete a SNTP client server connection
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: sntp client server delete <P-1>

Parameter Value Meaning
P-1 1.4 Enter a nunmber in the given range.

112.1.9 sntp client server mode

Enable or disable a SNTP client server connection
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: sntp client server node <P-1>

Parameter Value Meaning
P-1 1.4 Enter a number in the given range.

no sntp client server mode
Disable the option
Mode: A obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: no sntp client server node <P-1>

112.1.10sntp server operation

Enable or disable the SNTP server
Mode: d obal Config Mde
Privilege Level: Admi ni str at or
Format: snt p server operation

Nno sntp server operation

Disable the option
Mode: G obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: no sntp server operation

112.1.11sntp server interface

Change the SNTP server so that it sends packets with the source IP of the selected interface
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: sntp server interface <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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112.1.12sntp server port

Set the local socket port number used to listen for client requests.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: sntp server port <P-1>

Parameter Value Meaning
P-1 1..65535 Port nunmber of SNTP Server (default 123).

112.1.13sntp server only-if-synchronized

Set the disabling of the SNTP server function, if it is not synchronized to another external time reference
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: sntp server only-if-synchronized

no sntp server only-if-synchronized
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no sntp server only-if-synchronized

112.1.14sntp server broadcast operation

Enable or disable the SNTP server broadcast mode
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: sntp server broadcast operation

no sntp server broadcast operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no sntp server broadcast operation

112.1.15sntp server broadcast address

Set the SNTP server's broadcast or multicast IP address (default: 0.0.0.0 (none)).
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: sntp server broadcast address <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

112.1.16sntp server broadcast port

Set the destination socket port number used to send broadcast or multicast messages to the client.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: sntp server broadcast port <P-1>

Parameter Value Meaning
P-1 1..65535 Port number of SNTP Server (default 123).

112.1.17sntp server broadcast interval

Set the SNTP server's interval in seconds for sending broadcast or multicast messages.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: sntp server broadcast interval <P-1>

Parameter Value Meaning
P-1 64..1024 Enter a number in the given range.

112.1.18sntp server broadcast vlan

Set the SNTP server's broadcast VLAN ID used for sending broadcast or multicast messages.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: sntp server broadcast vlan <P-1>
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Parameter Value Meaning

P-1 0..4042 Enter the VLAN ID. Entering of ID 0 uses the nmanagenent VLAN |ID.

112.2 show

Display device options and settings.

112.2.1 show sntp global

Display the SNTP configuration parameters and information.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show snt p gl obal

112.2.2 show sntp client status

Display the SNTP client status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sntp client status

112.2.3 show sntp client server

Display the SNTP client server connections.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show sntp client server [<P-1>]

Parameter Value Meaning

P-1 1.4 Enter a number in the given range.

112.2.4 show sntp server status

Display the SNTP server configuration parameters and information.

Mode: Command is in all nbdes avail abl e.
Privilege Level: Guest
Format: show sntp server status

112.2.5 show sntp server broadcast

Display the SNTP server broadcast configuration parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sntp server broadcast
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113Spanning Tree

113.1 spanning-tree

Enable or disable the Spanning Tree protocol.

113.1.1 spanning-tree drstp trap-mode

Enable or disable STP traps on this device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp trap-node

no spanning-tree drstp trap-mode
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no spanni ng-tree drstp trap-node

113.1.2 spanning-tree drstp bpdu-filter

Enable or disable the BPDU filter on the edge ports.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp bpdu-filter

no spanning-tree drstp bpdu-filter
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no spanni ng-tree drstp bpdu-filter

113.1.3 spanning-tree drstp bpdu-guard

Enable or disable the BPDU guard on the edge ports.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp bpdu-guard

no spanning-tree drstp bpdu-guard
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no spanni ng-tree drstp bpdu-guard

113.1.4 spanning-tree drstp forward-time

Set the Bridge Forward Delay parameter [s].
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp forward-tine <P-1>

Parameter Value Meaning
P-1 4..30 Enter the bridge forward delay as an integer.

113.1.5 spanning-tree drstp hello-time

Set the Hello Time parameter [s].
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp hello-tinme <P-1>

Parameter Value Meaning
P-1 1.2 Set the Hello Tine paraneter (unit: seconds).
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113.1.6 spanning-tree drstp hold-count

Set the bridge hold count parameter.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: spanni ng-tree drstp hol d-count <P-1>

Parameter Value Meaning
P-1 1..40 Set bridge hold count paraneter.

113.1.7 spanning-tree drstp max-age

Set the bridge Max Age parameter.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp nax-age <P-1>

Parameter Value Meaning
P-1 6..40 Set the bridge Max Age paraneter.

113.1.8 spanning-tree drstp max-hops

Set the bridge Max Hops parameter.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp max-hops <P-1>

Parameter Value Meaning
P-1 6..40 Set the bridge Max Hops paraneter.

113.1.9 spanning-tree drstp mst priority

Specify the bridge priority used by a MST instance.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp nst priority <P-1> <P-2>

Parameter Value Meaning
P-1 0..0 Enter the multiple spanning tree IDO (0 is for CI ST and RSTP).
P-2 0..61440 Set the Mst Bridge priority.

113.1.10spanning-tree drstp ring-only-mode operation

Enable or disable the RSTP Ring Only Mode.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp ring-only-nbde operation

no spanning-tree drstp ring-only-mode operation
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no spanning-tree drstp ring-only-nbpde operation

113.1.11spanning-tree drstp ring-only-mode first-port

Configure the first ring port.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp ring-only-node first-port <P-1>

Parameter Value Meaning
P-1 slot no./port no.

113.1.12spanning-tree drstp ring-only-mode second-port

Configure the second ring port.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree drstp ring-only-node second-port <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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113.1.13spanning-tree operation

Enable or disable the function.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree operation

Nno spanning-tree operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no spanni ng-tree operation

113.1.14spanning-tree trap-mode

Enable or disable STP traps on this device.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree trap-node

no spanning-tree trap-mode
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no spanni ng-tree trap-node

113.1.15spanning-tree bpdu-filter

Enable or disable the BPDU filter on the edge ports.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-filter

no spanning-tree bpdu-filter
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no spanni ng-tree bpdu-filter

113.1.16spanning-tree bpdu-guard

Enable or disable the BPDU guard on the edge ports.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-guard

no spanning-tree bpdu-guard
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no spanni ng-tree bpdu-guard

113.1.17spanning-tree bpdu-migration-check

Force the specified port to transmit RST or MST BPDUSs.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-m gration-check <P-1>

Parameter Value Meaning
P-1 slot no./port no.

113.1.18spanning-tree forceversion

Set the force protocol version parameter.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: spanni ng-tree forceversion <P-1>
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Parameter Value Meaning

P-1 stp Spanni ng Tree Protocol (STP).
rstp Rapi d Spanning Tree Protocol (RSTP).
mstp Mul ti pl e Spanni ng Tree Protocol (MSTP).

113.1.19spanning-tree forward-time

Set the Bridge Forward Delay parameter [s].
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree forward-time <P-1>

Parameter Value Meaning

P-1 4.30 Enter the bridge forward delay as an integer.

113.1.20spanning-tree hello-time

Set the Hello Time parameter [s].
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree hello-tinme <P-1>

Parameter Value Meaning

P-1 1.2 Set the Hello Tine paraneter (unit: seconds).

113.1.21spanning-tree hold-count

Set the bridge hold count parameter.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree hol d-count <P-1>

Parameter Value Meaning

P-1 1..40 Set bridge hold count paraneter.

113.1.22spanning-tree max-age

Set the bridge Max Age parameter.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree nax-age <P-1>

Parameter Value Meaning

P-1 6..40 Set the bridge Max Age paraneter.

113.1.23spanning-tree ring-only-mode operation

Enable or disable the RSTP Ring Only Mode.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: spanni ng-tree ring-only-node operation

Nno spanning-tree ring-only-mode operation
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no spanni ng-tree ring-only-node operation

113.1.24spanning-tree ring-only-mode first-port

Configure the first ring port.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: spanni ng-tree ring-only-node first-port <P-1>

Parameter Value Meaning

P-1 slot no./port no.

113.1.25spanning-tree ring-only-mode second-port

Configure the second ring port.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree ring-only-node second-port <P-1>
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Parameter Value Meaning

P-1 slot no./port no.

113.1.26spanning-tree max-hops

Set the bridge Max Hops parameter.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree nax- hops <P-1>

Parameter Value Meaning

P-1 6..40 Set the bridge Max Hops paraneter.

113.1.27spanning-tree mst priority

This command is left for compatibility issues with scripting. Please use 'instance modify O priority' command to set

the bridge priority for CIST.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: spanni ng-tree nst priority <P-1> <P-2>

Parameter Value Meaning
P-1 0..0 Enter the nmultiple spanning tree IDO (0 is for CI ST and RSTP).
P-2 0..61440 Set the Mst Bridge priority.

113.1.28spanning-tree mst instance add

Create a MST instance
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: spanni ng-tree nmst instance add <P-1> [priority <P-2>]

[ priority]: Specify the bridge priority used by a MST instance.

Parameter Value Meaning
P-1 0..4094 Enter a multiple spanning tree ID.
P-2 0..61440 Set the Mst Bridge priority.

113.1.29spanning-tree mst instance delete

Destroy a MST instance
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: spanni ng-tree nst instance delete <P-1>

Parameter Value Meaning

P-1 1..4094 Enter a multiple spanning tree ID.

113.1.30spanning-tree mst instance modify

Modify a MST instance
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: spanni ng-tree st i nstance nodify <P-1> priority <P-2> vl an add <P- 3> del ete

<P- 4>
priority: Specify the bridge priority used by a MST instance.
vl an: Add or remove a VLAN from a MST instance.
add: Add a VLAN to MST instance.
del et e: Delete a VLAN from an MST instance.

Parameter Value Meaning

P-1 0..4094 Enter a multiple spanning tree ID.
P-2 0..61440 Set the Mst Bridge priority.

P-3 1..4042 Sel ect the MST bridge VLAN

P-4 1..4042 Sel ect the MST bridge VLAN.

113.1.31spanning-tree configuration name

Set the MST configuration name.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree configurati on nane <P-1>

Parameter Value Meaning
P-1 string <name> Enter a valid name for the configuration.
436 RM CLI Overview HiOS

Release 10.0 08/2024



113.1.32spanning-tree configuration revision

Set the MST configuration identifier revision level.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: spanni ng-tree configuration revision <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a revision nunber between 0 and 65535.

113.2 spanning-tree

Enable or disable the Spanning Tree protocol on a port.

113.2.1 spanning-tree mode

Enable or disable the function.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree node

Nno spanning-tree mode

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree node

113.2.2 spanning-tree bpdu-flood

Enable or disable BPDU flooding on a port.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-fl ood

Nno spanning-tree bpdu-flood
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree bpdu-fl ood

113.2.3 spanning-tree bpdu-filter

Enable or disable BPDU filter on a port.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-filter

Nno spanning-tree bpdu-filter
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree bpdu-filter

113.2.4 spanning-tree edge-auto

Enable or disable auto edge detection on a port.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree edge-auto

Nno spanning-tree edge-auto

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree edge-auto
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113.2.5 spanning-tree edge-port

Enable or disable edge port usage on a port.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree edge- port

no spanning-tree edge-port

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree edge-port

113.2.6 spanning-tree guard-loop

Enable or disable the loop guard on a port.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree guard-| oop

no spanning-tree guard-loop
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree guard-1oop

113.2.7 spanning-tree guard-root

Enable or disable the root guard on a port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree guard-root

no spanning-tree guard-root
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree guard-root

113.2.8 spanning-tree guard-tcn

Enable or disable the TCN guard on a port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree guard-tcn

no spanning-tree guard-tcn

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no spanni ng-tree guard-tcn

113.2.9 spanning-tree cost

Specify the port path cost for STP, RSTP and CIST.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree cost <P-1>

Parameter Value Meaning
P-1 0..200000000 Specify the port path cost.

113.2.10spanning-tree priority

Specify the port priority for STP, RSTP and CIST.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree priority <P-1>
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Parameter Value Meaning
P-1 0..240 Specify the port priority.

113.2.11spanning-tree mst

MST instance related configuration.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: spanni ng-tree nmst <P-1> cost <P-2> priority <P-3>
cost : Specify the port path cost.
priority: Specify the port priority.

Parameter Value Meaning

P-1 0..4094 Enter a nultiple spanning tree |ID.

P-2 0-200000000 Set the cost value. The value of 0 has the sanme effect as auto.
auto Set the pathcost value automatically on the basis of Link Speed.

P-3 0..240 Specify the port priority.

113.3 show

Display device options and settings.

113.3.1 show spanning-tree global

Display the Common and Internal Spanning Tree information and settings.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show spanni ng-tree gl obal

113.3.2 show spanning-tree drstp

Display the second instance Common and Internal Spanning Tree information and settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show spanni ng-tree drstp

113.3.3 show spanning-tree mst instance

Display summarized information and settings for all ports in an MST instance.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show spanni ng-tree nst instance [<P-1>]

Parameter Value Meaning
P-1 0..4094 Enter a multiple spanning tree ID.

113.3.4 show spanning-tree mst port

Display summarized information and settings for all ports in an MST instance.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show spanni ng-tree nst port [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 0..4094 Enter a multiple spanning tree ID.
P-2 slot no./port no.

113.3.5 show spanning-tree mst vian

Display summarized information and settings for all ports in an MST instance.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show spanni ng-tree nst vlan [<P-1> [<P-2>]]

Parameter Value Meaning

P-1 0..4094 Enter a multiple spanning tree ID.

P-2 1..4042 Sel ect the MST bridge VLAN.
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113.3.6 show spanning-tree port

Spanning Tree information and settings for an interface.
Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show spanni ng-tree port <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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114Subring Management

114.1 sub-ring

Sub-ring manager operations.

114.1.1 sub-ring operation

Enable or disable the global sub-ring manager functionality on this device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: sub-ri ng operation

no sub-ring operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no sub-ring operation

114.1.2 sub-ring add

Creates a new sub-ring domain with the value id.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: sub-ri ng add <P- 1> [ npde <P-2>] [vlan <P-3>] [port <P-4>] [nane <P-5>] [nrp-
domai n <P- 6>]
[ mode] : Set operating mode for the sub-ring domain with the value id.
[ vl an] : Set vlan id for the sub-ring domain with the value id.
[ port]: Setthe port for the sub-ring domain with the value id.
[ nane] : Set name for the sub-ring domain with the value id.
[ nr p- domai n] : MRP domain ID. Format: 16 bytes in decimal notation.\n(Example:
1.2.3.4.5.6.7.8.9.10.11.12.13.14.15.16).

Parameter Value Meaning
P-1 1..40000 SRM Domai n |d.
P-2 manager The entity takes on the role of a Sub-R ng Manager.

redundant-manager The entity takes on the role of the Sub-Ri ng Manager and bl ocks the ring port
if the sub-ring is closed.

single-manager The si ngl e- manager has bot h ends of a sub-ring connected to its ports and bl ocks
one of these ends if the sub-ring is closed.
P-3 0..4042 Enter the VLAN for the given Sub-Ring ID (mn.: 0, nmax.: 4042, default: 0).
P-4 slot no./port no.
P-5 string Enter a user-defined text, max. 255 characters.
P-6 string <domain id> MRP domain ID. Format: 16 bytes in decimal notation.\n(Exanple:

1.2.3.4.5.6.7.8.9.10.11.12. 13. 14. 15. 16) .

114.1.3 sub-ring delete

Deletes the subring domain with the value id.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: sub-ri ng del ete <P-1>

Parameter Value Meaning
P-1 1..40000 SRM Donai n | d.

114.1.4 sub-ring enable

Enable the sub-ring domain with the value id.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: sub-ri ng enable <P-1>

Parameter Value Meaning
P-1 1..40000 SRM Domai n |d.
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114.1.5 sub-ring disable

Disable the sub-ring domain with the value id.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: sub-ring di sable <P-1>

Parameter Value Meaning
P-1 1..40000 SRM Domain |d.

114.1.6 sub-ring modify

Modify parameters of the sub-ring domain with the value id.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: sub-ring nodi fy <P-1> [node <P-2>] [vlan <P-3>] [port <P-4>] [nane <P-5>]
[ nT p-domai n <P- 6>]
[ rode] : Set operating mode for the sub-ring domain with the value id.
[ vl an] : Set vlan id for the sub-ring domain with the value id.
[ port]: Setthe port for the sub-ring domain with the value id.
[ name] : Set name for the sub-ring domain with the value id.
[ nr p- domai n] : MRP domain ID. Format: 16 bytes in decimal notation.\n(Example:
1.2.3.4.5.6.7.8.9.10.11.12.13.14.15.16).

Parameter Value Meaning
P-1 1..40000 SRM Domai n |d.
P-2 manager The entity takes on the role of a Sub-R ng Manager.

redundant-manager The entity takes on the role of the Sub-Ri ng Manager and bl ocks the ring port
if the sub-ring is closed.

single-manager The si ngl e- manager has bot h ends of a sub-ring connected to its ports and bl ocks
one of these ends if the sub-ring is closed.
P-3 0..4042 Enter the VLAN for the given Sub-Ring ID (mn.: 0, max.: 4042, default: 0).
P-4 slot no./port no.
P-5 string Enter a user-defined text, max. 255 characters.
P-6 string <domain id> MRP domain |ID. Format: 16 bytes in deci mal notation.\n(Exanple:

1.2.3.4.5.6.7.8.9.10.11.12.13. 14. 15. 16) .

114.2 show

Display device options and settings.

114.2.1 show sub-ring global

Display the Sub-ring global parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sub-ring gl obal

114.2.2 show sub-ring ring

Display the Sub-ring detailed parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sub-ring ring [<P-1>]

Parameter Value Meaning
P-1 1..40000 SRM Donai n 1d.
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115Secure Shell (SSH)

115.1 ssh
Set SSH parameters.

115.1.1 ssh server

Enable or disable the SSH server.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: ssh server

no ssh server

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no ssh server

115.1.2 ssh timeout

Set the SSH connection idle timeout in minutes (default: 5).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: ssh ti neout <P-1>

Parameter Value Meaning

P-1 0..160 Idle tinmeout of a session in mnutes (default:

5).

115.1.3 ssh port

Set the SSH server port number (default: 22).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: ssh port <P-1>

Parameter Value Meaning

P-1 1..65535 Port nunmber of the SSH server (default: 22).

115.1.4 ssh max-sessions

Set the maximum number of concurrent SSH sessions (default: 5).
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: ssh nax-sessi ons <P-1>

Parameter Value Meaning

P-1 1..5 Maxi mum nunber of concurrent SSH sessions.

115.1.5 ssh outbound max-sessions

Set the maximum number of concurrent outbound SSH sessions (default: 5).
Mode: d obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: ssh out bound max- sessi ons <P-1>

Parameter Value Meaning

P-1 1..5 Maxi mum nunber of concurrent SSH sessions.

115.1.6 ssh outbound timeout

Set the SSH connection idle timeout in minutes (default: 5).
Mode: d obal Confi g Mde
Privilege Level: Admi ni st rat or
Format: ssh out bound ti neout <P-1>

Parameter Value Meaning

P-1 0..160 Idle tineout of a session in mnutes (default:

5).
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115.1.7 ssh key rsa

Generate or delete RSA key
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: ssh key rsa <P-1>

Parameter Value Meaning
P-1 generate CGenerates the item
delete Del etes the item

115.1.8 ssh key fingerprint-type

Configure fingerprint type
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: ssh key fingerprint-type <P-1>

Parameter Value Meaning
P-1 md5 Configure nd5 fingerprint of the existing SSH host key
sha256 Configure sha256 fingerprint of the existing SSH host key.

115.1.9 ssh known-hosts add

Add SSH known host entry.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: ssh known- hosts add <P-1> address <P-2> key-type <P-3> key-fingerprint <P-4>
addr ess: Configure the SSH known host address.
key-t ype: Configure the SSH known host key type.
key- finger pri nt: Configure the SSH known host SHA256 key fingerprint.

Parameter Value Meaning
P-1 1..50 Maxi mum number of SSH known hosts entries.
P-2 A.B.C.D | P address.
P-3 rsa Configure the key type to RSA.
dsa Configure the key type to DSA
ecdsa Configure the key type to ECDSA.
ed25519 Configure the key type to ED25519.
P-4 string Enter a text in the base64 format consisting of 43 or 44 characters.

115.1.10ssh known-hosts delete

Delete the SSH known host entry.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: ssh known-hosts del ete <P-1>

Parameter Value Meaning
P-1 1..50 Maxi mum nunber of SSH known hosts entries.

115.1.11ssh known-hosts modify

Modify a SSH known host entry.

Mode: d obal Config Mode

Privilege Level: Admi ni st r at or

Format: ssh known-hosts nodify <P-1> key-fingerprint <P-2> status <P-3>
key-fingerprint: Modify the SHA256 key fingerprint of the SSH known host entry.
st at us: Modify the status of the SSH known host entry.

Parameter Value Meaning
P-1 1..50 Maxi mum nunber of SSH known hosts entries.
P-2 string Enter a text in the base64 format consisting of 43 or 44 characters.
P-3 enable Enabl e the option.
disable Di sabl e the option.
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115.2 ssh

115.2.1 ssh

Establish an SSH connection to a remote host.
Mode: "User Mbde" and "Privil eged Exec Mde"
Privilege Level: Guest
Format: ssh <P- 1> [ <P-2>]

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 1..65535 Enter port nunber between 1 and 65535

115.3 copy

Copy different kinds of items.

115.3.1 copy sshkey remote

Copy the SSH key from a server to the specified destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy sshkey renpte <P-1> nvm [source-interface <P-2>]
nvm Copy the SSH key from a server to non-volatile memory.
[ source-interface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

115.3.2 copy sshkey envm

Copy the SSH key from external non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Admi ni strat or
Format: copy sshkey envm <P-1> nvm

nvm Copy the SSH key from external non-volatile memory to non-volatile memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
115.4 show

Display device options and settings.

115.4.1 show ssh server

Display the SSH server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ssh server

115.4.2 show ssh known-hosts

Display the SSH known hosts information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ssh known- hosts [ <P-1>]

Parameter Value Meaning

P-1 1..50 Maxi mum nunber of SSH known hosts entries.
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115.4.3 show ssh

Display the SSH server and client information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ssh
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116Storm Control

116.1 storm-control

Configure the global storm-control settings.

116.1.1 storm-control flow-control

Enable or disable flow control globally.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: st orm control fl ow control

no storm-control flow-control
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no stormcontrol fl ow control

116.2 traffic-shape

Traffic shape commands.

116.2.1 traffic-shape bw

Set threshold value
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: traf fi c- shape bw <P- 1>

Parameter Value Meaning

P-1 0..100 Enter a number in the given range.
116.3 mtu

116.3.1 mtu

Set the MTU size (without VLAN tag size, because the VLAN tag is ignored for size calculation).

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: ntu <P- 1>

Parameter Value Meaning

P-1 1518..12288 Enter a number in the given range.
116.4 mtu

116.4.1 mtu

Set the MTU size (without VLAN tag size, because the VLAN tag is ignored for size calculation).

Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: ntu <P- 1>

Parameter Value Meaning

P-1 1518..1530 Enter a number in the given range.
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116.5 mtu

116.5.1 mtu

Set the MTU size (without VLAN tag size, because the VLAN tag is ignored for size calculation).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: mtu <P-1>

Parameter Value Meaning
P-1 1518..12288 Enter a number in the given range.

116.6 storm-control

Storm control commands

116.6.1 storm-control flow-control

Enable or disable flow control (802.3x) for this port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: st orm control fl ow control

no storm-control flow-control
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no stormcontrol fl ow control

116.6.2 storm-control ingress unit

Set unit.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: storm control ingress unit <P-1>

Parameter Value Meaning
P-1 percent Metering unit expressed in percentage of bandwi dth.
pps Metering unit expressed in packets per second.

116.6.3 storm-control ingress threshold

Set threshold value. The rate limiter function calculates the threshold based on data packets sized 512 bytes.
When the unit is set to pps, the maximum value is 24414 for 100Mb/s and 244140 for 1000Mb/s.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: stormcontrol ingress threshold <P-1>

Parameter Value Meaning

P-1 0..14880000 Enter a nunber in the given range. If the configured unit is percent enter a
nunber in (0..100) range.

116.6.4 storm-control ingress unicast operation

Enable/disable ingress storm control for unicast frames with unknown destination.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: st orm control ingress unicast operation

no storm-control ingress unicast operation
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no storm control ingress unicast operation
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116.6.5 storm-control ingress unicast threshold

Set the threshold value for unicast frames with unknown destination.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: st orm control ingress unicast threshold <P-1>

Parameter Value Meaning

P-1 0..14880000 Enter a nunber in the given range. If the configured unit is percent enter a
nunber in (0..100) range.

116.6.6 storm-control ingress unknown-frames operation

Enable/disable ingress storm control for frames with unknown destination.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: st orm control ingress unknown-frames operation

no storm-control ingress unknown-frames operation
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no storm control ingress unknown-frames operation

116.6.7 storm-control ingress unknown-frames threshold

Set the threshold value for frames with unknown destination.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: st orm control ingress unknown-frames threshold <P-1>

Parameter Value Meaning

P-1 0..14880000 Enter a nunber in the given range. If the configured unit is percent enter a
nunber in (0..100) range.

116.6.8 storm-control ingress multicast operation

Enable/disable ingress storm control for multicast frames.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: stormcontrol ingress nulticast operation

no storm-control ingress multicast operation
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no stormcontrol ingress multicast operation

116.6.9 storm-control ingress multicast threshold

Set the threshold value for multicast frames.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: stormcontrol ingress nmulticast threshold <P-1>

Parameter Value Meaning
P-1 0..14880000 Enter a nunber in the given range. If the configured unit is percent enter a
nunber in (0..100) range.

116.6.10storm-control ingress multicast threshold

Set the threshold for multicast frames with known destination.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: storm control ingress multicast threshold <P-1>

Parameter Value Meaning

P-1 0..14880000 Enter a nunber in the given range. If the configured unit is percent enter a
nunber in (0..100) range.
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116.6.11storm-control ingress broadcast operation

Enable/disable ingress storm control for broadcast frames.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: st orm control ingress broadcast operation

no storm-control ingress broadcast operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no storm control ingress broadcast operation

116.6.12storm-control ingress broadcast threshold

Set the threshold value for broadcast frames.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: st orm control ingress broadcast threshold <P-1>

Parameter Value Meaning

P-1 0..14880000 Enter a nunber in the given range. If the configured unit is percent enter a
nunber in (0..100) range.

116.7 show

Display device options and settings.

116.7.1 show storm-control flow-control

Global flow control status.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show stormcontrol fl ow control

116.7.2 show storm-control ingress

Display the storm control ingress parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show stormcontrol ingress [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

116.7.3 show traffic-shape

Display the traffic shape parameters.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show traffi c-shape

116.7.4 show mtu

Display the MTU parameters.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show mt u
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117System

117.1 system

Set system related values e.g. name of the device, location of the device, contact data for the person responsible
for the device, and pre-login banner text.

117.1.1 system name

Edit the name of the device. The system name consists of an alphanumeric ASCII character string with 0..255
characters.

Mode: G obal Confi g Mode

Privilege Level: Oper at or

Format: syst em name <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 characters.

117.1.2 system location

Edit the location of the device. The system location consists of an alphanumeric ASCII character string with 0..255
characters.

Mode: G obal Confi g Mode

Privilege Level: Oper at or

Format: system | ocati on <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 characters.

117.1.3 system contact

Edit the contact information for the person responsible for the device. The contact data consists of an
alphanumeric ASCII character string with 0..255 characters.

Mode: A obal Confi g Mode

Privilege Level: Oper at or

Format: syst em cont act <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 characters.

117.1.4 system port-led-mode

Configure the port led signalling (frontpanel or servicepanel).
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: system port - | ed- node <P-1>

Parameter Value Meaning
P-1 portpanel Set LED control to portpanel.
servicepanel Set LED control to servicepanel.

117.1.5 system pre-login-banner operation

Enable or disable the pre-login banner. You use the pre-login banner to display a greeting or information to users
before they login to the device.

Mode: A obal Confi g Mode

Privilege Level: Admi ni str at or

Format: syst em pre-| ogi n- banner operation

no system pre-login-banner operation
Disable the option
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: no system pre-| ogi n-banner operation
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117.1.6 system pre-login-banner text

Edit the text for the pre-login banner (C printf format syntax allowed: \\n\\t) The device allows you to edit an
alphanumeric ASCII character string with up to 512 characters.

Mode: d obal Config Mde

Privilege Level: Adm ni st r at or

Format: syst em pre-| ogi n- banner text <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 512 characters (allowed characters are from
ASCI| 32 to 127).

117.1.7 system resources operation

Enable or disable the measurement operation.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: syst em resour ces operation

no system resources operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no system resources operation

117.2 temperature

Configure the upper and lower temperature limits of the device. The device allows you to set the threshold as an
integer from -99 through 99. You configure the temperatures in degrees Celsius.

117.2.1 temperature upper-limit

Configure the upper temperature limit.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: t enperature upper-limt <P-1>

Parameter Value Meaning
P-1 -99..99 Upper temperature threshold ([C], default 70).

117.2.2 temperature lower-limit

Configure the lower temperature limit.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: t enperature lower-limt <P-1>

Parameter Value Meaning
P-1 -99..99 Lower tenperature threshold ([C], default 0).

117.3 humidity

Configure the upper and lower humidity limits of the device. The device allows you to set the threshold as an
integer from 0 through 100.

117.3.1 humidity upper-limit

Configure the upper humidity limit.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: hum dity upper-lint <P-1>

Parameter Value Meaning
P-1 0..100 Upper hum dity threshold ([%, default 95%.
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117.3.2 humidity lower-limit

Configure the lower humidity limit.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: huni dity lower-limt <P-1>

Parameter Value Meaning

P-1 0..100 Lower hum dity threshold ([%,

default 5).

117.4 hardware

The Hardware LAN bypass feature ensures that traffic passes freely between interface pairs when system is fully

up and is running an Operating System or when system is in a shutdown state

117.4.1 hardware runtime-bypass

Enable or disable Run-time hardware LAN bypass.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: har dwar e runti ne- bypass

no hardware runtime-bypass
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no har dware runti ne-bypass

117.4.2 hardware systemoff-bypass

Enable or disable System-off hardware LAN bypass.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: har dwar e syst enof f - bypass

no hardware systemoff-bypass
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no har dwar e syst enof f-bypass

117.5 show

Display device options and settings.

117.5.1 show eventlog

Display the event log notice and warning entries with time stamp.

Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Guest
Format: show event | og

117.5.2 show system info

Display the system related information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system i nfo

117.5.3 show system port-led-mode

Display the LED control settings.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show system port -1 ed- node
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117.5.4 show system pre-login-banner

Display the pre-login banner status and text.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show syst em pre-| ogi n- banner

117.5.5 show system flash-status

Display the flash memory statistics of the device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system fl ash- st at us

117.5.6 show system temperature limits

Display the temperature limits.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system tenperature linits

117.5.7 show system temperature extremes

Display the minimum and maximum recorded temperature.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system tenperature extrenes

117.5.8 show system temperature histogram

Display the temperature histogram of the device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system t enperature hi stogram

117.5.9 show system temperature counters

Display number of 20 centigrade C variations in maximum one hour period.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system tenperature counters

117.5.10show system humidity limits

Display the humidity limits.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system humdity linits

117.5.11show system humidity extremes

Display the minimum and maximum recorded humidity.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system hum dity extrenes

117.5.12show system humidity histogram

Display the humidity histogram of the device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system humni dity hi st ogram

117.5.13show system resources

Display the system resources information (CPU utilization, memory and network CPU utilization).
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system resour ces
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117.5.14show psu slot
Display the power supply slots.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show psu sl ot

117.5.15show psu unit
Display the information for the power supply units.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show psu unit

117.5.16show fan
Display the information for the fan modules.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show f an

117.5.17show hardware runtime-bypass
Display runtime-bypass state of hardware bypass.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show har dwar e runti me- bypass

117.5.18show hardware systemoff-bypass
Display systemoff-bypass state of hardware bypass.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show har dwar e syst enof f - bypass
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118Telnet

118.1 telnet

Set Telnet parameters.

118.1.1 telnet server

Enable or disable the telnet server.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: t el net server

no telnet server

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: no tel net server

118.1.2 telnet timeout

Set the idle timeout for a telnet connection in minutes.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: t el net ti neout <P-1>

Parameter Value Meaning
P-1 0..160 Idle tinmeout of a session in mnutes (default: 5).
118.1.3 telnet port
Set the listening port for the telnet server.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: t el net port <P-1>
Parameter Value Meaning
P-1 1..65535 Set the listening port for the tel net server.
118.1.4 telnet max-sessions
Set the maximum number of sessions for the telnet server.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: t el net max- sessi ons <P-1>
Parameter Value Meaning
P-1 1.5 Set the maxi mum nunber of connections for the tel net server.
118.2 telnet
118.2.1 telnet
Establish a telnet connection to a remote host.
Mode: "User Mde" and "Privil eged Exec Mode"
Privilege Level: Guest
Format: tel net <P-1> [<P-2>] [<P-3>] [<P-4>] [<P-5>]
Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 1..65535 Enter port nunber between 1 and 65535
P-3 debug Di splay the current Tel net options.
P-4 line Set the outbound Tel net operational node as |ine nbde (only takes effect for
the serial connection).
P-5 echo Enabl e 1 ocal echo (only takes effect for the serial connection).
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118.3 show

Display device options and settings.

118.3.1 show telnet

Display the telnet server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show t el net
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119Time Range

119.1 time

Create or delete time range.

119.1.1 time range

Create or delete time range.

Mode: d obal Config

Mode

Privilege Level: Oper at or

Format: ti me range <P-1> [absol ute]
7> <P-8> <P-9>] [periodic <P-10> <P-11>] to [<P-12>] <P-13>

[ absol ut e] : Create or delete absolute time entry.
[ start]: Set start time and date.
[ end] : Set end time and date.

[ peri odi c] : Create or delete periodic time entry. It must not overlap with any other periodic entry defined for

this time range.

t 0: Set end of periodic time entry.

[start <P-2> <P-3> <P-4> <P-5>] [end <P-6> <P-

Parameter Value Meaning
P-1 string Enter the tine range nane, nax. 31 characters.
P-2 hh:mm Time of day, in 24-hour format.
P-3 1..31 Day of the nonth.
P-4 jan January

feb February

mar Mar ch

apr Apri |

may May

jun June

jul Jul'y

aug August

sep Sept enber

oct Cct ober

nov Novenber

dec Decenber
P-5 1993..2035 Year .
P- 6 hh:mm Time of day, in 24-hour fornat.
P-7 1..31 Day of the nonth.
P-8 jan January

feb February

mar Mar ch

apr Apri |l

may May

jun June

jul July

aug August

sep Sept enber

oct Cct ober

nov Novenber

dec Decenber
P-9 1993..2035 Year .
P-10 sunday Sunday

monday Monday

tuesday Tuesday

wednesday Wednesday

thursday Thur sday

friday Fri day

saturday Sat ur day

daily Daily

weekdays Weekdays

weekend Weekend

list of days A conme- separ at ed conbi nati on of days
P-11 hh:mm Time of day, in 24-hour format.
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Parameter Value Meaning

pP-12 sunday Sunday
monday Monday
tuesday Tuesday
wednesday Wednesday
thursday Thur sday
friday Fri day
saturday Sat ur day
P-13 hh:mm Time of day, in 24-hour format.

no time range
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:no ti ne range <P-1> [absolute] [start] [end] [periodic] to [<P-12>] <P-13>

119.2 show

Display device options and settings.

119.2.1 show time-range

Display the time range and its time entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ti me-range [ <P-1>]

Parameter Value Meaning
P-1 string Enter the tine range name, max. 31 characters.
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120Tracking

120.1 track

Configure tracking instances on the device.

120.1.1 track add

Create a tracking instance.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: track add <P-1> <P-2>

Parameter Value Meaning
P-1 interface interface tracking
ping pi ng tracking
logical | ogi cal tracking
P-2 1..256 Enter a number in the given range.

120.1.2 track delete

Delete a tracking instance.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:track del ete <P-1> <P-2>

Parameter Value Meaning
P-1 interface interface tracking
ping pi ng tracking
logical | ogi cal tracking
P- 2 1..256 Enter a number in the given range.

120.1.3 track enable

Activate a tracking instance.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: track enable <P-1> <P-2>

Parameter Value Meaning
P-1 interface interface tracking
ping pi ng tracking
logical | ogi cal tracking
P-2 1..256 Enter a number in the given range.

120.1.4 track disable

Deactivate a tracking instance.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: track di sable <P-1> <P-2>

Parameter Value Meaning
P-1 interface interface tracking
ping pi ng tracking
logical | ogi cal tracking
P-2 1..256 Enter a number in the given range.

120.1.5 track trap

Enable / Disable the StateChange trap for the corresponding tracking instance.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format:track trap <P-1> <P-2>

Parameter Value Meaning
P-1 interface interface tracking
ping pi ng tracking
logical | ogi cal tracking
P-2 1..256 Enter a number in the given range.
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no track trap
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no track trap <P-1> <P-2>

120.1.6 track description

Set the description for the corresponding tracking instance.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:track description <P-1> <P-2> <P-3>

Parameter Value Meaning
P-1 interface interface tracking
ping pi ng tracking
logical | ogi cal tracking
P-2 1..256 Enter a number in the given range.
P-3 string Enter a user-defined text, max. 255 characters.

120.1.7 track modify interface

Modify the configuration of an interface tracking instance.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:track nodify interface <P-1> [interface <P-2>] [linkup-delay <P-3>]
[1inkdown-del ay <P-4>]
[i nterface]: Setthe interface number of the interface tracking instance.
[1'i nkup- del ay] : Set the linkup-delay of the interface tracking instance
[1i nkdown- del ay] : Set the linkdown-delay of the interface tracking instance

Parameter Value Meaning

P-1 slot no./port no.

P-2 slot no./port no.

P-3 0..255 Enter a nunber in the given range.
P-4 0..255 Enter a number in the given range.

120.1.8 track modify ping

Modify the configuration of a ping tracking instance.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format:track modi fy ping <P-1> [interface <P-2>] [address <P-3>] [interval <P-4>]
[m ss <P-5>] [success <P-6>] [tinmeout <P-7>] [tt]l <P-8>]
[interface]: Setthe source interface number of the ping tracking instance.
[ addr ess] : Set the address of the router to be monitored.
[i nterval]: Setthe number of milliseconds between the pings to the target router address.
[ m ss] : Set the number of consecutive ping misses until the tracked object is considered to be down.
[ success] : Set the of consecutive ping successes until the tracked object is considered to be up.
[ti meout] : Set the timeout in milliseconds for a ping reply.
[tt]]: Setthe time to live for a ping request packet.

Parameter Value Meaning

P-1 slot no./port no.

P-2 slot no./port no.

P-3 A.B.C.D | P address.

P-4 100..20000 val ue for ping tracking interval that could be between 100 and 20000.
P-5 1..10 val ue for ping tracking that could be between 1 and 10.

P- 6 1..10 val ue for ping tracking that could be between 1 and 10.

pP-7 10..10000 value for ping tracking time that coul d be between 10 and 10000.

P-8 1..255 Enter a nunber in the given range.

120.1.9 track modify logical

Modify the configuration of a logical tracking instance.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:track nodify |ogical <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning

P-1 slot no./port no.

P- 2 string Track instance.
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Parameter Value Meaning

P-3 and AND oper at or

or OR oper at or
P-4 string Track instance.
120.2 show

Display device options and settings.

120.2.1 show track overview

Display the information and settings for the tracking instances.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show track overvi ew

120.2.2 show track interface

Display the information and settings for the interface tracking instances.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show track interface [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

120.2.3 show track ping

Display the information and settings for the ping tracking instances.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show track ping [ <P-1>]

Parameter Value Meaning

P-1 slot no./port no.

120.2.4 show track logical

Display the information and settings for the logical tracking instances.

Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show track | ogi cal [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

120.2.5 show track application

Display the information on tracking application registrations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show track application
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121Traps

121.1 snmp

Configure of SNMP versions and traps.

121.1.1 snmp trap operation

Global enable/disable SNMP trap.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: snnp trap operation

no snmp trap operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Adm ni st rat or
Format: no snnp trap operation

121.1.2 snmp trap mode

Enable/disable SNMP trap entry.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: snnp trap node <P-1>

Parameter Value Meaning
P-1 string <nanme> Trap nane (1 to 32 characters)

no snmp trap mode

Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no snnp trap node <P-1>

121.1.3 snmp trap delete

Delete SNMP trap entry.
Mode: d obal Config Mde
Privilege Level: Admi ni st rat or
Format: snnp trap del ete <P-1>

Parameter Value Meaning
P-1 string <nane> Trap name (1 to 32 characters)

121.1.4 snmp trap add

Add SNMP trap entry.
Mode: d obal Config Mde
Privilege Level: Admi ni str at or
Format: snnp trap add <P-1> <P-2>

Parameter Value Meaning
P-1 string <nane> Trap name (1 to 32 characters)
P-2 a.b.c.d a.b.c.d Single | Pv4d address.
a.b.c.d:n a.b.c.d:n I Pv4 address with port.
[a:b:c:d:e:f:g:h] [a:b:c:d:e:f:g:h] Single | Pv6 address.

[a:b:c:d:e:f:g:h]:n [a:b:c:d:e:f:g:h]:n | Pv6 address with port.

121.2 show

Display device options and settings.

RM CLI Overview HiOS 463
Release 10.0 08/2024



121.2.1 show snmp traps

Display the SNMP traps.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show snnmp traps
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122Time Sensitive Networks (TSN)

122.1 tsn
Configure TSN (Time Sensitive Network) settings.

122.1.1 tsn operation

Enable or disable TSN.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: t sn operati on

no tsn operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no tsn operation

122.1.2 tsn base-time

Configure the base-time.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: t sn base-tinme <P-1>

Parameter Value Meaning
P-1 time Enter the base tinme in the given format YYYY- MMV DD, hh: nm ss. ns.

122.1.3 tsn cycle-time

Configure the cycle-time in hanoseconds.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: tsn cycle-tine <P-1>

Parameter Value Meaning
P-1 50000..10000000 Enter the cycle tine in nanoseconds.
122.2 tsn

Configure TSN (Time Sensitive Network) settings for interfaces.

122.2.1 tsn sdu traffic-class

Specify the traffic class for the SDU.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: t sn sdu traffic-class <P-1> max-sdu <P-2>
max- sdu: Enter the maximum size of the SDU (service data unit). A value of 0 is interpreted as the maximum SDU
size supported by the underlying MAC. The SDU includes the packet payload but excludes the source and
destination MAC addresses (6 bytes each), the VLAN tag (4 bytes) and the FCS (4 bytes). Example for a 64 bytes
Ethernet packet:64 bytes - 12 bytes (MAC) - 4 bytes (VLAN) - 4 bytes (FCS) = 44 bytes (SDU).

Parameter Value Meaning
P-1 0..7 Enter the Traffic C ass val ue.
P-2 integer Enter the maxi mum size of the SDU (service data unit). A value of 0O

isinterpreted as the maxi mum SDU si ze supported by the underlying MAC. The
SDUI ncl udes the packet payl oad but excludes the source and destination
MACaddr esses (6 bytes each), the VLAN tag (4 bytes) and the FCS (4 bytes).
Exanpl ef or a 64 bytes Et hernet packet: 64 bytes - 12 bytes (MAC) - 4 bytes (VLAN)
- 4bytes (FCS) = 44 bytes (SDU).
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122.2.2 tsn gates operation

Enable or disable the GCL (gate control list) for TSN. If disabled the default gate states will apply.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: t sn gates operation

no tsn gates operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no tsn gates operation

122.2.3 tsn commit

Commit the configured values to be active as current values. If the time gates set to enabled and the base time is
in the past the cycle will be started. Otherwise the cycle start will be done when base time is reached.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: t sn commi t

122.2.4 tsn base-time

Configure the base-time.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:t sn base-tinme <P-1>

Parameter Value Meaning
P-1 time Enter the base time in the given format YYYY- MM DD, hh: mm ss. ns.

122.2.5 tsn default-gate-states

Configure the default gate states.They will be active in case of time gates will be disabled.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: t sn default-gate-states <P-1>

Parameter Value Meaning
P-1 gate states Enter gate state or gate states as comm separated val ues eg, 1,4,5.
none Reset gate states.

122.2.6 tsn cycle-time

Configure the cycle-time in nanoseconds.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:tsn cycle-tinme <P-1>

Parameter Value Meaning
P-1 1000..1000000000 Enter the cycle time in nanoseconds.

122.2.7 tsn gcl add

Create GCL entry.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:tsn gcl add [id <P-1>] [gate-states <P-2>] [interval <P-3>]
[id]: Index of the GCL entry that shall be inserted.
[ gat e- st at es] : Set gate states of GCL entry.
[i nterval]: Setinterval [ns] of GCL entry.

Parameter Value Meaning
P-1 1..150 GCL entry ID.
P-2 gate states Enter gate state or gate states as commm separated val ues eg, 1,4,5.
none Reset gate states.
P-3 80..1000000000 Enter the interval in nanoseconds.
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122.2.8 tsn gcl template

Choose one of the pre-defined templates for GCL.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:t sn gcl tenplate <P-1>

Parameter Value Meaning

P-1 default-2-time-slots  Tenplate with 3 entries. First entry is the traffic class 7. Second entry is
the traffic class 6 to 0. Third entry is a guard band.

default-3-time-slots Tenplate with 5 entries. First entry is the traffic class 7. Second entry is
a guard band. Third entry is the traffic class 6. Fourth entry is the traffic
class 5to 0. Fifth entry is a guard band.

gb-tc7-tc6to0 Tenplate with 3 entries. First entry is a guard band. Second entry is the
traffic class 7. Third entry is the traffic class 6 to 0.
tc6to0-gb-tc7 Tenpl ate with 3 entries. First entry is the traffic class 6 to 0. Second entry

is a guard band. Third entry is the traffic class 7.

gb-tc7-gb-tc6-tc5to0 Tenplate with 5 entries. First entry is a guard band. Second entry is the
traffic class 7. Third entry is a guard band. Fourth entry is the traffic class
6. Fifth entry is the traffic class 5 to 0.

tc5t00-gb-tc7-gb-tc6 Tenplate with 5 entries. First entry is the traffic class 5to 0. Second entry
is aguard band. Third entry is the traffic class 7. Fourth entry is a guard
band. Fifth entry is the traffic class 6.

gb-tc6-gb-tc7-tc5to0 Tenplate with 5 entries. First entry is a guard band. Second entry is the
traffic class 6. Third entry is a guard band. Fourth entry is the traffic cl ass
7. Fifth entry is the traffic class 5 to 0.

gb-tc7-tc5to0-gb-tc6 Tenplate with 5 entries. First entry is a guard band. Second entry is the
traffic class 7. Third entry is the traffic class 5 to 0. Fourth entry is a
guard band. Fifth entry is the traffic class 6.

122.2.9 tsn gcl modify

Modify GCL entry.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:t sn gcl nodify <P-1> <P-2> interval <P-3> <P-4> gate-states <P-5>
i nt er val : Modify interval [ns] of GCL entry.
gat e- st at es: Modify gate states of GCL entry.

Parameter Value Meaning

P-1 1..150 CGCL entry ID.

P-2 1.5 CCL entry ID.

P-3 80..1000000000 Enter the interval in nanoseconds.

P-4 1000..10000000 Enter the interval in nanoseconds.

P-5 gate states Enter gate state or gate states as comma separated val ues eg, 1,4,5.
none Reset gate states.

122.2.10tsn gcl delete

Delete specified GCL entry.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: tsn gcl delete <P-1>

Parameter Value Meaning
P-1 1..150 GCL entry ID.

all Del ete all GCL entries.
122.3 show

Display device options and settings.

122.3.1 show tsn global

Display the TSN global settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show t sn gl obal
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122.3.2 show tsn sdu

Display the SDU settings for each traffic class and port.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show tsn sdu [ <P-1>]

Parameter Value Meaning

P-1 slot no./port no.

122.3.3 show tsn gcl

Display the configured and current GCL (gate control list) for the port.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show tsn gcl [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

122.3.4 show tsn configuration

Display the configured and current preferences for TSN.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show tsn confi guration
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123TTDP

123.1 ttdp
Configure the ttdp settings.

123.1.1 ttdp operation

Enable/disable TTDP.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:tt dp operation

no ttdp operation

Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no ttdp operation

123.1.2 ttdp backbone-id

Set the backbone ID for this ETBN.
Mode: @ obal Config Mde
Privilege Level: Oper at or

Format: tt dp backbone-id <P-1>

Parameter Value Meaning
P-1 a Li ne a.
b Li ne b.
[+ Li ne c.
d Line d

123.1.3 ttdp etbn inhibit

Enable/disable inhibit inauguration for this ETBN.

Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:ttdp etbn inhibit

no ttdp etbn inhibit

Disable the option
Mode: A obal Confi g Mde
Privilege Level: Oper at or

Format: no ttdp etbn inhibit

123.1.4 ttdp etbn role

ETBN role(switch or router).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ttdp etbn role <P-1>

Parameter Value Meaning
P-1 router Rout er .
switch Swi t ch.

no ttdp etbn role

Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no ttdp etbn role
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123.1.5 ttdp consist etbn-number

Set the number of ETBNs in this consist.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:ttdp consi st et bn-nunber <P-1>

Parameter Value Meaning

P-1 1..63 Enter a number in the given range.

123.1.6 ttdp consist cn-number

Set the number of CNs in this consist.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format:ttdp consi st cn-nunber <P-1>

Parameter Value Meaning

P-1 0..32 Enter a number in the given range.

123.1.7 ttdp consist local-etbn-number

Set the id of local ETBN in this consist.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: tt dp consi st | ocal - et bn- nunber <P-1>

Parameter Value Meaning

P-1 1..63 Enter a number in the given range.

123.1.8 ttdp consist uuid

Set the UUID for this consist.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ttdp consist uuid <P-1>

Parameter Value Meaning

P-1 YYYYYYXX-XXXX-XXXX- Enter UUI D i n hexadeci mal format (size should be of 32 hexadeci mal nunbers).

XXXX-YYYYYYYYYYYY

123.1.9 ttdp consist cn-to-etbn etbn

Modify the ETBN with this ID.
Mode: d obal Config Mode
Privilege Level: Oper at or

Format:ttdp consi st cn-to-etbn etbn <P-1> add <P-2> [port <P-3>] [use-dhcp <P-4>]

del ete <P-5> nodify <P-6> port <P-7> use-dhcp <P-8>
add: Add a CN to the specified ETBN.
[ port]: Setthe port for specified CN.
[ use- dhcp] : Enable/disable the use of TTDP DHCP server.
del et e: Delete a CN from the specified ETBN.
nodi fy: Modify a CN from specified ETBN.
port : Set the port for specified CN.
use- dhcp: Enable/disable the use of TTDP DHCP server.

Parameter Value Meaning
P-1 1..63 Enter a nunmber in the given range.
P- 2 1..32 Enter a number in the given range.
P-3 slot no./port no.
P-4 True True.

False Fal se.
P-5 1..32 Enter a number in the given range.
P- 6 1..32 Enter a number in the given range.
pP-7 slot no./port no.
P-8 True Tr ue.

False Fal se.

no ttdp consist cn-to-etbn etbn
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no ttdp consi st cn-to-etbn etbn add [port] [use-dhcp]
use-dhcp <P-8>
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123.2 show

Display device options and settings.

123.2.1 show ttdp global

Display the TTDP global configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp gl obal

123.2.2 show ttdp local-consist

Display the TTDP local consist configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp | ocal - consi st

123.2.3 show ttdp internal-info

Display the TTDP ETBN internal configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp internal -info

123.2.4 show ttdp local-etbn-info

Display the TTDP local ETBN configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp | ocal -etbn-info

123.2.5 show ttdp networks

Display the configuration of the TTDP local consist CN.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show ttdp networks

123.2.6 show ttdp consists-etbns

Display the configuration of the TTDP consist ETBN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp consi sts-etbns [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 1..63 Enter a number in the given range.
P-2 1..32 Enter a number in the given range.

123.2.7 show ttdp consists-cns

Display the configuration of the TTDP consist CN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp consi sts-cns [ <P-1>]

Parameter Value Meaning

P-1 1..63 Enter a number in the given range.

123.2.8 show ttdp consists

Display the TTDP train consist configuration.
Mode: Conmand is in all nopdes avail able.
Privilege Level: Guest
Format: show ttdp consi sts

123.2.9 show ttdp directions

Display the TTDP local ETBN directions configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp directions
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123.2.10show ttdp lines

Display the TTDP local ETBN lines configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp |ines [<P-1>]

Parameter Value Meaning
P-1 1.2 Enter a number in the given range.

123.2.11show ttdp hello-statistics

Display the TTDP hello messages statistics.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show ttdp hello-statistics [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 1..63 Enter a number in the given range.
P-2 1..63 Enter a number in the given range.

123.2.12show ttdp topology corrected-connectivity-table

Display the TTDP corrected connectivity table.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show ttdp topol ogy corrected-connectivity-table [<P-1>]

Parameter Value Meaning
P-1 1..63 Enter a number in the given range.

123.2.13show ttdp topology connectivity-vector

Display the TTDP connectivity vector.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ttdp topol ogy connectivity-vector [<P-1>]

Parameter Value Meaning
P-1 1..63 Enter a nunmber in the given range.

123.2.14show ttdp topology etbn-vector

Display the ttdp ETBN-vectors.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show ttdp topol ogy etbn-vector [<P-1>] [<P-2>]

Parameter Value Meaning

P-1 1..63 Enter a number in the given range.

P-2 1.2 Enter a number in the given range.
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124Unicast Routing

124.1 routing
Create routing on VLAN.

124.1.1 routing add

Enable routing on VLAN
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: routi ng add <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

124.1.2 routing delete

Disable routing on VLAN
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or
Format: routing del ete <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
124.2 ip

Set IP parameters.

124.2.1 ip routing

Enables or disables Routing globally on the device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p routing

no ip routing

Disable the option
Mode: G obal Config Mode
Privilege Level: Oper at or
Format: no ip routing

124.2.2 ip source-routing

Enables or disables source routing
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p source-routing

no ip source-routing

Disable the option
Mode: G obal Config Mode
Privilege Level: Oper at or
Format: no i p source-routing

124.2.3 ip proxy-arp max-delay

Configure the maximum time a Proxy ARP response can be delayed
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: i p proxy-arp max-del ay <P-1>

Parameter Value Meaning

P-1 0..1000 Enter Proxy ARP max response del ay ns
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124.3 show

Display device options and settings.

124.3.1 show ip global

Display the summary information of the IP, including the ICMP rate limit configuration and the global ICMP

Redirect configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p gl obal

124.4 show

Display device options and settings.

124.4.1 show ip interface

Display the interface parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p interface [ <P-1>]

Parameter Value Meaning

P-1 slot no./port no.

124.4.2 show ip statistics

Display the global IP statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p statistics

124.4.3 show ip template

Display the information about routing resource templates.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p tenpl ate [ <P-1>]

Parameter Value Meaning
P-1 configuration Active and configured tenplate
124.5 ip

IP interface commands.

124.5.1 ip routing

This command enables/disables routing for an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p routing

no ip routing

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no ip routing

124.5.2 ip proxy-arp operation

Enables or disables Proxy ARP on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p proxy-arp operation
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no ip proxy-arp operation

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i p proxy-arp operation

124.5.3 ip address secondary

Designates whether an IP Address is a secondary address on this interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p address secondary <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

no ip address secondary
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no i p address secondary <P-1>

124.5.4 ip address primary

Designates whether an IP Address is a primary address on this interface.
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: i p address primary <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

no ip address primary

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i p address prinmary

124.5.5 ip mtu

Set MTU size for IP protocol
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format:ip mu <P-1>

Parameter Value Meaning

P-1 68..12266 Set the MU val ue.

124.5.6 ip icmp unreachables

Enables or disables the generation of ICMP Destination Unreachable messages.

Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:i p i cnp unreachabl es

no ip icmp unreachables

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i p icnp unreachabl es

124.5.7 ip icmp redirects

Enables or disables the generation of ICMP Redirect messages.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format:ip icnp redirects
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no ip icmp redirects

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:no ip icnp redirects

124.5.8 ip netdirbcast

Enables or disables net directed broadcasts.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p net di rbcast

no ip netdirbcast

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no i p netdirbcast

124.6 ip

Set IP parameters.

124.6.1 ip route add

Add a static route entry.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format:i p route add <P-1> <P-2> <P-3> [preference <P-4>]
[ pr ef er ence] : Change the preference value of a route.

Parameter Value Meaning

P-1 A.B.C.D | P address.

p- 2 A.B.C.D | P address.

P-3 A.B.C.D | P address.

P-4 1..255 Enter a nunmber in the given range.

124.6.2 ip route modify

Modify a static route entry.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:ip route nodify <P-1> <P-2> <P-3> [preference <P-4>]
[ pr ef er ence] : Change the preference value of a route.

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.

P-3 A.B.C.D | P address.

P-4 1..255 Enter a number in the given range.

124.6.3 ip route delete

Delete a static route entry.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip route delete <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.

124.6.4 ip route distance

Default preference for static routes.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:i p route distance <P-1>
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Parameter Value Meaning
P-1 1..255 Enter a number in the given range.

124.6.5 ip route track add

Add a track-id for a static route entry.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:ip route track add <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning

P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.
P-4 string Track instance.

124.6.6 ip route track delete

Remove a track-id for a static route entry.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:ip route track delete <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 A.B.C.D | P address.
pP-2 A.B.C.D | P address.
P-3 A.B.C.D | P address.

124.6.7 ip default-route add

Add a static default route entry.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p default-route add <P-1> [preference <P-2>]
[ pr ef er ence] : Change the preference value of a route.

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 1..255 Enter a number in the given range.

124.6.8 ip default-route modify

Modify a static default route entry.

Mode: G obal Confi g Mode

Privilege Level: Oper at or

Format:ip default-route nodify <P-1> preference <P-2>
pr ef er ence: Change the preference value of a route.

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 1..255 Enter a number in the given range.

124.6.9 ip default-route delete

Delete a static default route entry.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format:i p default-route delete <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

124.6.10ip default-route track add

Add a track-id for a static route entry.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format:ip default-route track add <P-1> <P-2>

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 string Track instance.
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124.6.11ip default-route track delete

Remove a track-id for a static route entry.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format:ip default-route track delete <P-1>

Parameter Value Meaning
P-1 A.B.C.D | P address.

124.6.12ip reject-route add

Add a static default route entry.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format:ip reject-route add <P-1> <P-2> [preference <P-3>]
[ pr ef er ence] : Change the preference value of a route.

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.

P-3 1..255 Enter a number in the given range.

124.6.13ip reject-route modify

Modify a static reject route entry.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format:ip reject-route nodify <P-1> <P-2> preference <P-3>
pr ef er ence: Change the preference value of a route.

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 A.B.C.D | P address.

P-3 1..255 Enter a number in the given range.

124.6.14ip reject-route delete

Delete a static reject route entry.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip reject-route delete <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

124.6.15ip template

Select the routing template valid after the next reboot.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format:ip tenplate <P-1>

Parameter Value Meaning

P-1 default Reset to the default tenplate
IPv4-Default Default |1Pv4 routing tenplate
IPv4-Datacenter | Pv4 datacenter routing tenplate
IPv4-Unicast | Pv4 unicast only tenplate
IPv4-Multicast IPv4 multicast enhanced tenplate

124.6.16ip loopback add

Enable a loopback interface.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p | oopback add <P-1>

Parameter Value Meaning
P-1 1.8 Enter the | oopback id in the given range.
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124.6.17ip loopback delete

Disable a loopback interface.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p | oopback delete <P-1>

Parameter Value Meaning
P-1 1..8 Enter the | oopback id in the given range.

124.6.18ip icmp redirects

Enables or disables the generation of ICMP Redirect messages.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:ip icnp redirects

no ip icmp redirects

Disable the option
Mode: @ obal Config Mode
Privilege Level: Oper at or
Format:no ip icnp redirects

124.6.19ip icmp echo-reply

Enables or disables the generation of ICMP Echo Reply messages.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:ip icnp echo-reply

no ip icmp echo-reply

Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no ip icnp echo-reply

124.6.20ip icmp rate-limit interval

Configure ICMP rate limit interval in milliseconds to compute the average rate (interval/burst-size). The rate is the
average minimum time between subsequent ICMP packets, using a token bucket algorithm. In times without ICMP
packets, the tokens accumulate to allow for burst of up to 6 packets. A granularity of less than 10ms is not
guaranteed.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:ip icnp rate-limt interval <P-1>

Parameter Value Meaning
P-1 0..2147483647 configure the interval.

124.6.21ip icmp rate-limit interval

Specifies the average minimum time between subsequent ICMP packets for each destination, using a token
bucket filter. In times without ICMP packets, the tokens accumulate to allow for bursts of up to burst-size packets.
A granularity of less than 10ms is not guaranteed.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format:ip icnp rate-linmt interval <P-1>

Parameter Value Meaning
P-1 0..2147483647 configure the interval.

124.6.22ip icmp rate-limit burst-size

Configure ICMP rate limit burst-size to compute the average rate (interval/burst-size). A granularity of less than
10ms is not guaranteed.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format:ip icnp rate-limt burst-size <P-1>

Parameter Value Meaning
P-1 1..200 configure the burst-size.
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124.6.23ip icmp rate-limit burst-size

The size of the token bucket, fixed at 6 tokens.
Mode: d obal Config Mode
Privilege Level: Oper at or

Format:ip icnp rate-limt burst-size <P-1>

Parameter Value Meaning

P-1 1..200 configure the burst-size.

124.6.24ip source-interface file-transfers

Configure the global source-interface for file-transfers (physical or logical).

Mode: d obal Confi g Mde
Privilege Level: Oper at or

Format:i p source-interface file-transfers <P-1>

Parameter Value Meaning

P-1 slot no./port no.

124.7 show

Display device options and settings.

124.7.1 show ip route all
Display the static, dynamic and local routes.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show i p route all

124.7.2 show ip route local
Display the local routes.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p route | ocal

124.7.3 show ip route static
Display the static routes.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show ip route static

124.7.4 show ip route entry
Display the router route entry information.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p route entry <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 A.B.C.D | P address.

124.7.5 show ip route tracking
Display the tracking information for static routes.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p route tracking

124.7.6 show ip entry
Display the router route entry information.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show i p entry <P-1>
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P-1 A.B.C.D | P address.
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125User Management

125.1 show

Display device options and settings.

125.1.1 show custom-role global

Display the common information of custom role.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show customrol e gl obal [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

125.1.2 show custom-role commands

Display the included and excluded commands.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show customrol e commands [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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126Users

126.1 users

Manage Users and User Accounts.

126.1.1 users add

Add a new user.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: users add <P-1>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).

126.1.2 users delete

Delete an existing user.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: users del ete <P-1>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).

126.1.3 users enable

Enable user.
Mode: A obal Confi g Mode
Privilege Level: Admi ni str at or
Format: users enabl e <P-1>

Parameter Value Meaning

P-1 string <user> User name (up to 32 characters).
126.1.4 users disable

Disable user.

Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: users di sabl e <P-1>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).

126.1.5 users password

Change user password.
Mode: A obal Config Mde
Privilege Level: Admi ni st rat or
Format: users password <P-1> [ <P-2>]

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 string Enter a user-defined text, max. 64 characters.

126.1.6 users snmpv3 authentication

Specify authentication setting for a user.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: users snnpv3 aut henticati on <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 md5 MD5 as SNVPv3 user authentication node.
shal SHA1 as SNWPv3 user authentication node.
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126.1.7 users snmpv3 encryption

Specify encryption settings for a user.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: users snnmpv3 encryption <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 none SNMPv3 encryption nethod i s none.
des DES as SNWPv3 encryption nethod.
aescfbh128 AES- 128 as SNMPv3 encryption nethod.

126.1.8 users snmpv3 password encryption

Change the SNMPv3 encryption password.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: users snnmpv3 password encryption <P-1> [<P-2>]

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).
P-2 string Enter a user-defined text, max. 64 characters.

126.1.9 users snmpv3 password authentication

Change the SNMPv3 authentication password.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: users snnpv3 password aut hentication <P-1> [ <P-2>]

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 string Enter a user-defined text, max. 64 characters.

126.1.10users access-role

Specify snmpv3 access role for a user.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: users access-role <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 slot no./port no.

126.1.11users lock-status

Set the lockout status of a specified user.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: users | ock-status <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 unlock Unl ock specific user. User can |ogin again.

126.1.12users password-policy-check

Set password policy check option. The device checks the "minimum password length”, regardless of the setting

for this option.
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: users password-policy-check <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).
P-2 enable Enabl e the option.
disable Di sabl e the option.
126.2 show

Display device options and settings.
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126.2.1 show users

Display the users and user accounts information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Admi ni str at or
Format: show users
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127Virtual LAN (VLAN)

127.1 name

127.1.1 name

Assign a name to a VLAN
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: name <P-1> <P-2>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
P- 2 string Enter a user-defined text, nmax. 32 characters.

127.2 vlan-unaware-mode

127.2.1 vlan-unaware-mode

Enable or disable VLAN unaware mode.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an- unawar e- nnde

no vlan-unaware-mode

Disable the option
Mode: VLAN Dat abase Mbde
Privilege Level: Oper at or
Format: no vl an- unawar e- node

127.3 vlan

Creation and configuration of VLANS.

127.3.1 vlan add

Create a VLAN
Mode: VLAN Dat abase Mbde
Privilege Level: Oper at or
Format: vl an add <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

127.3.2 vlan delete

Delete a VLAN
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an del ete <P-1>

Parameter Value Meaning
P-1 2..4042 Enter VLAN ID. VLAN ID 1 can not be deleted or created
127.4 vlan

Configure 802.1Q port parameters for VLANS.
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127.4.1 vlan acceptframe

Configure how to handle tagged/untagged frames received.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: vl an acceptfrane <P-1>

Parameter Value Meaning
P-1 all Unt agged franes or priority frames received on this interface are accepted and
assigned the value of the interface VLAN ID for this port.
vlanonly Only frames received with a VLANtag will be forwarded. Al other frames will
be dropped.

127.4.2 vlan ingressfilter

Enable/Disable application of Ingress Filtering Rules.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an i ngressfilter

no vlan ingressfilter

Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no vl an ingressfilter

127.4.3 vlan priority

Configure the priority for untagged frames.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an priority <P-1>

Parameter Value Meaning
P-1 0..7 Enter a nunmber in the given range.

127.4.4 vlan pvid

Configure the VLAN id for a specific port.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: vl an pvid <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

127.4.5 vlan tagging

Enable or disable tagging for a specific VLAN port.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: vl an taggi ng <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no vlan tagging

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no vl an taggi ng <P-1>

127.4.6 vlan participation include

vlan participation to include
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an parti ci pation include <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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127.4.7 vlan participation exclude

vlan participation to exclude
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: vl an partici pati on exclude <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

127.4.8 vlan participation auto

vlan participation to auto
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an participati on auto <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
127.5 show

Display device options and settings.

127.5.1 show vlan id

Display the configuration of a single specified VLAN.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an id <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

127.5.2 show vlan brief

Display the general VLAN parameters.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show vl an bri ef

127.5.3 show vlan remote-vian

Display the RSPAN VLAN.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an renot e-vl an

127.5.4 show vlan port

Display the VLAN configuration of a single port.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show vl an port [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

127.5.5 show vlan member current

Display the membership of ports in static VLAN or dynamically created.

Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show vl an nenber current

127.5.6 show vlan member static

Display the membership of ports in static VLAN.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show vl an nmenber static
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127.6 network

Configure the inband and outband connectivity.

127.6.1 network management vilan

Configure the management VLAN ID of the switch.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k rmanagenent vl an <P-1>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN I D.

127.6.2 network management priority dotlp

Configure the management VLAN priority of the switch.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor kK managenent priority dotlp <P-1>

Parameter Value Meaning

P-1 0..7 Enter a number in the given range.

127.6.3 network management priority ip-dscp

Configure the management VLAN ip-dscp priority of the switch.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: net wor kK managenent priority ip-dscp <P-1>

Parameter Value Meaning

P-1 0..63 Enter a number in the given range.
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128Voice VLAN

128.1 voice
Configure voice VLAN.

128.1.1 voice vlan

Enable or disable the voice VLAN feature.

Mode: d obal Config Mde
Privilege Level: Oper at or
Format: voi ce vl an

no voice vian

Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no voi ce vl an

128.2 voice
Configure voice VLAN.

128.2.1 voice vian vlan-id

Set and configure the vlan-id interface mode.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or

Format: voi ce vlan vlan-id <P-1> [dot1lp <P-2>]
[ dot 1p] : Set and configure the vlan id and dotlp interface mode.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 0 priority O
1 priority 1
2 priority 2
3 priority 3
4 priority 4
5 priority 5
6 priority 6
7 priority 7
255 def aul t

128.2.2 voice vlan dotlp

Set and configure the dotlp voice vlan interface mode.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: voi ce vl an dot 1p <P-1>

Parameter Value Meaning

P-1 0 priority

priority

priority

priority

priority

priority

priority

~Nj[o|g|~w|N|E
N~ lW|IN|FL|O

priority

255 def aul t
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128.2.3 voice vlan dscp

Set and configure the Differentiated Services Code Point value.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: voi ce vl an dscp <P-1>

Parameter Value

Meaning

P-1 <0..63>
afll
afl2
afl3
af21
af22
af23
af3l
af32
af33
af4l
af42
af43
csl
cs2
cs3
cs4d
cs5
cs6
cs7
default
ef

Differentiated Services

Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch
Mat ch

packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets
packets

W th
W th
Wi t h
W th
W th
W th
W th
Wi t h
W th
W th
W th
W th
Wi t h
W th
W th
W th
W th
Wi t h
W th
W th
W th

AF11
AF12
AF13
AF21
AF22
AF23
AF31
AF32
AF33
AF41
AF42
AF43
Cs1

CSs2

CS3

Code Poi nt val ue.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.
dscp.

defaul t dscp.

EF d

scp.

128.2.4 voice vlan none

Configure the none voice VLAN interface mode.

Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: voi ce vl an none

128.2.5 voice vlan untagged

Configure the untagged voice VLAN interface mode.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: voi ce vl an unt agged

128.2.6 voice vlan disable

Disable voice VLAN on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: voi ce vl an di sabl e

128.2.7 voice vlan auth

Set voice VLAN Authentication Mode on the interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: voi ce vl an auth

no voice vian auth
Disable the option

Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no voi ce vlan auth

128.2.8 voice vlan data priority

Trust/Untrust data traffic on the interface.
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: voi ce vlan data priority <P-1>
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Parameter Value Meaning

P-1 trust Trust data traffic on an interface.
untrust Untrust data traffic on an interface.
128.3 show

Display device options and settings.

128.3.1 show voice vian global

Display the current global Voice VLAN admin mode.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show voi ce vl an gl obal

128.3.2 show voice vlan interface

Display a summary of the current Voice VLAN configuration for a specific port or for all ports.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show voi ce vlan interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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A Further support

Technical questions
For technical questions, please contact any Hirschmann dealer in your area or Hirschmann directly.
You find the addresses of our partners on the Internet at https://www.hirschmann.com.

A list of local telephone numbers and email addresses for technical support directly from
Hirschmann is available at https://hirschmann-support.belden.com.

This site also includes a free of charge knowledge base and a software download section.

Technical Documents
The current manuals and operating instructions for Hirschmann products are available at
https://lwww.doc.hirschmann.com.

Customer Innovation Center

The Customer Innovation Center is ahead of its competitors on three counts with its complete range of innovative
services:
Consulting incorporates comprehensive technical advice, from system evaluation through network planning
to project planning.
Training offers you an introduction to the basics, product briefing and user training with certification.
You find the training courses on technology and products currently available at
https://www.belden.com/solutions/customer-innovation-center.
Support ranges from the first installation through the standby service to maintenance concepts.

With the Customer Innovation Center, you decide against any compromise in any case. Our client-customized
package leaves you free to choose the service components you want to use.
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B Readers’ Comments

What is your opinion of this manual? We are constantly striving to provide as comprehensive a description of our
product as possible, as well as important information to assist you in the operation of this product. Your comments
and suggestions help us to further improve the quality of our documentation.

Your assessment of this manual:

Very Good Good Satisfactory Mediocre Poor
Precise description O O O (©) O
Readability O O (0] (@) O
Understandability O O (0] O O
Examples O O (0] o] [®]
Structure ®] O O 0] (©]
Comprehensive (@) O (0] (0] O
Graphics O O (0] (©) O
Drawings O O (0] (©) O
Tables (¢] (©] O o (©]
Did you discover any errors in this manual?
If so, on what page?
Suggestions for improvement and additional information:
General comments:
Sender:
Company / Department:
Name / Telephone number:
Street:
Zip code / City:
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E-mail:

Date / Signature:

Dear User,
Please fill out and return this page

as a fax to the number +49 (0)7127/14-1600 or
per mail to

Hirschmann Automation and Control GmbH
Department 01RD-NT

Stuttgarter Str. 45-51

72654 Neckartenzlingen
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