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Filtering Database (FDB)

mac-filter

27.1.1 mac-filter

bridge

27.2.1 bridge aging-time

show

27.3.1 show mac-filter-table static

show
27.4.1 show bridge aging-time

show
27.5.1 show mac-addr-table

clear
27.6.1 clear mac-addr-table

GARP VLAN and Multicast Registration Protocol (GVRP and GMRP)

garp

28.1.1 garp gvrp operation

28.1.2 garp gmrp operation

28.1.3 garp gmrp forward-unknown
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28.2 garp 162
28.2.1 garp interface join-time 162
28.2.2 garp interface leave-time 163
28.2.3 garp interface leave-all-time 163
28.2.4 garp gvrp operation 163
28.2.5 garp gmrp operation 163
28.2.6 garp gmrp forward-all-groups 163

28.3 show 163
28.3.1 show garp interface 164
28.3.2 show garp gvrp global 164
28.3.3 show garp gvrp interface 164
28.3.4 show garp gvrp statistics interface 164
28.3.5 show garp gmrp global 164
28.3.6 show garp gmrp interface 164
28.3.7 show garp gmrp statistics interface 164

28.4 show 164
28.4.1 show mac-filter-table gmrp 165

29 HiDiscovery 166

29.1 network 166
29.1.1 network hidiscovery operation 166
29.1.2 network hidiscovery mode 166
29.1.3 network hidiscovery blinking 166
29.1.4 network hidiscovery relay 166

29.2 show 166
29.2.1 show network hidiscovery 167

30 HIPER-Ring 168

30.1 hiper-ring 168
30.1.1 hiper-ring operation 168
30.1.2 hiper-ring mode 168
30.1.3 hiper-ring primary-port 168
30.1.4 hiper-ring secondary-port 168

30.2 show 168
30.2.1 show hiper-ring global 168

31 High-availability Seamless Redundancy (HSR) 169

31.1 hsr 169
31.1.1 hsr operation 169
31.1.2 hsr instance 169

31.2 clear 170
31.2.1 clear hsr proxy-node-table 170
31.2.2 clear hsr node-table 170
31.2.3 clear hsr counters 170

31.3 show 170
31.3.1 show hsr global 170
31.3.2 show hsr instance 170
31.3.3 show hsr node-table 170
31.3.4 show hsr proxy-node-table 171
31.3.5 show hsr counters 171

32 Hypertext Transfer Protocol (HTTP) 172

32.1 http 172
32.1.1 http port 172
32.1.2 http server 172

32.2 show 172
32.2.1 show http 172

33 HTTP Secure (HTTPS) 173

33.1 https 173
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33.2

33.3

34
34.1

34.2

35
35.1

35.2

36
36.1

36.2

36.3

37
37.1

37.2

38
38.1
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33.1.1 https server

33.1.2 https port

33.1.3 https fingerprint-type
33.1.4 https certificate

copy

33.2.1 copy httpscert remote
33.2.2 copy httpscert envm

show
33.3.1 show https

Integrated Authentification Server (IAS)

ias-users

34.1.1 ias-users add
34.1.2 ias-users delete
34.1.3 ias-users enable
34.1.4 ias-users disable
34.1.5 ias-users password

show
34.2.1 show ias-users

IEC 61850 MMS Server

iec61850-mms

35.1.1 iec61850-mms operation
35.1.2 iec61850-mms write-access
35.1.3 iec61850-mms port

35.1.4 iec61850-mms max-sessions
35.1.5 iec61850-mms technical-key

show
35.2.1 show iec61850-mms

Internet Group Management Protocol (IGMP)

ip
36.1.1 ip igmp operation

5

.1 ip igmp operation

.2 ip igmp version

.3 ip igmp robustness

4 ip igmp querier query-interval

.5 ip igmp querier last-member-interval
.6 ip igmp querier max-response-time

g
A=

3.1 show ip igmp global

.3.2 show ip igmp interface
3.3 show ip igmp membership
3.4 show ip igmp groups
36.3.5 show ip igmp statistics
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IGMP Proxy

ip

37.1.1 ip igmp-proxy interface
37.1.2 ip igmp-proxy report-interval

show

37.2.1 show ip igmp-proxy global
37.2.2 show ip igmp-proxy groups
37.2.3 show ip igmp-proxy source-list

IGMP Snooping

igmp-shooping

38.1.1 igmp-shooping mode

38.1.2 igmp-snooping querier mode

38.1.3 igmp-snooping querier query-interval
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38.1.4 igmp-snooping querier timer-expiry 181
38.1.5 igmp-snooping querier version 181
38.1.6 igmp-snooping forward-unknown 181
38.2 igmp-shooping 182
38.2.1 igmp-snooping vian-id 182
38.3 igmp-shooping 182
38.3.1 igmp-snooping mode 182
38.3.2 igmp-snooping fast-leave 183
38.3.3 igmp-snooping groupmembership-interval 183
38.3.4 igmp-snooping maxresponse 183
38.3.5 igmp-snooping mcrtrexpiretime 183
38.3.6 igmp-snhooping static-query-port 183
38.4 show 183
38.4.1 show igmp-snooping global 184
38.4.2 show igmp-snooping interface 184
38.4.3 show igmp-snooping vlan 184
38.4.4 show igmp-snooping querier global 184
38.4.5 show igmp-snooping querier vian 184
38.4.6 show igmp-snooping enhancements vian 184
38.4.7 show igmp-snooping enhancements unknown-filtering 184
38.4.8 show igmp-snooping statistics global 184
38.4.9 show igmp-snooping statistics interface 184
38.5 show 185
38.5.1 show mac-filter-table igmp-snooping 185
38.6 clear 185
38.6.1 clear igmp-snooping 185
39 Interface 186
39.1 shutdown 186
39.1.1 shutdown 186
39.2 auto-negotiate 186
39.2.1 auto-negotiate 186
39.3 auto-power-down 186
39.3.1 auto-power-down 186
39.4 cable-crossing 186
39.4.1 cable-crossing 186
39.5 linktraps 187
39.5.1 linktraps 187
39.6 link-loss-alert 187
39.6.1 link-loss-alert operation 187
39.7 speed 187
39.7.1 speed 187
39.8 name 188
39.8.1 name 188
39.9 power-state 188
39.9.1 power-state 188
39.10 mac-filter 188
39.10.1mac-filter 188
39.11 led-signaling 188
39.11.1led-signaling operation 188
39.12 track 189
39.12.1track if-status add 189
39.12.2track if-status delete 189
39.13 show 189
39.13.1show port 189
39.14 show 189
39.14.1show link-loss-alert 189
39.15 show 189
39.15.1show led-signaling operation 190
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40 Interface Statistics 191
40.1 utilization 191
40.1.1 utilization control-interval 191
40.1.2 utilization alarm-threshold lower 191
40.1.3 utilization alarm-threshold upper 191
40.2 clear 191
40.2.1 clear port-statistics 191
40.3 show 191
40.3.1 show interface counters 191
40.3.2 show interface layout 192
40.3.3 show interface utilization 192
40.3.4 show interface statistics 192
40.3.5 show interface ether-stats 192
41 Intern 193
41.1 help 193
41.2 logout 193
41.3 history 193
41.4 vlan 193
41.4.1 vlan database 193
41.5 vlan-mode 193
41.5.1 vlan-mode 193
41.6 exit 194
41.7 end 194
41.8 serviceshell 194
41.8.1 serviceshell start 194
41.8.2 serviceshell debug 194
41.8.3 serviceshell boot fastboot 194
41.8.4 serviceshell boot test-mark 194
41.8.5 serviceshell boot test-reset-params 195
41.8.6 serviceshell boot test-print 195
41.8.7 serviceshell deactivate 195
41.9 serviceshell-f 195
41.9.1 serviceshell-f deactivate 195
41.10 traceroute 195
41.10.1traceroute maxttl 195
41.11 traceroute 196
41.11.1traceroute source 196
41.12 reboot 196
41.12.1reboot after 196
41.13 ping 196
41.13.1ping count 196
41.14 ping 196
41.14.1ping source 197
41.15 show 197
41.15.1show reboot 197
41.15.2show serviceshell 197
42 Digital 10 Module 198
42.1 digital-input 198
42.1.1 digital-input admin-state 198
42.1.2 digital-input refresh-interval 198
42.1.3 digital-input log-event io 198
42.1.4 digital-input log-event all 198
42.1.5 digital-input snmp-trap io 198
42.1.6 digital-input snmp-trap all 199
42.2 digital-output 199
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42.3

43
43.1

43.2

43.3

44
441

.2.1 digital-output admin-state
.2.2 digital-output refresh-interval
.2.3 digital-output retry-count
.2.4 digital-output log-event io
.2.5 digital-output log-event all
.2.6 digital-output snmp-trap io
.2.7 digital-output snmp-trap all
.2.8 digital-output mirror io

.1 show digital-input config
.2 show digital-input io

.3 show digital-output config
.4 show digital-output io

Open Shortest Path First (OSPF)

.1 ip ospf area

.2 ip ospf trapflags all

.3 ip ospf operation

4 ip ospf 1583compatability
.5 ip ospf default-metric

.6 ip ospf router-id

.7 ip ospf external-Isdb-limit
.8 ip ospf exit-overflow

.9 ip ospf maximum-path
.10ip ospf spf-delay

431. 11ip ospf spf-holdtime
43.1.12ip ospf auto-cost
43.1.13ip ospf distance intra
43.1.14ip ospf distance inter
43.1.15ip ospf distance external
43.1.16ip ospf re-distribute
43.1.17ip ospf distribute-list
43.1.18ip ospf default-info originate
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1 ip ospf operation

2 ip ospf area-id

3 ip ospf link-type

4 ip ospf priority

.5 ip ospf transmit-delay

6 ip ospf retransmit-interval
7 ip ospf hello-interval

8 ip ospf dead-interval

9 ip ospf cost

.10ip ospf mtu-ignore
43.2.11ip ospf authentication type
43.2.12ip ospf authentication key
43.2.13ip ospf authentication key-id
43.2.14ip ospf fast-hello

show

43.3.1 show ip ospf global
43.3.2 show ip ospf area
43.3.3 show ip ospf stub
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4
4
4
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3
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43.3.4 show ip ospf database internal
43.3.5 show ip ospf database external

43.3.6 show ip ospf range

43.3.7 show ip ospf interface
43.3.8 show ip ospf virtual-link
43.3.9 show ip ospf virtual-neighbor
43.3.10show ip ospf neighbor
43.3.11show ip ospf statistics
43.3.12show ip ospf re-distribute
43.3.13show ip ospf nssa
43.3.14show ip ospf route

Routing Information Protocol (RIP)

ip
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44.2

44.3

45
45.1

45.2

45.3

46
46.1

46.2

46.3

18

.1 ip rip operation

.2 ip rip auto-summary

.3 ip rip default-info originate
4 ip rip default-metric

.5 ip rip distance

.6 ip rip host-route-accept

.7 ip rip distribute-list

.8 ip rip re-distribute

.9 ip rip split-horizon

.10ip rip update-timer

ip

44.2.1 ip rip authentication type
44.2.2 ip rip authentication key
44.2.3 ip rip authentication key-id
44.2.4 ip rip operation

44.2.5 ip rip send-version

44.2.6 ip rip receive-version
show

44, 3 1 show ip rip global

44.3.2 show ip rip interface

44.3.3 show ip rip statistics global
44.3.4 show ip rip statistics interface

44.3.5 show ip rip re-distribute

Virtual Router Redundancy Protocol (VRRP)

ip vrrp operation

ip vrrp trap auth-failure
ip vrrp trap new-master
ip vrrp domain
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ip vrrp add

ip vrrp modify

ip vrrp delete

ip vrrp enable

ip vrrp disable

ip vrrp virtual-address add

ip vrrp virtual-address delete
ip vrrp track add

ip vrrp track modify

O|p vrrp track delete
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.3.1 show ip vrrp interface
.3.2 show ip vrrp global
.3.3 show ip vrrp domains

Address Resolution Protocol (IP ARP)

ip arp add

ip arp delete

ip arp enable

ip arp disable

ip arp timeout

ip arp response-time

ip arp retries

ip arp dynamic-renew
ip arp selective-learning

ow

.2.1 show ip arp info
46.2.2 show ip arp table
46.2.3 show ip arp static
46.2.4 show ip arp entry
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clear
46.3.1 clear ip arp-cache
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47
47.1

47.2

47.3

47.4

48
48.1

48.2

48.3

48.4

49
49.1

49.2

50
50.1

50.2

50.3

50.4

IP UDP Helper (IP Helper)

p udp-helper operation

p udp-helper server add

p udp-helper server delete

p udp-helper server enable
p udp-helper server disable
p udp-helper maxhopcount
p udp-helper minwaittime

p udp-helper cidoptmode
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Ip

47.2.1 ip udp-helper server add
47.2.2 ip udp-helper server delete
47.2.3 ip udp-helper server enable
47.2.4 ip udp-helper server disable

show

47.3.1 show ip udp-helper status
47.3.2 show ip udp-helper global
47.3.3 show ip udp-helper interface
47.3.4 show ip udp-helper statistics

clear
47.4.1 clear ip udp-helper

IP Source Guard (IPSG)

ip

48.1.1 ip source-guard binding add

48.1.2 ip source-guard binding delete all
48.1.3 ip source-guard binding delete interface

48.1.4 ip source-guard binding delete index
48.1.5 ip source-guard binding mode

clear

48.2.1 clear ip source-guard bindings
ip

48.3.1 ip source-guard mode

48.3.2 ip source-guard verify-mac

show
48.4.1 show ip source-guard interfaces
48.4.2 show ip source-guard bindings

IP Subnet VLAN

vlan
49.1.1 vlan association subnet

show
49.2.1 show vlan association subnet

Internet Protocol Version 4 (IPv4)

network

50.1.1 network protocol

50.1.2 network parms

50.1.3 network dhcp config-load

clear
50.2.1 clear arp-table-switch

show

50.3.1 show network parms
50.3.2 show network services
50.3.3 show network dhcp

show
50.4.1 show arp
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51
51.1

51.2

52
52.1

52.2

53
53.1

53.2

54
54.1

54.2

55
55.1

55.2

56
56.1
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Internet Protocol Version 6 (IPv6)

network

51.1.1 network ipv6 gateway

51.1.2 network ipv6 operation
51.1.3 network ipv6 address delete
51.1.4 network ipv6 address enable
51.1.5 network ipv6 address disable
51.1.6 network ipv6 address modify
51.1.7 network ipv6 address add
51.1.8 network ipv6 protocol

51.1.9 network ipv6 dad-transmits

show

51.2.1 show network ipv6 neighbors

51.2.2 show network ipv6 address all
51.2.3 show network ipv6 address autoconf
51.2.4 show network ipv6 address dhcpv6
51.2.5 show network ipv6 global

ICMP Router Discovery Protocol (IRDP)

ip irdp operation

ip irdp address

ip irdp holdtime

ip irdp maxadvertinterval
ip irdp minadvertinterval
ip irdp preference
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52.2.1 show ip irdp

Inter Range Instrumentation Group IRIG-B

irig-b

53.1.1 irig-b operation
53.1.2 irig-b mode
53.1.3 irig-b pps
53.1.4 irig-b time

show
53.2.1 show irig-b

Ring Coupling

ring-coupling

54.1.1 ring-coupling add
54.1.2 ring-coupling delete
54.1.3 ring-coupling modify
54.1.4 ring-coupling enable
54.1.5 ring-coupling disable

show
54.2.1 show ring-coupling global
54.2.2 show ring-coupling status

License Manager

license
55.1.1 license level
55.1.2 license package

show
55.2.1 show license global
55.2.2 show license package

Link Backup

link-backup
56.1.1 link-backup operation
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56.2

56.3

57
57.1

57.2

57.3

58
58.1

58.2

58.3

59
59.1

link-backup

56.2.1 link-backup add
56.2.2 link-backup delete
56.2.3 link-backup modify

show
56.3.1 show link-backup operation
56.3.2 show link-backup pairs

Link Layer Discovery Protocol (LLDP)

lldp

57.1.1 lldp operation

57.1.2 lidp config chassis admin-state
57.1.3 lldp config chassis notification-interval
57.1.4 lldp config chassis re-init-delay
57.1.5 lldp config chassis tx-delay

57.1.6 lldp config chassis tx-hold-multiplier
57.1.7 lldp config chassis tx-interval

show

57.2.1 show lidp global
57.2.2 show lldp port

57.2.3 show lldp remote-data

lldp
57.3.1 lldp admin-state
57.3.2 lidp fdb-mode
57.3.3 lldp max-neighbors
57.3.4 lldp notification
.3.5 lldp tlv inline-power
.3.6 lldp tlv link-aggregation
.3.7 lldp tlv mac-phy-config-state
.3.8 lldp tlv max-frame-size
.3.9 lidp tlv mgmt-addr
.3.10lldp tlv port-desc
57.3.11lidp tlv port-vlan
57.3.12lldp tlv protocol
57.3.13lIdp tlv sys-cap
57.3.14lIdp tlv sys-desc
57.3.15lldp tlv sys-name
57.3.16lldp tlv vlan-name
57.3.17lldp tlv protocol-based-vlan
57.3.18lldp tlv igmp
57.3.19lldp tlv portsec
57.3.20lIldp tlv ptp
57.3.21lldp tlv pnio
57.3.22lldp tlv pnio-alias
57.3.23lIdp tlv pnio-mrp

Media Endpoint Discovery LLDP-MED

lldp

58.1.1 lldp med confignotification

58.1.2 lldp med transmit-tlv capabilities
58.1.3 lldp med transmit-tlv network-policy

lldp
58.2.1 lldp med faststartrepeatcount

show

58.3.1 show lldp med global

58.3.2 show lldp med interface

58.3.3 show lldp med local-device

58.3.4 show lldp med remote-device detalil
58.3.5 show lldp med remote-device summary

Logging

logging
59.1.1 logging audit-trail
59.1.2 logging buffered severity
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59.1.3 logging host add 255
59.1.4 logging host delete 256
59.1.5 logging host enable 256
59.1.6 logging host disable 256
59.1.7 logging host modify 256
59.1.8 logging syslog operation 257
59.1.9 logging current-console operation 257
59.1.10logging current-console severity 257
59.1.11logging console operation 258
59.1.12logging console severity 258
59.1.13logging persistent operation 258
59.1.14logging persistent numfiles 259
59.1.15logging persistent filesize 259
59.1.16logging persistent severity-level 259
59.1.17logging email operation 259
59.1.18logging email from-addr 259
59.1.19logging email duration 260
59.1.20logging email severity urgent 260
59.1.21logging email severity non-urgent 260
59.1.22logging email to-addr add 260
59.1.23logging email to-addr delete 261
59.1.24logging email to-addr modify 261
59.1.25logging email to-addr enable 261
59.1.26logging email to-addr disable 261
59.1.27logging email mail-server add 261
59.1.28logging email mail-server delete 262
59.1.29logging email mail-server modify 262
59.1.30logging email subject add 262
59.1.31logging email subject delete 262
59.1.32logging email subject modify 263
59.1.33logging email test msgtype 263
59.2 show 263
59.2.1 show logging buffered 263
59.2.2 show logging traplogs 263
59.2.3 show logging console 263
59.2.4 show logging persistent 263
59.2.5 show logging syslog 263
59.2.6 show logging host 264
59.2.7 show logging email statistics 264
59.2.8 show logging email global 264
59.2.9 show logging email to-addr 264
59.2.10show logging email subject 264
59.2.11show logging email mail-server 264
59.3 copy 264
59.3.1 copy eventlog buffered envm 264
59.3.2 copy eventlog buffered remote 264
59.3.3 copy eventlog persistent 265
59.3.4 copy traplog system envm 265
59.3.5 copy traplog system remote 265
59.3.6 copy audittrail system envm 265
59.3.7 copy audittrail system remote 265
59.3.8 copy mailcacert remote 266
59.3.9 copy mailcacert envm 266
59.3.10copy syslogcacert remote 266
59.3.11copy syslogcacert envm 266
59.4 clear 266
59.4.1 clear logging buffered 266
59.4.2 clear logging persistent 266
59.4.3 clear logging email statistics 267
59.4.4 clear eventlog 267
60 Loop Protection 268
60.1 loop-protection 268
60.1.1 loop-protection operation 268
60.1.2 loop-protection tx-interval 268
60.1.3 loop-protection rx-threshold 268
60.2 loop-protection 268
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2.1 loop-protection operation

2.2 loop-protection mode

.2.3 loop-protection action

2.4 loop-protection vlan

2.5 loop-protection clear-statistics

60.3
.3.1 show loop-protection global
.3.2 show loop-protection interface

61 Parallel Redundancy Protocol (PRP)

61.1 prp
61.1.1 prp operation
61.1.2 prp instance

61.2 show
61.2.1 show prp global
61.2.2 show prp instance
61.2.3 show prp node-table
61.2.4 show prp proxy-node-table
61.2.5 show prp counters

61.3 clear
61.3.1 clear prp proxy-node-table
61.3.2 clear prp node-table
61.3.3 clear prp counters

62 MAC Notification

62.1 mac
62.1.1 mac notification operation
62.1.2 mac notification interval

62.2 mac
62.2.1 mac notification operation

62.3 show
62.3.1 show mac notification global
62.3.2 show mac notification interface

63 MAC VLAN

63.1 vlan
63.1.1 vlan association mac

63.2 show
63.2.1 show vlan association mac

64 Management Access

64.1 network
64.1.1 network management access web timeout
64.1.2 network management access add
64.1.3 network management access delete
64.1.4 network management access modify
64.1.5 network management access operation
64.1.6 network management access status

64.2 show
64.2.1 show network management access global
64.2.2 show network management access rules
64.2.3 show network management access counters

64.3 clear
64.3.1 clear management-counters

65 Management Address

65.1 network
65.1.1 network management mac
65.1.2 network management port

65.2 show
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66
66.1

66.2

67
67.1

67.2

67.3

68
68.1

68.2

69

69.1

69.2

70
70.1

70.2

24

65.2.1 show network management mac
65.2.2 show network management port

Modbus

modbus-tcp

66.1.1 modbus-tcp operation
66.1.2 modbus-tcp write-access
66.1.3 modbus-tcp port

66.1.4 modbus-tcp max-sessions

show
66.2.1 show modbus-tcp

Multicast Routing

ip

67.1.1 ip mcast staticroute add
67.1.2 ip mcast staticroute modify
67.1.3 ip mcast staticroute delete
67.1.4 ip mcast operation

67.1.5 ip mcast software-dscp-value
ip

67.2.1 ip mcast ttl-threshold

67.2.2 ip mcast boundary

show

67.3.1 show ip mcast global

67.3.2 show ip mcast boundary

67.3.3 show ip mcast interface

67.3.4 show ip mcast mroute static
67.3.5 show ip mcast mroute detalil
67.3.6 show ip mcast mroute summary

Media Redundancy Protocol (MRP)

mrp
68.1.1 mrp domain modify advanced-mode
68.1.2 mrp domain modify manager-priority
68.1.3 mrp domain modify mode

68.1.4 mrp domain modify name

5 mrp domain modify operation

6 mrp domain modify port primary

7 mrp domain modify port secondary
8 mrp domain modify recovery-delay
9 mrp domain modify round-trip-delay
10mrp domain modify vlan
68.1.11mrp domain add default-domain
68.1.12mrp domain add domain-id
68.1.13mrp domain delete

68.1.14mrp operation

show
68.2.1 show mrp

68.1.
68.1.
68.1.
68.1.
68.1.
68.1.

MRP IEEE

mrp-ieee

69.1.1 mrp-ieee global join-time
69.1.2 mrp-ieee global leave-time
69.1.3 mrp-ieee global leave-all-time

show
69.2.1 show mrp-ieee global interface

MRP IEEE MMRP
mrp-ieee
70.1.1 mrp-ieee mmrp vilan-id

show
70.2.1 show mrp-ieee mmrp global
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70.3

70.4

70.5

70.6

71
71.1

71.2

71.3

72
72.1

72.2

72.3

72.4

73
73.1

70.2.2 show mrp-ieee mmrp interface
70.2.3 show mrp-ieee mmrp statistics global
70.2.4 show mrp-ieee mmrp statistics interface

70.2.5 show mrp-ieee mmrp service-requirement forward-all vlan
70.2.6 show mrp-ieee mmrp service-requirement forbidden vlan

mrp-ieee
70.3.1 mrp-ieee mmrp operation
70.3.2 mrp-ieee mmrp periodic-machine

clear
70.4.1 clear mrp-ieee mmrp

mrp-ieee
70.5.1 mrp-ieee mmrp operation
70.5.2 mrp-ieee mmrp restrict-register

show
70.6.1 show mac-filter-table mmrp

MRP IEEE MSRP

mrp-ieee

71.1.1 mrp-ieee msrp operation

71.1.2 mrp-ieee msrp boundary-propagate
71.1.3 mrp-ieee msrp talker-pruning
71.1.4 mrp-ieee msrp max-fan-in-ports

show
71.2.1 show mrp-ieee msrp statistics global
71.2.2 show mrp-ieee msrp statistics interface

clear
71.3.1 clear mrp-ieee msrp

MRP IEEE MVRP

mrp-ieee
72.1.1 mrp-ieee mvrp operation
72.1.2 mrp-ieee mvrp periodic-machine

mrp-ieee
72.2.1 mrp-ieee mvrp operation
72.2.2 mrp-ieee mvrp restrict-register

show

72.3.1 show mrp-ieee mvrp global

72.3.2 show mrp-ieee mvrp interface

72.3.3 show mrp-ieee mvrp statistics global
72.3.4 show mrp-ieee mvrp statistics interface

clear
72.4.1 clear mrp-ieee mvrp

Network Address Translation (NAT)

nat

73.1.1 nat dnat commit
73.1.2 nat dnat add
73.1.3 nat dnat modify
73.1.4 nat dnat delete
73.1.5 nat dnat logtrap
73.1.6 nat dnat state
73.1.7 nat dnat if add
73.1.8 nat dnat if delete
73.1.9 nat 1tolnat commit
73.1.10nat 1tolnat add
73.1.11nat 1tolnat modify
73.1.12nat 1tolnat delete
73.1.13nat 1tolnat logtrap
73.1.14nat 1tolnat state
73.1.15nat 1tolnat enable
73.1.16nat 1tolnat disable
73.1.17nat alg
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73.2

74
74.1

74.2

75
75.1

75.2

76
76.1

26

73.1.18nat interface
73.1.19nat masq commit
73.1.20nat masq add
73.1.21nat masq modify
73.1.22nat masq delete
73.1.23nat masq logtrap
73.1.24nat masq ipsec-exempt
73.1.25nat masq state
73.1.26nat masq if add
73.1.27nat masq if delete
73.1.28nat doublenat commit
73.1.29nat doublenat add
73.1.30nat doublenat modify
73.1.31nat doublenat delete
73.1.32nat doublenat logtrap
73.1.33nat doublenat state
73.1.34nat doublenat if add
73.1.35nat doublenat if delete

show

73.2.1 show nat dnat global
73.2.2 show nat dnat rules

73.2.3 show nat dnat if

73.2.4 show nat dnat logtrap
73.2.5 show nat masq global
73.2.6 show nat masq rules
73.2.7 show nat masq logtrap
73.2.8 show nat masq if

73.2.9 show nat 1tolnat global
73.2.10show nat 1tolnat rules
73.2.11show nat 1tolnat logtrap
73.2.12show nat doublenat global
73.2.13show nat doublenat rules
73.2.14show nat doublenat logtrap
73.2.15show nat doublenat if

Network Time Protocol (NTP)

ntp

74.1.1 ntp client operation

74.1.2 ntp client operating-mode
74.1.3 ntp server operation

74.1.4 ntp server operating-mode
74.1.5 ntp server localclock-stratum
74.1.6 ntp peers add

74.1.7 ntp peers delete

show
74.2.1 show ntp client-status
74.2.2 show ntp server-status

OPC/UA Server (IEC62541)

opc-ua
75.1.1 opc-ua operation
75.1.2 opc-ua port

75.1.3 opc-ua sessions
75.1.4 opc-ua security-policy
75.1.5 opc-ua users add
75.1.6 opc-ua users delete
75.1.7 opc-ua users enable
75.1.8 opc-ua users disable
75.1.9 opc-ua users modify

show
75.2.1 show opc-ua global
75.2.2 show opc-ua users

Out-of-band Management

network

300
300
300
300
301
301
301
301
301
302
302
302
302
302
302
303
303
303

303
303
303
303
304
304
304
304
304
304
304
304
305
305
305
305

306

306
306
306
306
306
306
306
307

307
307
307

308

308
308
308
308
308
308
308
309
309
309

309
309
309

310
310

RM CLI Overview HiOS
Release 9.2 03/2023



Contents

76.1.1 network out-of-band operation
76.1.2 network out-of-band protocol
76.1.3 network out-of-band parms
76.1.4 network usb operation

76.1.5 network usb parms

76.2 show
76.2.1 show network out-of-band
76.2.2 show network usb

77 Packet Filter

77.1 packet-filter
77.1.1 packet-filter I3 commit
77.1.2 packet-filter 13 defaultpolicy
77.1.3 packet-filter 13 checksum-validation
77.1.4 packet-filter I3 addrule
.1.5 packet-filter I3 modifyrule
.1.6 packet-filter I3 delrule
.1.7 packet-filter I3 enablerule
.1.8 packet-filter I3 disablerule
.1.9 packet-filter I3 logmode
.1.10packet-filter I3 addif
77.1.11packet-filter 13 delif
77.1.12packet-filter 13 enableif
77.1.13packet-filter I3 disableif

77.2 clear
77.2.1 clear fw-state-table

77.3 show
77.3.1 show packet-filter I3 global
77.3.2 show packet-filter I3 maxrules
77.3.3 show packet-filter I3 defaultpolicy
77.3.4 show packet-filter I3 ruletable
77.3.5 show packet-filter I3 iftable
77.3.6 show packet-filter I3 pending

78 Private VLAN

78.1 private-vlan
78.1.1 private-vlan vlan-id
78.1.2 private-vlan add associate primary
78.1.3 private-vlan delete associate primary

78.2 switchport
78.2.1 switchport mode private-vlan
78.2.2 switchport private-vlan add host-assoc primary
78.2.3 switchport private-vlan add promiscuous-assoc primary
78.2.4 switchport private-vlan delete host-assoc primary
78.2.5 switchport private-vlan delete promiscuous-assoc primary

78.3 show
78.3.1 show vlan private-vlan

79 Protocol Based VLAN

79.1 vlan
79.1.1 vlan protocol group add
79.1.2 vlan protocol group modify
79.1.3 vlan protocol group delete

79.2 vlan
79.2.1 vlan protocol group add
79.2.2 vlan protocol group delete

79.3 show
79.3.1 show vlan protocol

80 Protocol Independent Multicast (PIM)
80.1 ip
80.1.1 ip pim dense operation
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80.2

80.3

81
81.1

81.2

81.3

82
82.1

82.2

28

2 ip pim dense holdtimes

3 ip pim sparse operation

4 ip pim sparse ssm add

5 ip pim sparse ssm enable

6 ip pim sparse ssm disable

7 ip pim sparse ssm delete

8 ip pim sparse rp-address add

9 ip pim sparse rp-address modify
10ip pim sparse rp-address delete
80.1.11ip pim sparse rp-address enable
80.1.12ip pim sparse rp-address disable
80.1.13ip pim sparse rp-candidate add
80.1.14ip pim sparse rp-candidate delete
80.1.15ip pim sparse rp-candidate enable
80.1.16ip pim sparse rp-candidate disable
80.1.17ip pim sparse bsr-candidate add
80.1.18ip pim sparse bsr-candidate modify
80.1.19ip pim sparse bsr-candidate delete
80.1.20ip pim sparse bsr-candidate enable
80.1.21ip pim sparse bsr-candidate disable
80.1.22ip pim trapflag

00 00 00 OO 00 00 @0 O OO
[elelolololololoNe)

1.
.
1.
1.
.
1.
1.
.
1.

p

80.2.1 ip pim operation

80.2.2 ip pim hello-interval

80.2.3 ip pim sparse bsr-border

80.2.4 ip pim sparse dr-priority

80.2.5 ip pim sparse join-prune-interval
show

80.3.1 show ip pim global

80.3.2 show ip pim interface
80.3.3 show ip pim neighbor
80.3.4 show ip pim rp static
80.3.5 show ip pim rp mapping
80.3.6 show ip pim rp candidate
80.3.7 show ip pim bsr candidate
80.3.8 show ip pim bsr elected
80.3.9 show ip pim ssm
80.3.10show ip pim rp-hash

Power Over Ethernet (PoE)

inlinepower

81.1.1 inlinepower operation
81.1.2 inlinepower slot
81.1.3 inlinepower threshold
81.1.4 inlinepower trap

inlinepower

81.2.1 inlinepower allowed-classes add
81.2.2 inlinepower allowed-classes delete
81.2.3 inlinepower auto-shutdown-end
81.2.4 inlinepower auto-shutdown-start
81.2.5 inlinepower auto-shutdown-timer
81.2.6 inlinepower operation

81.2.7 inlinepower name

81.2.8 inlinepower priority

81.2.9 inlinepower fast-startup
81.2.10inlinepower power-limit

show

81.3.1 show inlinepower global
81.3.2 show inlinepower port
81.3.3 show inlinepower slot

Port Monitor

port-monitor
82.1.1 port-monitor operation

port-monitor
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82.3

83
83.1

83.2

83.3

84
84.1

84.2

84.3

84.4

85
85.1

82.2.1 port-monitor condition crc-fragments interval

82.2.2 port-monitor condition crc-fragments count

82.2.3 port-monitor condition crc-fragments mode

82.2.4 port-monitor condition link-flap interval

82.2.5 port-monitor condition link-flap count

82.2.6 port-monitor condition link-flap mode

82.2.7 port-monitor condition duplex-mismatch mode

82.2.8 port-monitor condition overload-detection traffic-type
82.2.9 port-monitor condition overload-detection unit
82.2.10port-monitor condition overload-detection upper-threshold

82.2.11port-monitor condition overload-detection lower-threshold
82.2.12port-monitor condition overload-detection polling-interval
82.2.13port-monitor condition overload-detection mode
82.2.14port-monitor condition speed-duplex mode
82.2.15port-monitor condition speed-duplex speed
82.2.16port-monitor condition speed-duplex clear
82.2.17port-monitor action

82.2.18port-monitor reset

show

82.3.1 show port-monitor operation

82.3.2 show port-monitor brief

82.3.3 show port-monitor overload-detection counters
82.3.4 show port-monitor overload-detection port
82.3.5 show port-monitor speed-duplex

82.3.6 show port-monitor port

82.3.7 show port-monitor link-flap

82.3.8 show port-monitor crc-fragments

Port Security

port-security
83.1.1 port-security operation
83.1.2 port-security mode

port-security

83.2.1 port-security operation

83.2.2 port-security max-dynamic
83.2.3 port-security max-static

83.2.4 port-security mac-address add
83.2.5 port-security mac-address move
83.2.6 port-security mac-address delete
83.2.7 port-security ip-address add
83.2.8
83.2.9

port-security ip-address delete
port-security violation-traps

show

83.3.1 show port-security global
83.3.2 show port-security interface
83.3.3 show port-security dynamic
83.3.4 show port-security static
83.3.5 show port-security violation

Profinet 10

profinet
84.1.1 profinet operation
84.1.2 profinet name-of-station

profinet
84.2.1 profinet dcp-mode

copy
84.3.1 copy gsdml-profinet system remote
84.3.2 copy gsdml-profinet system envm

show
84.4.1 show profinet global
84.4.2 show profinet port

Precision Time Protocol (PTP)

ptp
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85.2

85.3

86
86.1

86.2

87
87.1

87.2

87.3

30

85.1.1 ptp operation

85.1.2 ptp clock-mode

85.1.3 ptp sync-lower-bound

85.1.4 ptp sync-upper-bound

85.1.5 ptp management

85.1.6 ptp v2-transparent-clock syntonization
85.1.7 ptp v2-transparent-clock network-protocol
85.1.8 ptp v2-transparent-clock multi-domain
85.1.9 ptp v2-transparent-clock sync-local-clock
85.1.10ptp v2-transparent-clock delay-mechanism

85.1.11ptp v2-transparent-clock primary-domain
85.1.12ptp v2-transparent-clock vian

85.1.13ptp v2-transparent-clock vlan-priority
85.1.14ptp v2-boundary-clock domain
85.1.15ptp v2-boundary-clock priority1
85.1.16ptp v2-boundary-clock priority2
85.1.17ptp v2-boundary-clock utc-offset
85.1.18ptp v2-boundary-clock utc-offset-valid

ptp

1 ptp v2-transparent-clock operation

2 ptp v2-transparent-clock asymmetry

3 ptp v2-transparent-clock pdelay-interval
4 ptp v2-boundary-clock operation

5 ptp v2-boundary-clock pdelay-interval

6 ptp v2-boundary-clock announce-interval
7 ptp v2-boundary-clock sync-interval

8 ptp v2-boundary-clock announce-timeout
9 ptp v2-boundary-clock asymmetry

10ptp v2-boundary-clock v1-compatibility-mode
85.2.11ptp v2-boundary-clock delay-mechanism
85.2.12ptp v2-boundary-clock network-protocol
85.2.13ptp v2-boundary-clock vlan-priority
85.2.14ptp v2-boundary-clock vlan

5.2.
2.
2.
2.
2.
2.
2.
2.
2.
2.

00 00 00 00 0O 00 00 0O 00 OO
goaogoiooaaao

show
85.3.1 show ptp

Password Management

passwords

86.1.1 passwords min-length

86.1.2 passwords max-login-attempts
86.1.3 passwords min-uppercase-chars
86.1.4 passwords min-lowercase-chars
86.1.5 passwords min-numeric-chars
86.1.6 passwords min-special-chars
86.1.7 passwords login-attempt-period

show
86.2.1 show passwords

Radius

authorization
87.1.1 authorization network radius

radius

87.2.1 radius accounting mode
87.2.2 radius server attribute 4
87.2.3 radius server acct add
87.2.4 radius server acct delete
87.2.5 radius server acct modify
87.2.6 radius server auth add
87.2.7 radius server auth delete
87.2.8 radius server auth modify
87.2.9 radius server retransmit
87.2.10radius server timeout
87.2.11radius source-interface

show
87.3.1 show radius global

352
352
352
352
352
353
353
353
353
353
353
354
354
354
354
354
354
354

355
355
355
355
355
356
356
356
356
356
356
357
357
357
357

357
357

358

358
358
358
358
358
358
358
358

359
359

360

360
360

360
360
360
360
361
361
361
361
361
362
362
362

362
362

RM CLI Overview HiOS
Release 9.2 03/2023



Contents

87.4

88
88.1

88.2

89
89.1

89.2

89.3

90

90.1

90.2

91
91.1

87.3.2 show radius auth servers
87.3.3 show radius auth statistics
87.3.4 show radius acct statistics
87.3.5 show radius acct servers

clear
87.4.1 clear radius

Redundant Coupling Protocol (RCP)

redundant-coupling

88.1.1 redundant-coupling operation

88.1.2 redundant-coupling timeout

88.1.3 redundant-coupling role

88.1.4 redundant-coupling port primary inner
88.1.5 redundant-coupling port primary outer
88.1.6 redundant-coupling port secondary inner
88.1.7 redundant-coupling port secondary outer

show

88.2.1 show redundant-coupling global
88.2.2 show redundant-coupling status
88.2.3 show redundant-coupling partner

Remote Authentication

Idap

89.1.1 Idap operation

89.1.2 Idap cache-timeout
89.1.3 Idap flush-user-cache
89.1.4 Idap role-policy

89.1.5 Idap basedn

89.1.6 Idap search-attr

89.1.7 Idap bind-user

89.1.8 Idap bind-passwd

89.1.9 Idap default-domain
89.1.10ldap client server add
89.1.11ldap client server delete
89.1.12Idap client server enable
89.1.13ldap client server disable
89.1.14ldap client server modify
89.1.15ldap mapping add
89.1.16ldap mapping delete
89.1.17ldap mapping enable
89.1.18Idap mapping disable

show

89.2.1 show Idap global
89.2.2 show Idap client server
89.2.3 show Idap mapping

copy
89.3.1 copy ldapcacert remote

89.3.2 copy ldapcacert envm

Remote Monitoring (RMON)

rmon-alarm

90.1.1 rmon-alarm add
90.1.2 rmon-alarm enable
90.1.3 rmon-alarm disable
90.1.4 rmon-alarm delete
90.1.5 rmon-alarm modify

show
90.2.1 show rmon statistics
90.2.2 show rmon alarm

Script File

script
91.1.1 script apply
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91.2

91.3

92

92.1

92.2

93
93.1

93.2

93.3

94
94.1

95
95.1

32

91.1.2 script validate
91.1.3 script list system
91.1.4 script list envm
91.1.5 script delete

copy
91.2.1 copy script envm

91.2.2 copy script remote

91.2.3 copy script nvm

91.2.4 copy script running-config nvm
91.2.5 copy script running-config envm
91.2.6 copy script running-config remote

show
91.3.1 show script envm
91.3.2 show script system

Selftest

selftest

92.1.1 selftest action

92.1.2 selftest ramtest

92.1.3 selftest system-monitor
92.1.4 selftest boot-default-on-error
92.1.5 selftest push-button

show
92.2.1 show selftest action
92.2.2 show selftest settings

sFlow

sflow
93.1.1 sflow receiver

sflow

93.2.1 sflow poller receiver

93.2.2 sflow poller interval

93.2.3 sflow sampler receiver

93.2.4 sflow sampler rate

93.2.5 sflow sampler maxheadersize

show

93.3.1 show sflow agent
93.3.2 show sflow receivers
93.3.3 show sflow pollers
93.3.4 show sflow samplers

Small Form-factor Pluggable (SFP)

show
94.1.1 show sfp

Signal Contact

signal-contact

95.1.1 signal-contact mode

95.1.2 signal-contact monitor link-failure
95.1.3 signal-contact monitor module-removal
95.1.4 signal-contact monitor fan-failure
95.1.5 signal-contact monitor envm-not-in-sync
95.1.6 signal-contact monitor envm-removal
95.1.7 signal-contact monitor temperature
95.1.8 signal-contact monitor ring-redundancy
95.1.9 signal-contact monitor power-supply
95.1.10signal-contact monitor ethernet-loops
95.1.11signal-contact monitor humidity
95.1.12signal-contact monitor stp-blocking
95.1.13signal-contact state
95.1.14signal-contact trap
95.1.15signal-contact module
95.1.16signal-contact fan-module
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95.2 signal-contact
95.2.1 signal-contact link-alarm

95.3 show
95.3.1 show signal-contact

96 Signed Firmware
96.1 firmware
96.1.1 firmware allow-unsigned

96.2 show
96.2.1 show firmware allow-unsigned
96.2.2 show firmware ca-cert

97 Slot

97.1 slot
97.1.1 slot operation
97.1.2 slot module

97.2 show
97.2.1 show slot

98 Switched Monitoring (SMON)

98.1 monitor
98.1.1 monitor session

98.2 rspan-vlan
98.2.1 rspan-vian

98.3 show
98.3.1 show monitor session

98.4 clear
98.4.1 clear monitor session

99 Simple Network Management Protocol (SNMP)

99.1 snmp
99.1.1 snmp access version vl
99.1.2 snmp access version v2
99.1.3 snmp access version v3
99.1.4 snmp access port
99.1.5 snmp access snmp-over-802
99.1.6 snmp notification user add
99.1.7 snmp notification user delete
99.1.8 snmp notification host add
99.1.9 snmp notification host delete

99.2 show
99.2.1 show snmp access
99.2.2 show snmp notification users
99.2.3 show snmp notification hosts

100 SNMP Community

100.1 snmp
100.1.1snmp community ro
100.1.2snmp community rw

100.2 show
100.2.1show snmp community

101 SNMP Logging

101.1 logging
101.1.1logging snmp-request get operation
101.1.2logging snmp-request get severity
101.1.3logging snmp-request set operation
101.1.4logging snmp-request set severity
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101.2 show
101.2.1show logging snmp

102 Simple Network Time Protocol (SNTP)

102.1 sntp
102.1.1sntp client operation
102.1.2sntp client operating-mode
102.1.3sntp client request-interval
102.1.4sntp client broadcast-rcv-timeout
102.1.5sntp client disable-after-sync
102.1.6sntp client interface
102.1.7sntp client server add
102.1.8sntp client server delete
102.1.9sntp client server mode
102.1.10sntp server operation
102.1.11sntp server interface
102.1.12sntp server port
102.1.13sntp server only-if-synchronized
102.1.14sntp server broadcast operation
102.1.15sntp server broadcast address
102.1.16sntp server broadcast port
102.1.17sntp server broadcast interval
102.1.18sntp server broadcast vlan

102.2 show
102.2.1show sntp global
102.2.2show sntp client status
102.2.3show sntp client server
102.2.4show sntp server status
102.2.5show sntp server broadcast

103 Spanning Tree

103.1 spanning-tree
103.1.1spanning-tree drstp trap-mode
103.1.2spanning-tree drstp bpdu-filter
103.1.3spanning-tree drstp bpdu-guard
103.1.4spanning-tree drstp forward-time
103.1.5spanning-tree drstp hello-time
103.1.6spanning-tree drstp hold-count
103.1.7spanning-tree drstp max-age
103.1.8spanning-tree drstp max-hops
103.1.9spanning-tree drstp mst priority

103.1.10spanning-tree drstp ring-only-mode operation
103.1.11spanning-tree drstp ring-only-mode first-port
103.1.12spanning-tree drstp ring-only-mode second-port
103.1.13spanning-tree operation
103.1.14spanning-tree trap-mode
103.1.15spanning-tree bpdu-filter
103.1.16spanning-tree bpdu-guard
103.1.17spanning-tree bpdu-migration-check
103.1.18spanning-tree forceversion
103.1.19spanning-tree forward-time
103.1.20spanning-tree hello-time
103.1.21spanning-tree hold-count
103.1.22spanning-tree max-age
103.1.23spanning-tree ring-only-mode operation
103.1.24spanning-tree ring-only-mode first-port
103.1.25spanning-tree ring-only-mode second-port
103.1.26spanning-tree max-hops
103.1.27spanning-tree mst priority
103.1.28spanning-tree mst instance add
103.1.29spanning-tree mst instance delete
103.1.30spanning-tree mst instance modify
103.1.31spanning-tree configuration name
103.1.32spanning-tree configuration revision

103.2 spanning-tree

103.2.1spanning-tree mode
103.2.2spanning-tree bpdu-flood

394
394

395

395
395
395
395
395
395
396
396
396
396
396
396
397
397
397
397
397
397
397

398
398
398
398
398
398

399

399
399
399
399
399
399
400
400
400
400
400
400
400
401
401
401
401
401
401
402
402
402
402
402
402
402
403
403
403
403
403
403
404

404
404
404

RM CLI Overview HiOS
Release 9.2 03/2023



Contents

103.2.3spanning-tree bpdu-filter
103.2.4spanning-tree edge-auto
103.2.5spanning-tree edge-port
103.2.6spanning-tree guard-loop
103.2.7spanning-tree guard-root
103.2.8spanning-tree guard-tcn
103.2.9spanning-tree cost
103.2.10spanning-tree priority
103.2.11spanning-tree mst

103.3 show
103.3.1show spanning-tree global
103.3.2show spanning-tree drstp

103.3.3show spanning-tree mst instance

103.3.4show spanning-tree mst port
103.3.5show spanning-tree mst vlan
103.3.6show spanning-tree port

104 Subring Management

104.1 sub-ring
104.1.1sub-ring operation
104.1.2sub-ring add
104.1.3sub-ring delete
104.1.4sub-ring enable
104.1.5sub-ring disable
104.1.6sub-ring modify

104.2 show
104.2.1show sub-ring global
104.2.2show sub-ring ring

105 Secure Shell (SSH)

105.1 ssh
105.1.1ssh server
105.1.2ssh timeout
105.1.3ssh port
105.1.4ssh max-sessions
105.1.5ssh outbound max-sessions
105.1.6ssh outbound timeout
105.1.7ssh key rsa
105.1.8ssh key fingerprint-type

105.2 ssh
105.2.1ssh

105.3 copy
105.3.1copy sshkey remote
105.3.2copy sshkey envm

105.4 show
105.4.1show ssh

106 Storm Control

106.1 storm-control
106.1.1storm-control flow-control

106.2 traffic-shape
106.2.1traffic-shape bw

106.3 mtu
106.3.1mtu

106.4 mtu
106.4.1mtu

106.5 mtu
106.5.1mtu

106.6 storm-control
106.6.1storm-control flow-control
106.6.2storm-control ingress unit
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106.6.3storm-control ingress threshold
106.6.4storm-control ingress unicast operation
106.6.5storm-control ingress unicast threshold
106.6.6storm-control ingress unknown-frames operation
106.6.7storm-control ingress unknown-frames threshold
106.6.8storm-control ingress multicast operation
106.6.9storm-control ingress multicast threshold
106.6.10storm-control ingress multicast threshold
106.6.11storm-control ingress broadcast operation
106.6.12storm-control ingress broadcast threshold

106.7 show
106.7.1show storm-control flow-control
106.7.2show storm-control ingress
106.7.3show traffic-shape
106.7.4show mtu

107 System

107.1 system
107.1.1system name
107.1.2system location
107.1.3system contact
107.1.4system port-led-mode
107.1.5system pre-login-banner operation
107.1.6system pre-login-banner text
107.1.7system resources operation

107.2 temperature
107.2.1temperature upper-limit
107.2.2temperature lower-limit

107.3 humidity
107.3.1humidity upper-limit
107.3.2humidity lower-limit

107.4 hardware
107.4.1hardware runtime-bypass
107.4.2hardware systemoff-bypass

107.5 show
107.5.1show eventlog
107.5.2show system info
107.5.3show system port-led-mode
107.5.4show system pre-login-banner
107.5.5show system flash-status
107.5.6show system temperature limits
107.5.7show system temperature extremes
107.5.8show system temperature histogram
107.5.9show system temperature counters
107.5.10show system humidity limits
107.5.11show system humidity extremes
107.5.12show system humidity histogram
107.5.13show system resources
107.5.14show psu slot
107.5.15show psu unit
107.5.16show fan
107.5.17show hardware runtime-bypass
107.5.18show hardware systemoff-bypass

108 Telnet

108.1 telnet
108.1.1telnet server
108.1.2telnet timeout
108.1.3telnet port
108.1.4telnet max-sessions

108.2 telnet
108.2.1telnet

108.3 show
108.3.1show telnet
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109 Time Range

109.1 time
109.1.1time range

109.2 show
109.2.1show time-range

110 Tracking

110.1 track
110.1.1track add
110.1.2track delete
110.1.3track enable
110.1.4track disable
110.1.5track trap
110.1.6track description
110.1.7track modify interface
110.1.8track modify ping
110.1.9track modify logical

110.2 show
110.2.1show track overview
110.2.2show track interface
110.2.3show track ping
110.2.4show track logical
110.2.5show track application

111 Traps

111.1 snmp
111.1.1snmp trap operation
111.1.2snmp trap mode
111.1.3snmp trap delete
111.1.4snmp trap add

111.2 show
111.2.1show snmp traps

112 Time Sensitive Networks (TSN)

112.1 tsn
112.1.1tsn operation
112.1.2tsn base-time
112.1.3tsn cycle-time

112.2 tsn
112.2.1tsn sdu traffic-class
112.2.2tsn gates operation
112.2.3tsn commit
112.2.4tsn base-time
112.2.5tsn default-gate-states
112.2.6tsn cycle-time
112.2.7tsn gcl add
112.2.8tsn gcl template
112.2.9tsn gcl modify
112.2.10tsn gcl delete

112.3 show
112.3.1show tsn global
112.3.2show tsn sdu
112.3.3show tsn gcl
112.3.4show tsn configuration

113 TTDP

113.1 ttdp
113.1.1ttdp operation
113.1.2ttdp backbone-id
113.1.3ttdp etbn inhibit
113.1.4ttdp etbn role
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113.1.5ttdp consist etbn-number
113.1.6ttdp consist cn-number
113.1.7ttdp consist local-etbn-number
113.1.8ttdp consist uuid

113.1.9ttdp consist cn-to-etbn etbn

113.2 show
113.2.1show ttdp global
113.2.2show ttdp local-consist
113.2.3show ttdp internal-info
113.2.4show ttdp local-etbn-info
113.2.5show ttdp networks
113.2.6show ttdp consists-etbns
113.2.7show ttdp consists-cns
113.2.8show ttdp consists
113.2.9show ttdp directions
113.2.10show ttdp lines
113.2.11show ttdp hello-statistics
113.2.12show ttdp topology corrected-connectivity-table
113.2.13show ttdp topology connectivity-vector
113.2.14show ttdp topology etbn-vector

114 Unicast Routing

114.1 routing
114.1.1routing add
114.1.2routing delete

114.2 ip
114.2.1ip routing
114.2.2ip source-routing
114.2.3ip proxy-arp max-delay

114.3 show
114.3.1show ip global

114.4 show
114.4.1show ip interface
114.4.2show ip statistics
114.4.3show ip template

114.5 ip
114.5.1ip routing
114.5.2ip proxy-arp operation
114.5.3ip address secondary
114.5.4ip address primary
114.5.5ip mtu
114.5.6ip icmp unreachables
114.5.7ip icmp redirects
114.5.8ip netdirbcast

1146 ip
114.6.1ip route add
114.6.2ip route modify
114.6.3ip route delete
114.6.4ip route distance
114.6.5ip route track add
114.6.6ip route track delete
114.6.7ip default-route add
114.6.8ip default-route modify
114.6.9ip default-route delete
114.6.10ip default-route track add
114.6.11ip default-route track delete
114.6.12ip reject-route add
114.6.13ip reject-route modify
114.6.14ip reject-route delete
114.6.15ip template
114.6.16ip loopback add
114.6.17ip loopback delete
114.6.18ip icmp redirects
114.6.19ip icmp echo-reply
114.6.20ip icmp rate-limit interval
114.6.21ip icmp rate-limit interval
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114.6.22ip icmp rate-limit burst-size
114.6.23ip source-interface file-transfers

114.7 show
114.7.1show ip route all
114.7.2show ip route local
114.7.3show ip route static
114.7.4show ip route entry
114.7.5show ip route tracking
114.7.6show ip entry

115 User Management

115.1 show
115.1.1show custom-role global
115.1.2show custom-role commands

116 Users

116.1 users
116.1.1users add
116.1.2users delete
116.1.3users enable
116.1.4users disable
116.1.5users password
116.1.6users snmpv3 authentication
116.1.7users snmpv3 encryption
116.1.8users snmpv3 password encryption

116.1.9users snmpv3 password authentication

116.1.10users access-role
116.1.11users lock-status
116.1.12users password-policy-check

116.2 show
116.2.1show users

117 Virtual LAN (VLAN)

117.1 name
117.1.1name

117.2 vlan-unaware-mode
117.2.1vlan-unaware-mode

117.3 vlan
117.3.1vlan add
117.3.2vlan delete

117.4 vlan
117.4.1vlan acceptframe
117.4.2vlan ingressfilter
117.4.3vlan priority
117.4.4vlan pvid
117.4.5vlan tagging
117.4.6vlan participation include
117.4.7vlan participation exclude
117.4.8vlan participation auto

117.5 show
117.5.1show vlan id
117.5.2show vlan brief
117.5.3show vlan port
117.5.4show vlan member current
117.5.5show vlan member static

117.6 network
117.6.1network management vlian
117.6.2network management priority dotlp
117.6.3network management priority ip-dscp

118 Voice VLAN
118.1 voice
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118.1.1voice vlan

118.2 voice

118.2.1voice vlan vlan-id
118.2.2voice vlan dotlp
118.2.3voice vlan dscp
118.2.4voice vlan none
118.2.5voice vlan untagged
118.2.6voice vlan disable
118.2.7voice vlan auth
118.2.8voice vlan data priority

118.3 show

40

118.3.1show voice vlan global
118.3.2show voice vlan interface

Further support

Readers’ Comments
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Safety instructions

A WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all the data transmission devices
individually.

Before you start any machine which is controlled via data transmission, be sure to complete the configuration of
all data transmission devices.

Failure to follow these instructions can result in death, serious injury, or equipment damage.

A WARNING

UNWANTED APPLICATION BEHAVIOR

Configuration of the Ethernet devices shall be done by an Ethernet expert.

Before you start any application based on an AFS and/or AFF network, be sure to complete the configuration of
all Ethernet devices correctly.

Failure to follow these instructions can result in equipment damage, serious injury or even death.
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First login (Password change)

To help prevent undesired access to the device, it is imperative that you change the default
password during initial setup.

Perform the following steps:

Open the Graphical User Interface, the HiView application, or the Command Line Interface the
first time you log in.

Log in with the default password.

The device prompts you to type in a new password.

Type in your new password.

To help increase security, choose a password that contains at least 8 characters which includes
upper-case characters, lower-case characters, numerical digits, and special characters.

[0 The device prompts you to confirm your new password.

[ Log in again with your new password.

O OOoo

Anmerkung: If you lost your password, then contact your local support team.

For further information, see hirschmann-support.belden.com.
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About this Manual

The “Installation” user manual contains a device description, safety instructions, a description of the display, and
the other information that you need to install the device.

The “Configuration” user manual contains the information you need to start operating the device. It takes you step
by step from the first startup operation through to the basic settings for operation in your environment.

The “Graphical User Interface” reference manual contains detailed information on using the graphical user
interface to operate the individual functions of the device.

The “Command Line Interface (CLI) - HIOS Overview” reference manual contains a command reference with
detailed information on using the CLI to operate the functions of HiOS devices.

The Industrial HiVision Network Management software provides you with additional options for smooth
configuration and monitoring:

Auto-topology discovery

Browser interface

Client/server structure

Event handling

Event log

Simultaneous configuration of multiple devices

Graphical user interface with network layout

SNMP/OPC gateway

Reference Manual CLI - Global Overview

The “Command Line Interface (CLI) - HIOS Overview” reference manual contains a command reference with
detailed information on using the CLI to operate the functions of HiOS devices.

The manual provides an overview of the CLI commands universally available on the devices with HIOS Software
Release 9.2.

The scope of CLI commands available on your individual device depends on the device type and on the HIOS
software level on your device.
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1 Address Conflict Detection (ACD)

1.1 address-conflict

Configure the address conflict settings.

1.1.1 address-conflict operation

Enable or disable the address conflict detection for the management interface.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-confl i ct operation

no address-conflict operation
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no address-conflict operation

1.1.2 address-conflict detection-mode

Configure the detection mode.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict detection-node <P-1>

Parameter Value Meaning

P-1 active-and-passive  Configure active and passive detection. During the |IP address configuration,
if you set the detection to 'active', then the device sends ARP or NDP probes
into the network, and if you set the detection to 'passive', then the device
i stens continuously on the network.

active-only Configure only active detection. During | P address configuration 'active' the
device sends only one ARP or NDP probe into the network.
passive-only Configure passive detection. The device |istens passively on the network to

verify that another device does not have the sane | P address assi gned.

1.1.3 address-conflict detection-ongoing

Enable or disable the ongoing detection. If enabled, the device sends periodic ARP or NDP probes.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict detection-ongoing

no address-conflict detection-ongoing
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no address-conflict detection-ongoing

1.1.4 address-conflict delay

The maximum detection delay time in milliseconds. Time gap between ARP or NDP probes.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict delay <P-1>

Parameter Value Meaning
P-1 20..500 Ti me gap between consecutive ARP or NDP probes ([ns], default 200).

1.1.5 address-conflict release-delay

Delay in seconds to the next ARP or NDP probe cycle after an IP address conflict was detected.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict rel ease-del ay <P-1>

Parameter Value Meaning

P-1 3..3600 Del ay between consecutive probe cycles after a conflict was detected ([sec],
default 15).
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1.1.6 address-conflict max-protection

Maximum number of frequent address protections.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: addr ess- conflict nax-protection <P-1>

Parameter Value Meaning

P-1 0..100 Maxi mum nunber of frequent address protections (default 1).

1.1.7 address-conflict protect-interval

Delay in milliseconds between two consecutive address protections.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict protect-interval <P-1>

Parameter Value Meaning

P-1 20..10000 Del ay between two consecutive protections ([ms], default 10000).

1.1.8 address-conflict trap-status

If enabled, this trap reports an address conflict.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict trap-status

no address-conflict trap-status
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no address-conflict trap-status

1.1.9 address-conflict routing trap

Enable or disable sending of IP address conflict traps.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: address-conflict routing trap

no address-conflict routing trap
Disable the option
Mode: G obal Config Mode
Privilege Level: Oper at or
Format: no address-conflict routing trap

1.1.10 address-conflict routing probe

Send arp packets on routing interfaces to detect conflicting IP addresses.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: addr ess-conflict routing probe

1.1.11 address-conflict routing clear

Clear the recorded IP address conflict.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: addr ess-conflict routing clear

1.2 mac-address-conflict

Enable/Disable sending a trap if a packet with the MAC of this device is detected in the network.
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1.2.1 mac-address-conflict operation

Enable or disable the MAC address conflict detection.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: mac- addr ess-conflict operation

no mac-address-conflict operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no nmac- address-conflict operation

1.3 show

Display device options and settings.

1.3.1 show address-conflict global

Display the component mode.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show address-conflict gl obal

1.3.2 show address-conflict detected

Display the last detected address conflict.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show addr ess-conflict detected

1.3.3 show address-conflict fault-state

Display the current conflict status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show address-conflict fault-state

1.3.4 show address-conflict routing

Display the IP address conflict information for routing addresses.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show address-conflict routing

1.3.5 show mac-address-conflict global

Display the component mode.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nac- address-conflict gl obal
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2 Access Control List (ACL)

2.1 mac

Set MAC parameters.

211

Create a MAC access-list.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: mrac access-1i st extended nane <P-1> [index <P-2>] deny src <P-3> dst <P-4>
[ethertype <P-5>] [vlan <P-6> <P-7>] [cos <P-8>] [log] [tinme-range <P-9>] permt
src <P-10> dst <P-11> [ethertype <P-12>] [vlan <P-13> <P-14>] [cos <P-15>] [tine-
range <P-16>] [assign-queue <P-17>] [mirror <P-18>] [rate-limt <P-19> <P-20>]
[redirect <P-21>] [rate-limt <P-22> <P-23>]

[ i ndex] : Specify an index for the ACL rule.

deny: Create a new rule for the current MAC access-list: Specify packets to reject.

sr c¢: Specify the source MAC and Mask.

dst : Specify the destination MAC and Mask

[ et hertype] : Specify the EtherType

[ vl an] : Configure a match condition based on a VLAN ID.

[ cos] : Configure a match condition based on a COS value(VLAN priority).

[ 1 og] : Enable logging.

[ti me-range] : Activate the rule at an absolute time or periodically.

per i t : Create a new rule for the current MAC access-list: Specify packets to forward.

sr c¢: Specify source MAC and Mask

dst : Specify the destination MAC and Mask

[ et hertype] : Specify the Ethertype

[ vl an] : Configure a match condition based on a VLAN ID.

[ cos] : Set COS field

[ ti me-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority) assignment attribute.

mac access-list extended name

[ mirror]: Set Mirror Interface.
[rate-1imnit]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface.
[rate-1imt]: Setrate limit and burst size.

Parameter Value

Meaning

P-1 string <nane> ACL nane.
P-2 1..1023 Access-list rule index.
P-3 any Enter for any source mac address and mask.
srcmac-macmask Enter source MAC and source MAC nask.
P-4 any Enter for any destination nac address and nask.
destmac-macmask Enter destination MAC and destinati on MAC mask.
P-5 0x0600-0xffff Et hertype val ue
appletalk Appl et al k
arp ARP
ibmsna | BVSNA
ipv4 | Pv4
ipv6 | Pv6
ipx-old | PX- QLD
mplsmcast MPLS Mul ti cast
mplsucast MPLS Uni cast
netbios Net Bl CS
novell NOVELL
pppoe PPPoE
rarp RARP
P-6 eq Speci fy VLAN val ue.
P-7 1..4042 Enter the VLAN ID.
P-8 0..7 CCs
P-9 string <nane> Ti ne-range nane
P-10 any Enter for any source nac address and nask.

srcmac-macmask

Enter source MAC and source MAC nask.

RM CLI Overview HiOS
Release 9.2 03/2023

47



Parameter Value Meaning
P-11 any Enter for any destination nac address and mask.
destmac-macmask Enter destinati on MAC and destinati on MAC mask.
p-12 0x0600-0xffff Et hertype val ue
appletalk Appl et al k
arp ARP
ibmsna | BMSNA
ipvd | Pv4
ipv6 | Pv6
ipx-old | PX- OLD
mplsmcast MPLS Mul ti cast
mplsucast MPLS Uni cast
netbios Net Bl OS
novell NOVELL
pppoe PPPoOE
rarp RARP
P-13 eq Speci fy VLAN val ue.
P-14 1..4042 Enter the VLAN ID.
P- 15 0.7 Cos
P-16 string <nane> Ti ne-range nane
P-17 0..7 User priority (VLAN priority).
pP-18 slot no./port no.
P-19 0..10000000 Committed rate value, specified in kbps.
P- 20 0..128 Commi tted burst size value, specified in kbytes.
p-21 slot no./port no.
p- 22 0..10000000 Committed rate value, specified in kbps.
P- 23 0..128 Committed burst size value, specified in kbytes.

2.1.2 mac access-list extended rename

Rename an existing MAC access-list
Mode: d obal Config Mode
Privilege Level: Oper at or

Format: mac access-1i st extended renane <P-1> <P-2>

Parameter Value

Meaning

P-1 string

<nanme> ACL nane.

P-2 string

<name> ACL nane.

2.1.3 mac access-list extended del

Delete a MAC access-list.

Mode: d obal Config Mode
Privilege Level: Oper at or

Format: mac access-|i st extended del

[ i ndex] : Specify an index for the ACL rule.

<P-1> [index <P-2>]

Parameter Value

Meaning

P-1 string

<nanme> ACL nane.

P-2 1..1023

Access-list rule index.

2.1.4 mac access-group name

Associate an ACL identified by name with a VLAN ID.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: mac access-group nane <P-1> vlan <P-2> <P-3> [sequence <P-4>]

vl an: VLAN ID

[ sequence] : Indicate the sequence number

Parameter Value Meaning
P-1 string <nane> ACL nane.
P-2 1..4042 Enter the VLAN ID.
P-3 in | nbound direction.
out Qut bound direction.
P-4 1..4294967295 Sequence
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NO mac access-group name
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no mac access-group nane <P-1> vl an [sequence]

2.1.5 mac access-group del

Disassociate an ACL identified by name with a VLAN ID.

Mode: A obal Config Mde

Privilege Level: Oper at or

Format: mac access-group del <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..4042 Enter the VLAN ID.

P-3 in I nbound direction.
out Qut bound direction.

P-4 1..4294967295 Sequence

Nno mac access-group del
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no mac access-group del <P-1> vlan [sequence]

2.2 mac

MAC interface commands.

2.2.1 mac access-group name

Associate a specific MAC access-list identified by name with an interface, in a given direction.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: mrac access-group name <P-1> <P-2> [sequence <P-3>]

[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nanme> ACL nane.

P-2 in I nbound direction.
out Qut bound direction.

P-3 1..4294967295 Sequence

NO mac access-group name
Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no nmac access-group nane <P-1> [sequence]

2.2.2 mac access-group del

Remove a specific MAC access-list identified by hame from an interface.
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: mac access-group del <P-1> <P-2> [sequence <P-3>]
[ sequence] : Indicate the sequence number

Parameter Value Meaning
P-1 string <nanme> ACL nane.
P-2 in I nbound di rection.
out Qut bound direction.
P-3 1..4294967295 Sequence
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no mac access-group del
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no mac access-group del <P-1> <P-2> [sequence]

2.3 ip

Set IP parameters.

2.3.1 ip access-list extended name

Create an IP access-list.
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: i p access-1ist extended nanme <P-1> [index <P-2>] deny src <P-3> [<P-4> <P-
5>] dst <P-6> [<P-7> <P-8>] [proto <P-9>] [flag [<P-10>] [<P-11>] [<P-12>] [<P-
13>] [<P-14>] [<P-15>] [<P-16>]] [icnp-type <P-17>] [icnp-code <P-18>] [ignp-type
<P-19>] [fragnments] [precedence <P-20>] [log] [tinme-range <P-21>] [assign-queue
<P-22>] [tos <P-23> <P-24>] [log] [tine-range <P-25>] [assign-queue <P-26>] [dscp
<P-27>] [log] [tinme-range <P-28>] [assign-queue <P-29>] every [log] [tinme-range
<P-30>] [assign-queue <P-31>] permt src <P-32> [<P-33> <P-34>] dst <P-35> [<P-
36> <P-37>] [proto <P-38>] [flag [<P-39>] [<P-40>] [<P-41>] [<P-42>] [<P-43>] [<P-
44>] [<P-45>]] [icnp-type <P-46>] [icnp-code <P-47>] [ignp-type <P-48>]
[fragnents] [precedence <P-49>] [tinme-range <P-50>] [mirror <P-51>] [rate-limt
<P-52> <P-53>] [redirect <P-54>] [rate-linmt <P-55> <P-56>] [tos <P-57> <P-58>]
[time-range <P-59>] [assign-queue <P-60>] [mirror <P-61>] [rate-limt <P-62> <P-
63>] [redirect <P-64>] [rate-limt <P-65> <P-66>] [dscp <P-67>] [tine-range <P-
68>] [assign-queue <P-69>] [mirror <P-70>] [rate-limt <P-71> <P-72>] [redirect
<P-73>] [rate-limt <P-74> <P-75>] every [tine-range <P-76>] [assignh-queue <P-77>]
[mMrror <P-78>] [rate-limt <P-79> <P-80>] [redirect <P-81>] [rate-limt <P-82>
<P- 83>]

[ i ndex] : Specify an index for the ACL rule.

deny: Create a new rule for the current IP access-list: Specify packets to reject.

sr ¢: Specify the source IP and Mask

dst : Specify the destination IP and Mask

[ prot o] : Specify the protocol

[fl ag]: Specify TCP flag.

[i cnp-type] : Specify ICMP type.

[ i cnp- code] : Specify ICMP code

[ gmp-type]: Specify IGMP type.

[ fragnent s] : Specify if rule matches on fragmented IP packets.

[ precedence] : Precedence

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

[tos]:TOS

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

[ dscp] : DSCP

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

every: Every packet regardless the content.

[ 1 og] : Enable logging

[time-range] : Activate the rule at an absolute time or periodically.

[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.

per m t: Create a new rule for the current IP access-list: Specify packets to forward.

sr c: Specify the source IP and Mask

dst : Specify destination IP and Mask

[ pr ot o] : Specify the protocol

[ f1 ag] : Specify TCP flag.
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[icmp-type]:
[i cnmp- code]:
[ignp-type]:
[fragments]:

Specify ICMP type.
Specify ICMP code
Specify IGMP type.
Specify if rule matches on fragmented IP packets.

[ precedence] : Precedence
[time-range] : Activate the rule at an absolute time or periodically.
[ mi rror]: Set Mirror Interface
[rate-1imt]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1init]: Setrate limit and burst size.
[tos]: TOS
[ti me-range] : Activate the rule at an absolute time or periodically.
[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.
[ m rror]: Set Mirror Interface
[rate-1imt]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1init]: Setrate limit and burst size.
[ dscp] : DSCP
[ ti me-range] : Activate the rule at an absolute time or periodically.
[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.
[ mirror]: Set Mirror Interface
[rate-1init]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1imt]: Setrate limit and burst size.
every: Every packet regardless the content.
[time-range] : Activate the rule at an absolute time or periodically.
[ assi gn- queue] : Configure the User Priority (VLAN priority)assignment attribute.
[ m rror]: Set Mirror Interface
[rate-1init]: Setrate limit and burst size.
[ redirect]: Set Redirect Interface
[rate-1imt]: Setrate limit and burst size.

Parameter Value Meaning
P-1 string <nanme> ACL nane.
P-2 1..1023 Access-list rule index.
P-3 any Enter for any source ip address and mask.
a.b.c.d-e.f.g.h Source | P address and mask (mask in wild-card notation) e.g 192.168.1.1-
0. 0. 0. 255.
P-4 eq Speci fy val ue that port nunmber nust be equal to.
neq Speci fy val ue that port nunmber nust not be equal to.
It Speci fy value that port nunber nust be |ess than.
gt Speci fy value that port nunber nust be greater than.
P-5 domain Donai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNWVP
telnet Tel net
ssh SSH
tftp TFTP
WwWw WAV
1-65535 Port nunber
P-6 any Enter for any destination ip address and nask.
a.b.c.d-e.f.g.h Destination | P address and mask (mask in wld-card notation) e.g 192.168. 1. 1-
0. 0. 0. 255.
P-7 eq Speci fy value that port nunber nust be equal to.
neq Speci fy value that port nunber nmust not be equal to.
It Speci fy value that port number nust be |ess than.
gt Speci fy val ue that port nunmber nust be greater than.
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Parameter Value Meaning
P-8 domain Donai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNWVP
telnet Tel net
ssh SSH
tftp TFTP
Www WAV
1-65535 Port nunber
P-9 icmp | CWP
igmp | GWP
ip-in-ip IP-in-1P
tcp TCP
udp ubP
ip Any | P protocol
1-255 Pr ot ocol nunber
P-10 -fin Match occurs if fin flag is not set in the TCP header.
+fin Match occurs if fin flag is set in the TCP header.
P-11 -syn Mat ch occurs if syn flag is not set in the TCP header.
+syn Mat ch occurs if syn flag is set in the TCP header.
pP-12 -rst Mat ch occurs if rst flag is not set in the TCP header.
+rst Mat ch occurs if rst flag is set in the TCP header.
P-13 -psh Mat ch occurs if psh flag is not set in the TCP header.
+psh Match occurs if psh flag is set in the TCP header.
P-14 -ack Match occurs if ack flag is not set in the TCP header.
+ack Mat ch occurs if ack flag is set in the TCP header.
P- 15 -urg Mat ch occurs if urg flag is not set in the TCP header.
+urg Mat ch occurs if urg flag is set in the TCP header.
P-16 established Mat ch occurs if the specified RST and ACK bits are set in TCP header.
p-17 0..255 | CVMP type val ue.
P-18 0..255 | CVP code val ue.
P-19 0..255 | GW code val ue.
P- 20 0..7 | P Precedence
p-21 string <nane> Ti ne-range nane
p- 22 0..7 User priority (VLAN priority).
P- 23 0..255 TGS
P- 24 0..255 TOS I nverse Mask (0 for exact match)
P- 25 string <nanme> Ti me-range nane
P- 26 0..7 User priority (VLAN priority).
P-27 0..63 DSCP
p- 28 string <nane> Ti ne-range nane
P- 29 0..7 User priority (VLAN priority).
P- 30 string <nane> Ti ne-range nane
P-31 0.7 User priority (VLAN priority).
P- 32 any Enter for any source ip address and nask.
a.b.c.d-e.f.g.h Source | P address and nmask (mask in wild-card notation) e.g 192.168.1. 1-
0. 0. 0. 255.
P- 33 eq Specify value that port nunber nust be equal to.
neq Speci fy value that port nunmber nmust not be equal to.
It Speci fy value that port nunmber nust be |ess than.
gt Speci fy value that port nunber nust be greater than.
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Parameter Value Meaning

P- 34 domain Donai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNWVP
telnet Tel net
ssh SSH
tftp TFTP
Www WAV
1-65535 Port nunber
P- 35 any Enter for any destination ip address and nask.
a.b.c.d-e.f.g.h Destination | P address and mask (mask in wld-card notation) e.g 192.168. 1. 1-
0. 0. 0. 255.
P- 36 eq Speci fy value that port nunber nust be equal to.
neq Speci fy value that port nunber must not be equal to.
It Speci fy value that port number nust be |ess than.
gt Speci fy value that port nunmber nust be greater than.
p- 37 domain Domai n
echo Echo
ftp FTP
ftpdata FTP Dat a
http HTTP
https HTTPS
smtp SMIP
snmp SNVP
telnet Tel net
ssh SSH
tftp TFTP
WwWw WAV
1-65535 Port nunber
P- 38 icmp | CVP
igmp | GVP
ip-in-ip IP-in-IP
tcp TCP
udp UbP
ip Any | P protocol
1-255 Prot ocol nunber
P- 39 -fin Match occurs if fin flag is not set in the TCP header.
+fin Match occurs if fin flag is set in the TCP header.
P- 40 -syn Mat ch occurs if syn flag is not set in the TCP header.
+syn Match occurs if syn flag is set in the TCP header.
P- 41 -rst Mat ch occurs if rst flag is not set in the TCP header.
+rst Match occurs if rst flag is set in the TCP header.
P- 42 -psh Mat ch occurs if psh flag is not set in the TCP header.
+psh Mat ch occurs if psh flag is set in the TCP header.
P- 43 -ack Mat ch occurs if ack flag is not set in the TCP header.
+ack Match occurs if ack flag is set in the TCP header.
P- 44 -urg Match occurs if urg flag is not set in the TCP header.
+urg Match occurs if urg flag is set in the TCP header.
P- 45 established Mat ch occurs if the specified RST and ACK bits are set in TCP header.
P- 46 0..255 | CVP type val ue.
P- 47 0..255 | CVP code val ue.
P- 48 0..255 | GW code val ue.
P- 49 0..7 | P Precedence
P- 50 string <nane> Ti me-range nane
P-51 slot no./port no.
pP-52 0..10000000 Conmitted rate value, specified in kbps.
P-53 0..128 Committed burst size value, specified in kbytes.
P-54 slot no./port no.
P- 55 0..10000000 Conmitted rate value, specified in kbps.
P- 56 0..128 Conmi tted burst size value, specified in kbytes.
p-57 0..255 TOS
P- 58 0..255 TOS I nverse Mask (0 for exact match)
P- 59 string <nane> Ti ne-range nane
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Parameter Value Meaning

P- 60 0..7 User priority (VLAN priority).

P-61 slot no./port no.

P- 62 0..10000000 Committed rate value, specified in kbps.

P-63 0..128 Committed burst size value, specified in kbytes.
P- 64 slot no./port no.

P- 65 0..10000000 Committed rate val ue, specified in kbps.

P- 66 0..128 Committed burst size value, specified in kbytes.
P-67 0..63 DSCP

P- 68 string <nane> Ti ne-range nane

P- 69 0..7 User priority (VLAN priority).

P-70 slot no./port no.

pP-71 0..10000000 Committed rate value, specified in kbps.

p-72 0..128 Committed burst size value, specified in kbytes.
P-73 slot no./port no.

P-74 0..10000000 Committed rate value, specified in kbps.

P- 75 0..128 Commi tted burst size value, specified in kbytes.
P-76 string <nane> Ti ne-range nane

p-77 0.7 User priority (VLAN priority).

P-78 slot no./port no.

P-79 0..10000000 Committed rate value, specified in kbps.

P- 80 0..128 Committed burst size value, specified in kbytes.
P-81 slot no./port no.

P- 82 0..10000000 Committed rate value, specified in kbps.

P- 83 0..128 Committed burst size value, specified in kbytes.

no ip access-list extended name
Disable the option

2.3.2

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: no i p access-1ist extended nane <P-1> [index] deny src dst [proto] [fl ag]
[icmp-type] [icnp-code] [ignmp-type] [fragnments] [precedence] [l og] [time-range]
[assign-queue] [tos] [log] [tine-range] [assign-queue] [dscp] [log] [tine-
range] [assign-queue] every [log] [time-range] [assign-queue] permt src dst
[proto] [flag] [icnp-type] [icnp-code] [ignp-type] [fragments] [precedence]
[time-range] [mirror] [rate-limt] [redirect] [rate-limt] [tos] [tine-range]
[assign-queue] [mrror] [rate-limt] [redirect] [rate-limt] [dscp] [tine-
range] [assign-queue] [mirror] [rate-limt] [redirect] [rate-limt] every
[time-range] [assign-queue] [mirror] [rate-limt] [redirect] [rate-limt]

ip access-list extended rename

Rename an existing IP access-list.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p access-1ist extended renane <P-1> <P-2>

Parameter Value Meaning

P-1 string <name> ACL nane.
P-2 string <name> ACL nane.
2.3.3 ip access-list extended del

Delete an IP access-list.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p access-1list extended del <P-1> [index <P-2>]
[ i ndex] : Specify an index for the ACL rule.

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..1023 Access-list rule index.
2.3.4 ip access-group name

Associate an ACL identified by name with a VLAN ID.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p access-group nane <P-1> vlan <P-2> <P-3> [sequence <P-4>]

vl an:
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[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 1..4042 Enter the VLAN ID.

P-3 in I nbound direction.
out Qut bound direction.

P-4 1..4294967295 Sequence

No ip access-group name
Disable the option
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: no i p access-group name <P-1> vl an [sequence]

2.35 ip access-group del

Disassociate an ACL identified by name with a VLAN ID.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:i p access-group del <P-1> vlan <P-2> <P-3> [sequence <P-4>]
vl an: VLAN ID
[ sequence] : Indicate the sequence number

Parameter Value Meaning

P-1 string <nanme> ACL nane.

p-2 1..4042 Enter the VLAN ID.

P-3 in I nbound di rection.
out Qut bound direction.

P-4 1..4294967295 Sequence

Nno ip access-group del
Disable the option
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: no i p access-group del <P-1> vl an [sequence]

2.4 ip

IP interface commands.

24.1 ip access-group name

Associate a specific IP access-list identified by name with an interface, in a given direction.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p access-group nane <P-1> <P-2> [sequence <P-3>]

[ sequence] : Indicate the order

Parameter Value Meaning

P-1 string <nane> ACL nane.

P-2 in I nbound direction.
out Qut bound direction.

P-3 1..4294967295 Sequence

no ip access-group name
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no i p access-group nanme <P-1> <P-2> [sequence]

2.4.2 ip access-group del

Remove a specific IP access-list identified by name from an interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i p access-group del <P-1> <P-2> [sequence <P-3>]
[ sequence] : Indicate the order
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Parameter Value Meaning

P-1 string <nane> ACL nane.
pP-2 in I nbound direction.

out Qut bound direction.
P-3 1..4294967295 Sequence

no ip access-group del
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no i p access-group del <P-1> <P-2> [sequence]

2.5 show

Display device options and settings.

251 show access-list global

Display the next free index for both MAC and IPv4 based access lists.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show access-1ist gl obal

2.5.2 show access-list mac

Display the information for a specific MAC based access list.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show access-list mac [<P-1> [<P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
p-2 1..1023 Access-list rule index.

2.5.3 show access-list ip

Display the information for a specific IP based access list.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show access-list ip [<P-1> [ <P-2>]]

Parameter Value Meaning
P-1 slot no./port no.
P-2 1..1023 Access-list rule index.

254 show access-list assignment ip

Display the assignments of existing IP ACLs.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show access-1ist assignnent ip <P-1>

Parameter Value Meaning

P-1 1000..1099 Access- | i st index.

255 show access-list assignment mac

Display the assignments of existing MAC ACLs.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show access-1ist assignment nmac <P-1>

Parameter Value Meaning
P-1 10000..10099 Access- | i st index.
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3 Application Lists

3.1 appllists

Configure an application list.

3.1.1 appllists set-authlist

Set an authentication list reference that shall be used by given application.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: appl I i sts set-authlist <P-1> <P-2>

Parameter Value Meaning
P-1 string <appl i cation> Nane of an application |ist.
P-2 string <aut hl i st _nanme> Nanme of referenced authentication |ist.

3.1.2 appllists enable

Activate a login application list.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: appl | i sts enabl e <P-1>

Parameter Value Meaning

P-1 string <appl i cation> Nane of an application |ist.

3.1.3 appllists disable

Deactivate a login application list.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: appl | i sts di sabl e <P-1>

Parameter Value Meaning
P-1 string <appl i cation> Nane of an application |ist.
3.2 show

Display device options and settings.

3.2.1 show appllists

Display the ordered methods for application lists.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni strat or
Format: show appl | i sts
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4 Authentication Lists

4.1 authlists

Configure an authentication list.

4.1.1 authlists add

Create a new login authentication list.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: aut hl i sts add <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _name> Nane of an authentication list.

4.1.2 authlists delete

Delete an existing login authentication list.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: aut hl i sts del ete <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _name> Nane of an authentication list.

4.1.3 authlists set-policy

Set the policies of a login authentication list.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: aut hl i sts set-policy <P-1> <P-2> [<P-3> [<P-4> [<P-5> [<P-6>]]]]

Parameter Value Meaning
P-1 string <aut hl i st_name> Nanme of an authentication |ist.
P-2 reject Aut hentication is rejected / not allowed
local Aut hentication by |ocal user DB
radius Aut henti cati on by RADIUS server
ias Aut henti cati on by | AS server
Idap Aut henti cation by renote server
P-3 reject Aut hentication is rejected / not allowed
local Aut hentication by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut hentication by | AS server
Idap Aut henti cati on by renote server
P-4 reject Aut hentication is rejected / not allowed
local Aut henti cation by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut henti cation by | AS server
Idap Aut henti cati on by renote server
P-5 reject Aut hentication is rejected / not allowed
local Aut henti cati on by | ocal user DB
radius Aut henti cati on by RADIUS server
ias Aut henti cation by | AS server
Idap Aut henti cation by renote server
P-6 reject Aut hentication is rejected / not allowed
local Aut hentication by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut henti cati on by | AS server
Idap Aut henti cati on by renote server

4.1.4 authlists enable

Activate a login authentication list.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: aut hl i sts enabl e <P-1>
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Parameter Value Meaning

P-1 string <aut hl i st _name> Nanme of an authentication list.

4.1.5 authlists disable

Deactivate a login authentication list.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: aut hl i sts di sabl e <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _name> Nanme of an authentication |ist.
4.2 show

Display device options and settings.

4.2.1 show authlists

Display the ordered methods for authentication lists.
Mode: Conmand is in all npbdes avail abl e.
Privilege Level: Admi ni st rat or
Format: show aut hl i sts
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5 Auto Disable

51 auto-disable

Configure the Auto Disable condition settings.

51.1 auto-disable reason

Enables/disables port Recovery by reason on this device.
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: aut o- di sabl e reason <P-1>

Parameter Value Meaning

P-1 link-flap Enabl e/ di sabl e |ink-fl ap.
crc-error Enabl e/ di sabl e crc-error.
duplex-mismatch Enabl e/ di sabl e dupl ex- m snat ch.
dhcp-snooping Enabl e/ di sabl e dhcp-snoopi ng.
arp-rate Enabl e/ di sabl e arp-rate.
bpdu-rate Enabl e/ di sabl e bpdu-rate.
port-security Enabl e/ di sabl e MAC based port security.
overload-detection  Enabl e/ di sabl e over| oad- det ecti on.
speed-duplex Enabl e/ di sabl e |ink speed and dupl ex nonitor.
loop-protection Enabl e/ di sabl e | oop protection.

no auto-disable reason
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no aut o-di sabl e reason <P-1>

52 auto-disable

Configure the Auto Disable condition settings.

521 auto-disable timer

Timer value in seconds after a deactivated port is activated again. Possible values are: 30-4294967295. A value
of O disables the timer.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: aut o- di sabl e tinmer <P-1>

Parameter Value Meaning
P-1 30..4294967295 Timer value in seconds.

52.2 auto-disable reset

Reset the specific interface and reactivate the port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: aut o- di sabl e reset [<P-1>]

Parameter Value Meaning
P-1 port Press Enter to execute the comrand.

no auto-disable reset
Disable the option
Mode: | nt er f ace Range Mode
Privilege Level: Oper at or
Format: no aut o-di sabl e reset [<P-1>]

60 RM CLI Overview HiOS
Release 9.2 03/2023



53 show

Display device options and settings.

53.1 show auto-disable brief

Display the Auto Disable summary per interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show aut o- di sabl e bri ef

5.3.2 show auto-disable reasons

Display the summary of the detected Auto Disable error reasons.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show aut o- di sabl e reasons
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6 Cabletest

6.1 cable-test

6.1.1 cable-test

Select port on which to perform the cable test.

Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cabl e-test <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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7 Class Of Service

7.1 classofservice

Class of service configuration.

7.1.1 classofservice ip-dscp-mapping
ip-dscp-mapping configuration
Mode: d obal Config Mde

Privilege Level: Oper at or
Format: cl assof servi ce i p-dscp-mappi ng <P-1> <P-2> <P-3>
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Meaning
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Parameter Value Meaning

P-2 0..7 Enter the Traffic C ass val ue.

P-3 0.3 Enter the Traffic C ass val ue.

7.1.2 classofservice dotlp-mapping

Enter a VLAN priority and the traffic class it should be mapped to.
Mode: d obal Config Mde
Privilege Level: Oper at or

Format: cl assof servi ce dot 1p- mappi ng <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0..7 Enter the 802.1p priority.

P-2 0..7 Enter the Traffic O ass val ue.

P-3 0.3 Enter a number in the given range.

7.2 classofservice

Interface classofservice configuration.

7.2.1 classofservice trust

trust configuration
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: cl assof service trust <P-1>

Parameter Value Meaning

P-1 untrusted Sets the class of service trust node to untrusted
dotlp Sets the class of service trust npode to dot 1p.
ip-dscp Sets the class of service trust node to | P DSCP.

7.3 cos-queue

COS queue configuration

7.3.1 cos-queue strict

strict priority scheduler (default)
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue strict <P-1> <P-2>

Parameter Value Meaning
P-1 0.7 Enter a Queue Id fromO to 7.
P-2 0.3 Enter a number in the given range.

7.3.2 cos-queue weighted

weighted scheduler
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue wei ghted <P-1> <P-2>

Parameter Value Meaning
P-1 0.7 Enter a Queue Id fromO to 7.
P-2 0.3 Enter a number in the given range.

7.3.3 cos-queue max-bandwidth

Maximum/shaped bandwidth for the queues
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: cos- queue max-bandwi dth <P-1> <P-2> <P- 3>

Parameter Value Meaning

P-1 0.3 Enter a number in the given range.

pP-2 0.7 Enter a Queue Id fromO to 7.

P-3 0..100 Enter a number in the given range.
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7.3.4 cos-queue min-bandwidth

Minimum/guaranteed bandwidth for the queues when in weighted mode

Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: cos- queue mni n-bandw dth <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0.3 Enter a number in the given range.
P-2 0.7 Enter a Queue Id fromO to 7.

P-3 0..100 Enter a nunber in the given range.
7.4 show

Display device options and settings.

7.4.1 show classofservice ip-dscp-mapping

Display the ip-dscp-mapping configuration.
Mode: Conmand is in all nobdes avail able.
Privilege Level: Guest
Format: show cl assof servi ce i p-dscp-mappi ng

7.4.2 show classofservice dotlp-mapping

Display a table containing the vlan priority to traffic class mappings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce dot 1p- mappi ng

7.4.3 show classofservice trust

Display a table containing the trust mode of every interface.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce trust

7.4.4 show cos-queue

Display the Class Of Service (CoS) queue parameters.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cos- queue
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8 Command Line Interface (CLI)

8.1 cli

Set the CLI preferences.

8.1.1 cli serial-timeout

Set login timeout for serial line connection to CLI. Setting to O will disable the timeout. The value is active after next
login.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: cl i serial-tineout <P-1>

Parameter Value Meaning
P-1 0..160 Enter a number in the given range. Setting to O will disable the tineout.

8.1.2 cli prompt

Change the system prompt. Following wildcards are allowed: %d date, %t time, %i IP address, %om MAC address
,%p product name

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: cl i prompt <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters. Follow ng wildcards are
al lowed: % date, % tine, % |P address, %n MAC address , % product nane

8.1.3 cli numlines

Screen size for ‘more’ (23 = default). Enter a 0 will disable the feature. The value is only valid for the current
session.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest

Format: cli num ines <P-1>

Parameter Value Meaning

P-1 0..250 Screen size for "more' (23 = default). Enter a O will disable the feature. The
value is only valid for the current session.

8.1.4 cli banner operation

Enable or disable the CLI login banner.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: cl i banner operation

no cli banner operation

Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: no cli banner operation

8.1.5 cli banner text

Set the text for the CLI login banner (C printf format syntax allowed: \\n \\t).
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: cl i banner text <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 1024 characters (allowed characters are from
ASCI| 32 to 127).
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8.2 show

Display device options and settings.

8.2.1 show cli global

Display the CLI preferences.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show cli gl obal

8.2.2 show cli command-tree

Display a list of every command.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show cli command-tree

8.3 logging

Logging configuration.

8.3.1 logging cli-command

Enable or disable the CLI command logging.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: | oggi ng cli - conmand

no logging cli-command

Disable the option
Mode: @ obal Config Mde
Privilege Level: Admi ni st r at or
Format: no | oggi ng cli-command

8.4 show

Display device options and settings.

8.4.1 show logging cli-command

Display the CLI command logging preferences.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng cli-comrmand
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9 Clock

9.1 clock

Configure local and DST clock settings.

9.1.1 clock set

Edit current local time.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: cl ock set <P-1> <P-2>

Parameter Value Meaning
P-1 YYYY-MM-DD Local date (range: 2004-01-01 - 2037-12-31).
P-2 HH:MM:SS Local tine.

9.1.2 clock timezone offset

Local time offset (in minutes) with respect to UTC (positive values for locations east of Greenwich).
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: cl ock timezone of fset <P-1>

Parameter Value Meaning
P-1 -780..840 Edit the tinezone offset (in mnutes).

9.1.3 clock timezone zone

Edit the timezone acronym (max. 4 characters).
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: cl ock tinezone zone <P-1>

Parameter Value Meaning
P-1 string Edit the tinmezone acronym (nmax 4 characters).

9.1.4 clock summer-time mode

Configure summer-time mode parameters.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: cl ock sumer-ti me node <P-1>

Parameter Value Meaning

P-1 disable Di sabl e recurring sunmer-tinme node.
recurring Enabl e recurring summer-tine node.
eu Enabl e recurring summer-tine used in nost parts of the European Union.
usa Enabl e recurring summer-tine used in nost parts of the USA

9.1.5 clock summer-time recurring start

Edit the starting date and time for daylight saving time.
Mode: d obal Config Mde
Privilege Level: Adm ni str at or
Format: cl ock sumer-tinme recurring start <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning
P-1 none

first

second

third

fourth

last
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Parameter Value Meaning

P-2 none
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thur sday
fri Fri day
sat Sat ur day
P-3 none
jan January
feb February
mar Mar ch
apr Apri |
may May
jun June
jul July
aug August
sep Sept enber
oct Cct ober
nov Novenber
dec Decenber
P-4 string <hh: nm> Present tinme in hh:nmmformat (00:00-23:59).

9.1.6 clock summer-time recurring end

Edit the ending date and time for daylight saving time.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: cl ock sumer-tinme recurring end <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning
P-1 none
first
second
third
fourth
last
P-2 none
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thur sday
fri Fri day
sat Sat ur day
P-3 none
jan January
feb February
mar Mar ch
apr Apri |
may May
jun June
jul July
aug August
sep Sept enber
oct Cct ober
nov Novenber
dec Decenber
P-4 string <hh: nm> Present time in hh:nmmformat (00:00-23:59).

9.1.7 clock summer-time zone

Edit timezone acronym for summer-time (max. 4 characters).
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: cl ock sumer-time zone <P-1>

Parameter Value Meaning

P-1 string Edit the tinezone acronym (max 4 characters).
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9.2 show

Display device options and settings.

9.2.1 show clock

Display the current time information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl ock [sumrer-tine]

[ sumrer - t i ne] : Display the summer-time parameters.
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10 Configuration

10.1 save

Save the configuration to the specified destination.

10.1.1 save profile

Save the configuration to the specific profile.
Mode: Al I Privil eged Modes
Privilege Level: Oper at or
Format: save profile <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 characters.
10.2 config

Configure the configuration saving settings.

10.2.1 config watchdog admin-state

Enable or disable the configuration undo feature.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: confi g wat chdog adm n-state

no config watchdog admin-state
Disable the option
Mode: G obal Confi g Mde
Privilege Level: Oper at or
Format: no confi g wat chdog admi n-state

10.2.2 config watchdog timeout

Configure the configuration undo timeout (unit: seconds).
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: confi g wat chdog ti meout <P-1>

Parameter Value Meaning
P-1 30..600 Enter a number in the given range.

10.2.3 config encryption password set

Set the configuration file password.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: confi g encryption password set [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.
P-2 string Enter a user-defined text, max. 64 characters.

10.2.4 config encryption password clear

Clear the configuration file password.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: confi g encryption password cl ear [<P-1>]

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 characters.
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10.2.5 config envm choose-active

Choose the active external non-volatile memory for copying firmware, logs, certificates etc. This does not affect
loading and saving of the configuration.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: confi g envm choose-active <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

10.2.6 config envm log-device

Choose the active external non-volatile memory for persistent log files.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: confi g envm | og- devi ce <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

10.2.7 config envm auto-update

Allow automatic firmware updates with this memory device.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: confi g envm aut o- updat e <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

no config envm auto-update
Disable the option
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: no confi g envm aut o-update <P-1>

10.2.8 config envm sshkey-auto-update

Allow automatic ssh key updates with this memory device.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: confi g envm sshkey- aut o- update <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

no config envm sshkey-auto-update
Disable the option
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: no confi g envm sshkey- aut o-update <P-1>

10.2.9 config envm config-save

Allow the configuration to be saved to this memory device.
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: confi g envm confi g- save <P-1>

Parameter Value Meaning
P-1 sd SD- Car d
usb USB Storage Device

no config envm config-save
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no confi g envm confi g- save <P-1>
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10.2.10 config envm load-priority

Configure the order of configuration load attempts from memory devices at boot time. If one load is successful,

then the device discards further attempts.
Mode: @ obal Config Mde
Privilege Level: Oper at or
Format: config envm |l oad-priority <P-1> <P-2>

Parameter Value Meaning

P-1 sd SD- Car d
usb USB Storage Device

P-2 disable Config will not be |oaded at all
first Config will be loaded first. If successful, no other config wll
second Config will be loaded if first one does not succeed.

10.2.11 config envm usb-compatibility

Changes the USB compatibility mode. The changes take effect only after saving the settings and rebooting the

device.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: confi g envm usb-conpatibility <P-1>

Parameter Value Meaning
P-1 normal Nor mal Mode
compatibility Conpatibility Mode

no config envm usb-compatibility
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no config envm usb-conpatibility <P-1>

10.2.12 config profile select

Select a configuration profile to be the active configuration.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or
Format: config profile select <P-1> <P-2>

Parameter Value Meaning
P-1 nvm You can only select nvmfor this comand.
P-2 1..20 I ndex of the profile entry.

10.2.13 config profile delete

Delete a specific configuration profile.
Mode: @ obal Config Mde
Privilege Level: Admi ni strat or

Format: config profile delete <P-1> num <P-2> profile <P-3>

num Select the index of a profile to delete.
pr of i | e: Select the name of a profile to delete.

Parameter Value Meaning
P-1 nvm non-vol atile menory
envm external non-volatile nenory device
P-2 1..20 I ndex of the profile entry.
P-3 string Enter a user-defined text, max. 32 characters.

10.2.14 config fingerprint verify nvm profile

Select the name of a profile to be verified.
Mode: G obal Confi g Mode
Privilege Level: Admi ni str at or
Format: config fingerprint verify nvmprofile <P-1> <P-2>

Parameter Value Meaning
P-1 string Filename.
P- 2 string Enter hash as 40 hexa-deci nal characters.
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10.2.15 config fingerprint verify nvm num

Select the index number of a profile to be verified.
Mode: d obal Config Mode
Privilege Level: Admi ni st r at or
Format: config fingerprint verify nvm num <P-1> <P-2>

Parameter Value Meaning
P-1 1..20 I ndex of the profile entry.
P- 2 string Enter hash as 40 hexa-deci nal characters.

10.2.16 config fingerprint verify envm profile

Select the name of a profile to be verified.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: config fingerprint verify envmprofile <P-1> <P-2>

Parameter Value Meaning
P-1 string Filename.
P- 2 string Enter hash as 40 hexa-deci nal characters.

10.2.17 config fingerprint verify envm num

Select the index number of a profile to be verified.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: config fingerprint verify envm num <P-1> <P-2>

Parameter Value Meaning
P-1 1..20 I ndex of the profile entry.
P- 2 string Enter hash as 40 hexa-deci nal characters.

10.2.18 config remote-backup operation

Enable or disable the remote backup of the configuration profile.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: confi g renot e- backup operation

no config remote-backup operation
Disable the option
Mode: d obal Config Mde
Privilege Level: Adm ni st r at or
Format: no confi g renote-backup operation

10.2.19 config remote-backup destination

Enter the destination URL for the configuration profile backup. The following wildcards are allowed: %d=date,
%t=time, %i=IP address, %m=MAC address ,%p=product name.

Mode: d obal Config Mode

Privilege Level: Admi ni st r at or

Format: confi g renote-backup destination <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, nmax. 128 characters.

10.2.20 config remote-backup username

Enter the user name to authenticate on the remote server.
Mode: d obal Confi g Mde
Privilege Level: Admi ni strat or
Format: confi g renot e- backup usernane <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.

10.2.21 config remote-backup password

Enter the password to authenticate on the remote server.
Mode: d obal Config Mde
Privilege Level: Admi ni strat or
Format: confi g renot e- backup password <P-1>
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Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

10.3 copy
Copy different kinds of items.

10.3.1 copy sysinfo system envm

Copy the system information to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy sysinfo systemenvm [fil ename <P-1>]
[fil enane] : Enter the filename (format xyz.html) to be saved in external non-volatile memory.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 32 characters.

10.3.2 copy sysinfoall system envm

Copy the system information and the event log from the device to external non-volatile memory.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy sysinfoall system envm

10.3.3 copy firmware envm

Copy a firmware image to the device from external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy firmwvare envm <P-1> system
syst em Copy a firmware image to the device from external non-volatile memory.

Parameter Value Meaning

P-1 string Filename.

10.3.4 copy firmware remote

Copy a firmware image to the device from a server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: copy firmvare renote <P-1> system [source-interface <P-2>]
syst em Copy a firmware image to the device from a file server.
[ source-interface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

10.3.5 copy config running-config nvm

Copy the running-config to non-volatile memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy config running-config nvm [profile <P-1>]
[ profil e]: Save the configuration as a specific profile name.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 32 characters.

10.3.6 copy config running-config remote

Copy the running-config to a file server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Admi ni strat or

Format: copy config running-config renote <P-1> [source-interface <P-2>]
[ sour ce-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

RM CLI Overview HiOS
Release 9.2 03/2023

77



Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
P-2 slot no./port no.

10.3.7 copy config nvm

Load a configuration from non-volatile memory to the running-config.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: copy config nvm[profile <P-1>] running-config renote <P-2> [source-
i nterface <P-3>]
[ profile]:Load a configuration from a specific profile name.
runni ng- confi g: (Re)-load a configuration from non-volatile memory to the running-config.
r enot e: Copy a configuration from non-volatile memory to a server.
[ source-interface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Filename.

P-2 string Enter a user-defined text, max. 128 characters.
P-3 slot no./port no.

10.3.8 copy config envm

Copy a configuration from external non-volatile memory to non-volatile memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni str at or

Format: copy config envm [profile <P-1>] nvm
[ profil e]: Copy a specific configuration profile from external non-volatile memory to non-volatile memory.
nvm Copy a specific profile from external non-volatile memory to non-volatile memory.

Parameter Value Meaning
P-1 string Filename.

10.3.9 copy config remote

Copy a configuration file to the device from a server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: copy config renote <P-1> nvm[profile <P-2>] [source-interface <P-3>]
runni ng-config [source-interface <P-4>]
nvm Copy a configuration file from a server to non-volatile memory.
[ profil e]: Copy a configuration from a server to a specific profile in non-volatile memory.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.
runni ng- confi g: Copy a configuration file from a server to the running-config.
[ source-i nterface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.
P-2 string Enter a user-defined text, max. 32 characters.
P-3 slot no./port no.

P-4 slot no./port no.

10.3.10 copy sfp-white-list remote

Copy the SFP WhiteList from server to the device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy sfp-white-list renpte <P-1> nvm [source-interface <P-2>]
nvm Copy the SFP WhiteList from server to the device.
[ source-i nterface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

P-2 slot no./port no.
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10.3.11 copy sfp-white-list envm

Copy the SFP WhiteList from external non-volatile memory.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy sfp-white-list envm <P-1> nvm
nvm Copy the SFP WhiteList from external non-volatile memory to the device.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 characters.
10.4 clear

Clear several items.

10.4.1 clear config

Clear the running configuration.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: cl ear config [<P-1>]

Parameter Value Meaning

P-1 keep-ip Keep the | P paraneters for managenent at clear configuration.

10.4.2 clear factory

Set the device back to the factory settings (use with care).
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: cl ear factory [erase-all]
[ erase-al | ]: Set to factory settings and also erase file systems (use with extreme care).

10.4.3 clear sfp-white-list

Clear the SFP WhiteList.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: cl ear sfp-white-1li st

10.5 show

Display device options and settings.

10.5.1 show running-config xml

Display the currently running configuration (XML file).
Mode: Conmand is in all npdes avail able.
Privilege Level: Admi ni st rat or
Format: show runni ng-confi g xm

10.5.2 show running-config script

Display the currently running configuration (CLI script).
Mode: Conmand is in all nobdes avail able.
Privilege Level: Admi ni strat or
Format: show runni ng-config script [all]

[ al ] : Display the currently running configuration (CLI script).

10.6 show

Display device options and settings.
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10.6.1 show config envm settings

Display the settings of the external non-volatile memory.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show config envm settings

10.6.2 show config envm properties

Display the properties of the external non-volatile memory.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g envm properties

10.6.3 show config envm active

Display the active external non-volatile memory.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show config envm acti ve

10.6.4 show config envm usb-compatibility

Display the USB compatibility mode. The admin mode takes effect after saving the settings and rebooting the
device.

Mode: Command is in all npbdes avail abl e.

Privilege Level: Guest

Format: show confi g envm usb-conpatibility

10.6.5 show config watchdog

Display the Auto Configuration Undo settings.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show confi g wat chdog

10.6.6 show config encryption

Display the settings for configuration encryption.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show confi g encryption

10.6.7 show config profiles

Display the configuration profiles.
Mode: Command is in all npdes avail abl e.
Privilege Level: Adm ni str at or
Format: show config profiles <P-1> [ <P-2>]

Parameter Value Meaning
P-1 nvm non-vol atile menory

envm external non-volatile nmenory device
P-2 1..20 I ndex of the profile entry.

10.6.8 show config status

Display the synchronization status of the running configuration with the non-volatile memory and the ACA.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g status

10.6.9 show config remote-backup

Display the settings and the status for remote backup of the configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Admi ni st r at or
Format: show confi g renot e- backup
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10.7 swap

Swap software images.

10.7.1 swap firmware system backup

Swap the main and backup images.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: swap firmaare system backup
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11 Dynamic ARP Inspection

11.1  ip

Set IP parameters.

11.1.1 ip arp-inspection verify src-mac

If enabled verifies the source MAC address in the ethernet packet against the sender MAC address in a ARP
request/response packet body. If disabled does not perform this additional security check.

Mode: d obal Confi g Mde

Privilege Level: Oper at or

Format: i p arp-inspection verify src-mac

no ip arp-inspection verify src-mac
Disable the option
Mode: d obal Config Mode
Privilege Level: Oper at or
Format: no i p arp-inspection verify src-mac

11.1.2 ip arp-inspection verify dst-mac

If enabled verifies the destination MAC address in the (unicast) ethernet packet against the MAC address in a ARP
response packet body. If disabled does not perform this additional security check.

Mode: d obal Config Mode

Privilege Level: Oper at or

Format: i p arp-i nspection verify dst-mac

no ip arp-inspection verify dst-mac
Disable the option
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: no i p arp-inspection verify dst-nmac

11.1.3 ip arp-inspection verify ip
If enabled validates the sender protocol address (always) and the target protocol address (response) in the ARP
packet body to be a public unicast IP address. Such addresses exclude 0.0.0.0, multicast/broadcast addresses,
reserved addresses and loopback addresses. If disabled does not perform this additional security check.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format:i p arp-inspection verify ip

no ip arp-inspection verify ip
Disable the option
Mode: d obal Confi g Mde
Privilege Level: Oper at or
Format: no i p arp-inspection verify ip

11.1.4 ip arp-inspection access-list add

This command creates a new ARP ACL (and optionally activates it).
Mode: d obal Config Mde
Privilege Level: Oper at or
Format: i p arp-i nspection access-list add <P-1> [ <P-2>]

Parameter Value Meaning
P-1 string <acl - nanme> Nane of ACL.
P-2 active Activate the option.
inactive I nactivate the option.
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11.1.5 ip arp-inspection access-list delete

This command deletes an ARP ACL (and all rules associated with it).
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p arp-inspection access-list delete <P-1>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

11.1.6 ip arp-inspection access-list mode

This command activates or deactivates an ARP ACL.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format:i p ar p-i nspecti on access-list node <P-1> <P-2>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

P-2 active Activate the option.
inactive I nactivate the option.

11.1.7 ip arp-inspection access-list rule add

This command creates a new ARP ACL rule, associated with an ACL name and a MAC/IP address. Notice that

the number of active ACL rules in an ACL is limited to 20.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: i p arp-i nspection access-list rule add <P-1> <P-2> <P-3> [ <P-4>]

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

p-2 aa:bb:cc:dd:ee:ff MAC addr ess.

P-3 A.B.C.D | P address.

P-4 active Activate the option.
inactive I nactivate the option.

11.1.8 ip arp-inspection access-list rule delete

This command deletes an ARP ACL rule, associated with a ACL name and MAC/IP address.
Mode: A obal Config Mde
Privilege Level: Oper at or
Format: i p arp-inspection access-list rule delete <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.
P-2 aa:bb:cc:dd:ee:ff MAC addr ess.

P-3 A.B.C.D | P address.

11.1.9 ip arp-inspection access-list rule mode

This command activates or deactivates a configured ARP ACL rule, associated with a ACL name and MAC/IP
address.

Mode: d obal Config Mde

Privilege Level: Oper at or

Format: i p arp-inspection access-list rule nmode <P-1> <P-2> <P-3> <P-4>

Parameter Value Meaning

P-1 string <acl - name> Nanme of ACL.

P- 2 aa:bb:cc:dd:ee:ff MAC addr ess.

P-3 A.B.C.D | P address.

P-4 active Activate the option.
inactive I nactivate the option.

11.2 clear

Clear several items.
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11.2.1 clear ip arp-inspection statistics

This command clears the Dynamic ARP Inspection (DAI) statistics on all VLANS.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear ip arp-inspection statistics

11.3 ip

IP commands.

11.3.1 ip arp-inspection mode

Enables or disables Dynamic ARP Inspection (DAI) on a VLAN.
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or
Format:i p ar p-i nspecti on node <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no ip arp-inspection mode
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no i p arp-inspection node <P-1>

11.3.2 ip arp-inspection log

Enables or disables DAI logging on a VLAN.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: i p arp-inspection | og <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no ip arp-inspection log
Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: no i p arp-inspection |og <P-1>

11.3.3 ip arp-inspection bind-check

Enables or disables the DAI binding-check on a VLAN. If enabled, an ARP frame received on an untrusted port
(in a DAl enabled VLAN) is checked. This test starts when a ARP ACL exists but the condition does not match in
the rule table and the ACL strict flag is not set or when the ARP ACL not exist.

Mode: VLAN Dat abase Mode

Privilege Level: Oper at or

Format: i p arp-inspection bind-check <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no ip arp-inspection bind-check
Disable the option
Mode: VLAN Dat abase Mdde
Privilege Level: Oper at or
Format: no i p arp-inspection bind-check <P-1>

11.3.4 ip arp-inspection access-list strict

Enables or disables the strict DAl ACL check on a VLAN. If an ARP ACL is defined for the VLAN and there is no
match for the received ARP packet, then (if this option is enabled) the packet is dropped without consulting the
DHCP Snooping bindings database.

Mode: VLAN Dat abase Mdde

Privilege Level: Oper at or

Format: i p arp-inspection access-list strict <P-1>

84 RM CLI Overview HiOS
Release 9.2 03/2023



Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

Nno ip arp-inspection access-list strict
Disable the option
Mode: VLAN Dat abase Mde
Privilege Level: Oper at or
Format: no i p arp-inspection access-list strict <P-1>

11.3.5 ip arp-inspection access-list assign

(Un) Configure the ARP ACL used to filter ARP packets on a VLAN. If the ARP ACL name is omitted, then no ACL
is assigned to this VLAN. If the ARP ACL name does not exist in the ACL table, then it depends on the DHCP
Snooping bindings database and/or it's configured usage whether an ARP packet is forwarded or dropped.

Mode: VLAN Dat abase Mode

Privilege Level: Oper at or

Format: i p arp-inspection access-list assign <P-1> [<P-2>]

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 string <acl - name> Nanme of ACL.
11.4 ip

IP interface commands.

11.4.1 ip arp-inspection trust

This command configures an interface as trusted or untrusted. Dynamic ARP Inspection (DAI) forwards valid ARP
packets on trusted interfaces without inspection. On un-trusted interfaces ARP packets will be subject to ARP
inspection.

Mode: | nt er f ace Range Mode

Privilege Level: Oper at or

Format: i p arp-i nspection trust

no ip arp-inspection trust

Disable the option
Mode: | nt erface Range Mode
Privilege Level: Oper at or
Format: no i p arp-inspection trust

11.4.2 ip arp-inspection auto-disable

Enables or disables the auto-disable feature for an interface, applicable when the ARP packet rate exceeds the
limit.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: i p arp-inspection auto-di sabl e

no ip arp-inspection auto-disable
Disable the option
Mode: I nt erf ace Range Mbde
Privilege Level: Oper at or
Format: no i p arp-inspection auto-disable

11.4.3 ip arp-inspection limit

This command configures an interface for a maximum ARP packet rate in a burst interval, or disables it. If the rate
of ARP packets exceed this limit in consecutive intervals then all further packets are dropped. If that happens and
additionally the auto-disable feature is enabled, then the port is disabled automatically.

Mode: I nt erf ace Range Mbde

Privilege Level: Oper at or

Format:i p arp-inspection linmt <P-1> [<P-2>]

Parameter Value Meaning

P-1 -1..300 Specifies the rate limt value (in packets per seconds, pps) for Dynam c ARP
I nspection (DAl) purposes. The value -1 switches rate limting off.
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Parameter Value Meaning

P-2 1..15 Specifies the burst interval value for Dynam c ARP I nspection (DAl) purposes.
Because this paranmeter is optional it |eaves unchanged if omitted.

11.5 show

Display device options and settings.

11.5.1 show ip arp-inspection global

This command displays the global Dynamic ARP Inspection (DAI) configuration.
Mode: Command is in all npbdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection gl obal

11.5.2 show ip arp-inspection statistics dropped

This command lists statistics for ARP packets dropped by Dynamic ARP Inspection (DAI).
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection statistics dropped

11.5.3 show ip arp-inspection statistics forwarded

This command lists statistics for ARP packets forwarded by Dynamic ARP Inspection (DAI).
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection statistics forwarded

11.5.4 show ip arp-inspection access-list names

This command displays a list of all existing ARP ACLs.
Mode: Command is in all npdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection access-list nanes

11.5.5 show ip arp-inspection access-list rules

This command displays all ACL rules of a dedicated ARP ACL.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection access-list rules <P-1>

Parameter Value Meaning
P-1 string <acl - name> Nanme of ACL.

11.5.6 show ip arp-inspection interfaces

This command shows the Dynamic ARP Inspection (DAI) status of all interfaces.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection interfaces

11.5.7 show ip arp-inspection vian

This command displays the VLAN based Dynamic ARP Inspection (DAI) status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i p arp-inspection vl an
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12 Debugging

12.1 debug

Different tools to assist in debugging the device.

12.1.1 debug tcpdump help

Display the help file for the tcpdump tool.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunp help

12.1.2 debug tcpdump start cpu

Start capture with default values.

Mode: Pri vi | eged Exec Mbde

Privilege Level: Oper at or

Format: debug tcpdunp start cpu [filter <P-1>] [parns <P-2>]
[filter]: Start capture with values from a filter file.
[ par nB] : Start capture with the tcpdump parameters (for details see tcpdump help).

Parameter Value Meaning
P-1 string <filename> Enter a valid fil enane.
P-2 string Enter a user-defined text, max. 255 characters.

12.1.3 debug tcpdump stop

Abort capture of network traffic.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug t cpdunmp stop

12.1.4 debug tcpdump filter show

Display a known filter file.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: debug tcpdunmp filter show <P-1>

Parameter Value Meaning

P-1 string <filename> Enter a valid fil enane.

12.1.5 debug tcpdump filter list

Display every available filter file.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunp filter 1list

12.1.6 debug tcpdump filter delete

Delete a known filter file.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunmp filter delete <P-1>

Parameter Value Meaning

P-1 string <filenanme> Enter a valid fil enane.

12.1.7 debug stppkttrace

Packet tracer for spanning tree protocol.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: debug st ppkttrace <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.
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12.2 show

Display device options and settings.

12.2.1 show debug developer-log

Show developer log
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni st r at or
Format: show debug devel oper-1og [<P-1>]

Parameter Value Meaning
P-1 0..4294967294 Enter a nunmber in the given range.

12.2.2 show debug logic-modules

List logic module information
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: show debug | ogi ¢c- nodul es

12.2.3 show debug stppkttrace

Display the mode of packet tracer for spanning tree protocol.
Mode: Pri vi | eged Exec Mode
Privilege Level: Admi ni strat or
Format: show debug st ppkttrace

12.3 copy
Copy different kinds of items.

12.3.1 copy tcpdumpcap nvm envm

Copy the capture file from non-volatile memory to external non-volatile memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy tcpdunmpcap nvm envm [ <P- 1>]

Parameter Value Meaning
P-1 string <filename> Enter a valid filenane.

12.3.2 copy tcpdumpcap nvm remote

Copy the capture file from the device to a server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy tcpdunpcap nvmrenote <P-1> [source-interface <P-2>]
[ source-interface] : Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning
P-1 string Enter a user-defined text, nmax. 128 characters.
P-2 slot no./port no.

12.3.3 copy tcpdumpfilter remote

Copy the filter file from a server to the specified destination.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy tcpdunpfilter rempte <P-1> nvm <P-2> [source-interface <P-3>]
nvm Copy the filter file from a server to non-volatile memory.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 characters.

P-2 string <filename> Enter a valid filenane.

P-3 slot no./port no.
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12.3.4 copy tcpdumpfilter envm

Copy the capture filter from external non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy tcpdunpfilter envm <P-1> nvm [ <P- 2>]

nvm Copy the capture filter from external non-volatile memory to non-volatile memory.

Parameter Value Meaning
P-1 string <filename> Enter a valid fil enane.
P-2 string <filename> Enter a valid fil enane.

12.3.5 copy tcpdumpfilter nvm

Copy the capture filter from non-volatile memory to the specified destination.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: copy tcpdumpfilter nvm<P-1> envm|[<P-2>] renote <P-3> [source-interface <P-
4>]
envm Copy the capture filter from non-volatile memory to external non-volatile memory.
r enot e: Copy the capture file from non-volatile memory to a server.
[ source-i nterface]: Specify the source-interface to be used (physical or logical). The frames will not
necessarily be sent on this interface, only the IP address of the interface will be used as source IP.

Parameter Value Meaning

P-1 string Filename.

P-2 string <filename> Enter a valid fil enane.

P-3 string Enter a user-defined text, max. 128 characters.

P-4 slot no./port no.
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13 Device Monitoring

13.1 device-status

Configure various device conditions to be monitored.

13.1.1 device-status monitor link-failure

Enable or disable monitor state of network connection(s).
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce-status nonitor link-failure

no device-status monitor link-failure
Disable the option

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: no device-status nonitor |ink-failure

13.1.2 device-status monitor temperature

Enable or disable monitoring of the device temperature.
Mode: d obal Config Mde
Privilege Level: Admi ni st r at or
Format: devi ce- status nonitor tenperature

no device-status monitor temperature
Disable the option

Mode: d obal Confi g Mde

Privilege Level: Admi ni strat or

Format: no devi ce-status nonitor tenperature

13.1.3 device-status monitor module-removal

Enable or disable monitoring the presence of modules.
Mode: d obal Con