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Safety instructions

A WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all the data transmission
devices individually.

Before you start any machine which is controlled via data transmission, be sure to complete the
configuration of all data transmission devices.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.




Safety instructions
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About this Manual

The “Configuration” user manual contains the information you need to start operating the device. It
takes you step by step from the first startup operation through to the basic settings for operation in
your environment.

The “Installation” user manual contains a device description, safety instructions, a description of the
display, and the other information that you need to install the device.

The “Graphical User Interface” reference manual contains detailed information on using the
graphical user interface to operate the individual functions of the device.

The “Command Line Interface” reference manual contains detailed information on using the
Command Line Interface to operate the individual functions of the device.

The Industrial HiVision Network Management software provides you with additional options for
smooth configuration and monitoring:

Auto-topology discovery

Browser interface

Client/server structure

Event handling

Event log

Simultaneous configuration of multiple devices

Graphical user interface with network layout

SNMP/OPC gateway
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The designations used in this manual have the following meanings:

List item
List item — second level

Parameter value

Task step
Link Cross-reference with link
Note: A note emphasizes a significant fact or draws your attention to a dependency.
Courier Representation of a CLI command or field contents in the graphical user interface

. Execution in the Graphical User Interface

Execution in the Command Line Interface



Notes on the Graphical User Interface

The prerequisite to use the Graphical User Interface of the device is a web browser with HTML5
support.

The responsive Graphical User Interface automatically adapts to the size of your screen.
Consequently, you can see more details on a large, high-resolution screen than on a small screen.
For example, on a high-resolution screen, the buttons have a label next to the icon. On a screen
with a small width, the Graphical User Interface displays only the icon.

Note:
On a conventional screen, you click to navigate. On a device with a touchscreen, on the other hand,
you tap. For simplicity, we only use "click" in our help texts.

The Graphical User Interface is divided as follows:
Banner
Menu pane
Dialog area

Banner

The banner displays the following information:

Displays and hides the menu. When the web browser window is too narrow, the Graphical User
Interface hides the menu pane. The banner displays the button instead.

Click the logo to open the website of the manufacturer of the device in a new window.

Displays the name of the dialog currently displayed in the dialog area.

Displays that the web browser cannot contact the device. The connection to the device is
interrupted.

Displays if the settings in the volatile memory (RAM) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (NvM). The banner displays the icon if you have
applied the settings, but not yet saved them in the non-volatile memory (NVM).

13
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When you click the button, the online help opens in a new window.

When you click the button, a tooltip displays the following information:
The summary of the Device status frame. See the Basic Settings > System dialog.
The summary of the Security status frame. See the Basic Settings > System dialog.

A red dot next to the icon means that at least one of the values is greater than 0.

When you click the button, a submenu opens with the following menu items:

User account name
The account name of the user that is currently logged in.

Logout button
When you click the button, this logs out the currently logged in user. Then the login dialog opens.



Menu pane

When the web browser window is too narrow, the Graphical User Interface hides the menu pane.

To display the menu pane, click the == button in the banner.

The menu pane is divided as follows:
Icons bar
Menu tree

Icons bar

The icons bar displays the following information:

Displays the version number of the currently running device software that the device loaded during
the last system startup.

Displays a text field to search for a keyword. When you enter a character or string, the menu tree
displays a menu item only for those dialogs that are related to this keyword.

The menu tree displays a menu item only for those dialogs in which at least one parameter differs

from the default setting (Diff to default). To display the complete menu tree again, click the Q
button.

Collapses the menu tree. The menu tree then displays only the menu items of the first level.

Expands the menu tree. The menu tree then displays every menu item on every level.

15
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Menu tree

The menu tree contains one item for each dialog in the Graphical User Interface. When you click a
menu item, the dialog area displays the corresponding dialog. You can change the view of the
menu tree by clicking the buttons in the icons bar at the top. Furthermore, you can change the view
of the menu tree by clicking the following buttons:

Expands the current menu item to display the menu items of the next lower level. The menu tree
displays the button next to each collapsed menu item that contains menu items on the next lower
level.

Collapses the menu item to hide the menu items of the lower levels. The menu tree displays the
button next to each expanded menu item.



Dialog area

The dialog area displays the dialog that you select in the menu tree, including its controls. Here,
you can monitor and change the settings of the device depending on your access role.

Below you find useful information on how to use the dialogs.
Control elements
Modification mark
Standard buttons
Saving the settings
Updating the display
Working with tables

Control elements

The dialogs contain different control elements. These control elements are read-only or editable,
depending on the parameter and your access role as a user.

The control elements have the following visual properties:

Input fields

An editable input field has a line at the bottom.

A read-only input field has no special visual properties.
Checkboxes

An editable checkbox has a bright color.

A read-only checkbox has a grey color.
Radio buttons

An editable radio button has a bright color.

A read-only radio button has a grey color.

Modification mark
When you modify a value, the corresponding field or table cell displays a red triangle in its top-left

corner. The red triangle indicates that you have not yet applied this modification. The modified
settings are not yet effective.

Standard buttons

Here you find the description of the standard buttons. The special dialog-specific buttons are
described in the corresponding dialog help text.

Applies the settings you modified to the device.

Information on how the device retains the modified settings even after a reboot you find in section
“Saving the settings” on page 18.

17
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Undoes the unsaved changes in the current dialog. Resets the values in the fields to the settings
applied to the device.

Saving the settings

When applying settings, the device temporarily stores the modified settings. To do this, perform the
following step:

Click the / button.

Note:

Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function in the
Basic Settings > Load/Save dialog, before changing any settings. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, then the device loads the configuration profile saved in the non-volatile memory (NVM) after the
specified time. Afterwards, the device can be accessed again.

To keep the modified settings even after restarting the device, perform the following steps:
Open the Basic Settings > Load/Save dialog.
In the table, mark the checkbox far left in the table row of the desired configuration profile.

When the checkbox in the Selected column is unmarked, click the = button and then the
Select item.

Click the a button to save your current changes.

Updating the display

If a dialog remains open for a longer time, then the values in the device have possibly changed in
the meantime.

To update the display in the dialog, click the G button. Unsaved information in the dialog is
lost.

Working with tables

The dialogs display numerous settings in table form. You have the option of customizing the
appearance of the tables to fit your needs.

You can find useful information on how to use the tables in the following sections:
Filtering table rows
Sorting table rows
Selecting multiple table rows
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Filtering table rows

The filter lets you reduce the number of displayed table rows.

Displays a second table row in the table header containing a text field for every column. When you
enter a string in a field, the table displays only the table rows that contain this string in the
corresponding column.

Sorting table rows

You can change the order of the table rows. When you click the table header, an icon displays the
sorting status.

Displays that the table rows are sorted by a criterion other than the values in this column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Displays that the table rows are sorted in descending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in ascending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Displays that the table rows are sorted in ascending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Selecting multiple table rows

You have the option of selecting multiple table rows at once and then apply an action to the selected
table rows.

To select individual table rows, mark the leftmost checkbox in the desired table row.

To select every table row, mark the leftmost checkbox in the table header.

19
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Once you have selected multiple table rows, you can apply an action to each of these table rows
at the same time, for example:

Entering or changing the values in one table column

Removing multiple table rows



1 Basic Settings

1.1

The menu contains the following dialogs:
System
Network
Software
Load/Save
External Memory
Port
Power over Ethernet
Restart

System

This dialog displays information about the operating status of the device.

Device status

Displays the device status and the alarms that currently exist. When at least one alarm is present,
the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Device
Status dialog. If a monitored parameter differs from the desired status, then the device triggers an
alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Device Status dialog, the Status tab displays an overview of the
alarms.

Note:

If you connect only one power supply unit to a device that supports 2 redundant power supply units,
then the device triggers an alarm. To avoid this alarm, deactivate the monitoring of the missing
power supply units in the Diagnostics > Status Configuration > Device Status dialog.

21
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Security status

Displays the security status and the alarms that currently exist. When at least one alarm is present,
the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration >
Security Status dialog. If a monitored parameter differs from the desired status, then the device
triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Security Status dialog, the Status tab displays an overview of the
alarms.

Signal contact status

The device can contain several signal contacts.

Displays the signal contact status and the alarms that currently exist. When at least one alarm is
present, the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Signal
Contact > Signal Contact 1/Diagnostics > Status Configuration > Signal Contact > Signal Contact 2 dialog. If
a monitored parameter differs from the desired status, then the device triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Signal Contact > Signal Contact 1/Diagnostics > Status Configuration >
Signal Contact > Signal Contact 2 dialog, the Status tab displays an overview of the alarms.

System data

The fields in this frame display operating data and information on the location of the device.

Specifies the name by which the device is known in the network.

Possible values:

Alphanumeric ASCII character string with 0..255 characters
The device accepts the following characters:

0..9

a..z

A..Z

T#$%&" () *+,-./1;<=>2@[\\]"_" {}~
<device type name>-<MAC address> (default setting)



When generating an digital certificate, the application generating the certificate uses the specified
value as the domain name and common name.

The following functions use the specified value as a hostname or Fully Qualified Domain Name
(FQDN). For compatibility reasons, it is recommended to use only lowercase letters, as some
systems differentiate uppercase from lowercase in the FQDN. Verify that this name is unique in the
entire network.

DHCP client
Syslog
IEC61850-MMS
PROFINET

Note:
Specify a device name that is compatible with PROFINET: max. 240 characters, not starting with a
number. The participants in the network read the device name using SNMP and PROFINET DCP.

Specifies the current or planned location.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the contact person for this device.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Displays the product name of the device.

Displays the status of the power supply unit at the respective voltage supply connector.

Possible values:
present
defective
not installed
unknown
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Displays the time that has elapsed since the device was last restarted.

Possible values:
Time in the format day(s), ...h ...m ...s

Displays the current temperature in the device in °C.

You activate the monitoring of the temperature threshold values in the Diagnostics > Status
Configuration > Device Status dialog.

Specifies the upper temperature threshold value in °C.

Possible values:

-99..99 (integer)
If the temperature in the device exceeds the specified value, then the device displays an alarm.

Specifies the lower temperature threshold value in °C.

Possible values:

-99..99 (integer)
If the temperature in the device falls below the specified value, then the device displays an
alarm.

LED status

For further information about the device status LEDs, see the “Installation” user manual.

There is currently no device status alarm. The device status is OK.

There is currently at least one device status alarm. For details, see the Device status frame.



Device that supports 2 redundant power supply units: Only one supply voltage is active.

@
Device that supports one power supply unit: The supply voltage is active.

Device that supports 2 redundant power supply units: Both supply voltages are active.

Redundancy Manager
MRP ring manager
DLR supervisor

@
The device does not operate as a Redundancy Manager.

The device operates as a Redundancy Manager. The redundancy function of the device uses the
alternative connection. There is no longer a redundancy reserve.

The device operates as a Redundancy Manager. The redundancy function of the device is enabled
but does not need the alternative connection at the moment. The redundancy reserve exists.

No external memory is connected.

The external memory is connected but not ready for operation.

@
The external memory is connected and ready for operation.
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Port status

This frame displays a simplified view of the ports at the time of the last display update. You identify
the port status from the indicator.

In the initial view, the frame only displays ports with an active link. When you click the |_I|_E| button,

the frame displays every port.
The port speed is displayed next to the port number.
When you hover the mouse pointer over or tap the appropriate port icon, a tooltip displays
detailed port state information.

Port with an active link.

Port with an inactive link.

Port on which the device detected an unsupported SFP transceiver or an unsupported data rate.

Port in a Blocking state due to a redundancy function.

Network

The menu contains the following dialogs:
Global
IPv4
IPv6



1.2.1

Global

This dialog lets you specify the VLAN and HiDiscovery settings required for the access to the device
management through the network.

Management interface

This frame lets you specify the VLAN in which the device management can be accessed.

Displays the MAC address of the device. The device management is accessible through the
network using the MAC address.

Enables/disables the MAC address conflict detection function.

Possible values:

marked
The MAC address conflict detection function is enabled.
The device verifies that its MAC address is unique in the network.

unmarked (default setting)
The MAC address conflict detection function is disabled.

HiDiscovery protocol v1/v2
This frame lets you specify settings for the access to the device using the HiDiscovery protocol.

On a PC, the HiDiscovery software displays the Hirschmann devices that can be accessed in the
network on which the HiDiscovery function is enabled. You can access these devices even if they
have invalid or no IP parameters assigned. The HiDiscovery software lets you assign or change the
IP parameters in the device.

Note:

With the HiDiscovery software you access the device only through ports that are members of the
same VLAN as the device management. You specify which VLAN a certain port is assigned to in
the Switching > VLAN > Configuration dialog.

Enables/disables the HiDiscovery function in the device.

Possible values:

On (default setting)
The HiDiscovery function is enabled.
You can use the HiDiscovery software to access the device from your PC.

off

The HiDiscovery function is disabled.
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Enables/disables the write access to the device using for the HiDiscovery function.

Possible values:

readirite (default setting)
The HiDiscovery function has write access to the device. The device lets you change the IP
parameters in the device using the HiDiscovery function.

readOnly
The HiDiscovery function has read-only access to the device. The device lets you view the IP
parameters in the device using the HiDiscovery function.

Recommendation: Change the setting to the value readOnly only after putting the device into
operation.

Activates/deactivates the flashing of the port LEDs as does the function of the same name in the
HiDiscovery software. The function lets you identify the device in the field.

Possible values:

marked
The flashing of the port LEDs is active.
The port LEDs flash until you disable the function again.

unmarked (default setting)
The flashing of the port LEDs is inactive.

Activates/deactivates the HiDiscovery relay function. This function lets the HiDiscovery software to
find and display devices located in other subnets.

Possible values:

marked (default setting)

The HiDiscovery relay function is active.

The device forwards the HiDiscovery request packets sent from the device management into
directly connected subnets. The device also responds to requests with its IP parameters.

unmarked

The HiDiscovery relay function is inactive.

The HiDiscovery software finds only the devices located in the same subnet as the device
management.



1.2.2

IPv4

This dialog allows you to specify the IPv4 settings required for the access to the device
management through the network.

Configuration

Specifies the source from which the device management receives its IP parameters.

Possible values:

Local
The device uses the IP parameters from the internal memory. You specify the settings for this
in the IP parameter frame.

BOOTP
The device receives its IP parameters from a BOOTP or DHCP server.
The server evaluates the MAC address of the device, then assigns the IP parameters.

DHCP (default setting)

The device receives its IP parameters from a DHCP server.

The server evaluates the MAC address, the DHCP name, or other parameters of the device,
then assigns the IP parameters.

When the server also provides the addresses of DNS servers, the device displays these
addresses in the Advanced > DNS > Client > Current dialog.

Note:
If there is no response from the BOOTP or DHCP server, then the device sets the IP address to
0.0.0.0 and makes another attempt to obtain a valid IP address.

Management interface

Specifies the VLAN in which the device management is accessible through the network. The device
management is accessible through ports that are members of this VLAN.

Possible values:

1..4042 (default setting: 1)
The prerequisite is that in the Switching > VLAN > Configuration dialog the VLAN is already set up.
Assign a VLAN that is not assigned to any router interface.
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When you click the +/ button after changing the value, the Information window opens. Select the

port, over which you connect to the device in the future. After clicking the Ok button, the new device
management VLAN settings are assigned to the port.

After that the port is a member of the VLAN and transmits the data packets without a VLAN tag
(untagged). See the Switching > VLAN > Configuration dialog.

The device assigns the port VLAN ID of the device management VLAN to the port. See the
Switching > VLAN > Port dialog.

After a short time the device is reachable over the new port in the new device management VLAN.

IP parameter

This frame lets you assign the IP parameters manually. If you have selected the Local radio button
in the Management interface frame, IP address assignment option list, then these fields can be edited.

Specifies the IP address under which the device management can be accessed through the
network.

Possible values:
Valid IPv4 address

Verify that the IP subnet of the device management does not overlap with any subnet connected to
another interface of the device:

router interface
loopback interface



Specifies the netmask.

Possible values:
Valid IPv4 netmask

Specifies the IP address of a router through which the device accesses other devices outside of its
own network.

Possible values:
Valid IPv4 address

If the device does not use the specified gateway, then verify that another default gateway is
specified. The setting in the following dialog has precedence:

Routing > Routing Table dialog, Next hop IP address column, if the value in the Network address
column and in the Netmask column is ©.0.0.0

BOOTP/DHCP

Displays the DHCP client ID that the device sends to the BOOTP or DHCP server. If the server is
set up accordingly, then the server reserves an IP address for this DHCP client ID. Therefore, the
device receives the same IP from the server every time it requests it.

The DHCP client ID that the device sends is the device name specified in the System name field in
the Basic Settings > System dialog.

Displays the remaining time in seconds before the IP address, assigned to the device management
by the DHCP server, expires.

To update the display, click the C button.
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Enables/disables the DHCP option 66/67/4/42 function in the device.

Possible values:

On (default setting)
The DHCP option 66/67/4/42 function is enabled.
The device loads the configuration profile and receives the time server information using the
following DHCP options:
Option 66: TFTP server name
Option 67: Boot file name
The device automatically loads the configuration profile from the DHCP server into the
volatile memory (RAM) using the Trivial File Transfer Protocol (TFTP). The device uses the
settings of the imported configuration profile in the running-config.
Option 4: Time Server
Option 42: Network Time Protocol Servers
The device receives the time server information from the DHCP server.
off
The DHCP option 66/67/4/42 function is disabled.
The device does not load a configuration profile using DHCP Options 66/67.
The device does not receive time server information using DHCP Options 4/42.



1.2.3

IPv6

This dialog allows you to specify the IPv6 settings required for the access to the device
management through the network.

Operation

Enables/disables the IPv6 protocol in the device.

You can operate IPv4 and IPv6 simultaneously in the device. This is possible with the use of the
Dual IP Layer technique, also referred to as Dual Stack.

Possible values:

On (default setting)

IPV6 is enabled.

off

IPV6 is disabled.

If you want the device to operate only using IPv4, then disable IPv6 in the device.

Configuration

Specifies the source from which the device management receives its IPv6 parameters.

Possible values:

None

The device receives its IPv6 parameters manually.

You can manually specify a maximum number of 4 IPv6 addresses. You cannot specify
loopback, link-local, and Multicast addresses as static IPv6 addresses.

Auto (default setting)

The device receives its IPv6 parameters dynamically. The device receives a maximum of 2 IPv6
addresses.

An example here is the Router Advertisement Daemon (radvd). The radvd uses Router
Solicitation and Router Advertisement messages to automatically set up an IPv6 address. The
Router Solicitation and Router Advertisement messages are described in RFC 4861.

DHCPv6
The device receives its IPv6 parameters from a DHCPvV6 server.

ALl
If the All radio button is selected, then the device receives its IPv6 parameters using every
alternative for both dynamic and manual assignments.
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Management interface

Specifies the VLAN in which the device management is accessible through the network. The device
management is accessible through ports that are members of this VLAN.

Possible values:

1..4042 (default setting: 1)
The prerequisite is that in the Switching > VLAN > Configuration dialog the VLAN is already set up.
Assign a VLAN that is not assigned to any router interface.

When you click the +/ button after changing the value, the Information window opens. Select the

port, over which you connect to the device in the future. After clicking the Ok button, the new device
management VLAN settings are assigned to the port.

After that the port is a member of the VLAN and transmits the data packets without a VLAN tag
(untagged). See the Switching > VLAN > Configuration dialog.

The device assigns the port VLAN ID of the device management VLAN to the port. See the
Switching > VLAN > Port dialog.

After a short time the device is reachable over the new port in the new device management VLAN.

DHCP

Displays the DHCPV6 client ID that the device sends to the DHCPV6 server. If the server is set up
accordingly, then the client device receives an IPv6 address for this DHCPv6 client ID.

The IPv6 address received from the DHCPv6 server has the PrefixLength value 128. According to
RFC 8415, a DHCPVG6 server cannot currently be used to supply Gateway address or PrefixLength
information.

The device can receive only one IPv6 address from the DHCPV6 server.

IP parameter

Specifies the IPv6 address of a router through which the device accesses other devices outside its
own network.

Possible values:
Valid IPv6 address (except loopback and Multicast addresses)

Note:

If the Auto radio button is selected and you use a Router Advertisement Daemon (radvd), then the
device automatically receives a link-local type Gateway address with a higher metric than the
manually set Gateway address.



Duplicate Address Detection
In this field you can specify the number of consecutive Neighbor Solicitation messages that the

device sends for the Duplicate Address Detection function. This function is used to determine the
uniqueness of an IPv6 unicast address on the interface.

Specifies the number of Neighbor Solicitation messages that the device sends for the Duplicate
Address Detection function.

Possible values:

0
The function is disabled.

1..5 (default setting: 1)

If the Duplicate Address Detection function discovers that an IPv6 address is not unique on a link, then
the device does not log this event in the log file (System Log).

Table
This table displays a list of the IPv6 addresses set up for the device management.

For information on how to customize the appearance of the table, see “\Working with tables” on
page 18.

Displays the prefix of the IPv6 address in a compressed format. The prefix shows the leftmost bits
of an IPv6 address, also known as the network part of the address.

Displays the prefix length of the IPv6 address.

Unlike an IPv4 address, an IPv6 address does not use a subnet mask to identify the subnet part of
the address. This role is performed in IPv6 by the prefix length.

Possible values:
0..128

Displays the full IPv6 address in a compressed format.

The compressed format is automatically applied to every IPv6 address, regardless of the source
from which the device management receives its IPv6 parameters.

Possible values:

Valid IPv6 address
To use an IPv6 address in a URL, use the following URL syntax: https://[<ipv6_address>].

For further information on IPv6 compression rules and address types, see the “Configuration” user
manual.
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Specifies if the EUI option function is applied to the IPv6 address.

When you mark this checkbox, the Interface ID of the IPv6 address is automatically specified. The
device uses the MAC address of its interface with the values ff and fe added between byte 3 and
byte 4 to generate a 64 bit Interface ID.

You can only select this option for IPv6 addresses that have a prefix length equal to 64.

Possible values:
marked
The EUI option function is active.

unmarked (default setting)
The EUI option function is inactive.

Specifies the way in which the device received its IPv6 parameters.

Possible values:
Autoconf
The device received the IPv6 address dynamically, when the Auto radio button is selected.
Manual
The device received the IPv6 address manually.
DHCP
The device received the IPv6 address from a DHCPV6 server.
Linklayer

The device automatically sets up a link-local type IPv6 address. The link-local address cannot
be changed.

Displays the current status of the IPv6 address.

Possible values:

active
The IPv6 address is active.

notInService
The IPv6 address is inactive.

notReady

The IPv6 address is specified, but not currently active as some configuration parameters are still
missing.

Note:

When the IPv6 address is manually specified, you can manually change between active and

notinService states. To do this, for the corresponding table row, select in the Status column the
desired status from the drop-down list.



1.3

Software

This dialog lets you update the device software and display information about the device software.
You also have the option to restore a backup of the device software that is saved in the device.

Note:
Before you update the device software, follow the version-specific notes in the Readme text file.

Version

Displays the version number and creation date of the device software stored in the flash memory.
The device loads the device software during the next system startup.

Displays the version number and creation date of the currently running device software that the
device loaded during the last system startup.

Displays the version number and creation date of the device software saved as a backup in the
flash memory. The device copied this device software into the backup memory during the last
software update or after you clicked the Restore button.

The device swaps the device software images and accordingly the values displayed in the fields
Stored version and Backup version.

During the next system startup, the device loads the device software displayed in the Stored version
field.

Displays the version number and creation date of the boot code.
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Software update

The device lets you update the device software at this place, if a suitable device software image is
available outside the device. If a suitable device software image is saved on the selected external
memory, use the table in the File system tab below.

Specifies the path and the file name of the device software image that you use to update the device
software.

The device gives you the following options for updating the device software:
Software update from the PC

Drag and drop the file into the |L area from your PC or network drive. As an alternative, click
in the area to select the file.

Software update from an FTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on an FTP server, then specify the URL in the following form:
ftp://<user>:<password>@<IP address>[:port]/<file name>

Software update from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on a TFTP server, then specify the URL in the following form:
tftp://<IP address>/<path>/<file name>

Software update from an SCP or SFTP server
If the file is on an SCP or SFTP server, then specify the URL in one of the following forms:
scp:// or sftp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>
Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Updates the device software.

To remain logged in to the device management during the software update, move the mouse
pointer occasionally. As an alternative, before you start the software update, specify a
sufficiently high value in the Device Security > Management Access > Web dialog, Web interface
session timeout [min] field.

The device transfers the previously used device software to the backup memory.

The device transfers the selected file to the flash memory, replacing the previously used device
software. During the next startup, the device boots with the device software that you have
transferred.



Activates/deactivates the option that the device allows to upload an unsigned device software. The
purpose of this setting is to enable the upload of a device software that does not have a
cryptographic signature.

Possible values:

marked

The device allows to upload an unsigned device software.

Uploading an unsigned device software can be a security risk. If you trust the originator, then
you can upload the unsigned device software.

unmarked (default setting)
The device only allows to upload a signed device software.

[File system]

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

L3

Updates the device software if a suitable device software image is saved on the external memory.
The prerequisite is that a table row is selected for which the File location column displays the value
usb.

To remain logged in to the device management during the software update, move the mouse
pointer occasionally. As an alternative, before you start the software update, specify a
sufficiently high value in the Device Security > Management Access > Web dialog, Web interface
session timeout [min] field.

The device transfers the previously used device software to the backup memory.

The device transfers the selected file to the flash memory, replacing the previously used device
software. During the next startup, the device boots with the device software that you have
transferred.

Displa