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Safety instructions

A WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all the data transmission
devices individually.

Before you start any machine which is controlled via data transmission, be sure to complete the
configuration of all data transmission devices.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.




Safety instructions
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About this Manual

The “Configuration” user manual contains the information you need to start operating the device. It
takes you step by step from the first startup operation through to the basic settings for operation in
your environment.

The “Installation” user manual contains a device description, safety instructions, a description of the
display, and the other information that you need to install the device.

The “Graphical User Interface” reference manual contains detailed information on using the
graphical user interface to operate the individual functions of the device.

The “Command Line Interface” reference manual contains detailed information on using the
Command Line Interface to operate the individual functions of the device.

The Industrial HiVision Network Management software provides you with additional options for
smooth configuration and monitoring:

Auto-topology discovery

Browser interface

Client/server structure

Event handling

Event log

Simultaneous configuration of multiple devices

Graphical user interface with network layout

SNMP/OPC gateway
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The designations used in this manual have the following meanings:

List item
List item — second level

Parameter value

Task step
Link Cross-reference with link
Note: A note emphasizes a significant fact or draws your attention to a dependency.
Courier Representation of a CLI command or field contents in the graphical user interface

. Execution in the Graphical User Interface

Execution in the Command Line Interface



Notes on the Graphical User Interface

The prerequisite to use the Graphical User Interface of the device is a web browser with HTML5
support.

The responsive Graphical User Interface automatically adapts to the size of your screen.
Consequently, you can see more details on a large, high-resolution screen than on a small screen.
For example, on a high-resolution screen, the buttons have a label next to the icon. On a screen
with a small width, the Graphical User Interface displays only the icon.

Note:
On a conventional screen, you click to navigate. On a device with a touchscreen, on the other hand,
you tap. For simplicity, we only use "click" in our help texts.

The Graphical User Interface is divided as follows:
Banner
Menu pane
Dialog area

Banner

The banner displays the following information:

Displays and hides the menu. When the web browser window is too narrow, the Graphical User
Interface hides the menu pane. The banner displays the button instead.

Click the logo to open the website of the manufacturer of the device in a new window.

Displays the name of the dialog currently displayed in the dialog area.

Displays that the web browser cannot contact the device. The connection to the device is
interrupted.

Displays if the settings in the volatile memory (RAM) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (NvM). The banner displays the icon if you have
applied the settings, but not yet saved them in the non-volatile memory (NVM).

13
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When you click the button, the online help opens in a new window.

When you click the button, a tooltip displays the following information:
The summary of the Device status frame. See the Basic Settings > System dialog.
The summary of the Security status frame. See the Basic Settings > System dialog.

A red dot next to the icon means that at least one of the values is greater than 0.

When you click the button, a submenu opens with the following menu items:

User account name
The account name of the user that is currently logged in.

Logout button
When you click the button, this logs out the currently logged in user. Then the login dialog opens.



Menu pane

When the web browser window is too narrow, the Graphical User Interface hides the menu pane.

To display the menu pane, click the == button in the banner.

The menu pane is divided as follows:
Icons bar
Menu tree

Icons bar

The icons bar displays the following information:

Displays the version number of the currently running device software that the device loaded during
the last system startup.

Displays a text field to search for a keyword. When you enter a character or string, the menu tree
displays a menu item only for those dialogs that are related to this keyword.

The menu tree displays a menu item only for those dialogs in which at least one parameter differs

from the default setting (Diff to default). To display the complete menu tree again, click the Q
button.

Collapses the menu tree. The menu tree then displays only the menu items of the first level.

Expands the menu tree. The menu tree then displays every menu item on every level.

15
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Menu tree

The menu tree contains one item for each dialog in the Graphical User Interface. When you click a
menu item, the dialog area displays the corresponding dialog. You can change the view of the
menu tree by clicking the buttons in the icons bar at the top. Furthermore, you can change the view
of the menu tree by clicking the following buttons:

Expands the current menu item to display the menu items of the next lower level. The menu tree
displays the button next to each collapsed menu item that contains menu items on the next lower
level.

Collapses the menu item to hide the menu items of the lower levels. The menu tree displays the
button next to each expanded menu item.



Dialog area

The dialog area displays the dialog that you select in the menu tree, including its controls. Here,
you can monitor and change the settings of the device depending on your access role.

Below you find useful information on how to use the dialogs.
Control elements
Modification mark
Standard buttons
Saving the settings
Updating the display
Working with tables

Control elements

The dialogs contain different control elements. These control elements are read-only or editable,
depending on the parameter and your access role as a user.

The control elements have the following visual properties:

Input fields

An editable input field has a line at the bottom.

A read-only input field has no special visual properties.
Checkboxes

An editable checkbox has a bright color.

A read-only checkbox has a grey color.
Radio buttons

An editable radio button has a bright color.

A read-only radio button has a grey color.

Modification mark
When you modify a value, the corresponding field or table cell displays a red triangle in its top-left

corner. The red triangle indicates that you have not yet applied this modification. The modified
settings are not yet effective.

Standard buttons

Here you find the description of the standard buttons. The special dialog-specific buttons are
described in the corresponding dialog help text.

Applies the settings you modified to the device.

Information on how the device retains the modified settings even after a reboot you find in section
“Saving the settings” on page 18.

17
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Undoes the unsaved changes in the current dialog. Resets the values in the fields to the settings
applied to the device.

Saving the settings

When applying settings, the device temporarily stores the modified settings. To do this, perform the
following step:

Click the / button.

Note:

Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function in the
Basic Settings > Load/Save dialog, before changing any settings. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, then the device loads the configuration profile saved in the non-volatile memory (NVM) after the
specified time. Afterwards, the device can be accessed again.

To keep the modified settings even after restarting the device, perform the following steps:
Open the Basic Settings > Load/Save dialog.
In the table, mark the checkbox far left in the table row of the desired configuration profile.

When the checkbox in the Selected column is unmarked, click the = button and then the
Select item.

Click the a button to save your current changes.

Updating the display

If a dialog remains open for a longer time, then the values in the device have possibly changed in
the meantime.

To update the display in the dialog, click the G button. Unsaved information in the dialog is
lost.

Working with tables

The dialogs display numerous settings in table form. You have the option of customizing the
appearance of the tables to fit your needs.

You can find useful information on how to use the tables in the following sections:
Filtering table rows
Sorting table rows
Selecting multiple table rows
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Filtering table rows

The filter lets you reduce the number of displayed table rows.

Displays a second table row in the table header containing a text field for every column. When you
enter a string in a field, the table displays only the table rows that contain this string in the
corresponding column.

Sorting table rows

You can change the order of the table rows. When you click the table header, an icon displays the
sorting status.

Displays that the table rows are sorted by a criterion other than the values in this column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Displays that the table rows are sorted in descending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in ascending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Displays that the table rows are sorted in ascending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Selecting multiple table rows

You have the option of selecting multiple table rows at once and then apply an action to the selected
table rows.

To select individual table rows, mark the leftmost checkbox in the desired table row.

To select every table row, mark the leftmost checkbox in the table header.

19
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Once you have selected multiple table rows, you can apply an action to each of these table rows
at the same time, for example:

Entering or changing the values in one table column

Removing multiple table rows



1 Basic Settings

1.1

The menu contains the following dialogs:
System
Network
Software
Load/Save
External Memory
Port
Restart

System

This dialog displays information about the operating status of the device.

Device status

Displays the device status and the alarms that currently exist. When at least one alarm is present,
the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Device
Status dialog. If a monitored parameter differs from the desired status, then the device triggers an
alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Device Status dialog, the Status tab displays an overview of the
alarms.

Note:

If you connect only one power supply unit to a device that supports 2 redundant power supply units,
then the device triggers an alarm. To avoid this alarm, deactivate the monitoring of the missing
power supply units in the Diagnostics > Status Configuration > Device Status dialog.

21
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Security status

Displays the security status and the alarms that currently exist. When at least one alarm is present,
the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration >
Security Status dialog. If a monitored parameter differs from the desired status, then the device
triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Security Status dialog, the Status tab displays an overview of the
alarms.

Signal contact status

The device can contain several signal contacts.

Displays the signal contact status and the alarms that currently exist. When at least one alarm is
present, the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Signal
Contact > Signal Contact 1/Diagnostics > Status Configuration > Signal Contact > Signal Contact 2 dialog. If
a monitored parameter differs from the desired status, then the device triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Signal Contact > Signal Contact 1/Diagnostics > Status Configuration >
Signal Contact > Signal Contact 2 dialog, the Status tab displays an overview of the alarms.

System data

The fields in this frame display operating data and information on the location of the device.

Specifies the name by which the device is known in the network.

Possible values:

Alphanumeric ASCII character string with 0..255 characters
The device accepts the following characters:

0..9

a..z

A..Z

T#$%&" () *+,-./1;<=>2@[\\]"_" {}~
<device type name>-<MAC address> (default setting)



When generating an digital certificate, the application generating the certificate uses the specified
value as the domain name and common name.

The following functions use the specified value as a hostname or Fully Qualified Domain Name
(FQDN). For compatibility reasons, it is recommended to use only lowercase letters, as some
systems differentiate uppercase from lowercase in the FQDN. Verify that this name is unique in the
entire network.

DHCP client
Syslog
PROFINET

Note:
Specify a device name that is compatible with PROFINET: max. 240 characters, not starting with a
number. The participants in the network read the device name using SNMP and PROFINET DCP.

Specifies the current or planned location.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the contact person for this device.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Displays the product name of the device.

Displays the status of the power supply unit at the respective voltage supply connector.

Possible values:
present
defective
not installed

unknown
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Displays the time that has elapsed since the device was last restarted.

Possible values:
Time in the format day(s), ...h ...m ...s

Displays the current temperature in the device in °C.

You activate the monitoring of the temperature threshold values in the Diagnostics > Status
Configuration > Device Status dialog.

Specifies the upper temperature threshold value in °C.

Possible values:

-99..99 (integer)
If the temperature in the device exceeds the specified value, then the device displays an alarm.

Specifies the lower temperature threshold value in °C.

Possible values:

-99..99 (integer)
If the temperature in the device falls below the specified value, then the device displays an
alarm.

Displays the current humidity in the device as a percentage.

You activate the monitoring of the humidity threshold values in the Diagnostics > Status
Configuration > Device Status dialog.

Specifies the upper humidity threshold value as a percentage.

Possible values:

0..100 (default setting: 95)
If the humidity in the device exceeds the specified value, then the device displays an alarm.

Specifies the lower humidity threshold value as a percentage.

Possible values:

0..100 (default setting: 5)
If the humidity in the device falls below the specified value, then the device displays an alarm.



LED status

For further information about the device status LEDs, see the “Installation” user manual.

@
There is currently no device status alarm. The device status is OK.

There is currently at least one device status alarm. For details, see the Device status frame.

Device that supports 2 redundant power supply units: Only one supply voltage is active.

Device that supports one power supply unit: The supply voltage is active.

Device that supports 2 redundant power supply units: Both supply voltages are active.

No external memory is connected.

The external memory is connected but not ready for operation.

@
The external memory is connected and ready for operation.

Port status

This frame displays a simplified view of the ports at the time of the last display update. You identify

the port status from the indicator.

In the initial view, the frame only displays ports with an active link. When you click the [ button,

the frame displays every port.
The port speed is displayed next to the port number.

When you hover the mouse pointer over or tap the appropriate port icon, a tooltip displays

detailed port state information.
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Port with an active link.

Port with an inactive link.

Port on which the device detected an unsupported SFP transceiver or an unsupported data rate.

Port in a Blocking state due to a redundancy function.

Network

The menu contains the following dialogs:
Global
IPv4
IPv6



1.2.1

Global

This dialog lets you specify the VLAN and HiDiscovery settings required for the access to the device
management through the network.

Management interface

This frame lets you specify the VLAN in which the device management can be accessed.

Displays the MAC address of the device. The device management is accessible through the
network using the MAC address.

Enables/disables the MAC address conflict detection function.

Possible values:

marked
The MAC address conflict detection function is enabled.
The device verifies that its MAC address is unique in the network.

unmarked (default setting)
The MAC address conflict detection function is disabled.

HiDiscovery protocol v1/v2
This frame lets you specify settings for the access to the device using the HiDiscovery protocol.

On a PC, the HiDiscovery software displays the Hirschmann devices that can be accessed in the
network on which the HiDiscovery function is enabled. You can access these devices even if they
have invalid or no IP parameters assigned. The HiDiscovery software lets you assign or change the
IP parameters in the device.

Note:

With the HiDiscovery software you access the device only through ports that are members of the
same VLAN as the device management. You specify which VLAN a certain port is assigned to in
the Switching > VLAN > Configuration dialog.

Enables/disables the HiDiscovery function in the device.

Possible values:

On (default setting)
The HiDiscovery function is enabled.
You can use the HiDiscovery software to access the device from your PC.

off

The HiDiscovery function is disabled.
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Enables/disables the write access to the device using for the HiDiscovery function.

Possible values:

readirite (default setting)
The HiDiscovery function has write access to the device. The device lets you change the IP
parameters in the device using the HiDiscovery function.

readOnly
The HiDiscovery function has read-only access to the device. The device lets you view the IP
parameters in the device using the HiDiscovery function.

Recommendation: Change the setting to the value readOnly only after putting the device into
operation.

Activates/deactivates the flashing of the port LEDs as does the function of the same name in the
HiDiscovery software. The function lets you identify the device in the field.

Possible values:

marked
The flashing of the port LEDs is active.
The port LEDs flash until you disable the function again.

unmarked (default setting)
The flashing of the port LEDs is inactive.

Activates/deactivates the HiDiscovery relay function. This function lets the HiDiscovery software to
find and display devices located in other subnets.

Possible values:

marked (default setting)

The HiDiscovery relay function is active.

The device forwards the HiDiscovery request packets sent from the device management into
directly connected subnets. The device also responds to requests with its IP parameters.

unmarked

The HiDiscovery relay function is inactive.

The HiDiscovery software finds only the devices located in the same subnet as the device
management.



1.2.2

IPv4

This dialog allows you to specify the IPv4 settings required for the access to the device
management through the network.

Configuration

Specifies the source from which the device management receives its IP parameters.

Possible values:

Local
The device uses the IP parameters from the internal memory. You specify the settings for this
in the IP parameter frame.

BOOTP
The device receives its IP parameters from a BOOTP or DHCP server.
The server evaluates the MAC address of the device, then assigns the IP parameters.

DHCP (default setting)

The device receives its IP parameters from a DHCP server.

The server evaluates the MAC address, the DHCP name, or other parameters of the device,
then assigns the IP parameters.

When the server also provides the addresses of DNS servers, the device displays these
addresses in the Advanced > DNS > Client > Current dialog.

Note:
If there is no response from the BOOTP or DHCP server, then the device sets the IP address to
0.0.0.0 and makes another attempt to obtain a valid IP address.

Management interface

Specifies the VLAN in which the device management is accessible through the network. The device
management is accessible through ports that are members of this VLAN.

Possible values:

1..4042 (default setting: 1)
The prerequisite is that in the Switching > VLAN > Configuration dialog the VLAN is already set up.
Assign a VLAN that is not assigned to any router interface.
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When you click the +/ button after changing the value, the Information window opens. Select the

port, over which you connect to the device in the future. After clicking the Ok button, the new device
management VLAN settings are assigned to the port.

After that the port is a member of the VLAN and transmits the data packets without a VLAN tag
(untagged). See the Switching > VLAN > Configuration dialog.

The device assigns the port VLAN ID of the device management VLAN to the port. See the
Switching > VLAN > Port dialog.

After a short time the device is reachable over the new port in the new device management VLAN.

IP parameter

This frame lets you assign the IP parameters manually. If you have selected the Local radio button
in the Management interface frame, IP address assignment option list, then these fields can be edited.

Specifies the IP address under which the device management can be accessed through the
network.

Possible values:
Valid IPv4 address

Verify that the IP subnet of the device management does not overlap with any subnet connected to
another interface of the device:

router interface
loopback interface



Specifies the netmask.

Possible values:
Valid IPv4 netmask

Specifies the IP address of a router through which the device accesses other devices outside of its
own network.

Possible values:
Valid IPv4 address

If the device does not use the specified gateway, then verify that another default gateway is
specified. The setting in the following dialog has precedence:

Routing > Routing Table dialog, Next hop IP address column, if the value in the Network address
column and in the Netmask column is ©.0.0.0

BOOTP/DHCP

Displays the DHCP client ID that the device sends to the BOOTP or DHCP server. If the server is
set up accordingly, then the server reserves an IP address for this DHCP client ID. Therefore, the
device receives the same IP from the server every time it requests it.

The DHCP client ID that the device sends is the device name specified in the System name field in
the Basic Settings > System dialog.

Displays the remaining time in seconds before the IP address, assigned to the device management
by the DHCP server, expires.

To update the display, click the C button.
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Enables/disables the DHCP option 66/67/4/42 function in the device.

Possible values:

On (default setting)
The DHCP option 66/67/4/42 function is enabled.
The device loads the configuration profile and receives the time server information using the
following DHCP options:
Option 66: TFTP server name
Option 67: Boot file name
The device automatically loads the configuration profile from the DHCP server into the
volatile memory (RAM) using the Trivial File Transfer Protocol (TFTP). The device uses the
settings of the imported configuration profile in the running-config.
Option 4: Time Server
Option 42: Network Time Protocol Servers
The device receives the time server information from the DHCP server.
off
The DHCP option 66/67/4/42 function is disabled.
The device does not load a configuration profile using DHCP Options 66/67.
The device does not receive time server information using DHCP Options 4/42.



1.2.3

IPv6

This dialog allows you to specify the IPv6 settings required for the access to the device
management through the network.

Operation

Enables/disables the IPv6 protocol in the device.

You can operate IPv4 and IPv6 simultaneously in the device. This is possible with the use of the
Dual IP Layer technique, also referred to as Dual Stack.

Possible values:

On (default setting)

IPV6 is enabled.

off

IPV6 is disabled.

If you want the device to operate only using IPv4, then disable IPv6 in the device.

Configuration

Specifies the source from which the device management receives its IPv6 parameters.

Possible values:

None

The device receives its IPv6 parameters manually.

You can manually specify a maximum number of 4 IPv6 addresses. You cannot specify
loopback, link-local, and Multicast addresses as static IPv6 addresses.

Auto (default setting)

The device receives its IPv6 parameters dynamically. The device receives a maximum of 2 IPv6
addresses.

An example here is the Router Advertisement Daemon (radvd). The radvd uses Router
Solicitation and Router Advertisement messages to automatically set up an IPv6 address. The
Router Solicitation and Router Advertisement messages are described in RFC 4861.

DHCPv6
The device receives its IPv6 parameters from a DHCPvV6 server.

ALl
If the All radio button is selected, then the device receives its IPv6 parameters using every
alternative for both dynamic and manual assignments.
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Management interface

Specifies the VLAN in which the device management is accessible through the network. The device
management is accessible through ports that are members of this VLAN.

Possible values:

1..4042 (default setting: 1)
The prerequisite is that in the Switching > VLAN > Configuration dialog the VLAN is already set up.
Assign a VLAN that is not assigned to any router interface.

When you click the +/ button after changing the value, the Information window opens. Select the

port, over which you connect to the device in the future. After clicking the Ok button, the new device
management VLAN settings are assigned to the port.

After that the port is a member of the VLAN and transmits the data packets without a VLAN tag
(untagged). See the Switching > VLAN > Configuration dialog.

The device assigns the port VLAN ID of the device management VLAN to the port. See the
Switching > VLAN > Port dialog.

After a short time the device is reachable over the new port in the new device management VLAN.

DHCP

Displays the DHCPV6 client ID that the device sends to the DHCPV6 server. If the server is set up
accordingly, then the client device receives an IPv6 address for this DHCPv6 client ID.

The IPv6 address received from the DHCPv6 server has the PrefixLength value 128. According to
RFC 8415, a DHCPVG6 server cannot currently be used to supply Gateway address or PrefixLength
information.

The device can receive only one IPv6 address from the DHCPV6 server.

IP parameter

Specifies the IPv6 address of a router through which the device accesses other devices outside its
own network.

Possible values:
Valid IPv6 address (except loopback and Multicast addresses)

Note:

If the Auto radio button is selected and you use a Router Advertisement Daemon (radvd), then the
device automatically receives a link-local type Gateway address with a higher metric than the
manually set Gateway address.



Duplicate Address Detection
In this field you can specify the number of consecutive Neighbor Solicitation messages that the

device sends for the Duplicate Address Detection function. This function is used to determine the
uniqueness of an IPv6 unicast address on the interface.

Specifies the number of Neighbor Solicitation messages that the device sends for the Duplicate
Address Detection function.

Possible values:

0
The function is disabled.

1..5 (default setting: 1)

If the Duplicate Address Detection function discovers that an IPv6 address is not unique on a link, then
the device does not log this event in the log file (System Log).

Table
This table displays a list of the IPv6 addresses set up for the device management.

For information on how to customize the appearance of the table, see “\Working with tables” on
page 18.

Displays the prefix of the IPv6 address in a compressed format. The prefix shows the leftmost bits
of an IPv6 address, also known as the network part of the address.

Displays the prefix length of the IPv6 address.

Unlike an IPv4 address, an IPv6 address does not use a subnet mask to identify the subnet part of
the address. This role is performed in IPv6 by the prefix length.

Possible values:
0..128

Displays the full IPv6 address in a compressed format.

The compressed format is automatically applied to every IPv6 address, regardless of the source
from which the device management receives its IPv6 parameters.

Possible values:

Valid IPv6 address
To use an IPv6 address in a URL, use the following URL syntax: https://[<ipv6_address>].

For further information on IPv6 compression rules and address types, see the “Configuration” user
manual.
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Specifies if the EUI option function is applied to the IPv6 address.

When you mark this checkbox, the Interface ID of the IPv6 address is automatically specified. The
device uses the MAC address of its interface with the values ff and fe added between byte 3 and
byte 4 to generate a 64 bit Interface ID.

You can only select this option for IPv6 addresses that have a prefix length equal to 64.

Possible values:
marked
The EUI option function is active.

unmarked (default setting)
The EUI option function is inactive.

Specifies the way in which the device received its IPv6 parameters.

Possible values:
Autoconf
The device received the IPv6 address dynamically, when the Auto radio button is selected.
Manual
The device received the IPv6 address manually.
DHCP
The device received the IPv6 address from a DHCPV6 server.
Linklayer

The device automatically sets up a link-local type IPv6 address. The link-local address cannot
be changed.

Displays the current status of the IPv6 address.

Possible values:

active
The IPv6 address is active.

notInService
The IPv6 address is inactive.

notReady

The IPv6 address is specified, but not currently active as some configuration parameters are still
missing.

Note:

When the IPv6 address is manually specified, you can manually change between active and

notinService states. To do this, for the corresponding table row, select in the Status column the
desired status from the drop-down list.



1.3

Software

This dialog lets you update the device software and display information about the device software.
You also have the option to restore a backup of the device software that is saved in the device.

Note:
Before you update the device software, follow the version-specific notes in the Readme text file.

Version

Displays the version number and creation date of the device software stored in the flash memory.
The device loads the device software during the next system startup.

Displays the version number and creation date of the currently running device software that the
device loaded during the last system startup.

Displays the version number and creation date of the device software saved as a backup in the
flash memory. The device copied this device software into the backup memory during the last
software update or after you clicked the Restore button.

The device swaps the device software images and accordingly the values displayed in the fields
Stored version and Backup version.

During the next system startup, the device loads the device software displayed in the Stored version
field.

Displays the version number and creation date of the boot code.

37



38

Software update

The device lets you update the device software at this place, if a suitable device software image is
available outside the device. If a suitable device software image is saved on the selected external
memory, use the table in the File system tab below.

Specifies the path and the file name of the device software image that you use to update the device
software.

The device gives you the following options for updating the device software:
Software update from the PC

Drag and drop the file into the |L area from your PC or network drive. As an alternative, click
in the area to select the file.

Software update from an FTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on an FTP server, then specify the URL in the following form:
ftp://<user>:<password>@<IP address>[:port]/<file name>

Software update from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on a TFTP server, then specify the URL in the following form:
tftp://<IP address>/<path>/<file name>

Software update from an SCP or SFTP server
If the file is on an SCP or SFTP server, then specify the URL in one of the following forms:
scp:// or sftp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>
Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Updates the device software.

To remain logged in to the device management during the software update, move the mouse
pointer occasionally. As an alternative, before you start the software update, specify a
sufficiently high value in the Device Security > Management Access > Web dialog, Web interface
session timeout [min] field.

The device transfers the previously used device software to the backup memory.

The device transfers the selected file to the flash memory, replacing the previously used device
software. During the next startup, the device boots with the device software that you have
transferred.



Activates/deactivates the option that the device allows to upload an unsigned device software. The
purpose of this setting is to enable the upload of a device software that does not have a
cryptographic signature.

Possible values:

marked

The device allows to upload an unsigned device software.

Uploading an unsigned device software can be a security risk. If you trust the originator, then
you can upload the unsigned device software.

unmarked (default setting)
The device only allows to upload a signed device software.

Activates a mode in which the device only boots with a device software image that has a valid
cryptographic signature.

Possible values:

marked
During system startup, the device only boots with a device software image that has a valid
cryptographic signature.
Once activated, you cannot deactivate the mode:
The checkbox is permanently grayed out.
You cannot downgrade to a software version earlier than 10.3.00.
The Allow upload of unsigned device software checkbox is permanently hidden.

unmarked (default setting)

During system startup, the device boots with any device software image, whether the device
software image is cryptographically signed or not. However, in case of a cryptographically
signed device software image, its signature has to be valid.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

LS

Updates the device software if a suitable device software image is saved on the external memory.
The prerequisite is that a table row is selected for which the File location column displays the value
sd-card.

To remain logged in to the device management during the software update, move the mouse
pointer occasionally. As an alternative, before you start the software update, specify a
sufficiently high value in the Device Security > Management Access > Web dialog, Web interface
session timeout [min] field.

The device transfers the previously used device software to the backup memory.

The device transfers the selected file to the flash memory, replacing the previously used device
software. During the next startup, the device boots with the device software that you have
transferred.

Displays the storage location of the device software.

Possible values:

ram
Volatile memory of the device

flash
Non-volatile memory (NVM) of the device

sd-card
External SD memory (ACA31)

Displays the index of the device software.

The index number of the device software in the flash memory has the following meaning:

1
During the next system startup, the device loads this device software.

2
The device copied this device software into the backup area during the last software update.

Displays the device-internal file name of the device software.

Displays the version number and creation date of the device software.
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Load/Save

This dialog lets you save the device settings permanently in a configuration profile.

The device can hold several configuration profiles. When you activate an alternative configuration
profile, you change to other device settings. You have the option of exporting the configuration
profiles to your PC or to a server. You also have the option of importing the configuration profiles
from your PC or from a server to the device.

In the default setting, the device saves the configuration profiles unencrypted. If you enter a
password in the Configuration encryption frame, then the device saves both the current and the future
configuration profiles in an encrypted format.

Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function before
changing any settings. If the connection is lost, then the device loads the configuration profile saved
in the non-volatile memory (NVM) after the specified time.

Note:

Upgrading from Classic to HiIOS? Convert your device configuration files using our online tool:
https://convert.hirschmann.com

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

aD
X

Removes the configuration profile selected in the table from the non-volatile memory (NVM) or from
the external memory.

If the configuration profile is designated as "Selected", then the device helps prevent you from
removing the configuration profile.

Saves the temporarily applied settings in the configuration profile designated as “Selected” in the
non-volatile memory (NV#).

When in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving
column is marked, then the device saves a copy of the configuration profile in the external memory.

Displays a context menu with further functions for the corresponding dialog.
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Opens the Save as.. window to copy the configuration profile selected in the table and saves it with
a user-specified name in the non-volatile memory (NVM).

In the Profile name field, enter the name under which you want to save the configuration profile
(maximum 32 characters).

To save the configuration profile under a new name, click the =+ button.

To overwrite an existing configuration profile, select the corresponding item from the drop-
down list.

If in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving column
is marked, then the device designates the configuration profile of the same name in the external
memory as “Selected”.

Note:

Before adding additional configuration profiles, decide for or against permanently activated
configuration encryption in the device. Save additional configuration profiles either unencrypted or
encrypted with the same password.

Loads the settings of the configuration profile selected in the table to the volatile memory (RAM).

The device terminates the connection to the Graphical User Interface. To access the device
management again, perform the following steps:

Reload the Graphical User Interface.

Log in again.
The device immediately uses the settings of the configuration profile on the fly.

Enable the Undo configuration modifications function before you activate another configuration profile.
If the connection is lost afterwards, then the device loads the last configuration profile designated
as “Selected” from the non-volatile memory (NvM). The device can then be accessed again.

If the configuration encryption is inactive, then the device loads an unencrypted configuration
profile. If the configuration encryption is active and the password matches the password stored in
the device, then the device loads an encrypted configuration profile.

When you activate an older configuration profile, the device takes over the settings of the functions
contained in this software version. The device sets the values of new functions to their default
value.

Designates the configuration profile selected in the table as “Selected”. In the Selected column, the
checkbox is then marked.

When applying the Undo configuration modifications function or during the system startup, the device
loads the settings of this configuration profile to the volatile memory (RAM).

If the configuration encryption in the device is disabled, then designate an unencrypted
configuration profile only as “Selected”.

If the configuration encryption in the device is enabled and the password of the configuration
profile matches the password saved in the device, then designate an encrypted configuration
profile only as “Selected”.



Otherwise, the device is unable to load and encrypt the settings in the configuration profile the next
time it restarts. For this case you specify in the Diagnostics > System > Selftest dialog if the device
starts with the factory settings or terminates the restart and stops.

Note:
You only mark the configuration profiles saved in the non-volatile memory (NVM).

If in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving column
is marked, then the device designates the configuration profile of the same name in the external
memory as “Selected”.

Opens the Import... window to import a configuration profile.

The prerequisite is that you have exported the configuration profile using the Export... button or
using the link in the Profile name column.

From the Select source drop-down list, select from where the device imports the configuration
profile.
PC/URL
The device imports the configuration profile from the local PC or from a remote server.
External memory
The device imports the configuration profile from the external memory.

When PC/URL is selected above, in the Import profile from PC/URL frame you specify the
configuration profile file to be imported.
Import from the PC

If the file is on your PC or on a network drive, then drag and drop the file into the IL area.

As an alternative, click in the area to select the file.

Import from an FTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on an FTP server, then specify the URL in the following form:
ftp://<user>:<password>@<IP address>[:port]/<file name>

Import from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on a TFTP server, then specify the URL in the following form:

tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server

If the file is on an SCP or SFTP server, then specify the URL in one of the following forms:
scp:// or sftp://<IP address>/<path>/<file name>

Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.

scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.
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When External memory is selected above, in the Import profile from external memory frame you
specify the configuration profile file to be imported.
From the Profile name drop-down list, select the name of the configuration profile to be imported.
In the Destination frame you specify where the device saves the imported configuration profile.
In the Profile name field you specify the name under which the device saves the configuration
profile.
In the Storage field you specify the storage location for the configuration profile. The prerequisite
is that from the Select source drop-down list the PC/URL item is selected.
RAM
The device saves the configuration profile in the volatile memory (RAM) of the device. This
replaces the running-config, the device uses the settings of the imported configuration
profile immediately. The device terminates the connection to the Graphical User Interface.
Reload the Graphical User Interface. Log in again.
NVM
The device saves the configuration profile in the non-volatile memory (NVM) of the device.

When you import a configuration profile, the device takes over the settings as follows:
If the configuration profile was exported on the same device or on an identically equipped device
of the same type, then:
The device takes over the settings completely.
If the configuration profile was exported on an other device, then:
The device takes over the settings which it can interpret based on its hardware equipment and

software level.
The remaining settings the device takes over from its running-config configuration profile.

Regarding configuration profile encryption, also read the help text of the Configuration encryption
frame. The device imports a configuration profile under the following conditions:
The configuration encryption of the device is inactive. The configuration profile is unencrypted.

The configuration encryption of the device is active. The configuration profile is encrypted with
the same password that the device currently uses.

Exports the configuration profile selected in the table and saves it as an XML file on a remote
server.

To save the file on your PC, click the link in the Profile name column to select the storage location
and specify the file name.

The device gives you the following options for exporting a configuration profile:

Export to an FTP server

Do not use this setting if you transmit data over untrusted networks.

To save the file on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>[:port]/<file name>



Export to a TFTP server

Do not use this setting if you transmit data over untrusted networks.

To save the file on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Export to an SCP or SFTP server
To save the file on an SCP or SFTP server, specify the URL for the file in one of the following
forms:
scp:// or sttp://<IP address>/<path>/<file name>
Click the Ok button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>
Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Saves the running config configuration profile as a script file on the local PC. This lets you backup
your current device settings or to use them on various devices.

Imports a script file which modifies the current running config configuration profile.

The device gives you the following options to import a script file:
Import from the PC

If the file is on your PC or on a network drive, then drag and drop the file into the Ill area. As
an alternative, click in the area to select the file.

Import from an FTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on an FTP server, then specify the URL in the following form:
ftp://<user>:<password>@<IP address>[:port]/<file name>

Import from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

If the file is on a TFTP server, then specify the URL in the following form:

tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server

If the file is on an SCP or SFTP server, then specify the URL in one of the following forms:
scp:// or sftp://<IP address>/<path>/<file name>

Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Resets the device settings to the default values.

The device deletes the saved configuration profiles from the volatile memory (RAM) and from the
non-volatile memory (NVM).

The device deletes the digital certificate used by the web server in the device.
The device deletes the RSA key (Host Key) used by the SSH server in the device.
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When an external memory is connected, the device deletes the configuration profiles saved in
the external memory.

After a short time, the device reboots and then uses the default settings.

Deletes the current operating (running config) settings from the volatile memory (RAM).

Displays the storage location of the configuration profile.

Possible values:

RAM  (volatile memory of the device)
In the volatile memory, the device stores the settings for the current operation.

NVM  (non-volatile memory of the device)
When applying the Undo configuration modifications function or during the system startup, the
device loads the “Selected” configuration profile from the non-volatile memory.
The non-volatile memory provides space for multiple configuration profiles, depending on the
number of settings saved in the configuration profile. The device manages a maximum of
20 configuration profiles in the non-volatile memory.
You can load a configuration profile into the volatile memory (RAM). To do this, perform the
following steps:

Select the table row of the configuration profile.

Click the = button and then the Activate item.

ENVM  (external memory)

In the external memory, the device saves a backup copy of the “Selected” configuration profile.
The prerequisite is that in the Basic Settings > External Memory dialog the Backup config when saving
checkbox is marked.

Displays the name of the configuration profile.

Possible values:

running-config
Name of the configuration profile in the volatile memory (RAM).

config
Name of the factory setting configuration profile in the non-volatile memory (NVM).

User-defined name
The device lets you save a configuration profile with a user-specified name. To do this, select

the table row of an existing configuration profile in the table, click the == button and then the
Save as.. item.

To export the configuration profile as an XML file on your PC, click the link. Then you select the
storage location and specify the file name.

To save the file on a remote server, click the = button and then the Export... item.

Displays the Universal Time Coordinated (UTC) time a user last saved the configuration profile.



Displays if the configuration profile is designated as “Selected”.

The device lets you designate another configuration profile as “Selected”. To do this, select the

desired configuration profile in the table, click the == button and then the Activate item.

Possible values:
marked
The configuration profile is designated as “Selected”.
When applying the Undo configuration modifications function or during the system startup, the
device loads the configuration profile into the volatile memory (RAM).
When you click the a button, the device saves the temporarily applied settings in this
configuration profile.

unmarked
Another configuration profile is designated as “Selected”.

Displays if the configuration profile is encrypted.

Possible values:

marked
The configuration profile is encrypted.

unmarked
The configuration profile is unencrypted.

You activate/deactivate the encryption of the configuration profile in the Configuration encryption
frame.

Displays if the password of the encrypted configuration profile matches the password stored in the
device.

Possible values:

marked
The passwords match. The device is able to unencrypt the configuration profile.

unmarked
The passwords are different. The device is unable to unencrypt the configuration profile.

Note:
The device applies script files additionally to the current settings. Verify that the script file does not
contain any parts that conflict with the current settings.

Displays the version number of the device software that the device ran while saving the
configuration profile.
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Displays the checksum saved in the configuration profile.

When saving the settings, the device calculates the checksum and inserts it into the configuration
profile.

Displays if the checksum saved in the configuration profile is valid.

The device calculates the checksum of the configuration profile marked as “Selected” and
compares it with the checksum saved in this configuration profile.

Possible values:

marked
The calculated and the saved checksum match.
The saved settings are consistent.

unmarked
For the configuration profile marked as “Selected” applies:
The calculated and the saved checksum are different.
The configuration profile contains modified settings.
Possible causes:
The file is damaged.
The file system in the external memory is inconsistent.
A user has exported the configuration profile and changed the XML file outside the device.
For the other configuration profiles the device has not calculated the checksum.

The device verifies the checksum correctly only if the configuration profile has been saved before
as follows:

on an identical device
with the same software version, which the device is running

with a lower or the same level of the device software
such as HiOS-2A or HiOS-3S on a device which runs HiOS-3S

Note:
This function identifies changes to the settings in the configuration profile. The function does not
provide protection against operating the device with modified settings.

External memory

Displays the type of the external memory.

Possible values:

sd
External SD memory (ACA31)



Displays the operating state of the external memory.

Possible values:

notPresent

No external memory is connected.

removed

Someone has removed the external memory from the device during operation.
ok

The external memory is connected and ready for operation.

outOfMemory

The memory space is occupied in the external memory.

genericErr
The device has detected an error.

Configuration encryption

Displays if the configuration encryption is active/inactive in the device.

Possible values:

marked

The configuration encryption is active.

If the configuration profile is encrypted and the password matches the password stored in the
device, then the device loads a configuration profile from the non-volatile memory (NVM).
unmarked

The configuration encryption is inactive.

If the configuration profile is unencrypted, then the device loads a configuration profile from the
non-volatile memory (NVM) only.

If in the Basic Settings > External Memory dialog, the Config priority column has the value first and the
configuration profile is unencrypted, then the Security status frame in the Basic Settings > System
dialog displays an alarm.

In the Diagnostics > Status Configuration > Security Status dialog, Global tab, Monitor column you specify
if the device monitors the Load unencrypted config from external memory parameter.
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Opens the Set password window that helps you to enter the password needed for the configuration
profile encryption. Encrypting the configuration profiles makes unauthorized access more difficult.
To do this, perform the following steps:

When you are changing an existing password, enter the existing password in the Old password
field. To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

In the New password field, enter the password.
To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Mark the Save configuration afterwards checkbox to use encryption also for the “Selected”
configuration profile in the non-volatile memory (NVM) and in the external memory.

Note:

If a maximum of one configuration profile is stored in the non-volatile memory (NVvM) of the device,
then use this function only. Before adding additional configuration profiles, decide for or against
permanently activated configuration encryption in the device. Save additional configuration profiles
either unencrypted or encrypted with the same password.

If you are replacing a device with an encrypted configuration profile, for example due to an
inoperable device, then perform the following steps:

Restart the new device and assign the IP parameters.

Open the Basic Settings > Load/Save dialog on the new device.

Encrypt the configuration profile in the new device. See above. Enter the same password you
used in the inoperable device.

Install the external memory from the inoperable device in the new device.

Restart the new device.

During the next system startup, the device loads the configuration profile with the settings of the
inoperable device from the external memory. The device copies the settings into the volatile
memory (RAM) and into the non-volatile memory (NVM).

Opens the Delete window which helps you to cancel the configuration encryption in the device. To
cancel the configuration encryption, perform the following steps:

In the Old password field, enter the existing password.

To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Mark the Save configuration afterwards checkbox to remove the encryption also for the “Selected”
configuration profile in the non-volatile memory (NV¥) and in the external memory.

Note:
If you keep additional encrypted configuration profiles in the memory, then the device helps prevent
you from activating or designating these configuration profiles as "Selected".



Undo configuration modifications

Enables/disables the Undo configuration modifications function. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, after a specified time period the device loads the “Selected” configuration profile from the non-
volatile memory (NVM). Afterwards, the device can be accessed again.

Possible values:

On

The function is enabled.
You specify the time period between the interruption of the connection and the loading of the
configuration profile in the Timeout [s] to recover after connection loss field.
When the non-volatile memory (NVM) contains multiple configuration profiles, the device loads
the configuration profile designated as “Selected”.

Off (default setting)

The function is disabled.

Disable the function again before you close the Graphical User Interface. You thus help prevent
the device from restoring the configuration profile designated as “Selected”.

Note:
Before you enable the function, save the settings in the configuration profile. The device thus
maintains the current settings, that are only temporarily saved.

Specifies the time in seconds after which the device loads the “Selected” configuration profile from
the non-volatile memory (NVM) if the connection is lost.

Possible values:
30..600 (default setting: 600)

Specify a sufficiently large value. Take into account the time when you are viewing the dialogs of
the Graphical User Interface without changing or updating them.
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Displays the IP address of the PC on which you have enabled the function.

Possible values:
IPv4 address (default setting: ©.0.0.0)

Information

Displays if the settings in the volatile memory (RAM) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (NVM).

Possible values:

marked
The settings match.

unmarked

The settings differ. Additionally, the Banner displays the icon a!.

Displays if the settings of the "Selected" configuration profile in the external memory (ENVM) differ
from the settings of the "Selected" configuration profile in the non-volatile memory (NV).

Possible values:

marked
The settings match.

unmarked

The settings differ.

Possible causes:
No external memory is connected to the device.
In the Basic Settings > External Memory dialog, the Backup config when saving function is
disabled.

Backup config on a remote server when saving

Enables/disables the Backup config on a remote server when saving function.

Possible values:
Enabled
The Backup config on a remote server when saving function is enabled.
When you save the configuration profile in the non-volatile memory (NVM), the device
automatically backs up the configuration profile on the remote server specified in the URL field.

Disabled (default setting)
The Backup config on a remote server when saving function is disabled.



Specifies path and file name of the backed up configuration profile on the remote server.

Possible values:

Alphanumeric ASCII character string with 0..128 characters
Example: tftp://192.9.200.1/cfg/config.xml
The device supports the following wildcards:
%d
System date in the format YYYY-mm-dd
%t
System time in the format HH_MM_SS
%1
IP address of the device
J6m
MAC address of the device in the format AA-BB-CC-DD-EE-FF
%p
Product name of the device

Opens the Credentials window which helps you to enter the login credentials needed to authenticate
on the remote server. To do this, perform the following steps:

In the User name field, enter the user name.
To display the user name in plain text instead of ***** (asterisks), mark the Display content
checkbox.
Possible values:
Alphanumeric ASCII character string with 1..32 characters

In the Password field, enter the password.
To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.
Possible values:
Alphanumeric ASCII character string with 6..64 characters
The device accepts the following characters:
a..z
A..Z
0..9
TH$%&" () ¥+, -/ 15<=>2@[\\]*_" {}~
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External Memory

This dialog lets you activate functions that the device automatically executes in combination with
the external memory. The dialog also displays the operating state and identifying characteristics of
the external memory.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the type of the external memory.

Possible values:

sd
External SD memory (ACA31)

Displays the operating state of the external memory.

Possible values:

notPresent
No external memory is connected.

removed
Someone has removed the external memory from the device during operation.

ok
The external memory is connected and ready for operation.

outOfMemory
The memory space is occupied in the external memory.

genericErr
The device has detected an error.

Displays if the device has write access to the external memory.

Possible values:
marked
The device has write access to the external memory.

unmarked
The device has read-only access to the external memory. Possibly the write protection is
activated in the external memory.



Activates/deactivates the automatic device software update during the system startup.

Possible values:

marked (default setting)
The device updates the device software when the following files are located in the external
memory:

the device software image file

a text file startup.txt with the content autoUpdate=<software_image_file_name>.bin

unmarked
No automatic device software update during the system startup.

Activates/deactivates the loading of the RSA key from an external memory during the system
startup.

Possible values:

marked (default setting)
The loading of the RSA key is activated.
During the system startup, the device loads the RSA key from the external memory when the
following files are located in the external memory:
SSH RSA key file
a text file startup.txt with the content
autoUpdateRSA=<filename_of_the_SSH_RSA_key>
The device displays messages on the system console of the serial interface.

unmarked
The loading of the RSA key is deactivated.

Note:
When loading the RSA key from the external memory (ENVM), the device overwrites the existing
keys in the non-volatile memory (NVM).

Specifies the memory from which the device loads the configuration profile upon reboot.

Possible values:

disable

The device loads the configuration profile from the non-volatile memory (NVM).

first

The device loads the configuration profile from the external memory.

When the device does not find a configuration profile in the external memory, it loads the
configuration profile from the non-volatile memory (NVM).

Note:
When loading the configuration profile from the external memory (ENVM), the device overwrites the
settings of the “Selected” configuration profile in the non-volatile memory (NvM).

If the Config priority column has the value first and the configuration profile is unencrypted, then
the Security status frame in the Basic Settings > System dialog displays an alarm.

In the Diagnostics > Status Configuration > Security Status dialog, Global tab, Monitor column you specify
if the device monitors the Load unencrypted config from external memory parameter.
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Activates/deactivates saving a copy of the configuration profile in the external memory.

Possible values:
marked (default setting)

Saving a copy is activated. When you click in the Basic Settings > Load/Save dialog the a
button, the device saves a copy of the configuration profile on the active external memory.

unmarked
Saving a copy is deactivated. The device does not save a copy of the configuration profile.

Displays the name of the memory manufacturer.

Displays the revision number specified by the memory manufacturer.

Displays the version number specified by the memory manufacturer.

Displays the product name specified by the memory manufacturer.

Displays the serial number specified by the memory manufacturer.



1.6 Port

This dialog lets you specify settings for the individual ports. The dialog also displays the operating
mode, connection status, bit rate and duplex mode for every port.

The dialog contains the following tabs:
[Configuration]
[Statistics]
[Ingress Utilization]

[Configuration]

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Name of the port.

Possible values:
Alphanumeric ASCII character string with 0..64 characters
The device accepts the following characters:
<space>
0..9
a..z
A..Z
T#$%& " () ¥+, - ./ 15<=>2@[\\]*_" {}~

Activates/deactivates the port.

Possible values:

marked (default setting)
The port is active.

unmarked
The port is inactive. The port does not send or receive any data.
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Displays if the port is currently physically enabled or disabled.

Possible values:

marked

The port is physically enabled.

unmarked

The port is physically disabled.

If the port is disabled even though the Port on checkbox is marked, it means that the port was
disabled by another function, for example Auto-Disable or Port Monitor. You specify the settings
of the Auto-Disable function in the Diagnostics > Ports > Auto-Disable dialog. You specify the
settings of the Port Monitor function in the Diagnostics > Ports > Port Monitor dialog.

Activates/deactivates the automatic selection of the operating mode for the port.

Possible values:

marked (default setting for twisted-pair ports)

The automatic selection of the operating mode is active.

The port negotiates the operating mode independently using auto-negotiation and automatically
detects the assignment of the twisted-pair port connectors (auto cable crossing). This setting
has priority over the manual setting of the port.

Elapse several seconds until the port has set the operating mode.

unmarked

The automatic selection of the operating mode is inactive.

The port operates with the values you specify in the Manual configuration column and in the
Manual cable crossing column.

Grayed-out display (default setting for optical ports with port speeds > 1G)

No automatic selection of the operating mode.

Specifies the operating mode of the ports when the Autoneg function is disabled.

Possible values:
16M HDX
Half-duplex connection
10M FDX
Full-duplex connection
100M HDX
Half-duplex connection
100M FDX
Full-duplex connection
1G FDX
Full-duplex connection
2.5G FDX
Full-duplex connection

10G FDX
Full-duplex connection

Note:
The operating modes of the port actually available depend on the device hardware.



Displays the operating mode which the port currently uses.

Possible values:
No cable connected, no link.
16M HDX
Half-duplex connection
16M FDX
Full-duplex connection
100M HDX
Half-duplex connection
100M FDX
Full-duplex connection
1G FDX
Full-duplex connection
2.5G FDX
Full-duplex connection

10G FDX
Full-duplex connection

Note:
The operating modes of the port actually available depend on the device hardware.

Specifies the devices connected to a twisted-pair port.
The prerequisite is that the Autoneg function is disabled.

Possible values:

mdi
The device interchanges the send- and receive-line pairs on the port.

mdix (default setting on twisted-pair ports)

The device helps prevent the interchange of the send- and receive-line pairs on the port.
auto-mdix

The device detects the send and receive line pairs of the connected device and automatically
adapts to them.

Example: When you connect an end device with a crossed cable, the device automatically
resets the port from mdix to mdi.

unsupported (default setting on optical ports or twisted-pair SFP ports)
The port does not support this function.
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Activates/deactivates the flow control on the port.

Possible values:

marked (default setting)
The Flow control on the port is active.
The sending and evaluating of pause packets (full-duplex operation) or collisions (half-duplex
operation) is activated on the port.
To enable the flow control in the device, also activate the Flow control function in the
Switching > Global dialog.
Activate the flow control also on the port of the device that is connected to this port.
On an uplink port, activating the flow control can possibly cause undesired sending interruptions
in the higher-level network segment (“wandering backpressure”).

unmarked
The Flow control on the port is inactive.

If you are using a redundancy function, then you deactivate the flow control on the participating
ports. If the flow control and the redundancy function are active at the same time, it is possible that
the redundancy function operates differently than intended.

Activates/deactivates the sending of SNMP traps when the device detects a change in the link up/
down status on the port.

Possible values:

marked (default setting)

The sending of SNMP traps is active. The prerequisite is that in the Diagnostics > Status
Configuration > Alarms (Traps) dialog the Alarms (Traps) function is enabled and at least one trap
destination is specified.

When the device detects a link up/down status change, the device sends an SNMP trap.

unmarked
The sending of SNMP traps is inactive.

Specifies the maximum allowed size of Ethernet packets on the port in bytes.

Possible values:

1518..12288 (default setting: 1518)
With the setting 1518, the port transmits the Ethernet packets up to the following size:
1518 bytes without VLAN tag
(1514 bytes + 4 bytes CRC)
1522 bytes with VLAN tag
(1518 bytes + 4 bytes CRC)

Note:
Depending on the device hardware, some ports support a maximum value of 10240.

This setting lets you increase the max. allowed size of Ethernet packets that this port can receive
or transmit.
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The following list contains possible applications:

When you use the device in the transfer network with double VLAN tagging, it is possible that
you require an MTU that is larger by 4 bytes.

On other interfaces, you specify the maximum permissible size of the Ethernet packets as follows:

Router interfaces
Routing > Interfaces > Configuration dialog, MTU value column

Link Aggregation interfaces
Switching > L2-Redundancy > Link Aggregation dialog, MTU column

Specifies if the port is physically enabled or disabled after you deactivated the port in the Port on
column.

Possible values:

marked
The device keeps the port physically enabled when the Port on checkbox is unmarked. A device
connected to this port continues to detect the link status as active.

unmarked (default setting)
The port is physically disabled. The physical status of the port is controlled only by the setting
in the Port on column.

Displays the name of the tracking object made up of the values displayed in the Type and Track ID
columns.

Specifies how the port behaves when no cable is connected.

Possible values:

no-power-save (default setting)
The port remains activated.

auto-power-down
The port changes to the energy-saving mode.

unsupported
The port does not support this function and remains activated.

Activates/deactivates the port LED flashing. This function lets you identify the port in the field.

Possible values:

marked
The flashing of the port LED is active.
The port LED flashes until you disable the function again.

unmarked (default setting)
The flashing of the port LED is inactive.
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[Statistics]

This tab displays the following overview per port:
Number of data packets/bytes received by the device
Received packets
Received octets
Received unicasts
Received multicasts
Received broadcasts
Number of data packets/bytes sent or forwarded by the device
Transmitted packets
Transmitted octets
Transmitted unicasts
Transmitted multicasts
Transmitted broadcasts
Number of errors detected by the device
Received fragments
Detected CRC errors
Detected collisions
Number of data packets per size category received by the device
Packets 64 bytes
Packets 65 to 127 bytes
Packets 128 to 255 bytes
Packets 256 to 511 bytes
Packets 512 to 1023 bytes
Packets 1024 to 1518 bytes
Number of data packets discarded by the device
Received discards
Transmitted discards

To sort the table by a specific criterion click the header of the corresponding column.

For example, to sort the table based on the number of received bytes in ascending order, click the
header of the Received octets column once. To sort in descending order, click the header again.

To reset the counter for the port statistics in the table to 0, perform the following steps:

In the Basic Settings > Port dialog, click the i button.
or
In the Basic Seftings > Restart dialog, click the Clear port statistics button.

[Ingress Utilization]

This tab displays the ingress network load on the individual ports.

Table

For information on how to customize the appearance of the table, see “VWorking with tables” on
page 18.

Displays the port number.
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Displays the current utilization in percent in relation to the time interval specified in the Control
interval [s] column.

The utilization is the relationship between the received data quantity and the maximum possible
data quantity at the currently set data rate.

Specifies the lower notification threshold value for the network load. If the network load on the port
falls below this value, then the status of the checkbox in the Alarm column changes to marked.

Possible values:
0.00..100.00 (default setting: 0.00)

The value 0 or 0.00 deactivates the lower notification threshold value.

Specifies the upper notification threshold value for the network load. If the network load on the port
exceeds this value, then the status of the checkbox in the Alarm column changes to marked.

Possible values:
0.00..100.00 (default setting: 0.00)

The value 0 or 0.00 deactivates the upper notification threshold value.

Specifies the interval in seconds by which the device determines and possibly limits the network
load.

Possible values:
1..3600 (default setting: 30)

Displays the utilization alarm status.

Possible values:

marked

The network load on the port is below the value specified in the Lower threshold [%] column or
above the value specified in the Upper threshold [%] column. The device sends an SNMP trap.
The prerequisite is that in the Diagnostics > Status Configuration > Alarms (Traps) dialog the Alarms
(Traps) function is enabled and at least one trap destination is specified.

unmarked
The network load on the port is between the lower and the upper notification threshold values.
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Restart

This dialog lets you restart the device, reset port counters and the MAC address table (forwarding
database), and delete log files.

Restart

Opens the Restart window to initiate an immediate or delayed restart of the device.

If the configuration profile in the volatile memory (RAM) and the "Selected" configuration profile in the
non-volatile memory (NVM) differ, then the device displays the Warning window.

To permanently save the settings, click the Yes button in the Warning window.
To discard the changed settings, click the No button in the Warning window.

In the Restart in field you specify the delay time for the delayed restart.
Possible values:
00:00:00..596:31:23 (default setting: 00:00:00)
Hour:Minute:Second

When the delay time elapses, the device restarts and goes through the following phases:

If you activate the function in the Diagnostics > System > Selftest dialog, then the device performs
the RAM self-test.

The device starts the device software that the Stored version field displays in the Basic Seftings >
Software dialog.

The device loads the settings from the "Selected" configuration profile. See the Basic Settings >
Load/Save dialog.

Note:
During the restart, the device does not transfer any data. During this time, the device cannot be
accessed by the Graphical User Interface or other management systems.

Displays the remaining time in days, hours, minutes, seconds until the device restarts.

To update the display of the remaining time, click the c button.

Aborts a delayed restart.

Buttons

Removes the MAC addresses from the forwarding table that have in the Switching > Filter for MAC
Addresses dialog the value Learned in the Status column.



Removes the dynamically set up addresses from the ARP table.

See the Diagnostics > System > ARP dialog.

Resets the counter for the port statistics to ©.

See the Basic Settings > Port dialog, Statistics tab.

Resets the counters for the device management access statistics to @.

See the Diagnostics > System > System Information dialog, Used Management Ports table.

Removes the IGMP Snooping entries and resets the counter in the Information frame to o.

See the Switching > IGMP Snooping > Global dialog.

Removes the logged events from the log file.

See the Diagnostics > Report > System Log dialog.

Removes the log files from the external memory.

See the Diagnostics > Report > Persistent Logging dialog.

Resets the counters in the Information frame to 0.

See the Diagnostics > Email Notification > Global dialog.
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2 Time

The menu contains the following dialogs:
Basic Settings
Time Profile
SNTP
PTP
802.1AS

2.1 Basic Settings

The device is equipped with a buffered hardware clock. This clock keeps the correct time if the
power supply becomes inoperable, or you disconnect the device from the power supply. After the
system startup, the correct time is available again, for example, for log entries.

The hardware clock bridges a power supply downtime of 3 hours. The prerequisite is that the power
supply of the device has been connected continuously for at least 5 minutes beforehand.

In this dialog, you specify time-related settings independently of the time synchronization protocol
specified.

The dialog contains the following tabs:
[Global]
[Daylight saving time]

[Global]

In this tab, you specify the system time and the time zone.

Configuration

Displays the date and time in Universal Time Coordinated (UTC) format.

The device takes over the time from your computer as the system time.

Displays the local date and time: System time = System time (UTC) + Local offset [min] + Daylight saving
time
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Displays the time source from which the device obtains the time information.
The device automatically selects the available time source with the greatest accuracy.

Possible values:

Local
System clock of the device.

sntp
The SNTP client is enabled, and the device is synchronized by an SNTP server. See the Time >

SNTP dialog.

ptp
The PTP function is enabled, and the device clock is synchronized with a PTP master clock. See
the Time > PTP dialog.

Specifies the difference in minutes between Universal Time Coordinated (UTC) and local time:
Local offset [min] = System time — System time (UTC)

Possible values:
-780..840 (default setting: 60)

[Daylight saving time]

In this tab, you enable/disable the Daylight saving time function. You specify the start and end of
summer time using a pre-defined profile. As an alternative, you specify these settings individually.
During the summer time, the device advances the local time by one hour.

Operation

Enables/disables the Daylight saving time mode.

Possible values:

On
The Daylight saving time mode is enabled.
The device automatically sets the clock forward to summer time and back again.

Off (default setting)
The Daylight saving time mode is disabled.

You specify the daylight saving time settings in the Summertime begin and Summertime end frames.
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Opens the Profile... window to select a pre-defined profile for the start and end of summer time.

Selecting a profile overwrites the settings specified in the Summertime begin and Summertime end
frames.

Possible values:
EU
Daylight saving time settings as applicable in the European Union.
USA
Daylight saving time settings as applicable in the United States.

Summertime begin

In this frame, you specify the time at which the device sets the clock forward from standard time to
summer time. In the first 3 fields, you specify the day for the start of summer time. In the last field,
you specify the time.

Specifies the week in the current month.

Possible values:
- (default setting)
first
second
third
fourth
last

Specifies the day of the week.

Possible values:
- (default setting)
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Specifies the month.

Possible values:
- (default setting)
January
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February
March
April
May

June
July
August
September
October
November
December

Specifies the time at which the device sets the clock forward to summer time.

Possible values:
<HH:MM> (default setting: 00:00)

Summertime end

In this frame, you specify the time at which the device resets the clock from summer time to
standard time. In the first 3 fields, you specify the day for the end of summer time. In the last field,
you specify the time.

Specifies the week in the current month.

Possible values:
- (default setting)
first
second
third
fourth
last

Specifies the day of the week.

Possible values:
- (default setting)
Sunday
Monday
Tuesday
Wednesday
Thursday



Friday
Saturday

Specifies the month.

Possible values:
- (default setting)
January
February
March
April
May
June
July
August
September
October
November
December

Specifies the time at which the device resets the clock to standard time.

Possible values:
<HH:MM> (default setting: 00:00)
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Time Profile

This dialog lets you set up time profiles. If you assign a time profile, for example, to an ACL rule,
then the device applies the rule at the times specified in the time profile.

The device lets you set up to 100 time profiles.
If a time profile is assigned to a rule, the device applies the rule during the times specified within
the time profile.
If no time profile is assigned to a rule, the device applies the rule permanently.

Each time profile can contain:
One Absolute time period and up to 9 Periodic time periods
or
Up to 10 Periodic time periods

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Note:
If you reconfigure a time period, then first specify the end time and then the start time. Otherwise,
the dialog displays an error message.

= ==)
+

Opens the Create window to add a time period.
From the Profile name drop-down list, you select the name of the time profile to which the time
period belongs or specify a new name. When you add a new name, click the =+ button.

In the Type field, you specify the type of time period.
With the Periodic radio button, you specify a time period during which the device activates the
recurring rule.
With the Absolute radio button, you specify a time period during which the device activates
the rule one time. Within every time profile, exactly one such time period is allowed.

aD
X

Removes the selected table row.

Displays the name of the time profile. The time profile contains the time periods.

Displays whether the status of the time profile is currently active or inactive.



Displays the number of the time period within the time profile. The device automatically assigns the
value when you add a table row.

Displays the time profile type.

Possible values:

Absolute
The device applies the rule once. For more information, refer to columns Start date to End time.

Periodic
The device applies the rule recurrently. For more information, refer to columns Start days to End
time.

Specifies the date at which the device starts to apply the one-time rule.

Possible values:

<Day of the week, date>
(depending on the language and region settings of your computer)

Specifies the time at which the device starts to apply the one-time rule.

Possible values:

hh:mm AM/PM
Hour:Minute

Specifies the date at which the device terminates the one-time rule.

Possible values:

<Day of the week, date>
(depending on the language and region settings of your computer)

The device also allows you to specify time periods that span several days.

Example:
Start date: Sat
Start time: 12:00 PM
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End date: Sun
End time: 11:00 AM

Specifies the time at which the device terminates the one-time rule.

Possible values:

hh:mm AM/PM
Hour:Minute

Specifies the days of the week on which the device periodically starts to apply the rule.

The device allows you to specify multiple values in the Start days column, for example a list of the
weekdays Mon, Tue,Wed, Thu,Fri. In this case, verify that the Start days and End days fields contain
identical values. The device then applies the rule every weekday at the times specified in the Start
time and End time fields.

Possible values:
Sun
Mon
Tue
Wed
Thu
Fri
Sat

Specifies the time at which the device periodically starts to apply the rule.

Possible values:

hh:mm AM/PM
Hour:Minute

Specifies the days of the week on which the device periodically terminates the rule.

The device allows you to specify multiple values in the End days column, for example a list of the
weekdays Mon, Tue,Wed, Thu,Fri. In this case, verify that the Start days and End days fields contain
identical values. The device then applies the rule every weekday at the times specified in the Start
time and End time fields.

The device also allows you to specify time periods that span several days. In this case, verify that
the Start days and End days fields each contain a single value.

Example: Start days: Sat, Start time: 12:00 PM, End days: Sun, End time: 11:00 AM
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Possible values:
Sun
Mon
Tue
Wed
Thu
Fri
Sat

Specifies the time at which the device periodically terminates the rule.

Possible values:

hh:mm AM/PM
Hour:Minute

SNTP

The Simple Network Time Protocol (SNTP) is a procedure described in the RFC 4330 for time
synchronization in the network.

With the SNTP client function, the device lets you synchronize the local system clock with an
external NTP or SNTP server.

As the SNTP server, the device makes the time information available to other devices in the
network.

The menu contains the following dialogs:
SNTP Client
SNTP Server

75



2.3.1 SNTP Client

In this dialog, you specify the settings with which the device operates as an SNTP client. As an
SNTP client, the device obtains time information from an external NTP or SNTP servers and
synchronizes the local system clock with the time from the time server.

Operation

Enables/disables the Client function in the device. Note the setting in the Disable client after successful
sync checkbox in the Configuration frame.

Possible values:

On
The Client function is enabled.
The device operates as an SNTP client.

Off (default setting)
The Client function is disabled.

State

Displays the status of the Client function.

Possible values:
disabled
The SNTP client is not operating.

notSynchronized
The SNTP client is operating.
The local system clock is not in sync with an external NTP or SNTP server.

synchronizedToRemoteServer
The SNTP client is not operating.
The local system clock is in sync with an external NTP or SNTP server.
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Configuration

Specifies if the device actively requests the time information from an external NTP or SNTP server
set up in the device (unicast mode) or passively waits for the time information from a random NTP
or SNTP server (broadcast mode).

Possible values:

unicast (default setting)

The device takes the time information only from one of the set-up NTP or SNTP servers. The
device sends Unicast requests to the external SNTP or NTP server and evaluates the response
of the server.

broadcast
The device obtains the time information from a random NTP or SNTP server. The device
evaluates the Broadcasts or Multicasts from this server.

Specifies the interval in seconds at which the device requests time information from the external
NTP or SNTP server.

Possible values:
5..3600 (default setting: 30)

Specifies the time in seconds the device operating in broadcast mode waits before changing the
value in the State field from syncToRemoteServer to notSynchronized when it does not receive
Broadcast packets. See the State frame.

Possible values:
128..2048 (default setting: 320)

Specifies the interface on which the device sends requests to and receives responses from an
external NTP or SNTP server.

Possible interfaces are:
Physical port
Loopback interface
VLAN interface

Possible values:

none (default setting)
The device receives and sends SNTP packets on every interface.

<Port/interface number>
The device receives and sends SNTP packets on the selected interface exclusively.
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Activates/deactivates the automatic disabling of the SNTP Client function after the device has
successfully synchronized its local system clock.

Possible values:

marked

The automatic disabling of the SNTP Client function is active.

The device disables the SNTP Client function after it has successfully synchronized its local
system clock.

unmarked (default setting)

The automatic disabling of the SNTP Client function is inactive.

The device keeps the SNTP Client function enabled after it has successfully synchronized its
local system clock.

Table

In the table, you specify the settings for up to 4 external NTP or SNTP servers. After enabling the
function, the device sends requests to the server set up in the first table row.

When the external NTP or SNTP server does not respond, the device sends its request to the
server set up in the next table row. When the device does not receive a response, it cyclically sends
requests to each set-up NTP or SNTP server until it receives a valid time from one of these servers.
The device synchronizes its local system clock with the first responding NTP or SNTP server, even
if an server ahead in the table will be reachable again later.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

== a)
+

Adds a table row.

aD
X

Removes the selected table row.

Displays the index number to which the table row relates.

The device automatically assigns the value when you add a table row. When you delete a table row,
this leaves a gap in the numbering. When you add a table row, the device fills the first gap.



Specifies a name for the external NTP or SNTP server.

Possible values:
Alphanumeric ASCII character string with 1..32 characters

Specifies the IP address of the external NTP or SNTP server.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)
Valid IPv6 address
Hostname

Specifies the UDP port on which the external NTP or SNTP server listens for requests.

Possible values:

1..65535 (2'¢-1) (default setting: 123)
Exception: Port 2222 is reserved for internal functions.

Displays the connection status between the device and the external NTP or SNTP server.

Possible values:

success
The device has successfully synchronized the local system clock with the external NTP or SNTP
server.

badDateEncoded
Synchronization was unsuccessful. The time information received contains protocol errors.

other

Synchronization was unsuccessful.
The IP address 0.0.0.0 is specified for the external NTP or SNTP server.
or
The device is using a different external NTP or SNTP server.

requestTimedOut
Synchronization was unsuccessful. The device has not received a response from the external
NTP or SNTP server.

serverKissOfDeath

Synchronization was unsuccessful. The external NTP or SNTP server is overloaded. The device
is requested to synchronize its system clock with another NTP or SNTP server. When no other
NTP or SNTP server is available, the device checks at intervals longer than the value in the
Request interval [s] field, if the server is still overloaded.

serverUnsychronized
Synchronization was unsuccessful. The external NTP or SNTP server is not in sync with a
reference time source.

versionNotSupported
Synchronization was unsuccessful. The SNTP versions of the client and server are
incompatible.
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Activates/deactivates the connection to the external NTP or SNTP server.

Possible values:
marked
The connection to the external NTP or SNTP server is activated.
The device has the option to access to the server.

unmarked (default setting)
The connection to the external NTP or SNTP server is deactivated.
The device does not have the option to access to the server.



2.3.2

SNTP Server

In this dialog, you specify the settings with which the device operates as an SNTP server. As the
SNTP server, the device makes the time information available to other devices in the network. The
device provides the Universal Time Coordinated (UTC) without considering local time differences.

If set accordingly, the SNTP server on the device operates in Broadcast mode. In Broadcast mode,
the device makes the time information available to other devices in the network by sending
Broadcasts or Multicasts.

Operation

Enables/disables the Server function in the device. Note the setting in the Disable server at local time
source checkbox in the Configuration frame.

Possible values:

On

The Server function is enabled.

The device operates as an SNTP server.
Off (default setting)

The Server function is disabled.

State

Displays the state of the Server function on the device.

Possible values:

disabled
The SNTP server is not operating.

notSynchronized
The SNTP server is operating.
The local system clock is not in sync with a reference time source.

syncTolLocal
The SNTP server is operating.
The local system clock is in sync with the hardware clock of the device.

syncToRefclock
The SNTP server is operating.
The local system clock is in sync with an external reference time source, like a PTP clock.

syncToRemoteServer

The SNTP server is operating.

The local system clock is in sync with an external NTP or SNTP server which is superordinate
to the device in a cascade.
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Configuration

Specifies the UDP port on which the device listens for requests.

Possible values:

1..65535 (2%5-1) (default setting: 123)
Exception: Port 2222 is reserved for internal functions.

Activates/deactivates the Broadcast mode.

Possible values:

marked
The device sends SNTP packets as Broadcasts or Multicasts.
The device also responds to SNTP requests in unicast mode.

unmarked (default setting)
The device responds to SNTP requests in unicast mode, but sends no Broadcast packets on its
own.

Specifies the destination IP address to which the device sends the SNTP packets in Broadcast
mode.

Possible values:

Valid IPv4 address (default setting: ©.0.0.0)
Broadcast and Multicast addresses are permitted.

Specifies the UDP port on which the device sends the SNTP packets in Broadcast mode.

Possible values:

1..65535 (2'¢-1) (default setting: 123)
Exception; Port 2222 is reserved for internal functions.

Specifies the VLAN to which the device sends the SNTP packets in Broadcast mode.

Possible values:

0
The device sends the SNTP packets in the same VLAN in which the device management
access occurs. See the Basic Settings > Network > Global dialog.

1..4042 (default setting: 1)
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Specifies the interval in seconds at which the device broadcasts SNTP packets.

Possible values:
64..1024 (default setting: 128)

Activates/deactivates the automatic disabling of the SNTP Server function if the local system clock
is not in sync with another external time reference.

Possible values:

marked

The automatic disabling of the SNTP Server function is active.

If the device has synchronized its local system clock to an external time reference, like a PTP
clock, then it keeps the SNTP Server function enabled. Otherwise, the device disables the SNTP
Server function.

unmarked (default setting)

The automatic disabling of the SNTP Server function is inactive.

The device keeps the SNTP Server function enabled, regardless of whether it has synchronized
its local system clock to an external time reference.

If the local system clock is not in sync with an external time reference, then in the SNTP packet,
the device informs the client that its system clock is synchronized locally.

Specifies the interface on which the device receives SNTP requests from and sends SNTP
responses to external clients.

Possible interfaces are:
Physical port
Loopback interface
VLAN interface

Possible values:

none (default setting)
The device receives and sends SNTP packets on every interface.

<Port/interface number>
The device receives and sends SNTP packets on the selected interface exclusively.

PTP

The menu contains the following dialogs:
PTP Global
PTP Boundary Clock
PTP Transparent Clock
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PTP Global

In this dialog, you specify basic settings for the PTP function.

The Precision Time Protocol (PTP) is a procedure defined in IEEE 1588-2008 that supplies the
devices in the network with a precise time. The method synchronizes the clocks in the network with
a precision of a few 100 ns. The protocol uses Multicast communication, so the load on the network
due to the PTP synchronization messages is negligible.

PTP is significantly more accurate than SNTP. If the SNTP function and the PTP function are
enabled in the device at the same time, then the PTP function has priority.

With the Best Master Clock algorithm, the devices in the network determine which device has the
most accurate time. The devices use the device with the most accurate time as the reference time
source (Grandmaster). Subsequently the participating devices synchronize themselves with this
reference time source.

If you want to transport PTP time accurately through the network, then use only devices with PTP
hardware support on the transport paths.

The protocol differentiates between the following clocks:

Boundary Clock (BC)

This clock has any number of PTP ports and operates as both PTP master and PTP slave. In its

respective network segment, the clock operates as an Ordinary Clock.
As PTP slave, the clock synchronizes itself with a PTP master that is higher than the device
in the cascade.
As PTP master, the clock forwards the time information through the network to PTP slaves
that are higher than the device in the cascade.

Transparent Clock (TC)

This clock has any number of PTP ports. In contrast to the Boundary Clock, this clock corrects

the time information before forwarding it, without synchronizing itself.

Operation IEEE1588/PTP

Enables/disables the PTP function.

Possible values:

On

The PTP function is enabled.

The device synchronizes its clock with PTP.

If the SNTP function and the PTP function are enabled in the device at the same time, then the
PTP function has priority.

Off (default setting)
The PTP function is disabled.
The device transmits the PTP synchronization messages without any correction on every port.



Configuration IEEE1588/PTP

Specifies the PTP version and mode of the local clock.

Possible values:
v2-transparent-clock (default setting)
v2-boundary-clock

Specifies the lower threshold value in nanoseconds for the path difference between the local clock
and the reference time source (Grandmaster). If the path difference falls below this value once, then
the device considers its local clock to be synchronized.

Possible values:
1..999999999 (10°-1) (default setting: 30)

Specifies the upper threshold value in nanoseconds for the path difference between the local clock
and the reference time source (Grandmaster). If the path difference exceeds this value once, then
the device considers its local clock to be unsynchronized.

Possible values:
31..1000000000 (10°) (default setting: 5000)

Activates/deactivates the PTP management defined in the PTP standard.

Possible values:

marked
PTP management is activated.

unmarked (default setting)
PTP management is deactivated.

Status

Displays if the local system clock is synchronized with the reference time source (Grandmaster).
If the path difference between the local clock and the reference time source (Grandmaster) falls
below the synchronization lower threshold value one time, then the device considers its local clock
to be synchronized. The device keeps this status until the path difference exceeds the
synchronization upper threshold value one time.

You specify the synchronization threshold values in the Configuration IEEE1588/PTP frame.
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Displays the maximum path difference in nanoseconds that has occurred since the local system
clock was synchronized with the reference time source (Grandmaster).

Displays the date and time for the PTP time scale when the local clock is synchronized with the
reference time source (Grandmaster). Format: Month Day, Year hh:mm:ss AM/PM

PTP Boundary Clock

With this menu you can set up the Boundary Clock mode for the local clock.

The menu contains the following dialogs:
PTP Boundary Clock Global
PTP Boundary Clock Port



2.4.2.1

PTP Boundary Clock Global

In this dialog, you specify general, cross-port settings for the Boundary Clock mode for the local
clock. The Boundary Clock (BC) operates according to PTP version 2 (IEEE 1588-2008).

The settings are effective when the local clock operates as the Boundary Clock (BC). For this, you
select in the Time > PTP > Global dialog in the PTP mode field the value v2-boundary-clock.

Operation IEEE1588/PTPv2 BC

Specifies the priority 1 value for the device.

Possible values:
0..255 (default setting: 128)

The Best Master Clock algorithm first evaluates the priority 1 value among the participating devices
to determine the reference time source (Grandmaster).

The lower you set this value, the more probabile it is that the device becomes the reference time
source (Grandmaster). See the Grandmaster frame.

Specifies the priority 2 value for the device.

Possible values:
0..255 (default setting: 128)

When the previously evaluated criteria are the same for multiple devices, the Best Master Clock
algorithm evaluates the priority 2 value of the participating devices.

The lower you set this value, the more probable it is that the device becomes the reference time
source (Grandmaster). See the Grandmaster frame.

Assigns the device to a PTP domain.

Possible values:
0..255 (default setting: 0)

The device transmits time information from and to devices only in the same domain.

Status IEEE1588/PTPv2 BC

Displays that the clock is operating in Two-Step mode.
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Displays the number of communication paths passed through between the local clock of the device
and the reference time source (Grandmaster).

For a PTP slave, the value 1 means that the clock is connected with the reference time source
(Grandmaster) directly through one communication path.

Displays the measured difference (offset) between the local clock and the reference time source
(Grandmaster) in nanoseconds. The PTP slave calculates the difference from the time information
received.

In Two-Step mode the time information consists of 2 PTP synchronization messages each, which
the PTP master sends cyclically:

The first synchronization message (sync message) contains an estimated value for the exact
sending time of the message.

The second synchronization message (follow-up message) contains the exact sending time of
the first message.

The PTP slave uses the two PTP synchronization messages to calculate the difference (offset) from
the master and corrects its clock by this difference. Here the PTP slave also considers the Delay to
master [ns] value.

Displays the delay when transmitting the PTP synchronization messages from the PTP master to
the PTP slave in nanoseconds.

The PTP slave sends a “Delay Request” packet to the PTP master and thus determines the exact
sending time of the packet. When it receives the packet, the PTP master generates a time stamp
and sends this in a “Delay Response” packet back to the PTP slave. The PTP slave uses the two
packets to calculate the delay, and considers this starting from the next offset measurement.

The prerequisite is that in the Time > PTP > Boundary Clock > Port dialog, Delay mechanism column,
the value e2e is specified for the slave ports.

Grandmaster

This frame displays the criteria that the Best Master Clock algorithm uses when evaluating the
reference time source (Grandmaster).

The algorithm first evaluates priority 1 of the participating devices. The device with the numerically
lowest value for priority 1 is designated as the reference time source (Grandmaster). When the
value is the same for multiple devices, the algorithm takes the next criterion, and when this is also
the same, the algorithm takes the next criterion after this one. When every value is the same for
multiple devices, the numerically lowest value in the Clock identity field decides which device is
designated as the reference time source (Grandmaster).

The device lets you influence which device in the network is designated as the reference time
source (Grandmaster). To do this, modify the value in the Priority 1 field or the Priority 2 field in the
Operation IEEE1588/PTPv2 BC frame.



Displays the priority 1 value for the device that is currently the reference time source
(Grandmaster).

Displays the class of the reference time source (Grandmaster). Parameter for the Best Master
Clock algorithm.

Displays the estimated accuracy of the reference time source (Grandmaster). Parameter for the
Best Master Clock algorithm.

Displays the variance of the reference time source (Grandmaster), also known as the Offset scaled
log variance. Parameter for the Best Master Clock algorithm.

Displays the priority 2 value for the device that is currently the reference time source
(Grandmaster).

Local time properties

Specifies the time source from which the local clock gets its time information.

Possible values:
atomicClock
gps
terrestrialRadio
ptp
ntp
handSet
other
internalOscillator (default setting)

Specifies the difference between the PTP time scale and the Universal Time Coordinated (UTC).

See the PTP timescale checkbox.
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Possible values:
-32768..32767 (215-1)

Note:

The default setting is the value valid on the creation date of the device software. For further
information, see the "Bulletin C" of the Earth Rotation and Reference Systems Service (IERS):
https://lwww.iers.org/IERS/EN/Publications/Bulletins/bulletins.html

Specifies if the value specified in the UTC offset [s] field is correct.

Possible values:
marked
unmarked (default setting)

Displays if the device obtains the time from a primary UTC reference, for example from an NTP
server.

Possible values:
marked
unmarked

Displays if the device obtains the frequency from a primary UTC reference, for example from an
NTP server.

Possible values:
marked
unmarked

Displays if the device uses the PTP time scale.

Possible values:
marked
unmarked

According to IEEE 1588, the PTP time scale is the TAl atomic time started on 01.01.1970.
In contrast to Universal Time Coordinated (UTC), TAIl does not use leap seconds.

As of July 1, 2020, the TAI time is 37 s ahead of the Universal Time Coordinated (UTC).


https://www.iers.org/IERS/EN/Publications/Bulletins/bulletins.html

Identities
The device displays the identities as byte sequences in hexadecimal notation.

The identification numbers (UUID) are made up as follows:
The device identification number consists of the MAC address of the device, with the values ff
and fe added between byte 3 and byte 4.
The port UUID consists of the device identification number followed by a 16-bit port ID.

Displays the identification number (UUID) of the device.

Displays the port identification number (UUID) of the directly superior master device.

Displays the identification number (UUID) of the reference time source (Grandmaster) device.
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PTP Boundary Clock Port

In this dialog, you specify the Boundary Clock (BC) settings on each individual port.

The settings are effective when the local clock operates as the Boundary Clock (BC). For this, you
select in the Time > PTP > Global dialog in the PTP mode field the value v2-boundary-clock.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates transmitting PTP synchronization messages on the port.

Possible values:

marked (default setting)
The transmission is activated. The port forwards and receives PTP synchronization messages.

unmarked
The transmission is deactivated. The port blocks PTP synchronization messages.

Displays the current status of the port.

Possible values:
initializing
Initialization phase
faulty
Faulty mode: error in the Precision Time Protocol (PTP).
disabled
PTP is disabled on the port.
Listening
The port is waiting for PTP synchronization messages.
pre-master
PTP pre-master mode
master
PTP master mode
passive
PTP passive mode
uncalibrated
PTP uncalibrated mode

slave
PTP slave mode



Specifies which protocol the port uses to transmit the PTP synchronization messages.

Possible values:
802.3 (default setting)
UDP/IPv4

Specifies the interval in seconds at which the port transmits messages for the PTP topology
discovery.

Assign the same value to every device of a PTP domain.

Possible values:
1
2 (default setting)
4
8
16

Specifies the number of announce intervals.
Example:
For the default setting (Announce interval [s] = 2 and Announce timeout = 3), the timeoutis 3 x 2s=6 s.

Possible values:

2..10 (default setting: 3)
Assign the same value to every device of a PTP domain.

Specifies the interval in seconds at which the port transmits PTP synchronization messages.

Possible values:
0.25
0.5
1 (default setting)
2

Specifies the mechanism with which the device measures the delay for transmitting the PTP
synchronization messages.

Possible values:

disabled
The measurement of the delay for the PTP synchronization messages for the connected PTP
devices is inactive.
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e2e (default setting)

End-to-End: As the PTP slave, the port measures the delay for the PTP synchronization
messages to the PTP master.

The device displays the measured value in the Time > PTP > Boundary Clock > Global dialog.

p2p

Peer-to-Peer: The device measures the delay for the PTP synchronization messages for the
connected PTP devices, provided that these devices support P2P.

This mechanism spares the device from having to determine the delay again in the case of a
reconfiguration.

Displays the measured Peer-to-Peer delay for the PTP synchronization messages.

The prerequisite is that in the Delay mechanism column the value p2p is specified.

Specifies the interval in seconds at which the port measures the Peer-to-Peer delay.

The prerequisite is that in the Delay mechanism column the value p2p is specified for this port and for
the port of the remote device.

Possible values:
1 (default setting)
2
4
8
16
32

Displays the interval in seconds at which the port measures the End-to-End delay.

Possible values:
When the port is operating as the PTP master, the device assigns to the port the value 8.

When the port is operating as the PTP slave, the value is specified by the PTP master connected
to the port.

Corrects the measured delay value corrupted by asymmetrical transmission paths.

Possible values:
-2000000000. . 2000000000 (default setting: 0)

The value represents the delay symmetry in nanoseconds.
A measured delay value of y ns corresponds to an asymmetry of y x 2 ns.

The value is positive if the delay from the PTP master to the PTP slave is longer than in the opposite
direction.



2.4.3

Specifies the VLAN ID that the device uses to tag the received PTP synchronization messages on
this port.

Possible values:

none (default setting)
The device transmits PTP synchronization messages without a VLAN tag.

0..4042
You specify VLANs that you have already set up in the device from the list.

Verify that the port is a member of the VLAN.

See the Switching > VLAN > Configuration dialog.

Specifies the priority with which the device transmits the PTP synchronization messages marked
with a VLAN ID (Layer 2, IEEE 802.1D).

Possible values:
0..7 (default setting: 6)

If you specified in the VLAN column the value none, then the device ignores the VLAN priority.

PTP Transparent Clock

With this menu you can set up the Transparent Clock mode for the local clock.
The menu contains the following dialogs:

PTP Transparent Clock Global
PTP Transparent Clock Port
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2.4.3.1 PTP Transparent Clock Global

In this dialog, you specify general, cross-port settings for the Transparent Clock mode for the local
clock. The Transparent Clock (TC) operates according to PTP version 2 (IEEE 1588-2008).

The settings are effective when the local clock operates as the Transparent Clock (TC). For this,
you select in the Time > PTP > Global dialog in the PTP mode field the value v2-transparent-clock.

Operation IEEE1588/PTPv2 TC

Specifies the mechanism with which the device measures the delay for transmitting the PTP
synchronization messages.

Possible values:

e2e (default setting)
As the PTP slave, the port measures the delay for the PTP synchronization messages to the PTP
master.
The device displays the measured value in the Time > PTP > Transparent Clock > Global dialog.
p2p
The device measures the delay for the PTP synchronization messages for every connected PTP
device, provided that the device supports P2P.
This mechanism spares the device from having to determine the delay again in the case of a
reconfiguration.
If you specify this value, then the value 862. 3 is only available in the Network protocol column.
e2e-optimized
Like e2e, with the following special characteristics:
The device transmits the delay requests of the PTP slaves only to the PTP master, even
though these requests are multicast messages. The device thus spares the other devices
from unnecessary multicast requests.
If the master-slave topology changes, then the device relearns the port for the PTP master
as soon as it receives a synchronization message from another PTP master.
If the device does not know a PTP master, then the device transmits delay requests to the
ports.

disabled
The delay measuring is disabled on the port. The device discards messages for the delay
measuring.

Assigns the device to a PTP domain.

Possible values:
0..255 (default setting: 0)

The device transmits time information from and to devices only in the same domain.
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Specifies which protocol the port uses to transmit the PTP synchronization messages.

Possible values:
ieee8023 (default setting)
udpIpv4

Activates/deactivates the PTP synchronization message correction in every PTP domain.

Possible values:

marked
The device corrects PTP synchronization messages in every PTP domain.

unmarked (default setting)
The device corrects PTP synchronization messages only in the primary PTP domain. See the
Primary domain field.

Specifies the VLAN ID with which the device marks the PTP synchronization messages on this port.

Possible values:

none (default setting)
The device transmits PTP synchronization messages without a VLAN tag.

0..4042
You specify VLANs that you have already set up in the device from the list.

Specifies the priority with which the device transmits the PTP synchronization messages marked
with a VLAN ID (Layer 2, IEEE 802.1D).

Possible values:
0..7 (default setting: 6)

If you specified the value none in the VLAN ID field, then the device ignores the specified value.

Local synchronization

Activates/deactivates the frequency synchronization of the Transparent Clock with the PTP master.

Possible values:

marked (default setting)
The frequency synchronization is active.
The device synchronizes the frequency.

unmarked
The frequency synchronization is inactive.
The frequency remains constant.
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Activates/deactivates the synchronization of the local system time.

Possible values:

marked

The synchronization is active.

The device synchronizes the local system time with the time received using PTP. The
prerequisite is that the Syntonize checkbox is marked.

unmarked (default setting)
The synchronization is inactive.
The local system time remains constant.

Displays the port identification number (UUID) of the directly superior master device on which the
device synchronizes its frequency.

If the value contains only zeros, this is because:

The Syntonize function is disabled.
or

The device cannot find a PTP master.

Displays the measured difference (offset) between the local clock and the PTP master in
nanoseconds. The device calculates the difference from the time information received.

The prerequisite is that the Synchronize local clock function is enabled.

Displays the delay when transmitting the PTP synchronization messages from the PTP master to
the PTP slave in nanoseconds.

Prerequisites:
The Synchronize local clock function is enabled.
In the Delay mechanism field, the value e2e is selected.

Status IEEE1588/PTPv2 TC

Displays the identification number (UUID) of the device.
The device displays the identities as byte sequences in hexadecimal notation.

The device identification number consists of the MAC address of the device, with the values ff and
fe added between byte 3 and byte 4.



2.4.3.2

PTP Transparent Clock Port

In this dialog, you specify the Transparent Clock (TC) settings on each individual port.

The settings are effective when the local clock operates as the Transparent Clock (TC). For this,
you select in the Time > PTP > Global dialog in the PTP mode field the value v2-transparent-clock.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates transmitting PTP synchronization messages on the port.

Possible values:

marked (default setting)
The transmitting is active.
The port forwards and receives PTP synchronization messages.

unmarked
The transmitting is inactive.
The port blocks PTP synchronization messages.

Specifies the interval in seconds at which the port measures the Peer-to-Peer delay.

The prerequisite is that in the Time > PTP > Transparent Clock > Global dialog, Delay mechanism option
list, the radio button p2p is selected for this port and for the port of the remote device.

Possible values:
1 (default setting)
2
4
8
16
32

Displays the measured Peer-to-Peer delay for the PTP synchronization messages.

The prerequisite is that in the Time > PTP > Transparent Clock > Global dialog, Delay mechanism option
list, the radio button p2p is selected.
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Corrects the measured delay value corrupted by asymmetrical transmission paths.

Possible values:
-2000000000. . 2000000000 (2x 10°) (default setting: 0)

The value represents the delay symmetry in nanoseconds.
A measured delay value of y ns corresponds to an asymmetry of y x 2 ns.

The value is positive if the delay from the PTP master to the PTP slave is longer than in the opposite
direction.

802.1AS

The IEEE 802.1AS-2020 protocol describes a method that enables precise synchronization of the
clocks of time-aware devices in the network. When you use the protocol 802.1AS over the Ethernet,
you can think of the protocol as a profile of IEEE 1588-2019.

With the Best Master Clock algorithm, the devices in the network determine which device has the
most accurate time. The devices use the device with the most accurate time as the reference time
source (Grandmaster). Subsequently, the participating devices synchronize themselves with this
reference time source.

The 802.1AS function has the following specifications:
In the device, either the 802.1AS function or the PTP function can be enabled.
If the SNTP function and the 802.1AS function are enabled in the device at the same time, then
the 802.1AS function has priority.
The 802.1AS function supports 2 PTP instances, each associated with a domain ID.

The menu contains the following dialogs:
802.1AS Global
802.1AS Port
802.1AS Statistics



2.5.1 802.1AS Giobal

In this dialog, you specify basic settings for the 802.1AS function.

Operation

Enables/disables the 802.1AS function.

Possible values:

On

The 802.1AS function is enabled.

The device synchronizes its clock using the 802.1AS function.

Consider activating the 802.1AS function for each instance and also on the individual ports.

Off (default setting)

The 802.1AS function is disabled.

When disabling the 802.1AS function globally, you disable time synchronization for both
instances and for the respective ports allocated to them. This disables time synchronization on
the instance and port levels even if the 802.1AS function is enabled on the instances and on the
individual ports.
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Configuration

Specifies the lower threshold value in nanoseconds for the measured time difference between the
local clock and the reference time source (Grandmaster). If the measured time difference falls
below this value, then the device considers its local clock to be synchronized.

Possible values:
0..999999999 (10°-1) (default setting: 30)

Specifies the upper threshold value in nanoseconds for the measured time difference between the
local clock and the reference time source (Grandmaster). If the measured time difference exceeds
this value, then the device considers its local clock to be unsynchronized.

Possible values:
31..1000000000 (10°) (default setting: 5000)

Status

This frame displays the synchronization settings of the device for Instance 0.

Displays the measured difference (offset) between the local clock and the reference time source
(Grandmaster) in nanoseconds. The device calculates the difference from the received time
information.

Displays the number of communication paths passed through between the local clock of the device
and the reference time source (Grandmaster).

When the device operates in the Slave role, the value 1 means that the device is connected with the
reference time source (Grandmaster) directly through one communication path.

Displays the clock identification number of the device.
The device displays the identification number as a byte sequence in hexadecimal notation.

The device identification number consists of the MAC address of the device followed by:
00:01 for Instance 0
00:02 for Instance 1

Displays the maximum measured time difference in nanoseconds that has occurred since the
device synchronized its local clock with the reference time source (Grandmaster).



Displays if the local clock is synchronized with the reference time source (Grandmaster).

If the measured time difference between the local clock and the reference time source
(Grandmaster) falls below the synchronization lower threshold value, then the device considers its
local clock to be synchronized. The device keeps this status until the measured time difference
exceeds the synchronization upper threshold value.

You specify the synchronization threshold values in the Configuration frame.

Grandmaster

This frame displays the criteria that the Best Master Clock algorithm uses when determining the
reference time source (Grandmaster) for Instance 0.

The algorithm first evaluates the value in the Priority 1 field of the participating devices. The device
with the numerically lowest value in the Priority 1 field is designated as the reference time source
(Grandmaster). If the value is the same for multiple devices, then the algorithm takes the next
criterion. If this is also the same, then the algorithm takes the next criterion after this one. If these
values are the same for multiple devices, then the numerically lowest value in the Clock identity field
decides which device is designated as the reference time source (Grandmaster). The value in the
Clock identity field is based on the device MAC address which is supposed to be globally unique.
The value in the Clock identity field serves as the final tie-break for the algorithm.

The device lets you influence which device in the network is designated as the reference time

source (Grandmaster). To do this, modify the value in the Priority 1 field or the Priority 2 field in the
Time > 802.1AS > Global frame.

Displays the priority 1 value for the device that is currently the reference time source
(Grandmaster).

Displays the class of the reference time source (Grandmaster). This is a parameter used by the
Best Master Clock algorithm.

Displays the estimated accuracy of the reference time source (Grandmaster). This is a parameter
used by the Best Master Clock algorithm.

Displays the variance of the reference time source (Grandmaster), also known as the Offset scaled
log variance. This is a parameter used by the Best Master Clock algorithm.

Displays the priority 2 value for the device that is currently the reference time source
(Grandmaster).
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Displays the identification number of the reference time source (Grandmaster) device.

The device identification number consists of the MAC address of the device followed by:
00:01 for Instance 0
00:02 for Instance 1

Parent

This frame displays the settings of the directly superior master device for Instance 0.

Displays the port identification number of the directly superior master device.

The device identification number consists of the MAC address of the device followed by:
00:01 for Instance 0
00:02 for Instance 1

Displays the port number of the directly superior master device.

Displays the measured frequency difference of the local clock in ppm (parts per million) relative to
the reference time source (Grandmaster).



2.5.2

[Instance]

802.1AS Port

In this dialog, you specify the 802.1AS settings for each instance and on each individual port.

The device can be part of multiple PTP domains. In the device, the 802.1AS function supports

2 instances: Instance 0 and Instance 1, each operating within separate PTP domains.

You set up each instance separately:
Instance 0
for synchronizing device clocks and transmitting time synchronization messages
Instance 1
only for transmitting time synchronization messages

Operation

Enables/disables the 802.1AS function for the respective instance.

Possible values:

On

The 802.1AS function is enabled.

The device synchronizes its local clock using the 802.1AS function.
Consider activating the 802.1AS function on the individual ports.

Off (default setting)
The 802.1AS function is disabled.

Configuration

Specifies the priority 1 value for the instance.

Possible values:
0..255 (default setting: 248)

Verify that you use the value 255 for a PTP instance that is not Grandmaster-capable.

Specifies the priority 2 value for the instance.

Possible values:
0..255 (default setting: 247)

Verify that you use the value 255 for a PTP instance that is not Grandmaster-capable.

105



Specifies the domain number.

If a port is part of the same domain for both Instance 0 and Instance 1, then the dialog displays an
error message.

Possible values:
0..127 (default settings: 0 for Instance 0 and 1 for Instance 1)

Activates/deactivates the manual setup of the port roles.

Possible values:

marked
Manual setup is active.
You can select the desired port roles from the Desired Role drop-down list.

unmarked (default setting)
Manual setup is inactive.
The device auto-negotiates port roles.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the 802.1AS function on the port.

Possible values:

marked (default setting)

The 802.1AS function is active on the port.

On the port, the device synchronizes its clock using the 802.1AS function.

The prerequisite is that none of the following protocols are active on the port:
Link Aggregation

unmarked

The 802.1AS function is inactive on the port.

Displays the current role that the port operates in within the 802.7AS domain.

Possible values:

Disabled
The port is not 802. 1AS-capable.

Master
The port operates in the Master role.
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Passive

The port operates in the Passive role.

Slave

The port operates in the SLave role.

Grandmaster

PTP Instance

Master Master
Master

Slave Slave Slave

Master Passive Master Passive

PTP Relay Instance PTP Relay Instance PTP Relay Instance
Master Master Master Master
Slave Passive Slave Passive
PTP Relay Instance PTP Relay Instance
Master Disabled Disabled Master
Slave Slave
PTP End Instance PTP End Instance

Specifies the desired role for the port. If the checkbox in the External port configuration column is
marked, then auto-negotiation of port roles is disabled. You can then manually set the desired port

role.

Possible values:
Disabled

The port is not 802.1AS-capable.

Master

The port operates in the Master role.

Passive

The port operates in the Passive role.

Slave

The port operates in the SLave role.
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Displays if the port of the device and the port of the neighboring device are both 802.1AS-capable
and have the 802.1AS function enabled.

Possible values:

marked

The connected ports are 802.1AS-capable and have the 802.1AS function enabled.

The prerequisites are:
The checkbox in the Measuring delay column is marked. The device measures the delay (Peer
delay) on the port.
The value you specify in the Peer delay threshold [ns] column is higher than the value in the
Peer delay [ns] column.

unmarked (default setting)
Atleast one of the connected ports is not 802. 17AS-capable or does not have the 802.1AS function
enabled.

Specifies the interval in seconds at which the port, in the Master role, sends Announce messages
for 802.1AS topology discovery.

Possible values:

1..2 (default setting: 1)
Assign the same value to every device of an 802.1AS domain.

The port does not send Announce messages.

Specifies the interval in seconds at which the port, in the Master role, sends Announce messages
for 802.1AS topology discovery.

If the checkbox in the Use settable announce interval column is marked, then the device uses this
value instead of the value specified in the Initial announce interval [s] column. During the first
synchronization, the device uses the value in the Initial announce interval [s] column even if the Use
settable announce interval checkbox is marked.

Possible values:

1..2 (default setting: 1)
Assign the same value to every device of an 802.7AS domain.

The port does not transmit Announce messages.

Activates/deactivates the use of the interval specified in the Settable announce interval [s] column for
sending Announce messages. The device sends Announce messages for 802.1AS topology
discovery.

Possible values:

marked (default setting)
The device sends Announce messages in the interval specified in the Settable announce interval
[s] column.

unmarked
The device sends Announce messages in the interval specified in the Initial announce interval [s]
column.



Specifies the number of Announce intervals that the device waits for to receive an Announce
message on this port from the neighboring port.

Example: In the default setting, where Seftable announce interval [s] = 1 and Announce timeout = 3, the
total timeout in secondsis 1s x 3 =3 s.

When the specified interval elapses without receiving an Announce message, the device tries to
find a new path to the reference time source (Grandmaster) using the Best Master Clock algorithm.
If the device finds a reference time source (Grandmaster), then it assigns the SLave role to the port
through which the new path leads. If the device does not find a reference time source
(Grandmaster), the device itself becomes the reference time source (Grandmaster) and assigns
the Master role to its ports.

Possible values:

2..10 (default setting: 3)
Assign the same value to each port that belongs to the same 802.7AS domain.

Specifies the interval in seconds at which the port, in the Master role, sends Sync messages for
time synchronization.

Possible values:
0.125 (default setting)
0.250
0.5
1

The port does not send Sync messages.

Specifies the interval in seconds at which the port, in the Master role, sends Sync messages for
time synchronization.

If the checkbox in the Use settable sync interval column is marked, then the device uses this value
instead of the value specified in the Initial sync interval [s] column. During the first synchronization,
the device uses the value in the Initial sync interval [s] column even if the Use settable sync interval
checkbox is marked.

Possible values:
0.125 (default setting)
0.250
0.5
1

The port does not send Sync messages.
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Activates/deactivates the use of the value in the Settable sync interval [s] column for sending Sync
messages.

Possible values:

marked (default setting)
The device sends Sync messages in the interval specified in the Settable sync interval [s] column.

unmarked
The device sends Sync messages in the interval specified in the Initial sync interval [s] column.

Specifies the number of Sync intervals the device waits for to receive a Sync message on this port
from the neighboring port.

Example: In the default setting, whereSeftable sync interval [s] = 0.125 andSync timeout = 3, the total
timeout in seconds is 0.125s x 3 =0.375s.

When the number of intervals elapses without receiving a Sync message, the device tries to find a
new path to the reference time source using the Best Master Clock algorithm. If the device finds a
reference time source (Grandmaster), then it assigns the SlLave role to the port through which the
new path leads. Otherwise, the device itself becomes the reference time source (Grandmaster) and
assigns the Master role to its ports.

Possible values:

2..10 (default setting: 3)
Assign the same value to each port that belongs to the same 802.7AS domain.

Specifies the interval in seconds at which the port sends a Peer delay request message to the
neighboring port to measure the Peer delay.

Possible values:
1 (default setting)
2
4
8

The port does not send Peer delay request messages.

Specifies the interval in seconds at which the port sends a Peer delay request message to the
neighboring port to measure the Peer delay.

If the checkbox in the Use settable pdelay interval column is marked, then the devices uses this value
instead of the value specified in the Initial pdelay interval [s] column. During the first synchronization,
the device uses the value in the Initial pdelay interval [s] column even if the Use settable pdelay interval
checkbox is marked.

Possible values:
1 (default setting)
2
4
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The port does not send Peer delay request messages.

Activates/deactivates the use of the value in the Settable pdelay interval [s] column for sending Peer
delay request messages.

Possible values:

marked
The device sends Peer delay request messages in the interval specified in the Seftable pdelay
interval [s] column.

unmarked (default setting)
The device sends Peer delay request messages in the interval specified in the Initial pdelay
interval [s] column.

Specifies the interval in seconds at which the port sends a message to the neighboring port about
the device capability for time synchronization.

Possible values:
1 (default setting)
2
4
8

The port does not send gPTP-capable messages.

Specifies the interval in seconds at which the port sends a message to the neighboring port about
the device capability for time synchronization.

If the checkbox in theUse settable GptpCapable interval column is marked, the device uses this value
instead of the value specified in the Initial GptpCapable interval [s] column. During the first
synchronization, the device uses the value in the Initial GptpCapable interval [s] column even if the
Use settable GptpCapable interval checkbox is marked.

Possible values:
1 (default setting)
2
4
8

The port does not send gPTP-capable messages.
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Activates/deactivates the use of the value in the Seftable GptpCapable interval [s] column for sending
messages that contain gPTP-capable information.

Possible values:

marked
The device sends gPTP-capable messages in the interval specified in the Seftable GptpCapable
interval [s] column.

unmarked (default setting)
The device sends gPTP-capable messages in the interval specified in the Initial GptpCapable
interval [s] column.

Specifies the number of gPTP-capable intervals that the device waits for to receive a gPTP-capable
message on this port from the neighboring port.

When the number of intervals elapses without receiving a gPTP-capable message, the device
assigns the Disabled role to the port. The port is no longer gPTP-capable.

Possible values:
1..255 (default setting: 9)

Specifies the number of Peer delay intervals that the device waits for to receive a Peer delay
message from the neighboring port.

When the number of intervals elapses without receiving a Peer delay message, the device assigns
the Disabled role to the port. The port is no longer 802.1AS-capable. See the AS capable column.

Possible values:
1..255 (default setting: 9)

Specifies the number of detected faults above which the device no longer considers the port as
802.1AS-capable. The device assigns the Disabled role to the port.

Examples of such detected faults are:
The Peer delay threshold [ns] value exceeds the upper threshold.
The calculated Neighbor rate ratio [ppm] is invalid.



Possible values:
1..255 (default setting: 9)

Specifies the upper threshold value for the Peer delay in nanoseconds. If the value in the Peer delay
[ns] column is greater than this value, then the device assigns the Disabled role to the port. The port
is no longer 802.1AS-capable. See the AS capable column.

Possible values:
0..1000000 (10°) (default setting: 10000)

Displays if the device measures the delay (Peer delay) on the port.

Possible values:

marked
The device measures the delay (Peer delay) on the port. You find the measured value in the
Peer delay [ns] column.

unmarked
The device does not measure the delay (Peer delay) on the port.

Displays the Peer delay value in nanoseconds the device measured. The prerequisite is that the
checkbox in the Measuring delay column is marked.

Specifies the time difference in nanoseconds between the mean link delay value (Peer delay [ns] /
2) and the propagation time from the port to its neighbor.

Possible values:
-10000000000. . 10000000000 (101°) (default setting: 0)

Displays the measured frequency difference of the local clock in parts per million relative to the
clock in the adjacent device.
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2.5.3

[Instance]
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802.1AS Statistics

This dialog displays information about the number of messages received, sent, or discarded on the
ports. The dialog also displays counters that increment every time a timeout event occurred.

The device displays information for each instance separately.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Displays the counters for messages received on the ports.

Displays the number of Sync messages.

Displays the number of Sync follow-up messages.

Displays the number of Peer delay request messages.

Displays the number of Peer delay response messages.

Displays the number of Peer delay response follow-up messages.

Displays the number of Announce messages.



Displays the number of Sync messages that the device discarded on this port. The device discards
a Sync message for example, in cases where the port does not receive a Sync follow-up message
for a corresponding Sync message.

Displays the number of times that a Sync timeout event occurred on the port. See the Sync timeout
column in the Time > 802.1AS > Port dialog.

Displays the number of times that the Announce timeout event occurred on this port. See the
Announce timeout column in the Time > 802.1AS > Port dialog.

Displays the number of times that the Peer delay timeout event occurred on this port. See the Peer
delay timeout column in the Time > 802.1AS > Port dialog.

Displays the counters for messages transmitted on the ports:

Displays the number of Sync messages.

Displays the number of Sync follow-up messages.

Displays the number of Peer delay request messages.

Displays the number of Peer delay response messages.

Displays the number of Peer delay response follow-up messages.

Displays the number of Announce messages.
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3 Device Security

3.1

The menu contains the following dialogs:
User Management
Authentication List
LDAP
Management Access
Pre-login Banner
SSH Known Hosts

User Management

If users log into the device management with valid login data, then the device lets them have access
to its device management.

In this dialog, you manage the users of the local user management. You also specify the following
settings here:

Settings for the login

Settings for saving the passwords

Specify policy for valid passwords

The methods that the device uses for the authentication you specify in the Device Security >
Authentication List dialog.

Configuration

This frame lets you specify settings for the login.

Specifies the number of possible consecutive unsuccessful login attempts when the user accesses
the device management using the Graphical User Interface or the Command Line Interface.

Note:

When accessing the device management using the Command Line Interface through the serial
connection, the number of unsuccessful login attempts is unlimited.

Possible values:
0..5 (default setting: 0)

If the user makes one more consecutive unsuccessful login attempt, then the device locks access
for the user.

The device lets only users with the administrator authorization remove the lock.

The value @ deactivates the lock. The user has unlimited attempts to log into the device
management.
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The device accepts the password if it contains at least the number of characters specified here.

The device checks the password according to this setting, regardless of the setting for the Policy
check checkbox.

Possible values:
1..64 (default setting: 6)

Displays the time period before the device resets the counter in the Login attempts field.

Possible values:
0..60 (default setting: 0)

Password policy

This frame lets you specify the policy for valid passwords. The device checks every new password
and password change according to this policy.

The settings effect the Password column. The prerequisite is that the checkbox in the Policy check
column is marked.

The device accepts the password if it contains at least as many upper-case letters as specified
here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.

The device accepts the password if it contains at least as many lower-case letters as specified here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.

The device accepts the password if it contains at least as many numbers as specified here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.



The device accepts the password if it contains at least as many special characters as specified
here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.

Table

Every user requires an active user account to gain access to the device management. The table
lets you set up and manage user accounts. To change settings, click the desired parameter in the
table and modify the value.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.
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+

Opens the Create window to add a table row.

In the User name field, you specify the name of the user account.
Possible values:
Alphanumeric ASCII character string with 1..32 characters

aD
X

Removes the selected table row.

Displays the name of the user account.

To add a user account, click the I:Iil:l button.

Activates/deactivates the user account.

Possible values:

marked
The user account is active. The device accepts the login of a user, to the device management,
with this user name.

unmarked (default setting)
The user account is inactive. The device rejects the login of a user, to the device management,
with this user name.

When one user account exists with the access role administrator, this user account is constantly
active.
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Specifies the password that the user applies to access the device management using the Graphical
User Interface or Command Line Interface.

Displays ***** (asterisks) instead of the password with which the user logs into the device
management. To change the password, click the relevant field.

When you specify the password for the first time, the device uses the same password in the SNMP
auth password and SNMP encryption password columns.

The device lets you specify different passwords in the SNMP auth password and SNMP encryption
password columns.

If you change the password in the current column, then the device also changes the passwords
for the SNMP auth password and SNMP encryption password columns, but only if they are not
individually specified previously.

Possible values:

Alphanumeric ASCII character string with 6..64 characters
The device accepts the following characters:

d..Zz

A..Z

0..9

T#$%&" () *+,-./1;<=>2@[\]1"_" {}~

The minimum length of the password is specified in the Configuration frame. The device
differentiates between upper and lower case.

If the checkbox in the Policy check column is marked, then the device checks the password
according to the policy specified in the Password policy frame.

The device constantly checks the minimum length of the password, even if the checkbox in the
Policy check column is unmarked.

Specifies the access role that regulates the access of the user to the individual functions of the
device.

Possible values:

unauthorized

The user is blocked, and the device rejects the user login to the device management.
Assign this value to temporarily lock the user account. If the device detects an error when
another access role is being assigned, then the device assigns this access role to the user
account.

guest (default setting)
The user is authorized to monitor the device.

auditor
The user is authorized to monitor the device and to save the log file in the Diagnostics > Report >
Audit Trail dialog.

operator
The user is authorized to monitor the device and to change the settings — with the exception of
security settings for device access.

administrator
The user is authorized to monitor the device and to change the settings.



The device assigns the Service Type transferred in the response of a RADIUS server as follows to
an access role:

Administrative-User: administrator
Login-User: operator
NAS-Prompt-User: guest

Unlocks the user account.

Possible values:

marked

The user account is locked. The user has no access to the device management.

If the user makes too many consecutive unsuccessful login attempts, then the device
automatically locks the user.

unmarked (grayed out) (default setting)
The user account is unlocked. The user has access to the device management.

Activates/deactivates the password check.

Possible values:

marked

The password check is activated.

When you set up or change the password, the device checks the password according to the
policy specified in the Password policy frame.

unmarked (default setting)
The password check is deactivated.

Specifies the authentication protocol that the device applies for user access using SNMPv3.

Possible values:

hmacmd5  (default setting)
For this user account, the device uses protocol HMACMDS5.

hmacsha
For this user account, the device uses protocol HMACSHA.

Specifies the password that the device applies for user access using SNMPv3.

Displays ***** (asterisks) instead of the password with which the user logs into the device
management. To change the password, click the relevant field.

By default, the device uses the same password that you specify in the Password column.

For the current column, the device lets you specify a different password than in the Password
column.

If you change the password in the Password column, then the device also changes the password
for the current column, but only if it is not individually specified.
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Possible values:

Alphanumeric ASCII character string with 6..64 characters
The device accepts the following characters:

d..Zz

A..Z

0..9

VHEX%R () *+,-./1;<=>20[\]*_"{}~

Specifies the encryption protocol that the device applies for user access using SNMPv3.

Possible values:

none
No encryption.

des (default setting)
DES encryption

aesCfb128
AES128 encryption

Specifies the password that the device applies to encrypt user access using SNMPv3.
Displays ***** (asterisks) instead of the password with which the user logs into the device
management. To change the password, click the relevant field.

By default, the device uses the same password that you specify in the Password column.

For the current column, the device lets you specify a different password than in the Password
column.

If you change the password in the Password column, then the device also changes the password
for the current column, but only if it is not individually specified.

Possible values:

Alphanumeric ASCII character string with 6..64 characters
The device accepts the following characters:

d..Zz

A..Z

0..9

VHEXH& () *+,-./1;<=>20[\]*_"{}~



3.2

Authentication List

In this dialog, you manage the authentication lists. In an authentication list you specify which
method the device uses for the authentication. You also have the option to assign pre-defined
applications to the authentication lists.

If users log in with valid login data, then the device lets them have access to its device
management. The device authenticates the users using the following methods:

User management of the device

LDAP

RADIUS

With the port-based access control according to IEEE 802.1X, if connected end devices log in with
valid login data, then the device lets them have access to the network. The device authenticates
the end devices using the following methods:

RADIUS

IAS (Integrated Authentication Server)

In the default setting the following authentication lists are available:
defaultDot1x8021AuthList
defaultLoginAuthList
defaultV24AuthlList

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Note:

If the table does not contain a list, then access to the device management is only possible using
the Command Line Interface through the serial connection. In this case, the device authenticates
the user using the local user management. See the Device Security > User Management dialog.

(= ==)
+

Opens the Create window to add a table row.

In the Name field, you specify the name of the list.
Possible values:
Alphanumeric ASCII character string with 1..32 characters

123



124

aD
X

Removes the selected table row.

Opens the Allocate applications window. The window displays the applications that you can
designate to the selected list.

Click and select an item to designate it to the currently selected list.
An application that is already designated to a different list the device designates to the currently
selected list, after you click the Ok button.

Click and deselect an item to undo its designation to the currently selected list.
If you deselect the application WebInterface, then the connection to the device is lost, after you
click the Ok button.

Displays the name of the list.

To add a list, click the %8 button.

Specifies the authentication policy that the device uses for access using the application specified
in the Dedicated applications column.

The device gives you the option of a fall-back solution. For this, you specify another policy in each
of the policy fields. If the authentication with the specified policy is unsuccessful, then the device
can use the next policy, depending on the order of the values entered in each policy.

Possible values:

Llocal (default setting)

The device authenticates the users by using the local user management. See the Device
Security > User Management dialog.

You cannot assign this value to the authentication list defaultDot1x8021AuthList.

radius
The device authenticates the users with a RADIUS server in the network. You specify the
RADIUS server in the Network Security > RADIUS > Authentication Server dialog.

reject

The device accepts or rejects the user logging into the device management depending on which

policy you try first. The following list contains authentication scenarios:
If the first policy in the authentication listis Local and the device accepts the login credentials
of the user, then it logs the user into the device management without attempting the other
polices.
If the first policy in the authentication listis Local and the device denies the login credentials
of the user, then it attempts to log the user into the device management using the other
polices in the order specified.
If the first policy in the authentication list is radius or Ldap and the device rejects a login, then
the login is immediately rejected without attempting to log in the user using another policy.
If there is no response from the RADIUS or LDAP server, then the device attempts to
authenticate the user with the next policy.



3.3

If the first policy in the authentication list is reject, then the devices immediately rejects the
user login without attempting another policy.
Verify that the authentication list defaultV24AuthList contains at least one policy different
from reject.
ias
The device authenticates the end devices logging in using 802.1X with the integrated
authentication server (IAS). The integrated authentication server manages the login data in a
separate database. See the Network Security > 802.1X > IAS dialog.
You can only assign this value to the authentication list defaultDot1x8021AuthList.

Ldap

The device authenticates the users with authentication data and access role saved in a central
location. You specify the Active Directory server that the device uses in the Device Security >
LDAP > Configuration dialog.

Displays the dedicated applications. When users access the device with the relevant application,
the device uses the specified policies for the authentication.

To allocate another application to the list or remove the allocation, click the E button. The device
lets you assign each application to exactly one list.

Activates/deactivates the list.

Possible values:

marked (default setting)
The list is activated. The device uses the policies in this list when users access the device with
the relevant application.

unmarked
The list is deactivated.

LDAP

The Lightweight Directory Access Protocol (LDAP) lets you authenticate and authorize the users at
a central point in the network. A widely used directory service accessible through LDAP is Active

Directory®.

The device forwards the login data of the user to the authentication server using the Lightweight
Directory Access Protocol (LDAP). The authentication server decides if the login data is valid and
transfers the authorizations of the user to the device.

Upon successful login, the device caches the login data. This speeds up the login process when
users log into the device management again. In this case, no complex LDAP search operation is
necessary.

The menu contains the following dialogs:

LDAP Configuration
LDAP Role Mapping
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LDAP Configuration

This dialog lets you specify up to 4 authentication servers. An authentication server authenticates
and authorizes the users when the device forwards the login data to the server.

The device sends the login data to the first authentication server. When no response comes from
this server, the device contacts the next server in the table.

Operation

Enables/disables the LDAP client.

If in the Device Security > Authentication List dialog you specify the value 1dap in one of the columns
Policy 1to Policy 5, then the device uses the LDAP client. Prior to this, specify in the Device Security >
LDAP > Role Mapping dialog at least one mapping for this access role administrator. This provides
you access to the device as administrator after logging into the device management through LDAP.

Possible values:

On
The LDAP client is enabled.

Off (default setting)
The LDAP client is disabled.

Configuration

Deletes the cached login data of the successfully logged in users.



Specifies for how many minutes after successfully logging into the device management the login
data of a user remain valid. When a user logs in again within this time, no complex LDAP search
operation is necessary. The login process is much faster.

Possible values:
1..1440 (default setting: 10)

Specifies the user ID in the form of the “Distinguished Name” (DN) with which the device logs into
the LDAP server.

If the LDAP server requires a user ID in the form of the “Distinguished Name” (DN) for the login,
then this information is necessary. In Active Directory environments, this information is
unnecessary.

The device attempts to authenticate on the LDAP server with the user ID to find the “Distinguished
Name” (DN) for the users logging into the device management. The device conducts the search
according to the settings in the Base DN and User name attribute fields.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

Specifies the password which the device uses together with the user ID specified in the Bind user
field when logging into the LDAP server.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

Specifies the starting point for the search in the directory tree in the form of the “Distinguished
Name” (DN).

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the LDAP attribute which contains a biunique user name. Afterwards, the user uses the
user name contained in this attribute to log into the device management.

Often the LDAP attributes userPrincipalName, mail, sAMAccountName and uid contain a unique user
name.

The device adds the character string specified in the Default domain field to the user name under the
following condition:

The user name contained in the attribute does not contain the @ character.
In the Default domain field, a domain name is specified.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
(default setting: userPrincipalName)
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Specifies the character string which the device adds to the user name of the users logging in if the
user name does not contain the @ character.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

Certificates/CRLs

To establish a secure connection, the device requires to obtain a valid digital certificate to verify the
identity of the server. The prerequisite is that you have transferred the public certificate of the server
onto the device. Ask the server administrator for a digital certificate in X.509 format. For security
reasons, Hirschmann recommends using only digital certificates signed by a Certification Authority
(CA).

A Certificate Revocation List (CRL) contains a list of digital certificates revoked by the Certification
Authority (CA) before their scheduled expiration date. When establishing a secure connection to
the server, the device stops setting up the connection if the CRL includes the public certificate of
the server. The device logs the event in the System Log. For security reasons, Hirschmann
recommends using only CRLs signed by a Certification Authority (CA).

Deletes the digital certificates and CRLs transferred onto the device from the non-volatile memory
(NVM).

Specifies the path and file name of the digital certificate or CRL.

The device accepts digital certificates and CRLs with the following properties:
X.509 format
.PEM file name extension
Base64-coded and enclosed by the lines

The device gives you the following options for transferring the file onto the device:
Import from the PC

When the file is located on your PC or on a network drive, drag and drop it onto the lL area.
As an alternative, click in the area to select the file.

Import from an FTP server

Do not use this setting if you transmit data over untrusted networks.

When the file is on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>[:port]/<path>/<file name>



Import from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

When the file is on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server
When the file is on an SCP or SFTP server, specify the URL for the file in the following form:
scp:// or sttp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>
Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Transfers the file specified in the URL field onto the device.

In this dialog, you can transfer a maximum of 16 digital certificates and additionally a maximum of
16 CRLs onto the device.

For the changes to take effect after transferring a digital certificate or a CRL into the device, disable
and re-enable the LDAP function. See the Operation frame.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(== u)
+

Adds a table row.

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. The device automatically assigns the
value when you add a table row.

Specifies the description.

You have the option to describe here the authentication server or note additional information.
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Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the IP address or the DNS name of the server.

If in the Connection security column a value other than none is specified and the digital certificate
contains only DNS names of the server, then specify a DNS name.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)
Valid IPv6 address

DNS name in the format <domain>.<t1ld> or <host>.<domain>.<tld>

The prerequisite is that you also enable the Client function in the Advanced > DNS > Client > Global
dialog.

To establish an encrypted connection using a digital certificate, verify that the Common Name or
Subject Alternative Name information in the digital certificate that you have transferred
onto the device matches the value you specify here. Otherwise, the device will not be able to
verify the identity of the server.

_ldap._tcp.<domain>.<tld>
Using this DNS name, the device queries the LDAP server list (SRV Resource Record) from the
DNS server.

Specifies the TCP Port on which the server expects the requests.

If you have specified the value _ldap. tcp.domain.tld in the Address column, then the device
ignores this value.

Possible values:

0..65535 (2t¢-1) (default setting: 389)
Exception: Port 2222 is reserved for internal functions.

Frequently used TCP-Ports:
LDAP: 389
LDAP over SSL: 636
Active Directory Global Catalogue: 3268
Active Directory Global Catalogue SSL: 3269

Specifies the protocol which encrypts the communication between the device and the
authentication server.

Possible values:
none
No encryption.
The device establishes an LDAP connection to the server and transmits the communication
including the passwords in clear text.
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Encryption with SSL.

The device establishes a TLS connection to the server and tunnels the LDAP communication
over it.

startTLS (default setting)

Encryption with startTLS extension.

The device establishes an LDAP connection to the server and encrypts the communication.

The prerequisite for encrypted communication is that the device uses the correct time. If the digital
certificate contains only the DNS names, then you specify the DNS name of the server in the
Address column. Enable the Client function in the Advanced > DNS > Client > Global dialog.

If the digital certificate contains the IP address of the server in the Subject Alternative Name field,
then the device is able to verify the identity of the server without the DNS setting.

Displays the connection status and the authentication with the authentication server.

Possible values:

ok

The server is reachable.

If in the Connection security column a value other than none is specified, then the device has
verified the digital certificate of the server.

unreachable
Server is unreachable.

other
The device has not established a connection to the server yet.

Activates/deactivates the use of the server.

Possible values:

marked
The device uses the server.

unmarked (default setting)
The device does not use the server.
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LDAP Role Mapping

This dialog lets you set up to 64 mappings to assign an access role to users.

In the table you specify if the device assigns an access role to the user based on an attribute with
a specific value or based on the group membership.
The device searches for the attribute and the attribute value within the user object.
By evaluating the “Distinguished Name” (DN) contained in the member attributes, the device
checks group the membership.

When a user logs into the device management, the device searches for the following information
on the LDAP server:
In the related user project, the device searches for attributes specified in the mappings.
In the group objects of the groups specified in the mappings, the device searches for the
member attributes.

On this basis, the device checks any mapping.
Does the user object contain the required attribute?
or
Is the user member of the group?

If the device does not find a match, then the user does not get access to the device.

If the device finds more than one mapping that applies to a user, then the setting in the Matching
policy field decides. The user either obtains the access role with the more extensive authorizations
or the 1st access role in the table that applies.

Configuration

Specifies which access role the device applies if more than one mapping applies to a user.

Possible values:
highest (default setting)
The device applies the access role with more extensive authorizations.
first
The device applies the rule which has the lower value in the Index column to the user.



Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

== a )

+

Opens the Create window to add a table row.

In the Index field, you specify the index number.
Possible values:
1..64

X

Removes the selected table row.

Displays the index number to which the table row relates. You specify the index number when you
add a table row.

Specifies the access role that regulates the access of the user to the individual functions of the
device.

Possible values:

unauthorized (default setting)

The user is blocked, and the device rejects the user login.

Assign this value to temporarily lock the user account. If an error is detected when another role
is being assigned, then the device assigns this access role to the user account.

guest
The user is authorized to monitor the device.

auditor

The user is authorized to monitor the device and to save the log file in the Diagnostics > Report >
Audit Trail dialog.

operator

The user is authorized to monitor the device and to change the settings — with the exception of
security settings for device access.

administrator
The user is authorized to monitor the device and to change the settings.

Specifies if a group or an attribute with an attribute value is specified in the Parameter column.

Possible values:

attribute (default setting)
The Parameter column contains an attribute with an attribute value.

group
The Parameter column contains the “Distinguished Name” (DN) of a group.
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Specifies a group or an attribute with an attribute value, depending on the setting in the Type
column.

Possible values:

Alphanumeric ASCII character string with 0..255 characters

The device differentiates between upper and lower case.
If in the Type column the value attribute is specified, then you specify the attribute in the
form of Attribute name=Attribute_value.
Example: 1=Germany
If in the Type column the value group is specified, then you specify the “Distinguished Name”
(DN) of a group.
Example: CN=admin-users,0U=Groups,DC=example,DC=com

Activates/deactivates the role mapping.

Possible values:

marked
The role mapping is active.

unmarked (default setting)
The role mapping is inactive.

3.4 Management Access

The menu contains the following dialogs:
Server
IP Access Restriction
Web
Command Line Interface
SNMPv1/v2 Community
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Server

This dialog lets you set up the server services which enable users or applications to access the
management of the device.

The dialog contains the following tabs:
[Information]

[

[Telnet]
[SSH]
[
[

[Information]

This tab displays as an overview which server services are enabled.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays if the server service is active or inactive, which authorizes access to the device using
SNMP version 1. See the SNMP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using
SNMP version 2. See the SNMP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.
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Displays if the server service is active or inactive, which authorizes access to the device using
SNMP version 3. See the SNMP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using
Telnet. See the Telnet tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using
Secure Shell (SSH). See the SSH tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using the
Graphical User Interface through HTTP. See the HTTP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using the
Graphical User Interface through HTTPS. See the HTTPS tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.



[SNMP]

This tab lets you specify settings for the SNMP agent of the device and to enable/disable access
to the device with different SNMP versions.

The SNMP agent enables access to the device management with SNMP-based applications.

Configuration

Activates/deactivates the access to the device with SNMP version 1.

Possible values:

marked

SNMP version 1 access is active.
You specify the community names in the Device Security > Management Access > SNMPv1/v2
Community dialog.
You activate/deactivate the write access for the read and write authorization in the Device
Security > Management Access > SNMPv1/v2 Community dialog.

unmarked (default setting)
SNMP version 1 access is inactive.

Activates/deactivates the access to the device with SNMP version 2.

Possible values:
marked
SNMP version 2 access is active.
You specify the community names in the Device Security > Management Access > SNMPv1/v2
Community dialog.
You activate/deactivate the write access for the read and write authorization in the Device
Security > Management Access > SNMPv1/v2 Community dialog.

unmarked (default setting)
SNMP version 2 access is inactive.

Activates/deactivates the access to the device with SNMP version 3.

Possible values:

marked (default setting)
Access is activated.

unmarked
Access is deactivated.

Network management systems like Industrial HiVision use this protocol to communicate with the
device.

137



[Telnet]

138

Specifies the number of the UDP port on which the SNMP agent receives requests from clients.

Possible values:

1..65535 (2'¢-1) (default setting: 161)
Exception: Port 2222 is reserved for internal functions.

To enable the SNMP agent to use the new port after a change, you proceed as follows:

Click the / button.

Select in the Basic Settings > Load/Save dialog the active configuration profile.

Click the a button to save the current settings.
Restart the device.

Activates/deactivates the access to the device through SNMP over IEEE 802.

Possible values:

marked
Access is activated.

unmarked (default setting)
Access is deactivated.

This tab lets you enable/disable the Telnet server in the device and specify its settings.

The Telnet server enables access to the device management remotely through the Command Line
Interface. Telnet connections are unencrypted.

Operation

Enables/disables the Telnet server.

Possible values:
On
The Telnet server is enabled.
The access to the device management is possible through the Command Line Interface using
an unencrypted Telnet connection.

Off (default setting)
The Telnet server is disabled.

Note:
If the SSH server is disabled and you also disable the Telnet server, then access to the device
management is only possible using the Command Line Interface through the serial connection.



[SSH]

Configuration

Specifies the number of the TCP port on which the device receives Telnet requests from clients.

Possible values:

1..65535 (2%6-1) (default setting: 23)
Exception: Port 2222 is reserved for internal functions.

The server restarts automatically after the port is changed. Existing connections remain in place.

Displays how many Telnet connections are currently established to the device.

Specifies the maximum number of Telnet connections to the device that can be set up
simultaneously.

Possible values:
1..5 (default setting: 5)

Specifies the timeout in minutes. After the device has been inactive for this time, it ends the session
for the user logged into the device management.

A change in the value takes effect the next time a user logs into the device management.

Possible values:
0
Deactivates the function. The connection remains established in the case of inactivity.
1..160 (default setting: 5)

This tab lets you enable/disable the SSH server in the device and specify its settings required for
SSH. The server works with SSH version 2.

The SSH server enables access to the device management remotely through the Command Line
Interface. SSH connections are encrypted.

The SSH server identifies itself to the clients using its public RSA key. When first setting up the
connection, the client program displays the user the fingerprint of this key. The fingerprint contains
a Base64-coded character sequence that is easy to check. When you make this character
sequence available to the users through a reliable channel, they have the option to compare both
fingerprints. If the character sequences match, then the client is connected to the correct server.
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The device lets you generate the private and public keys (host keys) required for RSA directly in
the device. As an alternative, transfer your own host key in PEM format onto the device.

As an alternative, the device lets you load the RSA key (host key) from an external memory during
the system startup. You activate this function in the Basic Settings > External Memory dialog, SSH key
auto upload column.

Operation

Enables/disables the SSH server.

Possible values:

On (default setting)

The SSH server is enabled.

The access to the device management is possible through the Command Line Interface using
an encrypted SSH connection.

You can start the server only if there is an RSA signature in the device.

Off

The SSH server is disabled.

When you disable the SSH server, the existing connections remain established. However, the
device helps prevent new connections from being set up.

Note:
If the Telnet server is disabled and you also disable the SSH server, then access to the device
management is only possible using the Command Line Interface through the serial connection.

Configuration

Specifies the number of the TCP port on which the device receives SSH requests from clients.

Possible values:

1..65535 (2'¢-1) (default setting: 22)
Exception:; Port 2222 is reserved for internal functions.

The server restarts automatically after the port is changed. Existing connections remain in place.

Displays how many SSH connections are currently established to the device.



Specifies the maximum number of SSH connections to the device that can be set up
simultaneously.

Possible values:
1..5 (default setting: 5)

Specifies the timeout in minutes. After the user logged into the device management has been
inactive for this time, the device ends the connection.

A change in the value takes effect the next time a user logs into the device management.

Possible values:

0
Deactivates the function. The connection remains established in the case of inactivity.

1..160 (default setting: 5)

Signature

Displays if an RSA host key is present in the device.

Possible values:

marked
A key is present.

unmarked
No key is present.

Generates a host key in the device. The prerequisite is that the SSH server is disabled.

Length of the key generated:
2048 bit (RSA)

To get the SSH server to use the generated host key, restart the SSH server.

As an alternative, transfer your own host key in PEM format onto the device. See the Key import
frame.

Removes the host key from the device. The prerequisite is that the SSH server is disabled.

Displays if the device currently generates a host key.

It is possible that another user triggered this action.
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Possible values:

rsa
The device currently generates an RSA host key.

none
The device does not generate a host key.

Fingerprint
The fingerprint is an easy to verify string that uniquely identifies the host key of the SSH server.

After importing a new host key, the device continues to display the existing fingerprint until you
restart the server.

Specifies which fingerprint the RSA fingerprint field displays.

Possible values:

md5
The RSA fingerprint field displays the fingerprint as hexadecimal MD5 hash.

sha256 (default setting)
The RSA fingerprint field displays the fingerprint as Base64-coded SHA256 hash.

Displays the fingerprint of the public host key of the SSH server.

When you change the settings in the Fingerprint type field, click afterwards the / button and then
the C button to update the display.

Key import

Specifies the path and file name of your own RSA host key.

The device accepts the RSA key if it has the following key length:
2048 bit (RSA)

The device gives you the following options for transferring the file onto the device:
Import from the PC

When the file is located on your PC or on a network drive, drag and drop it onto the IL area.
As an alternative, click in the area to select the file.

Import from an FTP server

Do not use this setting if you transmit data over untrusted networks.

When the file is on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>[:port]/<file name>



[HTTP]

Import from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

When the file is on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server
When the file is on an SCP or SFTP server, specify the URL for the file in the following form:
scp:// or sttp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>
Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Transfers the file specified in the URL field onto the device.

For the changes to take effect after transferring a digital certificate onto the device, disable and re-
enable the SSH server function. See the Operation frame.

This tab lets you enable/disable the Hypertext Transfer Protocol (HTTP) for the web server and
specify the settings required for HTTP.

The web server provides the Graphical User Interface through an unencrypted HTTP connection.
For security reasons, disable the Hypertext Transfer Protocol (HTTP) and use the Hypertext
Transfer Protocol Secure (HTTPS) instead.

The device supports up to 10 simultaneous connections using HTTP or HTTPS.

Note:

If you change the settings in this tab and click the /" button, then the device ends the session and

disconnects every opened connection. To continue working with the Graphical User Interface, log
in again.
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Operation

Enables/disables the HTTP function for the web server.

Possible values:

On (default setting)

The HTTP function is enabled.

The access to the device management is possible through an unencrypted HTTP connection.
When the HTTPS function is also enabled, the device automatically redirects the request for a
HTTP connection to an encrypted HTTPS connection.

off
The HTTP function is disabled.

When the HTTPS function is enabled, the access to the device management is possible through
an encrypted HTTPS connection.

Note:
If the HTTP and HTTPS functions are disabled, then you can enable the HTTP function using the
Command Line Interface command http server to get to the Graphical User Interface.

Configuration

Specifies the number of the TCP port on which the web server receives HTTP requests from clients.

Possible values:

1..65535 (2'¢-1) (default setting: 80)
Exception:; Port 2222 is reserved for internal functions.

This tab lets you enable/disable the Hypertext Transfer Protocol Secure(HTTPS) for the web server
and specify the settings required for HTTPS.

The web server provides the Graphical User Interface through an encrypted HTTP connection.

A digital certificate is required for the encryption of the HTTP connection. The device lets you
generate this digital certificate yourself or to transfer an existing digital certificate onto the device.

The device supports up to 10 simultaneous connections using HTTP or HTTPS.

Note:

If you change the settings in this tab and click the /" button, then the device ends the session and

disconnects every opened connection. To continue working with the Graphical User Interface, log
in again.



Operation

Enables/disables the HTTPS function for the web server.

Possible values:

On (default setting)

The HTTPS function is enabled.

The access to the device management is possible through an encrypted HTTPS connection.
When there is no digital certificate present, the device generates a digital certificate before it
enables the HTTPS function.

Off

The HTTPS function is disabled.

When the HTTP function is enabled, the access to the device management is possible through
an unencrypted HTTP connection.

Note:
If the HTTP and HTTPS functions are disabled, then you can enable the HTTPS function using the
Command Line Interface command https server to get to the Graphical User Interface.

Configuration

Specifies the number of the TCP port on which the web server receives HTTPS requests from
clients.

Possible values:

1..65535 (2'¢-1) (default setting: 443)
Exception:; Port 2222 is reserved for internal functions.

Certificate

If the device uses a digital certificate not signed by a Certification Authority (CA) known to the web
browser, then the web browser may display a warning message before loading the Graphical User
Interface.

To address the warning, you have the following possibilities:
Transfer a digital certificate onto the device whose Certification Authority (CA) is known to your
web browser. This may additionally require you to make the Certification Authority (CA) known
to your web browser or operating system.
As a workaround, you can also add an exception rule for the existing device certificate in your
web browser.
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Displays if a digital certificate is present in the device.

Possible values:

marked
A digital certificate is present.

unmarked
The digital certificate has been removed.

Generates a digital certificate in the device.
Until restarting the web server uses the previous certificate.

To get the web server to use the newly generated digital certificate, restart the web server.
Restarting the web server is possible only through the Command Line Interface.

As an alternative, transfer your own digital certificate onto the device. See the Certificate import
frame.

Deletes the digital certificate.

Until restarting the web server uses the previous certificate.

Displays if the device currently generates or deletes a digital certificate.
It is possible that another user has triggered the action.

Possible values:

none
The device does currently not generate or delete a digital certificate.

delete
The device currently deletes a digital certificate.

generate
The device currently generates a digital certificate.

Fingerprint

The fingerprint is an easily verified hexadecimal number sequence that uniquely identifies the
digital certificate of the HTTPS server.

After importing a new digital certificate, the device displays the current fingerprint until you restart
the server.



Specifies which fingerprint the Fingerprint field displays.

Possible values:

shal
The Fingerprint field displays the SHA1 fingerprint of the digital certificate.

sha256 (default setting)
The Fingerprint field displays the SHA256 fingerprint of the digital certificate.

Hexadecimal character sequence of the digital certificate used by the server.

When you change the settings in the Fingerprint type field, click afterwards the +/ button and then
the C button to update the display.

Certificate import

Specifies the path and file name of the digital certificate.

The device accepts digital certificates with the following properties:
X.509 format
.PEM file name extension
Base64-coded and enclosed by the lines

RSA key with 2048 bit length

The device gives you the following options for transferring the file onto the device:
Import from the PC
When the file is located on your PC or on a network drive, drag and drop it onto the lL area.
As an alternative, click in the area to select the file.

Import from an FTP server

Do not use this setting if you transmit data over untrusted networks.

When the file is on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>[:port]/<path>/<file name>
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Import from a TFTP server

Do not use this setting if you transmit data over untrusted networks.

When the file is on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server
When the file is on an SCP or SFTP server, specify the URL for the file in the following form:
scp:// or sftp://<IP address>[:port]/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>[:port]/<path>/<file name>
Remember to set up the SCP or SFTP server as an SSH known host before the device
accesses the server for the first time. See the Device Security > SSH Known Hosts dialog.

Transfers the file specified in the URL field onto the device.

For the changes to take effect after transferring a digital certificate onto the device, disable and re-
enable the HTTPS server function. See the Operation frame.



3.4.2 IP Access Restriction

This dialog lets you restrict access to the device management from a specific IP address range for
selected applications.

If the function is disabled, then access to the device management is unrestricted. Everyone can
access the device management from any IP address using any application.
If the function is enabled, then access is restricted. Everyone can access the device
management only under the following conditions:

At least one rule is active.

and

You access the device with a permitted application from a permitted IP address range
specified in the rule.

Operation

Enables/disables the IP Access Restriction function.

Possible values:

On
The IP Access Restriction function is enabled.
The access to the device management is restricted.

Note:

Before you enable the function, verify that the table contains at least one active rule that grants
you access to the device management. Otherwise, access to the device management is only
possible using the Command Line Interface through the serial connection.

Off (default setting)
The IP Access Restriction function is disabled.

Table
You have the option of defining up to 16 table rows and activating them separately.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(== u])
+

Adds a table row.

aD
X

Removes the selected table row.
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Displays the index number to which the table row relates. The device automatically assigns the
value when you add a table row.

When you delete a table row, this leaves a gap in the numbering. When you add a table row, the
device fills the first gap.

Possible values:
1..16

Specifies the IP address of the network from which you allow the access to the device
management. You specify the network range in the Netmask column.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)

Specifies the range of the network specified in the Address column.

Possible values:

Valid netmask (default setting: 0.0.0.0)
Example: To restrict access from a single IP address, specify the value as 255.255.255. 255.

Activates/deactivates the HTTP access.

Possible values:

marked (default setting)
HTTP access is active. Access is possible from the adjacent IP address range.

unmarked
HTTP access is inactive.

Activates/deactivates the HTTPS access.

Possible values:

marked (default setting)
HTTPS access is active. Access is possible from the adjacent IP address range.

unmarked
HTTPS access is inactive.

Activates/deactivates the SNMP access.

Possible values:

marked (default setting)
SNMP access is active. Access is possible from the adjacent IP address range.

unmarked
SNMP access is inactive.



Activates/deactivates the Telnet access.

Possible values:

marked (default setting)
Telnet access is active. Access is possible from the adjacent IP address range.

unmarked
Telnet access is inactive.

Activates/deactivates the SSH access.

Possible values:

marked (default setting)
SSH access is active. Access is possible from the adjacent IP address range.

unmarked
SSH access is inactive.

Activates/deactivates the access to the Modbus TCP server.

Possible values:

marked (default setting)
Modbus TCP access is active. Access is possible from the adjacent IP address range.

unmarked
Modbus TCP access is inactive.

Activates/deactivates the access to the EtherNet/IP server.

Possible values:

marked (default setting)
Ethernet/IP access is active. Access is possible from the adjacent IP address range.

unmarked
Ethernet/IP access is inactive.

Activates/deactivates the access to the PROFINET server.

Possible values:

marked (default setting)
PROFINET access is active. Access is possible from the adjacent IP address range.

unmarked
PROFINET access is inactive.
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Activates/deactivates the table row.

Possible values:

marked (default setting)

The table row is active. The device restricts the access to the device management from the
specified IP address range for the selected applications.

unmarked

The table row is inactive. The device does not restrict access to the device management from
the specified IP address range for the selected applications.
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3.4.3 Web

In this dialog, you specify settings for the Graphical User Interface.

Configuration

Specifies the timeout in minutes. After the device has been inactive for this time, it ends the session
for the user logged into the device management.

Possible values:
0..160 (default setting: 5)

The value 0 deactivates the function, and the user remains logged in when inactive.
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Command Line Interface

In this dialog, you specify settings for the Command Line Interface. For further information about
the Command Line Interface, see the “Command Line Interface” reference manual.

The dialog contains the following tabs:
[Global]
[Login banner]

This tab lets you change the prompt in the Command Line Interface and to activate automatic
closing of inactive Command Line Interface sessions through the serial connection.

The device has the following serial interfaces.
USB-C interface

Configuration

Specifies the character string that the device displays in the Command Line Interface at the start of
every command line.

Possible values:

Alphanumeric ASCII character string with 0..128 characters
(0x20. .0x7E) including space characters
Wildcards
%d date
%i IP address
%m MAC address
%p product name
%s short product name
%t time
Default setting:  (GRS)

Changes to this setting are immediately effective in the active Command Line Interface session.

Specifies the time in minutes after which the device automatically closes the session of an inactive
user logged into the device management using the Command Line Interface through the serial
connection.

Possible values:

0..160 (default setting: 5)
The value 0 deactivates the function, and the user remains logged into the device management
when inactive.



A change in the value takes effect the next time a user logs into the device management.

Forthe Telnet server and the SSH server, you specify the timeout in the Device Security > Management
Access > Server dialog.

[Login banner]
In this tab you replace the start screen of the Command Line Interface with your own text.

In the default setting, the start screen displays information about the device, such as the software
version and the device settings. With the function in this tab, you deactivate this information and
replace it with an individually specified text.

To display your own text in the Command Line Interface and in the Graphical User Interface before
the login, you use the Device Security > Pre-login Banner dialog.

Operation

Enables/disables the Login banner function.

Possible values:

On

The Login banner function is enabled.

The device displays the text information specified in the Banner text field to the users that log into
the device management through the Command Line Interface.

Off (default setting)

The Login banner function is disabled.

The start screen displays information about the device. The text information in the Banner text
field is kept.

Banner text

Specifies the character string that the device displays in the Command Line Interface at the start of
every session.

Possible values:

Alphanumeric ASCII character string with 0..1024 characters
(0x20. .0x7E) including space characters

<Tab>
<Line break>
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SNMPv1/v2 Community

In this dialog, you specify the community name for SNMPv1/v2 applications and activate/deactivate
the write access for the read and write authorization.

Applications send requests using SNMPv1/v2 with a community name in the SNMP data packet
header. Depending on the community name (see Community column) and the write access setting
(see the checkbox in the SNMP V1/V2 readOnly column), the application gets read-only authorization
or read and write authorization.

You activate the access to the device using SNMPv1/v2 in the Device Security > Management
Access > Server dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the authorization for SNMPv1/v2 access to the device.

Possible values:

Write

For requests with the community name entered, the application receives read and write
authorization.

If the SNMP V1/V2 readOnly checkbox is marked, then the application receives read-only
authorization.

Read
For requests with the community name entered, the application receives read-only
authorization.

Specifies the community name for the adjacent authorization.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
The device accepts the following characters:

<space>

0..9

a..z

A..Z

P$%&" () %+, - /1 5<=>2@\]"_" { ]}~
private (default setting for read and write authorization)
public (default setting for read-only authorization)



Configuration

Activates/deactivates the write access for the Write community.

Possible values:

marked

The write access for the Write community is inactive.

For requests with the community name entered, the application receives read-only
authorization.

unmarked (default setting)

The write access for the Write community is active.

For requests with the community name entered, the application receives read and write
authorization.
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Pre-login Banner

This dialog lets you display a greeting or information text to users before they log into the device
management.

The users see this text in the login dialog of the Graphical User Interface and of the Command Line
Interface. Users logging into the device management with SSH see the text - regardless of the client
used - before or during the login.

To display the text only in the Command Line Interface, use the settings in the Device Security >
Management Access > CL/ dialog.

Operation

Enables/disables the Pre-login Banner function.

Using the Pre-login Banner function, the device displays a greeting or information text in the login
dialog of the Graphical User Interface and of the Command Line Interface.

Possible values:

On
The Pre-login Banner function is enabled.
The device displays the text specified in the Banner text field in the login dialog.

Off (default setting)

The Pre-login Banner function is disabled.

The device does not display a text in the login dialog. When you enter a text in the Banner text
field, the device saves this text.

Banner text

Specifies information text that the device displays in the login dialog of the Graphical User Interface
and of the Command Line Interface.

Possible values:

Alphanumeric ASCII character string with 0..512 characters
(0x20. .0x7E) including space characters

<Tab>
<Line break>



3.6

SSH Known Hosts

The device permits SSH-based connections only to remote servers that are known to the device.
In the state on delivery, no remote server is set up as a known host on the device.

In this dialog, you make the remote servers known by their public key fingerprints. You can set up
a maximum of 50 entries containing the server address and the public key fingerprint. The device
verifies the identity of the remote server by comparing the public key fingerprint stored on the device
with the fingerprint calculated from the public key which the remote server actually sent. If the
calculated public key fingerprint does not match the stored public key fingerprint, the device
terminates the connection.

If a remote server has several keys set up, for different encryption algorithms, add each of the
public key fingerprints as a separate entry.

Note:
Verify that the public key fingerprints you store on the device are from a trustworthy source, the
SSH server administrator, for example.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

===)
+

Opens the Create window to add a table row.

In the Index field, you specify the index number.
Possible values:

1..50

The device lets you specify up to 50 known hosts.

In the Address field, you specify the address of the server. If the server can be accessed using
both an IP address and a DNS name, then add a separate table row for each address type.
Possible values:

Valid IPv4 address

Valid IPv6 address

DNS hostname
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In the Key fingerprint field, you specify the public key fingerprint of the server.

You can find out the public key fingerprint of the server, for example, as follows:
from the administrator of a known SSH server
from the error message following an unsuccessful software update in the Software dialog due
to the mismatch between the public key fingerprint stored in the device and the fingerprint
calculated from the public key which the remote server actually sent.
Do not use this setting if you transmit data over untrusted networks.

Possible values:
Base64-coded SHA256 hash sequence with a length of 43 or 44 characters

In the Key type field, you specify the algorithm that was used for generating the public key of the
server. You can find out the Key type value simultaneously and through the same method you
used to obtain the public key fingerprint.
If you accidentally select a different algorithm, then the device cannot identify the public key
using the public key fingerprint.
Possible values:

dsa

rsa

ecdsa

ed25519

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. You specify the index number when you
add a table row.

Displays the address of the server.

Possible values:
Valid IPv4 address
Valid IPv6 address
DNS hostname

Specifies the public key fingerprint of the server.

Possible values:

Base64-coded SHA256 hash sequence with a length of 43 or 44 characters
To modify the public key fingerprint, first unmark the checkbox in the Active column.

Displays the algorithm that was used for generating the public key of the server.

Possible values:
dsa

rsa



ecdsa
ed25519

Activates/deactivates the table row.

Possible values:

marked (default setting)

The table row is active.

The device considers the server set up in this table row to be known. When you transfer a file
from an external server onto the device or vice versa, the device verifies the identity of the
external server based on this public key fingerprint.

unmarked

The table row is inactive.

The device considers the server set up in this table row to be unknown. When you transfer a file
from an external server onto the device or vice versa, the device terminates the connection to
this server.
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4 Network Security

4.1

The menu contains the following dialogs:
Network Security Overview
Port Security
802.1X
RADIUS
DoS
DHCP Snooping
IP Source Guard
Dynamic ARP Inspection
ACL
MACsec

Network Security Overview

This dialog displays an overview over the network security rules used in the device.

The top level displays:
The ports to which a network security rule is assigned
The VLANSs to which a network security rule is assigned

The subordinate levels display:

The set-up ACL rules
See the Network Security > ACL dialog.

Q

Displays a text field to search for a keyword. When you enter a character or string, the overview
displays only items related to this keyword.

dL
Tr

Collapses the levels. The overview then displays only the first level of the items.

ra
La

Expands the levels. The overview then displays every level of the items.
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Expands the current item and displays the items of the next lower level.

Collapses the item and hides the items of the underlying levels.
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4.2

Port Security

The device lets you forward only data packets from desired senders on a port. When the Port
Security function is enabled, the device checks the VLAN ID and MAC address of the sender before
it forwards a data packet. The device discards data packets from not desired senders and logs this
event.

In this dialog, a Wizard window helps you associate the ports with the address of one or more
desired senders. In the device, these addresses are known as static entries. To view the specified

static addresses, select the relevant port and click the )(j: button.

To simplify the setup process, the device lets you record the address of the desired senders
automatically. The device “learns” the addresses by evaluating the received data packets. In the
device, these addresses are known as dynamic entries. When a user-defined upper limit has been
reached (Dynamic limit), the device stops the “learning” on the relevant port. The device forwards
only the data packets of the senders already registered on the port. When you adapt the upper limit
to the number of expected senders, you thus make MAC Flooding attacks more difficult.

Note:

With the automatic recording of the dynamic entries, the device constantly discards the first data

packet from unknown senders. Using this first data packet, the device checks if the upper limit has
been reached. The device records the addresses until the upper limit is reached. Afterwards, the
device forwards data packets that it receives on the relevant port from this sender.

Operation

Enables/disables the Port Security function in the device.

Possible values:

On

The Port Security function is enabled.

The device checks the VLAN ID and the source MAC address before it forwards a data packet.
The device forwards a received data packet only if the VLAN and the source MAC address of

the data packet are desired on the relevant port. For this setting to take effect, you also activate
the Port Security function on the relevant ports.

Off (default setting)
The Port Security function is disabled.
The device forwards every received data packet without checking the source address.
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Configuration

Activates/deactivates the Auto-Disable function for Port Security in the device.

Possible values:

marked
The Auto-Disable function for Port Security is active.
Also mark the checkbox in the Auto-disable column for the relevant ports.
The device disables the port and optionally sends an SNMP trap when one of the following
events occurs:
The device registers at least one address of a sender that is not desired on the port.
The device registers more addresses than specified in the Dynamic limit column.

unmarked (default setting)
The Auto-Disable function for Port Security is inactive.

Table

For information on how to customize the appearance of the table, see “\Working with tables” on
page 18.

x X

&>

Opens the Wizard window that helps you associate the ports with the address of one or more
desired senders. See “[Wizard: Port security]” on page 169.

Displays the port number.
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Activates/deactivates the Port Security function on the port.

Possible values:

marked
The device checks every data packet received on the port and forwards it only if the source
address of the data packet is desired. Also enable the Port Security function in the Operation
frame.

unmarked (default setting)
The device forwards every data packet received on the port without checking the source
address.

Note:
When you operate the device as an active participant within an MRP ring or HIPER Ring, we
recommend that you unmark the checkbox for the ring ports.

Note:
When you operate the device as an active participant of a Ring/Network Coupling or RCP, we
recommend that you unmark the checkbox for the relevant coupling ports.

Activates/deactivates the Auto-Disable function for Port Security on the port.

Possible values:

marked (default setting)
The Auto-Disable function is active on the port.
The device disables the port and optionally sends an SNMP trap when one of the following
events occurs:
The device registers at least one address of a sender that is not desired on the port.
The device registers more addresses than specified in the Dynamic limit column.
The Link status LED for the port flashes 3 x per period. This restriction makes MAC Spoofing
attacks more difficult.
The prerequisite is that in the Configuration frame the Auto-disable checkbox is marked.
The Diagnostics > Ports > Auto-Disable dialog displays which ports are currently disabled due
to the parameters being exceeded.
After a waiting period, the Auto-Disable function enables the port again automatically. For this
you go to the Diagnostics > Ports > Auto-Disable dialog and specify a waiting period for the
relevant port in the Reset timer [s] column.

unmarked
The Auto-Disable function is inactive on the port.

167



168

Activates/deactivates the sending of SNMP traps when the device discards a data packet from an
undesired sender on the port.

Possible values:

marked

The sending of SNMP traps is active. The prerequisite is that in the Diagnostics > Status
Configuration > Alarms (Traps) dialog the Alarms (Traps) function is enabled and at least one trap
destination is specified.

If the device discards data packets from a sender that is not desired on the port, then the device
sends an SNMP trap.

unmarked (default setting)
The sending of SNMP traps is inactive.

Specifies the delay time in seconds that the device waits after sending an SNMP trap before
sending the next SNMP trap.

Possible values:
0..3600 (default setting: 0)

The value 0 deactivates the delay time.

Specifies the upper limit for the number of automatically registered addresses (dynamic entries).
When the upper limit is reached, the device stops “learning” on this port.

Adjust the value to the number of expected senders.

If the port registers more addresses than specified here, then the Auto-Disable function disables the
port. The prerequisite is that you mark the checkbox in the Auto-disable column and the Auto-disable
checkbox in the Configuration frame.

Possible values:

0
No automatic registering of addresses on this port.

1..600 (default setting: 600)

Specifies the upper limit for the number of addresses associated with the port using the Wizard
window (static entries).

Possible values:

0
No association possible between the port and a desired sender. Only specify this value if you
specify a value > 0 in the Dynamic limit column.

1..64 (default setting: 64)

Displays the number of addresses that the device has automatically registered.



Displays the number of MAC addresses associated with the port.

Displays the VLAN ID and MAC address of an undesired sender whose data packets the device
last discarded on this port.

Displays the number of discarded data packets on this port that caused the device to send an
SNMP trap.

[Wizard: Port security]
The Wizard window helps you associate the ports with the address of one or more desired senders.
The Wizard window guides you through the following steps:
Select port
MAC addresses
Note:

The device saves the addresses associated with the port until you deactivate the Port Security
function on the relevant port or disable the Port Security function in the device.

After closing the Wizard window, click the «/ button to save your settings.

Select port

Specifies the port that you associate with the address of desired senders in the next step.

MAC addresses

Displays the number of addresses associated with the port using the Wizard window and the upper
limit for static entries. The lower part of the Wizard window displays the entries in detail, if any.

Deletes the entries in the lower part of the Wizard window. The device removes the respective
association between a port and the desired senders.
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Specifies the VLAN ID of the desired sender.

Possible values:
1..4042

Specifies the MAC address of the desired sender.

Possible values:

Valid Unicast MAC address
Specify the value with a colon separator, for example 00:11:22:33:44:55.

Note:
You can assign a MAC address to only one port.

Adds a static entry based on the values specified in the VLAN ID and MAC address fields. As a result,
you find a new entry in the lower part of the Wizard window.

The lower part of the Wizard window displays the VLAN ID and MAC address of desired senders on
this port. In the following list you find a description of the icons specific to these entries.

Static entry: When you click the icon, the device removes the static entry and the respective
association between the port and the desired senders.

*

Dynamic entry: When you click the icon, the icon changes to * The device converts the dynamic

entry to a static entry when you close the Wizard window. To undo this change, click the icon again
before you close the Wizard window.



4.3

802.1X

With the port-based access control according to IEEE 802.1X, the device monitors the access to
the network from connected end devices. The device (authenticator) lets an end device (supplicant)
have access to the network if it logs in with valid login data. The authenticator and the end devices
communicate using the EAPoL (Extensible Authentication Protocol over LANs) authentication
protocol.

The device supports the following methods to authenticate end devices:
radius
A RADIUS server in the network authenticates the end devices.
ias
The Integrated Authentication Server (IAS) implemented in the device authenticates the end
devices. Compared to RADIUS, the IAS provides only basic functions.

The menu contains the following dialogs:
802.1X Global
802.1X Port Configuration
802.1X Port Clients
802.1X EAPOL Port Statistics
802.1X Port Authentication History
802.1X Integrated Authentication Server (IAS)
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802.1X Global

This dialog lets you specify basic settings for the port-based access control.

Operation

Enables/disables the 802. 71X function.

Possible values:

On

The 802.1X function is enabled.

The device checks the access to the network from connected end devices.
The port-based access control is enabled.

Off (default setting)
The 802.1X function is disabled.
The port-based access control is disabled.

Configuration

Activates/deactivates the assigning of the relevant port to a VLAN. This function lets you provide
selected services to the connected end device in this VLAN.

Possible values:

marked

The assigning is active.

If the end device successfully authenticates itself, then the device assigns to the relevant port
the VLAN ID transferred by the RADIUS authentication server.

unmarked (default setting)

The assigning is inactive.

The relevant port is assigned to the VLAN specified in the Network Security > 802.1X > Port
Configuration dialog, Assigned VLAN ID column.

Activates/deactivates the automatic creation of the VLAN assigned by the RADIUS authentication
server if the VLAN does not exist.

Possible values:

marked
The automatic VLAN creation is active.
The device sets up the VLAN if it does not exist.

unmarked (default setting)
The automatic VLAN creation is inactive.
If the assigned VLAN does not exist, then the port remains assigned to the original VLAN.



Activates/deactivates the monitor mode.

Possible values:

marked

The monitor mode is active.

The device monitors the authentication and helps with diagnosing detected errors. If an end
device has not logged in successfully, then the device gives the end device access to the
network.

unmarked (default setting)
The monitor mode is inactive.

MAC authentication bypass format options

Specifies the size of the MAC address groups. The device splits the MAC address for
authentication into groups. The size of the groups is specified in half bytes, each of which is
represented as one character.

Possible values:

1

The device splits the MAC address into 12 groups of one character.
Example: A-A-B-B-C-C-D-D-E-E-F-F

2

The device splits the MAC address into 6 groups of 2 characters.
Example: AA-BB-CC-DD-EE-FF

4

The device splits the MAC address into 3 groups of 4 characters.
Example: AABB-CCDD-EEFF

12 (default setting)
The device formats the MAC address as one group of 12 characters.
Example: AABBCCDDEEFF

Specifies the character which separates the groups.

Possible values:
- (default setting)
dash

colon

dot
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Specifies if the device formats the authentication data in lowercase or uppercase letters.

Possible values:
Lower-case
upper-case (default setting)

Specifies the optional password for the clients which use the authentication bypass.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
After entering the field displays ***** (asterisk) instead of the password.

<empty>
The device uses the user name of the client also as the password.

Information

Displays to how many end devices the device gave network access even though they did not log
in successfully.

The prerequisite is that in the Configuration frame the Monitor mode function is active.

Displays the number of end devices to which the device gave network access after successful login.

Displays the method that the device currently uses to authenticate the end devices using the
protocol 802.1X.

You specify the method used in the Device Security > Authentication List dialog.

To authenticate the end devices through a RADIUS server, you assign the radius policy to the
8021x list.

To authenticate the end devices through the Integrated Authentication Server (IAS) you assign
the ias policy to the 8021x list.



4.3.2

802.1X Port Configuration

This dialog lets you specify the access settings for every port.

When multiple end devices are connected to a port, the device lets you authenticate these
individually (multi-client authentication). In this case, the device lets logged in end devices have
access to the network. In contrast, the device blocks access for unauthenticated end devices, or
for end devices whose authentication has elapsed.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies how the device grants access to the network (Port control mode).

Possible values:

forceUnauthorized
The device blocks the access to the network. You use this setting if an end device is connected
to the port that does not receive access to the network.

auto
The device grants access to the network if the end device logged in successfully. You use this
setting if an end device is connected to the port that logs in at the authenticator.

Note:
If other end devices are connected through the same port, then they get access to the network
without additional authentication.

forceAuthorized (default setting)

When end devices do not support IEEE 802.1X, the device grants access to the network. You
use this setting if an end device is connected to the port that receives access to the network
without logging in.

multiClient

The device grants access to the network if the end device logs in successfully.

If the end device does not send any EAPOL data packets, then the device grants or denies
access to the network individually depending on the MAC address of the end device. See the
MAC authorized bypass column.

You use this setting if multiple end devices are connected to the port or if the MAC authorized
bypass function is required.
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Displays the current status of the authentication on the port (Controlled Port Status).

Possible values:

authorized
The end device is logged in successfully.

unauthorized
The end device is not logged in.

Displays the VLAN that the authenticator assigned to the port. This value applies only on ports in
which the Port control column contains the value auto.

Possible values:
0..4042 (default setting: 0)

You find the VLAN that the authenticator assigned to the ports in the Network Security > 802.1X > Port
Clients dialog.

For the ports in which the Port control column contains the value multiClient, the device assigns
the VLAN tag based on the MAC address of the end device when receiving data packets without a
VLAN tag.

Displays the reason for the assignment of the VLAN. This value applies only on ports in which the
Port control column contains the value auto.

Possible values:
notAssigned (default setting)
radius
guestVlan
unauthenticatedVlan

You find the VLAN that the authenticator assigned to the ports for a supplicant in the Network
Security > 802.1X > Port Clients dialog.

Specifies the VLAN that the authenticator assigns to the port if the end device does not log in during
the time period specified in the Guest VLAN period column. This value applies only on ports in which
the Port control column contains the value auto or multiClient.

This function lets you grant end devices, without IEEE 802.1X support, access to selected services
in the network.

Possible values:

0 (default setting)
The authenticator does not assign a Guest VLAN to the port.

1..4042

Note:
The MAC authorized bypass function and the Guest VLAN ID function cannot be in use simultaneously.



Specifies the VLAN that the authenticator assigns to the port if the end device does not log in
successfully. This value applies only on ports in which the Port control column contains the
value auto.

This function lets you grant end devices without valid login data access to selected services in the
network.

Possible values:
0..4042 (default setting: 0)

The effect of the value 0 is that the authenticator does not assign a Unauthenticated VLAN to the
port.

Note:
Assign to the port a VLAN set up statically in the device.

Activates/deactivates the MAC-based authentication.

This function lets you authenticate end devices without IEEE 802.1X support on the basis of their
MAC address.

Possible values:

marked

The MAC-based authentication is active.

The device sends the MAC address of the end device to the RADIUS authentication server. The
device assigns the end device to the respective VLAN based on its MAC address, as if the end
device had authenticated directly using the 802.1X protocol.

unmarked (default setting)
The MAC-based authentication is inactive.

Activates/deactivates periodic reauthentication requests.

Possible values:

marked

The periodic reauthentication requests are active.

The device periodically requests the end device to log in again. You specify this time period in
the Reauthentication period [s] column.

If the authenticator assigned a Voice VLAN, Unauthenticated VLAN or Guest VLAN to the end
device, then this setting becomes ineffective.

unmarked (default setting)
The periodic reauthentication requests are inactive.
The device keeps the end device logged in.
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Specifies the period in seconds after which the authenticator periodically requests the end device
to log in again.

Possible values:
1..65535 (2'¢-1) (default setting: 3600)

Specifies the upper limit for the number of end devices that the device authenticates on this port at
the same time. This upper limit applies only to ports in which the Port control column contains the
value multiClient.

Possible values:
1..16 (default setting: 16)

Specifies the time period in seconds in which the authenticator does not accept any more logins
from the end device after an unsuccessful login attempt (Quiet period [s]).

Possible values:
0..65535 (2*¢-1) (default setting: 60)

Specifies the period in seconds after which the authenticator requests the end device to log in
again. After this waiting period, the device sends an EAP request/identity data packet to the end
device.

Possible values:
1..65535 (2'¢-1) (default setting: 30)

Specifies the period in seconds for which the authenticator waits for the login of the end device.

Possible values:
1..65535 (2'¢-1) (default setting: 30)

Specifies the period in seconds for which the authenticator waits for the response from the
authentication server (RADIUS or IAS).

Possible values:
1..65535 (2'¢-1) (default setting: 30)

Specifies how many times the authenticator requests the end device to log in until the time specified
in the Supplicant timeout [s] column has elapsed. The device sends an EAP request/identity data
packet to the end device as often as specified here.

Possible values:



0..10 (default setting: 2)

Displays the period in seconds for which the authenticator waits for EAPOL data packets after the
end device is connected. If this period elapses, then the authenticator grants the end device access
to the network and assigns the port to the Guest VLAN specified in the Guest VLAN ID column.

The value in this column is the triple of the value specified in the Transmit period [s] column.

Displays the current status of the Authenticator (Authenticator PAE state).

Possible values:
initialize
disconnected
connecting
authenticating
authenticated
aborting
held
forceAuth
forceUnauth

Displays the current status of the connection to the authentication server (Backend Authentication
state).

Possible values:
request
response
success
fail
timeout
idle
initialize

Activates/deactivates the port initialization to activate the access control on the port or reset it to its
initial state. Use this function only on ports in which the Port control column contains the value auto
ormultiClient.

Possible values:

marked
The port initialization is active.
When the initialization is complete, the device changes the value to unmarked again.

unmarked (default setting)
The port initialization is inactive.
The device keeps the current port status.
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Activates/deactivates the one-time reauthentication request.

Use this function only on ports in which the Port control column contains the value auto or
multiClient.

The device also lets you periodically request the end device to log in again. See the Periodic
reauthentication column.

Possible values:

marked

The one-time reauthentication request is active.

The device requests the end device to log in again. Afterwards, the device changes the value to
unmarked again.

unmarked (default setting)
The one-time reauthentication request is inactive.
The device keeps the end device logged in.
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4.3.3

802.1X Port Clients

This dialog displays information on the connected end devices.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Displays the user name with which the end device logged in.

Displays the MAC address of the end device.

Displays the name of the filter list that the RADIUS authentication server assigned to the end device
after successful authentication.

The authentication server transfers the filter ID attributes in the Access Accept data packet.

Displays the VLAN that the authenticator assigned to the port after the successful authentication of
the end device.

If for the port in the Network Security > 802.1X > Port Configuration dialog, Port control column the
value multiClient is specified, then the device assigns the VLAN tag based on the MAC address
of the end device when receiving data packets without a VLAN tag.

Displays the reason for the assignment of the VLAN.

Possible values:
default
radius
unauthenticatedVlan
guestVlan
monitorVian
invalid

The field only displays a valid value as long as the client is authenticated.
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Displays the remaining time in seconds until the login of the end device expires. This value applies
only if for the port in the Network Security > 802.1X > Port Configuration dialog, Port control column the
value auto or multiClient is specified.

The authentication server assigns the timeout period to the device through RADIUS. The value 0
means that the authentication server has not assigned a timeout.

Displays the action performed by the device when the login has elapsed.

Possible values:
default
reauthenticate



4.3.4

802.1X EAPOL Port Statistics

This dialog displays which EAPOL data packets the end device has sent and received for the
authentication of the end devices.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

aD
X

Removes the selected table row.

Displays the port number.

Displays the total number of EAPOL data packets that the device received on the port.

Displays the total number of EAPOL data packets that the device sent on the port.

Displays the number of EAPOL start data packets that the device received on the port.

Displays the number of EAPOL logoff data packets that the device received on the port.

Displays the number of EAP response/identity data packets that the device received on the port.

Displays the number of valid EAP response data packets that the device received on the port
(without EAP response/identity data packets).

Displays the number of EAP request/identity data packets that the device received on the port.
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Displays the number of valid EAP request data packets that the device received on the port (without
EAP request/identity data packets).

Displays the number of EAPOL data packets with an unknown frame type that the device received
on the port.

Displays the number of EAPOL data packets with an invalid packet body length field that the device
received on the port.

Displays the protocol version number of the EAPOL data packet that the device last received on
the port.

Displays the sender MAC address of the EAPOL data packet that the device last received on the
port.

The value 00:00:00:00:00:00 means that the port has not received any EAPOL data packets yet.



4.3.5

802.1X Port Authentication History

The device registers the authentication process of the end devices that are connected to its ports.
This dialog displays the information recorded during the authentication.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

aD
X

Removes the selected table row.

Displays the port number.

Displays the time at which the authenticator authenticated the end device.

Displays the time that has elapsed since the device generated this log entry.

Displays the MAC address of the end device.

Displays the ID of the VLAN that was assigned to the end device before the login.

Displays the status of the authentication on the port.

Possible values:

success
The authentication was successful.

failure
The authentication did not succeed.
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Displays if the device grants the end device access to the network.

Possible values:

granted
The device grants the end device access to the network.

denied
The device denies the end device access to the network.

Displays the ID of the VLAN that the authenticator assigned to the port.

Displays the type of the VLAN that the authenticator assigned to the port.

Possible values:
default
radius
unauthenticatedVlan
guestVlan
monitorVlian
notAssigned

Displays the reason for assigning the VLAN and the VLAN type.



4.3.6

802.1X Integrated Authentication Server (I1AS)

The Integrated Authentication Server (IAS) lets you authenticate end devices using the protocol
802.1X. Compared to RADIUS, the IAS has a very limited range of functions. The authentication is
based only on the user name and the password.

In this dialog, you manage the login data of the end devices. The device lets you set up to 100 sets
of login data.

To authenticate the end devices through the Integrated Authentication Server you assign in the
Device Security > Authentication List dialog the ias policy to the 8021x list.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.
In the User name field, you specify the name of the user account on the end device.

aD
X

Removes the selected table row.

Displays the name of the user account on the end device.

To add a user account, click the I:Iil:l button.

Specifies the password with which the user authenticates.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

The device differentiates between upper and lower case.
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Activates/deactivates the login data.

Possible values:

marked
The login data is active. An end device has the option of logging in with this login data using the
protocol 802.1X.

unmarked (default setting)
The login data is inactive.

RADIUS

With its factory settings, the device authenticates users based on the local user management.
However, as the size of a network increases, it becomes more difficult to keep the login data of the
users consistent across the devices.

RADIUS (Remote Authentication Dial-In User Service) lets you authenticate and authorize the
users at a central point in the network. A RADIUS server performs the following tasks here:
Authentication
The authentication server authenticates the users when the RADIUS client at the access point
forwards the login data of the users to the server.
Authorization
The authentication server authorizes logged in users for selected services by assigning various
parameters for the relevant end device to the RADIUS client at the access point.
Accounting
The accounting server records the traffic data that has occurred during the port authentication
according to IEEE 802.1X. This lets you subsequently determine which services the users have
used, and to what extent.

If you assign the radius policy to an application in the Device Security > Authentication List dialog, then
the device operates in the role of the RADIUS client. The device forwards the login data of the users
to the primary authentication server. The authentication server decides if the login data is valid and
transfers the authorizations of the users to the device.

The device assigns the Service Type transferred in the response of a RADIUS server as follows to
an access role existing in the device:

Administrative-User: administrator

Login-User: operator

NAS-Prompt-User: guest

The device also lets you authenticate end devices with IEEE 802.1X through an authentication
server. To do this, you assign the radius policy to the 8021x list in the Device Security > Authentication
List dialog.

The menu contains the following dialogs:
RADIUS Global
RADIUS Authentication Server
RADIUS Accounting Server
RADIUS Authentication Statistics
RADIUS Accounting Statistics



4.4.1

RADIUS Global

This dialog lets you specify basic settings for RADIUS.

RADIUS configuration

Deletes the statistics in the Network Security > RADIUS > Authentication Statistics dialog and in the
Network Security > RADIUS > Accounting Statistics dialog.

Specifies how many times the device retransmits an unanswered request to the authentication
server before the device sends the request to an alternative authentication server.

Possible values:
1..15 (default setting: 4)

Specifies how many seconds the device waits for a response after a request to an authentication
server before it retransmits the request.

Possible values:
1..30 (default setting: 5)

Activates/deactivates the accounting.

Possible values:

marked

Accounting is active.

The device sends the traffic data to an accounting server specified in the Network Security >
RADIUS > Accounting Server dialog.

unmarked (default setting)
Accounting is inactive.

Specifies the IP address that the device transfers to the authentication server as attribute 4. Specify
the IP address of the device or another available address.

Note:

The device only includes the attribute 4 if the packet was triggered by the 802. 17X authentication
request of an end device (supplicant).
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Possible values:

Valid IPv4 address (default setting: ©.0.0.0)
In many cases, there is a firewall between the device and the authentication server. In the Network
Address Translation (NAT) in the firewall changes the original IP address, and the authentication
server receives the translated IP address of the device.

The device transfers the IP address in this field unchanged across the Network Address Translation
(NAT).
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4.4.2

RADIUS Authentication Server

This dialog lets you specify up to 8 authentication servers. An authentication server authenticates
and authorizes the users when the device forwards the login data to the server.

The device sends the login data to the specified primary authentication server. When the server
does not respond, the device contacts the specified authentication server that is highest in the
table. When no response comes from this server either, the device contacts the next server in the
table.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.
In the Index field, you specify the index number.
In the Address field, you specify the IP address of the server.

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. You specify the index number when you
add a table row.

Displays the name of the server. To change the value, click the relevant field.

Possible values:

Alphanumeric ASCII character string with 1..32 characters

(default setting: Default-RADIUS-Server)

You can specify the same name for several servers. When several servers have the same
name, the setting in the Primary server column applies.

191



192

Specifies the IP address of the server.

Possible values:
Valid IPv4 address

Specifies the number of the UDP port on which the server receives requests.

Possible values:

0..65535 (2'¢-1) (default setting: 1812)
Exception: Port 2222 is reserved for internal functions.

*kkkkk

Displays (asterisks) when you specify a password with which the device logs into the server.
To change the password, click the relevant field.

Possible values:
Alphanumeric ASCII character string with 1..64 characters

You get the password from the administrator of the authentication server.

Specifies the authentication server as primary or secondary.

Possible values:

marked

The server is specified as the primary authentication server. The device sends the login data for
authenticating the users to this authentication server.

This setting applies only if more than one server in the table has the same value in the Name
column.

unmarked (default setting)

The server is the secondary authentication server. When the device does not receive a
response from the primary authentication server, the device sends the login data to the
secondary authentication server.

Activates/deactivates the connection to the server.

The device uses the server, if you specify in the Device Security > Authentication List dialog the
value radius in one of the columns Policy 1 to Policy 5.

Possible values:

marked (default setting)
The connection is active. The device sends the login data for authenticating the users to this
server if the preconditions named above are fulfilled.

unmarked
The connection is inactive. The device does not send any login data to this server.



4.4.3

RADIUS Accounting Server

This dialog lets you specify up to 8 accounting servers. An accounting server records the traffic data
that has occurred during the port authentication according to IEEE 802.1X. The prerequisite is that
in the Network Security > RADIUS > Global dialog the Accounting function is active.

The device sends the traffic data to the first accounting server that can be reached. When the
accounting server does not respond, the device contacts the next server in the table.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= ==)
+

Opens the Create window to add a table row.
In the Index field, you specify the index number.
In the Address field, you specify the IP address of the server.

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. You specify the index number when you
add a table row.

Possible values:
1..8

Displays the name of the server.
To change the value, click the relevant field.

Possible values:

Alphanumeric ASCII character string with 1..32 characters
(default setting: Default-RADIUS-Server)
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Specifies the IP address of the server.

Possible values:
Valid IPv4 address

Specifies the number of the UDP port on which the server receives requests.

Possible values:

0..65535 (2*¢-1) (default setting: 1813)
Exception: Port 2222 is reserved for internal functions.

Displays ****** (asterisks) when you specify a password with which the device logs into the server.
To change the password, click the relevant field.

Possible values:
Alphanumeric ASCII character string with 1..16 characters

You get the password from the administrator of the authentication server.

Activates/deactivates the connection to the server.

Possible values:
marked (default setting)
The connection is active. The device sends traffic data to this server if the preconditions named
above are fulfilled.

unmarked
The connection is inactive. The device does not send any traffic data to this server.



4.4.4

RADIUS Authentication Statistics

This dialog displays information about the communication between the device and the
authentication server. The table displays the information for each server in a separate table row.

To delete the statistic, click in the Network Security > RADIUS > Global dialog the i button.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the name of the server.

Displays the IP address of the server.

Displays the time interval in hundredths of a second between the last response received from the
server (Access Reply/Access Challenge) and the corresponding data packet sent (Access
Request).

Displays the number of access data packets that the device sent to the server. This value does not
take repetitions into account.

Displays the number of access data packets that the device retransmitted to the server.

Displays the number of access accept data packets that the device received from the server.

Displays the number of access reject data packets that the device received from the server.

Displays the number of access challenge data packets that the device received from the server.

Displays the number of malformed access response data packets that the device received from the
server (including data packets with an invalid length).
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Displays the number of access response data packets with an invalid authenticator that the device
received from the server.

Displays the number of access request data packets that the device sent to the server to which it
has not yet received a response from the server.

Displays how many times no response to the server was received before the specified waiting time
elapsed.

Displays the number data packets with an unknown data type that the device received from the
server on the authentication port.

Displays the number of data packets that the device received from the server on the authentication
port and then discarded them.



4.4.5

RADIUS Accounting Statistics

This dialog displays information about the communication between the device and the accounting
server. The table displays the information for each server in a separate table row.

To delete the statistic, click in the Network Security > RADIUS > Global dialog the i button.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the name of the server.

Displays the IP address of the server.

Displays the time interval in hundredths of a second between the last response received from the
server (Accounting Response) and the corresponding data packet sent (Accounting Request).

Displays the number of accounting request data packets that the device sent to the server. This
value does not take repetitions into account.

Displays the number of accounting request data packets that the device retransmitted to the server.

Displays the number of accounting response data packets that the device received from the server.

Displays the number of malformed accounting response data packets that the device received from
the server (including data packets with an invalid length).

Displays the number of accounting response data packets with an invalid authenticator that the
device received from the server.
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Displays the number of accounting request data packets that the device sent to the server to which
it has not yet received a response from the server.

Displays how many times no response to the server was received before the specified waiting time
elapsed.

Displays the number data packets with an unknown data type that the device received from the
server on the accounting port.

Displays the number of data packets that the device received from the server on the accounting
port and then discarded them.

DoS

Denial of Service (DoS) is a cyberattack that aims to make certain services or devices unusable. In
this dialog, you can set up several filters to help protect the device itself and other devices in the
network from DoS attacks.

The menu contains the following dialogs:
DoS Global



4.5.1

DoS Global

In this dialog, you specify the DoS settings for the TCP/UDP, IP and ICMP protocols.

Note:
We recommend activating the filters to increase the level of security of the device.

TCP/UDP

A scanner uses port scans to prepare network attacks. The scanner uses different techniques to
determine running devices and open ports. This frame lets you activate filters for specific scanning
techniques.

The device supports the detection of the following scan types:
Null scans
Xmas scans
SYN/FIN scans
TCP Offset attacks
TCP SYN attacks
L4 Port attacks
Minimal Header scans

Activates/deactivates the Null Scan filter.

The device detects and discards incoming TCP packets with the following properties:
No TCP flags are set.
The TCP sequence number is 0.

Possible values:

marked
The filter is active.

unmarked (default setting)
The filter is inactive.

Activates/deactivates the Xmas filter.

The device detects and discards incoming TCP packets with the following properties:
The TCP flags FIN, URG and PSH are simultaneously set.
The TCP sequence number is 0.

Possible values:

marked
The filter is active.

unmarked (default setting)
The filter is inactive.
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Activates/deactivates the SYN/FIN filter.

The device detects incoming data packets with the TCP flags SYN and FIN set simultaneously and
discards them.

Possible values:

marked
The filter is active.

unmarked (default setting)
The filter is inactive.

Activates/deactivates the TCP Offset protection.

The TCP Offset protection detects incoming TCP data packets whose fragment offset field of the
IP header is equal to 1 and discards them.

The TCP Offset protection accepts UDP and ICMP packets whose fragment offset field of the IP
header is equal to 1.

Possible values:

marked
The protection is active.

unmarked (default setting)
The protection is inactive.

Activates/deactivates the TCP SYN protection.

The TCP SYN protection detects incoming data packets with the TCP flag SYN set and a L4 source
port <1024 and discards them.

Possible values:

marked
The protection is active.

unmarked (default setting)
The protection is inactive.

Activates/deactivates the L4 Port protection.

The L4 Port protection detects incoming TCP and UDP data packets whose source port number
and destination port number are identical and discards them.

Possible values:

marked
The protection is active.

unmarked (default setting)
The protection is inactive.



Activates/deactivates the Minimal Header filter.

The Minimal Header filter detects incoming data packets whose IP payload length in the IP header
minus the outer IP header size is smaller than the minimum TCP header size. If this is the first
fragment that the device detects, then the device discards the data packet.

Possible values:

marked
The filter is active.

unmarked (default setting)
The filter is inactive.

Displays the minimum size of a valid TCP header.

P

Activates/deactivates the Land Attack filter. With the Land Attack method, the attacking station
sends data packets whose source and destination addresses are identical to the IP address of the
recipient.

Possible values:

marked
The filter is active. The device discards data packets whose source and destination addresses
are identical.

unmarked (default setting)
The filter is inactive.

ICMP

This dialog provides you with filter options for the following ICMP parameters:
Fragmented data packets
ICMP packets from a specific size upwards
Broadcast pings

Activates/deactivates the filter for fragmented ICMP packets.
The filter detects fragmented ICMP packets and discards them.

Possible values:

marked
The filter is active.

unmarked (default setting)
The filter is inactive.
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Activates/deactivates the filter for incoming ICMP packets.

The filter detects ICMP packets whose payload size exceeds the size specified in the Allowed
payload size [byte] field and discards them.

Possible values:

marked
The filter is active.

unmarked (default setting)
The filter is inactive.

Specifies the maximum allowed payload size of ICMP packets in bytes.

Mark the Packet size filter checkbox if you want the device to discard incoming data packets whose
payload size exceeds the maximum allowed size for ICMP packets.

Possible values:
0..1472 (default setting: 512)

Activates/deactivates the filter for Broadcast Pings. Broadcast Pings are a known evidence for
Smurf Attacks.

Possible values:

marked
The filter is active.
The device detects Broadcast Pings and drops them.

unmarked (default setting)
The filter is inactive.

DHCP Snooping

DHCP Snooping is a function that supports the network security. DHCP Snooping monitors DHCP
packets between DHCP clients and the DHCP server and acts like a firewall between the untrusted
hosts and the trusted DHCP servers.

In this dialog, you set up and monitor the following device behavior:
Validate DHCP packets from untrusted sources and filter out invalid packets.
Limit the amount of DHCP data packets from trusted and untrusted sources.
Set up and update the DHCP Snooping binding database. This database contains the MAC
address, IP address, VLAN and port of DHCP clients at untrusted ports.
Validate follow-up requests from untrusted hosts on the basis of the DHCP Snooping binding
database.



You can activate DHCP Snooping globally and for a specific VLAN. You specify the security status
(trusted or untrusted) on individual ports. Verify that the DHCP service can be reached through

trusted ports. For DHCP Snooping you typically set up the user/client ports as untrusted and the
uplink ports as trusted.

The menu contains the following dialogs:
DHCP Snooping Global
DHCP Snooping Configuration
DHCP Snooping Statistics
DHCP Snooping Bindings
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DHCP Snooping Global

This dialog lets you set up the global DHCP Snooping parameters for your device:
Activate/deactivate DHCP Snooping globally.
Activate/deactivate Auto-Disable globally.
Enable/disable the checking of the source MAC address.
Specify the name, storage location and storing interval for the binding database.

Operation

Enables/disables the DHCP Snooping function globally.

Possible values:
On
Off (default setting)

Configuration

Activates/deactivates the source MAC address verification in the Ethernet packet.

Possible values:

marked
The source MAC address verification is active.

The device compares the source MAC address with the MAC address of the client in the

received DHCP packet.

unmarked (default setting)
The source MAC address verification is inactive.

Activates/deactivates the Auto-Disable function for DHCP Snooping.

Possible values:

marked
The Auto-Disable function for DHCP Snooping is active.

Also mark the checkbox in the Auto-disable column on the Port tab in the Network Security > DHCP

Snooping > Configuration dialog for the relevant ports.

unmarked (default setting)
The Auto-Disable function for DHCP Snooping is inactive.



Binding database

Specifies the name of the file in which the device saves the DHCP Snooping binding database.

Note:
The device saves only dynamic bindings in the persistent binding database. The device saves static
bindings in the configuration profile.

Specifies the remote IP address under which the device saves the persistent DHCP Snooping
binding database. With the value 0.0.0.0 the device saves the binding database locally.

Possible values:
Valid IPv4 address

0.0.0.0 (default setting)
The device saves the DHCP Snooping binding database locally.

Specifies the time delay in seconds after which the device saves the DHCP Snooping binding
database when the device identifies a change in the database.

Possible values:
15..86400 (1 d) (default setting: 300)
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DHCP Snooping Configuration

This dialog lets you set up DHCP Snooping for individual ports and for individual VLANS.

The dialog contains the following tabs:
[Port]
[VLAN ID]

In this tab you set up the DHCP Snooping function for individual ports.
Set up a port as trusted/untrusted.
Activate/deactivate the logging of invalid packets for individual ports.
Limit the amount of DHCP packets.
Deactivate a port automatically if the amount of DHCP data packets exceeds the threshold
value.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the security status (trusted, untrusted) of the port.

Possible values:

marked

The port is set up as trusted. DHCP Snooping forwards permissible client packets through
trusted ports.

Typically, you have connected the trusted port to a DHCP server.

unmarked (default setting)
The port is set up as untrusted. On untrusted ports, the device compares the receiver port with
the client port in the binding database.

Activates/deactivates the logging of invalid packets that the device determines on this port.

Possible values:

marked
The logging of invalid packets is active.

unmarked (default setting)
The logging of invalid packets is inactive.



Specifies the maximum number of DHCP packets per burst interval on the port. If the number of
incoming DHCP packets is currently exceeding the specified limit in a burst interval, then the device
discards the additional incoming DHCP packets.

Possible values:

-1 (default setting)
Deactivates the limitation of the number of DHCP packets per burst interval on this port.

0..150packets per interval
Limits the maximum number of DHCP packets per burst interval on this port.

You specify the burst interval in the Burst interval column.

If you activate the auto-disable function, then the device also disables the port. You find the auto-
disable function in the Auto-disable column.

Specifies the length of the burst interval in seconds on this port. The burst interval is relevant for
the rate limiting function.

You specify the maximum number of DHCP packets per burst interval in the Rate limit column.

Possible values:
1..15 (default setting: 1)

Activates/deactivates the Auto-Disable function for the parameters that the DHCP Snooping function
is monitoring on the port.

Possible values:

marked (default setting)

The Auto-Disable function is active on the port.

The prerequisite is that in the Network Security > DHCP Snooping > Global dialog, in the

Configuration frame the Auto-disable checkbox is marked.
If the port receives more DHCP packets than specified in the Rate limit field in the time
specified in the Burst interval column, then the device disables the port. The Link status LED
for the port flashes 3x per period.
The Diagnostics > Ports > Auto-Disable dialog displays which ports are currently disabled due
to the parameters being exceeded.
After a waiting period, the Auto-Disable function enables the port again automatically. For this
you go to the Diagnostics > Ports > Auto-Disable dialog and specify a waiting period for the
relevant port in the Reset timer [s] column.

unmarked
The Auto-Disable function on the port is inactive.

[VLAN ID]

In this tab you set up the DHCP Snooping function for individual VLANSs.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the VLAN ID to which the table row relates.

Activates/deactivates the DHCP Snooping function in this VLAN.

The DHCP Snooping function forwards valid DHCP client messages to the trusted ports in VLANs
without the Routing function.

Possible values:

marked
The DHCP Snooping function is active in this VLAN.

unmarked (default setting)

The DHCP Snooping function is inactive in this VLAN.

The device forwards DHCP packets according to the switching settings without monitoring the
packets. The binding database remains unchanged.

Note:

To enable DHCP Snooping for a port, enable the DHCP Snooping function globally in the Network
Security > DHCP Snooping > Global dialog. Verify that you assigned the port to a VLAN in which DHCP
Snooping is enabled.



4.6.3

DHCP Snooping Statistics

With DHCP Snooping, the device logs detected errors and generates statistics. In this dialog, you
monitor the DHCP Snooping statistics for each port.

The device logs the following:
Errors detected when validating the MAC address of the DHCP client

DHCP client messages with a detected incorrect port
DHCP server messages to untrusted ports

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Resets the values in the table.

Displays the port number.

Displays the number of discrepancies between the MAC address of the DHCP client in the ‘chaddr’
field of the DHCP data packet and the source address in the Ethernet packet.

Displays the number of incoming DHCP client messages received on the port for which the device
expects the client on another port according to the DHCP Snooping binding database.

Displays the number of DHCP server messages the device received on the untrusted port.
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DHCP Snooping Bindings

DHCP Snooping uses DHCP messages to set up and update the binding database.
Static bindings
The device lets you enter up to 1024 static DHCP Snooping bindings in the database.
Dynamic bindings
The dynamic binding database contains data for clients only on untrusted ports.

This menu lets you specify the settings for static and dynamic bindings.

Set up new static bindings and set them to active/inactive.
Display, activate/deactivate or delete static bindings that have been set up.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.

In the MAC address field, you specify the MAC address which you bind to an IP address and a
VLAN ID.

Possible values:

Valid Unicast MAC address
Specify the value with a colon separator, for example 00:11:22:33:44:55.

aD
X

Removes the selected table row.

The prerequisite is that in the Active column the checkbox is unmarked.

Also, the device removes the dynamic bindings of this port set up with the IP Source Guard function.

Displays the MAC address that you bind to an IP address and a VLAN ID.



4.7

Specifies the IP address for the static DHCP Snooping binding.

Possible values:

Valid Unicast IPv4 address smaller than 224.x.x. x and outside the range 127.0.0.0/8 (default
setting: 0.0.0.0)

Specifies the VLAN ID to which the table row relates.

Possible values:
<VLAN IDs of the set-up VLANs>

Specifies the port for the static DHCP Snooping binding.

Possible values:
Available ports

Displays the remaining time for the dynamic DHCP Snooping binding.

Activates/deactivates the specified static DHCP Snooping binding.

Possible values:

marked

The static DHCP Snooping binding is active.

The prerequisite is that in the Time > Basic Settings dialog the date and time are set correctly in
the device. Otherwise, the bindings may get lost after rebooting the device.

unmarked (default setting)
The static DHCP Snooping binding is inactive.

IP Source Guard

The IP Source Guard function (IPSG) supports the network security. The function filters IP data
packets based on the source ID (source IP address or source MAC address) of the subscriber.
IPSG supports you in protecting the network against attacks through IP/MAC address spoofing.

IPSG and DHCP Snooping
The IP Source Guard function operates in combination with the port DHCP Snooping function.

The DHCP Snooping function discards IP data packets on untrusted ports, except DHCP messages.
When the device receives DHCP responses and the DHCP Snooping binding database is set up,
the device generates a VLAN Access Control List (VACL) for each port containing the source IDs
of the subscribers.
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You specify the parameters of the DHCP Snooping function for individual ports and VLANSs in the
Network Security > DHCP Snooping > Configuration dialog.

IPSG and port security
The IP Source Guard function cooperates with the Port Security function. See the Network Security >
Port Security dialog. Upon request, IPSG informs the Port Security function on request if a MAC
address belongs to a valid binding.
If you deactivated IPSG on the ingress port, then IPSG identifies the data packet as valid.
If you activated IPSG on the ingress port, then IPSG checks the MAC address using the
bindings database. If the MAC address is entered in the bindings database, then IPSG identifies
the data packet as valid, or otherwise invalid.

The Port Security function takes over the subsequent processing of invalid data packets. You specify
the settings of the Port Security function in the Network Security > Port Security dialog.

Note:

For the device to check the IP address and the MAC address of the source of the data packets
received on the port, enable the Verify MAC function.

For the device to check the VLAN ID and the MAC address of the source before forwarding the data
packet, additionally enable the Port Security function. See the Network Security > Port Security dialog.

The menu contains the following dialogs:
IP Source Guard Port
IP Source Guard Bindings



4.7.1

IP Source Guard Port

This dialog lets you display and set up the following device properties for each port:
Include/exclude source MAC addresses for the filtering.
Activate/deactivate the IP Source Guard function.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the filtering based on the source MAC address if the IP Source Guard function
is active. The device executes this filtering in addition to the filtering based on the source IP
address.

Possible values:

marked
Filtering based on the source MAC address is active.
To activate the function, mark the Active checkbox.

unmarked (default setting)
Filtering based on the source MAC address is inactive.
To deactivate the function, also unmark the Active checkbox.

Activates/deactivates the IP Source Guard function on the port.

Possible values:

marked

The IP Source Guard function is active.

You also enable the DHCP Snooping function in the Network Security > DHCP Snooping > Global
dialog.

unmarked (default setting)

The IP Source Guard function is inactive.
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IP Source Guard Bindings

This dialog displays static and dynamic /P Source Guard Bindings settings.
The device learns dynamic bindings through DHCP Snooping. See the Network Security > DHCP
Snooping > Configuration dialog.
Static bindings are IP Source Guard Bindings settings manually set up by the user. The dialog lets
you edit static bindings.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= ==)
+

Opens the Create window to add a table row.
In the MAC address field, you specify the MAC address for the static binding.
In the IP address field, you specify the IP address for the static binding.
In the VLAN ID field, you specify the VLAN ID.
From the Port drop-down list, you select the port number.

aD
X

Removes the selected table row.

The prerequisite is that in the Active column the checkbox is unmarked.

Displays the MAC address of the binding.

Displays the IP address of the binding.

Displays the VLAN ID of the binding.

Displays the number of the port of the binding.



4.8

Displays the hardware status of the binding.

The device applies the binding to the hardware only if the settings are correct. Before the device
applies the static IPSG binding to the hardware, it checks the following prerequisites:

The Active checkbox is marked.

The IP Source Guard function on the port is active, in the Network Security > IP Source Guard > Port
dialog the Active checkbox is marked.

Possible values:

marked
The binding is active, the device applies the binding to the hardware.

unmarked
The binding is inactive.

Activates/deactivates the specified static IPSG binding between the specified MAC address and
the specified IP address, for the specified VLAN on the specified port.

Possible values:

marked
The static IPSG binding is active.

unmarked (default setting)
The static IPSG binding is inactive.

Note:
To make the static binding effective, activate the IP Source Guard function on the corresponding port.
In the Network Security > IP Source Guard > Port dialog, mark the Active checkbox.

Dynamic ARP Inspection

Dynamic ARP Inspection is a function that supports the network security. This function analyzes ARP
packets, logs them, and discards invalid and hostile ARP packets.

The Dynamic ARP Inspection function helps prevent a range of man-in-the-middle attacks. With this
kind of attack, a hostile station listens in on the data stream from other subscribers by encroaching
on the ARP cache of its unsuspecting neighbors. The hostile station sends ARP requests and ARP
responses and enters the IP address of another subscriber for its own MAC address in the IP-to-
MAC address relationship (binding).

Using the following measures, the Dynamic ARP Inspection function helps ensure that the device only
forwards valid ARP requests and ARP responses.
Listening in on ARP requests and ARP responses on untrusted ports.
Verifying that the determined packets have a valid IP to MAC address relationship (binding)
before the device updates the local ARP cache and before the device forwards the packets to
the related destination address.
Discarding invalid ARP packets.
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The device lets you specify up to 100 active ARP ACLs (access lists). You can activate up to
20 rules for each ARP ACL.

The menu contains the following dialogs:
Dynamic ARP Inspection Global
Dynamic ARP Inspection Configuration
Dynamic ARP Inspection ARP Rules
Dynamic ARP Inspection Statistics
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Dynamic ARP Inspection Global

Configuration

Activates/deactivates the source MAC address verification. The device executes the check in both
ARP requests and ARP responses.

Possible values:

marked

The source MAC address verification is active.

The device checks the source MAC address of the received ARP packets.
The device transmits ARP packets with a valid source MAC address to the related
destination address and updates the local ARP cache.
The device discards ARP packets with an invalid source MAC address.

unmarked (default setting)
The source MAC address verification is inactive.

Activates/deactivates the destination MAC address verification. The device executes the check in
ARP responses.

Possible values:

marked

The destination MAC address verification is active.

The device checks the destination MAC address of the incoming ARP packets.
The device transmits ARP packets with a valid destination MAC address to the related
destination address and updates the local ARP cache.
The device discards ARP packets with an invalid destination MAC address.

unmarked (default setting)
The checking of the destination MAC address of the incoming ARP packets is inactive.

Activates/deactivates the IP address verification.

In ARP requests, the device checks the source IP address. In ARP responses, the device checks
the destination and source IP address.

The device designates the following IP addresses as invalid:
0.0.0.0
Broadcast addresses 255.255.255.255
Multicast addresses 224.0.0.0/4 (Class D)
Class E addresses 240.0.0.0/4 (reserved for subsequent purposes)
Loopback addresses in the range 127.0.0.0/8.
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Possible values:

marked

The IP address verification is active.

The device checks the IP address of the incoming ARP packets. The device transmits ARP
packets with a valid IP address to the related destination address and updates the local ARP
cache. The device discards ARP packets with an invalid IP address.

unmarked (default setting)
The IP address verification is inactive.

Activates/deactivates the Auto-Disable function for Dynamic ARP Inspection.

Possible values:

marked

The Auto-Disable function for Dynamic ARP Inspection is active.

Also mark the checkbox in the Port column on the Auto-disable tab in the Network Security >
Dynamic ARP Inspection > Configuration dialog for the relevant ports.

unmarked (default setting)
The Auto-Disable function for Dynamic ARP Inspection is inactive.



4.8.2 Dynamic ARP Inspection Configuration

The dialog contains the following tabs:
[Port]
[VLAN ID]

[Port]

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the monitoring of ARP packets on untrusted ports.

Possible values:

marked

Monitoring is active.

The device monitors ARP packets on untrusted ports.

The device immediately forwards ARP packets on trusted ports.

unmarked (default setting)
Monitoring is inactive.

Specifies the maximum number of ARP packets per interval on this port. If the rate of incoming ARP
packets is currently exceeding the specified limit in a burst interval, then the device discards the
additional incoming ARP packets. You specify the burst interval in the Burst interval column.

Optionally, the device also deactivates the port if you activate the auto-disable function. You
enable/disable the Auto-Disable function in the Auto-disable column.

Possible values:

-1 (default setting)
Deactivates the limitation of the number of ARP packets per burst interval on this port.

0..300packets per interval
Limits the maximum number of ARP packets per burst interval on this port.

Specifies the length of the burst interval in seconds on this port. The burst interval is relevant for
the rate limiting function.

You specify the maximum number of ARP packets per burst interval in the Rate limit column.
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Possible values:
1..15 (default setting: 1)

Activates/deactivates the Auto-Disable function for the parameters that the Dynamic ARP Inspection
function is monitoring on the port.

Possible values:

marked (default setting)

The Auto-Disable function is active on the port.

The prerequisite is that in the Network Security > Dynamic ARP Inspection > Global dialog, in the

Configuration frame the Auto-disable checkbox is marked.
If the port receives more ARP packets than specified in the Rate limit field in the time specified
in the Burst interval column, then the device disables the port. The Link status LED for the port
flashes 3x per period.
The Diagnostics > Ports > Auto-Disable dialog displays which ports are currently disabled due
to the parameters being exceeded.
After a waiting period, the Auto-Disable function enables the port again automatically. For this
you go to the Diagnostics > Ports > Auto-Disable dialog and specify a waiting period for the
relevant port in the Reset timer [s] column.

unmarked
The Auto-Disable function on the port is inactive.

[VLAN ID]

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the VLAN ID to which the table row relates.

Activates/deactivates the logging of invalid ARP packets that the device determines in this VLAN.
If the device detects an error when checking the IP, source MAC or destination MAC address, or
when checking the IP-to-MAC address relationship (binding), then the device identifies an ARP
packet as invalid.

Possible values:

marked
The logging of invalid packets is active.
The device registers invalid ARP packets.

unmarked (default setting)
The logging of invalid packets is inactive.
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Activates/deactivates the checking of incoming ARP packets that the device receives on untrusted
ports and on VLANS for which the Dynamic ARP Inspection function is active. For these ARP packets
the device checks the ARP ACL and the DHCP Snooping relationship (bindings).

Possible values:

marked (default setting)
The binding check of ARP packets is active.

unmarked
The binding check of ARP packets is inactive.

Activates/deactivates the strict checking of incoming ARP packets based on the ARP ACL rules
specified.

Possible values:

marked

The strict checking is active.

The device checks the incoming ARP packets based on the ARP ACL rule specified in the ACL
column.

unmarked (default setting)

The strict checking is inactive.

The device checks the incoming ARP packets based on the ARP ACL rule specified in the ACL
column and subsequently on the entries in the DHCP Snooping database.

Specifies the ARP ACL that the device uses.

Possible values:

<rule name>
You add and edit the rules in the Network Security > Dynamic ARP Inspection > ARP Rules dialog.

Activates/deactivates the Dynamic ARP Inspection function in this VLAN.

Possible values:

marked
The Dynamic ARP Inspection function is active in this VLAN.

unmarked (default setting)
The Dynamic ARP Inspection function is inactive in this VLAN.
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4.8.3 Dynamic ARP Inspection ARP Rules

This dialog lets you specify rules for checking and filtering ARP packets.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

===
+

Opens the Create window to add a table row.
From the Name drop-down list, you select the name of the ARP rule or specify a new name.

When you add a new name, click the -+ button.

In the Source IP address field, you specify the source IP address of the ARP rule.
In the Source MAC address field, you specify the source MAC address of the ARP rule.

aD
X

Removes the selected table row.

Displays the name of the ARP rule.

Specifies the source address of the IP data packets to which the device applies the rule.

Possible values:

Valid IPv4 address
The device applies the rule to IP data packets with the specified source address.

Specifies the source address of the MAC data packets to which the device applies the rule.

Possible values:

Valid MAC address
The device applies the rule to MAC data packets with the specified source address.
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Activates/deactivates the ARP rule.

Possible values:

marked (default setting)
The rule is active.

unmarked
The rule is inactive.
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Dynamic ARP Inspection Statistics

This window displays the number of discarded and forwarded ARP packets in an overview.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Resets the values in the table.

Displays the VLAN ID to which the table row relates.

Displays the number of ARP packets that the device forwards after checking them using the
Dynamic ARP Inspection function.

Displays the number of ARP packets that the device discards after checking them using the
Dynamic ARP Inspection function.

Displays the number of ARP packets that the device discards after checking the DHCP Snooping

relationship (binding).

Displays the number of ARP packets that the device forwards after checking the DHCP Snooping

relationship (binding).

Displays the number of ARP packets that the device discards after checking them using the ARP

ACL rules.

Displays the number of ARP packets that the device forwards after checking them using the ARP

ACL rules.



4.9

Displays the number of ARP packets that the device discards after the Dynamic ARP Inspection
function detected an error in the source MAC address.

Displays the number of ARP packets that the device discards after the Dynamic ARP Inspection
function detected an error in the destination MAC address.

Displays the number of ARP packets that the device discards after the Dynamic ARP Inspection
function detected an error in the IP address.

ACL

In this menu, you specify the settings for the Access Control Lists (ACL). Access Control Lists
contain rules which the device applies successively to the data stream on its ports or VLANS.

If a data packet matches the criteria of one or more rules, then the device applies the action
specified in the first applicable rule to the data stream. The device ignores the rules that follow the
first applicable rule. Possible actions include:

permit: The device forwards the data packet to a port or to a VLAN.

When necessary, the device forwards a copy of the data packets to a further port.

deny: The device drops the data packet.

In the default setting, the device forwards every data packet. As soon as you assign an Access
Control List to a port or VLAN, then this behavior changes. The device enters at the end of an
Access Control List an implicit Deny-All rule. Consequently, the device discards data packets that
do not match the criteria of any rules. If you want a different behavior, then add a Permit-All rule at
the end of your Access Control Lists.

Proceed as follows to set up Access Control Lists and rules:
Make a time profile if necessary. See the Time > Time Profile dialog. The device applies Access
Control Lists with a time profile at specified times instead of permanently.
Make a rule and specify the rule settings. See the Network Security > ACL > IPv4 Rule dialog, or
the Network Security > ACL > MAC Rule dialog.
Assign the Access Control List to the ports and VLANSs of the device. See the Network Security >
ACL > Assignment dialog.

The menu contains the following dialogs:
ACL IPv4 Rule
ACL MAC Rule
ACL Assignment
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ACL IPv4 Rule

In this dialog, you specify the rules that the device applies to the IP data packets.

An Access Control List (group) contains one or more rules. The device applies the rules of an
Access Control List successively, beginning with the rule with the numerically lowest value in the
Index column.

The device lets you filter according to the following criteria:
Source or destination IP address of a data packet
Type of the transmitting protocol
Source or destination port of a data packet
Classification according to DSCP
Classification according to ToS

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.
From the Group name drop-down list, you select the Access Control List name to which the rule
belongs or specify a new name. When you add a new name, click the =+ button.

In the Index field, you specify the number of the rule within the Access Control List. If the Access
Control List contains multiple rules, then the device processes the rule with the lowest index
value first.

aD
X

Removes the selected table row.

Displays the name of the Access Control List. The Access Control List contains the rules.

Displays the number of the rule within the Access Control List. You specify the index number when
you add a table row.

If the Access Control List contains multiple rules, then the device processes the rule with the
numerically lowest value first.



Specifies to which IP data packets the device applies the rule.

Possible values:

marked (default setting)
The device applies the rule to every |IP data packet.

unmarked
The device applies the rule to IP data packets depending on the value in the following fields:
Source IP address, Destination IP address, Protocol
DSCP, TOS priority, TOS mask
ICMP type, ICMP code
IGMP type
Established
Packet fragmented
TCP flag

Specifies the source address of the IP data packets to which the device applies the rule.

Possible values:

?.72.?2.? (default setting)
The device applies the rule to IP data packets with any source address.

Valid IPv4 address

The device applies the rule to IP data packets with the specified source address.

You use the ? character as a wild card.

Example 192.?.?.32: The device applies the rule to IP data packets whose source address
begins with 192. and ends with .32.

Valid IPv4 address/bit mask

The device applies the rule to IP data packets with the specified source address. The inverse
bit mask lets you specify the address range with bit-level accuracy.

Example 192.168.1.0/0.0.0.127: The device applies the rule to IP data packets with a source
address in the range from 192.168.1.0 to ... 127.

Specifies the destination address of the IP data packets to which the device applies the rule.

Possible values:

?.72.?.? (default setting)
The device applies the rule to IP data packets with any destination address.

Valid IPv4 address

The device applies the rule to data packets with the specified destination address.

You use the ? character as a wild card.

Example 192.?.?.32: The device applies the rule to IP data packets whose source address
begins with 192. and ends with .32.

Valid IPv4 address/bit mask

The device applies the rule to data packets with the specified destination address. The inverse
bit mask lets you specify the address range with bit-level accuracy.

Example 192.168.1.0/0.0.0.127: The device applies the rule to IP data packets with a
destination address in the range from 192.168.1.0 to ... 127.
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Specifies the IP protocol or Layer 4 protocol type of the data packets to which the device applies
the rule. The device applies the rule only to data packets that contain the specified value in the
Protocol field.

Possible values:

any (default setting)
The device applies the rule to every IP data packet without evaluating the protocol type.

icm

Interl)‘net Control Message Protocol (RFC 792)
igmp

Internet Group Management Protocol
ip-in-ip

IP in IP tunneling (RFC 2003)

tep

Transmission Control Protocol (RFC 793)
udp

User Datagram Protocol (RFC 768)

1p

Internet Protocol

Specifies the source port of the IP data packets to which the device applies the rule. The
prerequisite is that in the Protocol column the value TCP or UDP is specified.

Possible values:

any (default setting)
The device applies the rule to every IP data packet without evaluating the source port.

1..65535 (216-1)
The device applies the rule only to IP data packets containing the specified source port.
To specify a port range, you can use one of the following operators:

<

Range below the specified port number

>

Range above the specified port number

! =

Entire port range except the specified port
These operators are allowed only in rules which the device applies to the received data packets.
See the Network Security > ACL > Assignment dialog: Direction column = inbound.

Specifies the destination port of the IP data packets to which the device applies the rule. The
prerequisite is that in the Protocol column the value TCP or UDP is specified.

Possible values:

any (default setting)
The device applies the rule to every IP data packet without evaluating the destination port.

1..65535 (216-1)
The device applies the rule only to IP data packets containing the specified destination port.
To specify a port range, you can use one of the following operators:

<

Range below the specified port number



>
Range above the specified port number

! =

Entire port range except the specified port
These operators are allowed only in rules which the device applies to the received data packets.
See the Network Security > ACL > Assignment dialog: Direction column = inbound.

Specifies the Differentiated Service Code Point (DSCP value) in the header of the IP data packets
to which the device applies the rule.

Possible values:

- (default setting)
The device applies the rule to every IP data packet without evaluating the DSCP value.

0..63
The device applies the rule only to IP data packets containing the specified DSCP value.

Specifies the IP Precedence (ToS) value in the header of the IP data packets to which the device
applies the rule.

Possible values:

any (default setting)
The device applies the rule to every IP data packet without evaluating the ToS value.

0..7
The device applies the rule only to IP data packets containing the specified ToS value.

Specifies the bit mask for the ToS value in the header of the IP data packets to which the device
applies the rule. The prerequisite is that in the TOS priority column a ToS value is specified.

Possible values:

any (default setting)
The device applies the rule to IP data packets and evaluates the ToS value completely.

1..1f
The device applies the rule to IP data packets and evaluates the bits of the ToS value specified
in the bit mask.

Specifies the ICMP type in the TCP header of the IP data packets to which the device applies the
rule.

Possible values:

-1 (default setting)
ICMP type matching is inactive.

0..255
The device applies the rule to every IP data packet and evaluates the specified ICMP type.
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Specifies the ICMP code in the TCP header of the IP data packets to which the device applies the
rule. The prerequisite is that in the ICMP type field an ICMP value is specified.

Possible values:

-1 (default setting)
ICMP code matching is inactive.

0..255
The device applies the rule to every IP data packet and evaluates the specified ICMP code.

Specifies the IGMP type in the TCP header of the IP data packets to which the device applies the
rule.

Possible values:

0 (default setting)
IGMP type matching is inactive.

1..255
The device applies the rule to every IP data packet and evaluates the specified IGMP type.

Activates/deactivates applying the ACL rule to TCP data packets which have either the RST bit, or
the ACK bit set in the TCP header.

Possible values:

marked
The device applies the rule to every IP data packet in which the RST bit, or the ACK bit is set in
the TCP header.

unmarked (default setting)
Matching is inactive.

Activates/deactivates applying the ACL rule to the packet fragments.

To filter the complete data packet including its fragments, add 2 ACL rules.

Create an ACL rule for the initial data packet to filter on both at the protocol level and at the TCP/
UDP ports.

Create a second ACL rule for the fragments to filter only at the protocol level.

Possible values:

marked
The device applies the ACL rule to the fragments. Use this setting in the second ACL rule for
the fragments.

unmarked (default setting)
The device does not apply the ACL rule to the fragments.

Specifies the TCP flag and mask value.

The device lets you enter multiple values, by separating the values with a comma.
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Specify the flags as either + or -.

Possible values:

- (default setting)
TCP flag matching is inactive.

When you use this value in combination with the following flags, the device evaluates packets
in which the flag is not set.

+

When you use this value in combination with the following flags, the device evaluates packets
in which the flag is set.

fin

Indicates that the sending device has finished its transmission.

syn

Indicates that the Synchronize sequence numbers are significant. Only the first packet sent from
each end device has this flag set.

rst

Indicates a reset of the TCP connection.

psh

Indicates the push function, in which a device asks to push the buffered data to the receiving
application.

ack

Indicates that the Acknowledgment field is significant. Every packet, after the initial syn packet
sent by the client, has this flag set.

urg

Indicates that the Urgent pointer field is significant.

Specifies how the device processes received |IP data packets when the device applies the rule.

Possible values:

permit (default setting)
The device forwards the IP data packets.

deny
The device drops the IP data packets.

Specifies the port to which the device forwards the IP data packets. The prerequisite is that in the
Action column the value permit is specified. The device does not provide the option of mirroring IP
data packets across VLAN boundaries or to router interfaces.

Possible values:

- (default setting)
The Redirection port function is inactive.

<Port number>
The device forwards the IP data packets to the specified port.

231



Specifies the port to which the device forwards a copy of the IP data packets. The prerequisite is
that in the Action column the value permit is specified. The device does not provide the option of
mirroring IP data packets across VLAN boundaries or to router interfaces.

Possible values:

- (default setting)
The Mirror port function is inactive.

<Port number>
The device forwards a copy of the IP data packets to the specified port.

Specifies the priority queue to which the device assigns the IP data packets.

Possible values:
- (default setting)
0..7

Activates/deactivates the logging in the log file. See the Diagnostics > Report > System Log dialog.

Possible values:
marked
Logging is active.
The prerequisite is that in the Network Security > ACL > Assignment dialog the Access Control List
is assigned to a VLAN or port.
The device registers in the log file, in an interval of 30 s, how many times it applied the deny rule
to IP data packets.
unmarked (default setting)
Logging is inactive.

The device lets you activate this function for up to 128 deny rules.

Specifies if the device applies the rule permanently or time-controlled.

Possible values:

<empty> (default setting)

The device applies the rule permanently.

[Time Profile]

The device applies the rule only at the times specified in the selected time profile. You edit the
time profiles in the Time > Time Profile dialog.

The implied Deny-All rule of the ACLs is permanently valid independently of the time control.

Specifies the limit for the data transfer rate for the port specified in the Redirection port column. The
limit applies to the summary of the data sent and received.

This function limits the data stream on the port or in the VLAN:
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Possible values:

0 (default setting)
No limitation of the data transfer rate.

1..4294967295 (232-1)

If the data transfer rate on the port exceeds the value specified, then the device discards
superfluous IP data packets. The prerequisite is that in the Burst size column a value >0 is
specified. You specify the measurement unit of the limit in the Unit column.

Specifies the measurement unit for the data transfer rate specified in the Rate limit column.

Possible values:

kbps
kBytes per second

Specifies the limit in KByte for the data volume during temporary bursts.

Possible values:

0 (default setting)
No limitation of the data volume.

1..128

If during temporary bursts on the port the data volume exceeds the value specified, then the
device discards superfluous MAC data packets. The prerequisite is that in the Rate limit column

a value >0 is specified.

Recommendation:

If the bandwidth is known:
Burst size = bandwidth x allowed duration of a burst / 8

If the bandwidth is unknown:
Burst size = 10 x MTU (Maximum Transmission Unit) of the port
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ACL MAC Rule

In this dialog, you specify the rules that the device applies to the MAC data packets.

An Access Control List (group) contains one or more rules. The device applies the rules of an
Access Control List successively, beginning with the rule with the numerically lowest value in the
Index column.

The device lets you filter according to the following criteria:
Source or destination MAC address of a data packet
Type of the transmitting protocol
Membership of a specific VLAN
Service class of a data packet

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.
From the Group name drop-down list, you select the Access Control List name to which the rule
belongs or specify a new name. When you add a new name, click the -+ button.

In the Index field, you specify the number of the rule within the Access Control List. If the Access
Control List contains multiple rules, then the device processes the rule with the lowest index
value first.

aD
X

Removes the selected table row.

Displays the name of the Access Control List. The Access Control List contains the rules.

Displays the number of the rule within the Access Control List. You specify the index number when
you add a table row.

If the Access Control List contains multiple rules, then the device processes the rule with the
numerically lowest value first.



Specifies to which MAC data packets the device applies the rule.

Possible values:
marked (default setting)
The device applies the rule to every MAC data packet.
unmarked
The device applies the rule to MAC data packets depending on the value in the following fields:
Source MAC address
Destination MAC address
Ethertype
Ethertype custom value
VLAN ID
COS

Specifies the source address of the MAC data packets to which the device applies the rule.

Possible values:
Pi22:p2:P:??:??  (default setting)
The device applies the rule to MAC data packets with any source address.
Valid MAC address

The device applies the rule to MAC data packets with the specified source address.
You use the ? character as a wild card.

address begins with 00:11.

Valid MAC address/bit mask

The device applies the rule to MAC data packets with the specified source address. The bit
mask lets you specify the address range with bit-level accuracy.

Example 00:11:22:33:44:54/FF:FF:FF:FF:FF:FC: The device applies the rule to MAC data
packets with a source address in the range from 00:11:22:33:44:54 to0 ...:57.

Specifies the destination address of the MAC data packets to which the device applies the rule.

Possible values:
ri22:p2P??:??  (default setting)
The device applies the rule to MAC data packets with any destination address.
Valid MAC address

The device applies the rule to MAC data packets with the specified destination address.
You use the ? character as a wild card.

destination address begins with 00:11.

Valid MAC address/bit mask

The device applies the rule to MAC data packets with the specified source address. The bit
mask lets you specify the address range with bit-level accuracy.

Example 00:11:22:33:44:54/FF:FF:FF:FF:FF:FC: The device applies the rule to MAC data
packets with a destination address in the range from 00:11:22:33:44:54 to ...: 57.
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Specifies the Ethertype keyword of the MAC data packets to which the device applies the rule.

Possible values:

custom (default setting)
The device applies the value specified in the Ethertype custom value column.

appletalk
arp
ibmsna
ipv4

ipv6
ipxold
mplsmcast
mplsucast
netbios
novell
rarp

pppoe

Specifies the Ethertype value of the MAC data packets to which the device applies the rule. The
prerequisite is that in the Ethertype column the value custom is specified.

Possible values:

0 (default setting)
The device applies the rule to every MAC data packet without evaluating the Ethertype value.

600. .ffff
The device applies the rule only to MAC data packets that contain the Ethertype value specified
here.

Specifies the VLAN ID of the MAC data packets to which the device applies the rule.

Possible values:

0 (default setting)
The device applies the rule to every MAC data packet without evaluating the VLAN ID.

1..4042
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Specifies the Class of Service (COS) value of the MAC data packets to which the device applies
the rule.

Possible values:
0..7

any (default setting)
The device applies the rule to every MAC data packet without evaluating the Class of Service
value.

Note:
For data packets without a VLAN tag, the device uses the Port priority instead of the COS value.

Specifies how the device processes received MAC data packets when the device applies the rule.

Possible values:

permit (default setting)
The device forwards the MAC data packets.

deny
The device discards the MAC data packets.

Specifies the port to which the device forwards the MAC data packets. The prerequisite is that in
the Action column the value permit is specified. The device does not provide the option of mirroring
IP data packets across VLAN boundaries or to router interfaces.

Possible values:

- (default setting)
The Redirection port function is inactive.

<Port number>
The device forwards the MAC data packets to the specified port.

Specifies the port to which the device forwards a copy of the MAC data packets. The prerequisite
is that in the Action column the value permit is specified. The device does not provide the option of
mirroring IP data packets across VLAN boundaries or to router interfaces.

Possible values:

- (default setting)
The Mirror port function is disabled.

<Port number>
The device forwards a copy of the MAC data packets to the specified port.

Specifies the ID of the priority queue to which the device forwards the MAC data packets.

Possible values:
- (default setting)
0..7
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Activates/deactivates the logging in the log file. See the Diagnostics > Report > System Log dialog.

Possible values:
marked
Logging is active.
The prerequisite is that in the Network Security > ACL > Assignment dialog the Access Control List
is assigned to a VLAN or port.
The device registers in the log file, in an interval of 30 s, how many times it applied the deny rule
to MAC data packets.

unmarked (default setting)
Logging is inactive.

The device lets you activate this function for up to 128 deny rules.

Specifies if the device applies the rule permanently or time-controlled.

Possible values:
<empty> (default setting)
The device applies the rule permanently.

[Time Profile]

The device applies the rule only at the times specified in the selected time profile. You edit the
time profiles in the Time > Time Profile dialog.

The implied Deny-All rule of the ACLs is permanently valid independently of the time control.

Specifies the limit for the data transfer rate for the port specified in the Redirection port column. The
limit applies to the summary of the data sent and received.

This function limits the data stream on the port or in the VLAN:

Possible values:
0 (default setting)
No limitation of the data transfer rate.

1..4294967295 (232-1)

If the data transfer rate on the port exceeds the value specified, then the device discards
superfluous MAC data packets. The prerequisite is that in the Burst size column a value >0 is
specified. You specify the measurement unit of the limit in the Unit column.

Specifies the measurement unit for the data transfer rate specified in the Rate limit column.

Possible values:
kbps
kBytes per second



Specifies the limit in KByte for the data volume during temporary bursts.

Possible values:

0 (default setting)
No limitation of the data volume.

1..128

If during temporary bursts on the port the data volume exceeds the value specified, then the
device discards superfluous MAC data packets. The prerequisite is that in the Rate limit column
a value >0 is specified.

Recommendation:

If the bandwidth is known:
Burst size = bandwidth x allowed duration of a burst/ 8

If the bandwidth is unknown:
Burst size = 10 x MTU (Maximum Transmission Unit) of the port
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ACL Assignment

This dialog lets you assign one or more Access Control Lists to the ports and VLANSs of the device.
By assigning a priority you specify the processing sequence, provided you assign one or more
Access Control Lists to a port or VLAN.

The device applies rules successively, namely in the sequence specified by the rule index. You
specify the priority of a group in the Priority column. The lower the number, the higher the priority.
In this process, the device applies the rules with a high priority before the rules with a low priority.

The device lets you specify a maximum of 100 ACLs, which can each contain a certain number of
rules. The number of rules that you can actually assign to the ports and VLANs might be smaller
than the number of rules specified in the device. An example in the “Configuration” user manual
illustrates the factors that affect the possible number that you can actually assign.

The assignment of Access Control Lists to ports and VLANSs results in the following different types
of ACLs:

Port-based IPv4 ACLs

Port-based MAC ACLs

VLAN-based IPv4 ACLs

VLAN-based MAC ACLs

The device lets you apply the Access Control Lists to data packets received (inbound) or sent
(outbound).

Note:

Before you enable the function, verify that at least one active table row in the table lets you access.
Otherwise, the connection to the device terminates if you change the settings. Access to the device
management is only possible using the Command Line Interface through the serial connection.

Note:
You cannot apply IP ACL rules and DiffServ rules together in the same direction on a port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= ==)
+

Opens the Create window to assign a rule to a port or a VLAN.

From the Port/VLAN drop-down list, you select the port or the VLAN to which the device applies
the rule.

In the Priority field, you specify the sequence in which the device applies the rules to the data
stream.



From the Direction drop-down list, you select if the device applies the rule to received or sent data
packets.

From the Group name drop-down list, you select the rule that the device assigns to the port or
VLAN.

aD
X

Removes the selected table row.

Displays the name of the Access Control List. The Access Control List contains the rules.

Displays if the Access Control List contains MAC rules or IPv4 rules.

Possible values:

mac
The Access Control List contains MAC rules.

ip
The Access Control List contains IPv4 rules.

You edit Access Control Lists with IPv4 rules in the Network Security > ACL > IPv4 Rule dialog. You
edit Access Control Lists with MAC rules in the Network Security > ACL > MAC Rule dialog.

Displays the port to which the Access Control List is assigned. The field remains empty when the
Access Control List is assigned to a VLAN.

Displays the VLAN to which the Access Control List is assigned. The field remains empty when the
Access Control List is assigned to a port.

Displays if the device applies the Access Control List to received or sent data packets.

Possible values:

inbound
The device applies the Access Control List to data packets received on the port or in the VLAN.

outbound
The device applies the Access Control List to data packets sent on the port or in the VLAN.

Displays the priority of the Access Control List.

Using the priority, you specify the sequence in which the device applies the Access Control Lists to
the data stream. The device applies the rules in ascending order which starts with priority 1. If an
Access Control List is assigned to a port and to a VLAN with the same priority, then the device
applies the rules to the port first.
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Possible values:
1..4294967295 (232-1)

Displays if the Access Control List on the port or in the VLAN is active.

Possible values:

marked (default setting)
The Access Control List is active.

unmarked
The Access Control List is inactive.

4.10 MACsec

Media Access Control Security (MACsec) is a security function for protecting data on Layer 2 when
in transit between 2 MACsec-capable network devices. MACsec is standardized in IEEE 802.1AE.
It is widely used in renewable energy and transportation industries.

MACsec is fast and transparent. It uses a combination of encryption and data integrity checks to
help secure data which is transmitted over switch-to-switch links in Local Area Networks (LAN). The
function helps provide:
Confidentiality
MACsec performs the encryption on a per-port-basis.
MACsec hides Layer 3+ information in transit and thus provides protection for protocols on
Layer 3+, like IP and TCP, without the need for protocol-specific encryption engines on
endpoints or routers.
MACsec also protects protocols that operate directly on Layer 2, like ARP, STP, or LLDP.
Integrity
MACsec performs the data integrity checks on a per-port-basis.
When sending a frame, MACsec generates a checksum (the Integrity Check Value, ICV) with
a cryptographic algorithm. Checking the ICV when receiving a MACsec frame helps prevent
attacks like Denial of Service (DoS) and Man in the Middle (MITM) attacks.
Data origin authenticity (implicit in integrity)
Calculating the ICV includes a shared key. This lets the receiver check if the sender has used
the correct key. If yes, the frame originated from the entity which claims to be the sender.
This also helps prevent network attacks like Denial of Service (DoS) and Man in the Middle.
(MITM) attacks.

MACsec is also economical and scales well.

Economic efficiency:
MACsec provides protection for almost any payload protocol, without the need for protocol-
specific encryption.

Performance:
MACsec operates on ports with MACsec-capable PHYs and therefore automatically scales
with the bandwidth of the available, MACsec-enabled ports.
MACsec basically provides wirespeed for small as well as large payload frame lengths.
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The device offers the MACsec policy Should-Secure. When you enable MACsec on a particular
port, this means:
The port drops all received MACsec packets that are not valid according to the MACsec Key
Agreement (MKA) protocol.
The port accepts non-MACsec packets.

MACsec is intended to help secure the uplink data connections. The device supports MACsec on
1 GB/s and the 10 GB/s ports. It does not support MACsec on 2.5 GB/s ports. The function is
available on the first uplink ports of the device, this means ports 1/1, 1/2, 1/3 and 1/4.

The menu contains the following dialogs:
MACsec MKA Policy
MACsec MKA Key Configuration
MACsec Port Configuration
MACsec MKA Session
MACsec Port Information
MACsec Global Statistics
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MACsec MKA Policy

The MKA protocol regularly generates and distributes new encryption keys, the Secure Association
Keys (SAK). For this, a MACsec Key Agreement (MKA) policy is necessary.

This dialog lets you specify a MACsec Key Agreement (MKA) policy and its parameters. You can
configure a maximum of 32 policies, including the *DEFAULT POLICY*.

Note:
You cannot change or delete the parameters associated with the MKA policy while the MKA policy
is assigned to a MACsec-enabled port.

Before you enable the MACsec function on a port, verify the following to help improve security:

You have specified at least one MKA policy besides the *DEFAULT POLICY*.
This MKA policy has a policy name that corresponds to an existing Key chain name in the MKA
Key Configuration dialog.
In the MKA Key Configuration dialog, for the corresponding Key chain name, you have specified
at least one key with all of the following properties:

The key string is non-empty

The time range is valid or empty

Note:
If your settings do not match the requirements given above, the *DEFAULT POLICY* will be applied,
which is considered less secure than an explicit MKA policy and MKA key configuration.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to create a new MACsec Key Agreement (MKA) policy.
In the Policy name field, you specify the name for the MKA policy.

In the Server priority field, you specify the priority of the device in its server role for the MACsec
keys in the MACsec Key Agreement (MKA) session.

From the Secure announcements drop-down list, you select whether the secure announcement
for the device communication is enabled or disabled.

From the Cipher suite drop-down list, you select the cypher suites for encrypting and decrypting
the packets.

From the Confidentiality offset drop-down list, you select the offset for the encrypted payload
within Ethernet frames.

aD
X

Removes the selected table row.



Specifies the name for the MACsec Key Agreement (MKA) policy.

Possible values:
Alphanumeric ASCII character string with 1..16 characters
*DEFAULT POLICY* (default setting)
The default policy is available by default. You do not have to specify it and you cannot delete it.
The default policy contains the following values:
Policy name: *DEFAULT POLICY*
Server priority: 255
Secure announcements: disable
Cipher suite: gcmAes128
Confidentiality offset: @
Active: marked

Specifies the priority of the device in its role as a server for the MACsec keys in the MACsec Key
Agreement (MKA) session. A lower value means a higher priority.

The device with the highest priority takes on the key server role. If the priorities of the key servers
are equal, then the device with the lower Secure Channel Identifier (SCI) value is selected for the
key server role. The SC/ consists of the port-specific MAC address, concatenated with the port
number.

Possible values:
255 (default setting)
0..255

Enables or disables the secure announcements feature for device communication.

Possible values:

disable (default setting)
Secure announcement disabled.

enable
Secure announcements are enabled.

Specifies the cypher suite for encrypting and decrypting the packets.

The device supports the following cypher suites:
AES-GCM-128
AES-GCM-256

Possible values:

gcm-aes-128  (default setting)

Specifies AES-GCM-128 as the cypher suite.

This setting provides 128-bit encryption for standard security.
gcm-aes-256

Specifies AES-GCM-256 as the cypher suite.

This setting provides 256-bit encryption for enhanced security.
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Specifies the offset for the encrypted payload within Ethernet frames. This means the first byte from
in the payload that is encrypted.

An offset of @ means that the entire payload is encrypted.

This offers maximum confidentiality.

An offset > @ leaves the given number of bytes at the beginning of the payload unencrypted.
This can be advantageous if the values at the start of the payload (like VLAN tags, EtherType
or IP header) are needed for switching or routing decisions. This may affect intermediate non-
MACsec-capable nodes that the MACsec data packet traverses.

The appropriate offset depends on your application.

Possible values:

0 (default setting)

The device encrypts the entire payload.

The encryption of the payload starts with the first byte.
30

The first 30 bytes of the payload remain unencrypted.
The encryption of the payload starts from byte number 31.

50
The first 50 bytes of the payload remain unencrypted.
The encryption of the payload starts from byte number 51.

Use this check box to select one or more table rows, for example, for deletion.

Note:

As an exception, the check box does not activate/deactivate the MKA policy in the relevant table
row.

In contrast, an MKA policy in a table row is active if its Policy name is referred to in the MKA Key
Configuration dialog, in the Key chain name column.



4.10.2

MACsec MKA Key Configuration

This dialog lets you specify the parameters for the individual Pre-shared Keys (PSK) used by the
MACsec Key Agreement (MKA) protocol. The settings in this dialog are used by the MKA policy
dialog.

The device offers to set up a maximum of 8 PSK profiles for MACsec. Each PSK profile has a name
and attributes. The attributes are:

The cryptographic algorithm to be used for that PSK

The key string (the key value itself)

A time range (optional) during which the PSK is considered valid

In a given key chain, there can be multiple PSK profiles.

Note:

You can only modify, add or delete a PSK profile of a given key chain if the relevant key chain is
not currently used. That is, if the relevant key chain is not referred to in the Port Configuration
dialog.

If you want to modify, add or delete a PSK profile of a given key chain that is active, first deactivate
the key chain by removing its name from the relevant table row in the Port Configuration dialog, in
the column MACsec PSK keychain. Perform the modifications, and then reactivate the key chain.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to create a new key chain used by the MACsec Key Agreement (MKA)
protocol. You can create a maximum of 8 key chains.

In the Key chain name field, you specify the name of an existing key chain or specify a new key
chain name. The key chain name must be an alphanumeric string of 1..16 characters.

In the Key name field, you specify the name of a new key for the given key chain name.
The key name must be an hexadecimal string of 2..64 digits, with an even length.
The key name must be unique in the scope of the associated key chain.

aD
X

Removes the selected table row.
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Shows the name of the MKA key chain used by the MACsec Key Agreement (MKA) protocol.

Possible values:
<empty string> (default setting)
Alphanumeric string of 1..16 characters

Note:

You specify the name of the MKA key chain when adding a new key to the setup, using the I:I_i_l:'Add
button. To add a new key to an existing key chain, use the name of the existing key chain.

Shows the name of the MKA key used by the MACsec Key Agreement (MKA) protocol.
The Key name is a unique identifier for each key across a key chain.

Possible values:
<empty string> (default setting)

Hexadecimal string of 2..64 digits, with an even length.
The string must be unique in the scope of the associated key chain.

Note:

You specify the name of the MKA key when adding a new key to the setup, using the I:EI:'Add
button. To add a new key to an existing key chain, use the name of the existing key chain.

Specifies the cryptography algorithm used by the MACsec Key Agreement (MKA) protocol for the
relevant key.

The device supports the following cypher suites:
AES-GCM-128
AES-GCM-256

Possible values:

gcm-aes-128  (default setting)

Specifies AES-GCM-128 as cypher suite.

This setting provides 128-bit encryption for moderate security.
gcm-aes-256

Specifies AES-GCM-256 as cypher suite.

This setting provides 256-bit encryption for enhanced security.



Specifies the key string used for encryption by the MACsec Key Agreement (MKA) protocol for the
key in the relevant table row. The key string is the actual key value.

Possible values:
<empty string> (default setting)
For gcm-aes-128: Hexadecimal string of 0..32 digits, with an even length.
For gcm-aes-256: Hexadecimal string of 0..64 digits, with an even length.

Note:

The Key string is a confidential, Pre-Shared Key for use in a symmetric key cryptographic algorithm.
Specify a Key string as long as possible.

Long key values are harder to guess by a brute-force attack.

Note:

The Pre-Shared Key lifetime can be configured as indefinite. This is the case if the Time range field
is empty (this is the default).

From this Pre-shared Key, other keys are derived, so Pre-Shared Key serve as master keys.
Therefore, employ appropriate security processes to protect these keys from being leaked.

For two devices acting as MACsec peers, the key strings must match.

Use a trustworthy, confidential channel to distribute the key value to the devices involved.

Specifies the validity period of the Pre-shared Key.

Note:

Limiting the validity period of the Pre-shared Key is considered more secure than specifying an
indefinite Pre-shared Key lifetime. The Pre-shared Key lifetime is indefinite if the Time range field
is empty (this is the default). A definite validity period of the existing keys and regular key rotation
helps limits the amount of data indirectly encrypted with a given key. Therefore, if a key should
become compromised, the amount of data affected (that could potentially be decrypted) would also
be limited.

Adjacent time ranges help ensure an automatic Pre-shared Key rollover after expiration.

Note:
Overlapping time ranges for associated Pre-shared Key are unsupported.

Possible values:
<empty string> (default setting)
The key is deemed valid indefinitely.

Specify an existing time profile in the Time Profile dialog. If necessary, create a time profile first.
The key is deemed valid only during the time range given.

Use this check box to select one or more table rows, for example, for deletion.

Note:

As an exception, the check box does not activate/deactivate the MKA Key configuration in the
relevant table row.

In contrast, a MKA Key configuration in a table row is active if its Key chain name is referred to in
the Port Configuration dialog, in the MACsec PSK keychain column.
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MACsec Port Configuration

In this dialog, you enable and manage the MACsec settings on the MACsec-capable physical port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the number of the MACsec-capable physical ports. You can set up the MACsec function
only on MACsec-capable physical ports.

Note:

If the MACsec function is enabled on a physical port, that port cannot be added as a member of a
Link Aggregation Group (LAG).

If a physical port is already a member of a LAG, you cannot set up the MACsec function on that port.

Specifies the mode for the MACsec function.

Possible values:

disable (default setting)

The MACsec function is disabled.

The device transmits all data packets on the physical port to its peer switch device in plain text,
without protection against interception or tampering.

switch-to-switch

The MACsec function operates in switch-to-switch mode. The device enables secure
communication between 2 switch devices over a point-to-point physical link as per the policy set
up in the Network Security > MACsec > MKA Policy dialog. Based on the policy, the devices help
provide integrity and confidentiality for the data packets transmitted between peers. Integrity
helps ensure that the frame has not been modified during transmission, while confidentiality is
achieved by encrypting the data packets to help protect against unauthorized access.

Specifies the name of the MKA Policy that the device applies on the physical port for the MACsec
function. The MKA Policy contains a set of parameters that the MACsec Key Agreement (MKA)
protocol uses to establish and maintain a secure MKA session for the connection MACsec function.
The parameters include Server Priority, Secure Announcements, Cipher Suite, and Confidentiality
Offset. These parameters support encrypted and integrity-protected communication over a point-
to-point link between devices.

The prerequisite for setting up or changing the value in the MKA policy is that in the MACsec mode
column, the value disable is selected for the relevant table row.

You set up the MKA Policy in the Network Security > MACsec > MKA Policy dialog.



Possible values:

Alphanumeric ASCII character string with 1..16 characters
(default setting: *DEFAULT POLICY*)

Specifies the name of the Keychain that contains Pre-shared Keys (PSKs). Each PSKis associated
with a Connectivity Association Key Name (CKN). The PSK is used during MKA peer
authentication. This helps ensure that only the devices that have matching PSKs can authenticate
each other and establish a secure session. The CAKs that are derived from the PSKs facilitate
encrypted communication over a point-to-point link between switch devices, which improves link
security.

The prerequisite for setting up or changing the value in the MACsec PSK keychain column is that in
the MACsec mode column, the value disable is selected for the relevant table row.

You set up the MACsec PSK Keychain in the Network Security > MACsec > MKA Key Configuration
dialog.

Possible values:
Alphanumeric ASCII character string with 1..16 characters

Enables/disables the Replay Protection.

The device uses Replay Protection to help prevent attackers from capturing and retransmitting
Ethernet data packets. When enabled, the port checks incoming Ethernet data packets for
duplicates or data packets that are out of sequence. This ensures each data packet is unique and
processed only once, thereby mitigating replay attacks. The prerequisite for setting up or changing
the value in the Replay protection column is that in the MACsec mode column, the value disable is
selected for the relevant table row.

Possible values:

enable
The Replay Protection is enabled.

disable (default setting)
The Replay Protection is disabled.

Specifies the number of out-of-sequence or duplicate packets that the receiving device accepts. A
value of @ enforces strict replay protection by dropping all duplicate or out-of-order data packets.
Increasing the value allows for minor packet reordering due to network latency but may slightly
reduce replay protection strictness.

Prerequisites for setting up or changing the value in the Replay protection window column:
In the MACsec mode column the value disable is selected.
In the Replay protection column the value enable is selected.

Possible values:
0..4294967295 (232-1) (default setting: 0)

251



4.10.4 MACsec MKA Session

This dialog displays the information about the current MACsec Key Agreement (MKA) session
active on MACsec-capable ports.

[<Port number>]
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Information

Displays the current state of the MKA session.

The state of the MKA session is Secured when the device and its peer device have successfully
created a Secure Channel (SC). If the SC is not created or has failed, the state is Unsecured.

Displays the 64-bit identifier that identifies the SC used to send he MACsec protected data packets
from this port. It is a concatenation of the device MAC address and port ID.

Displays the unique port ID that the MKA protocol uses to identify the port in the MKA session.

Displays the name of the Connectivity Association Key (CAK) used for peer authentication.

Displays whether the device acts as the key server for generating the Secure Association Keys
(SAKs).

Displays the MAC address of the device associated with the port used in the MKA session.

Displays the unique identifier the MKA protocol assigns to the local device in the MKA session.

Displays the latest MKA message number assigned by the MKA protocol to track the current
session state.



Displays whether replay protection is enabled to help prevent data packet replay attacks.

Displays the number of out-of-sequence or duplicate packets that the device accepts.

Displays the cryptographic algorithm used in the MKA session.

Displays whether the device intends to enable the MACsec function on the port.

Displays the name of the MKA policy applied to the port.

Displays the encryption algorithm used by the MACsec to secure data packets on the port.

Displays the level of MACsec support available on the device.

Displays the priority value for key server selection.

Displays the number of bytes in data packets that remain unencrypted.

Displays the status of the most recent SAK.

Displays the Association Number (AN) of the active SAK. The AN identifies the SAK within a SC
for correct data packet encryption and decryption.

Displays the Key Identifier (Kl) of the latest SAK to track the key usage.

Displays the Key Number (KN) of the latest SAK for key management.

Displays the number of peers actively participating in the MKA session.
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Displays the number of peers detected but not yet active in the MKA session.

Live peer list table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the unique identifier of an active peer in the MKA session.

Displays the latest MKA message number received from the peer.

Displays the Secure Channel Identifier (SCI) of the peer device for incoming data packets.

Potential peer list table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the unique identifier of a detected but inactive peer.

Displays the latest MKA message number received from the potential peer.

Displays the SCI of the potential peer for incoming data packets.
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4.10.5 MACsec Port Information

In this dialog, you can monitor the detailed status and operational statistics of MACsec function on
a MACsec-capable port.

[Port summary]

This tab lets you view the status of the Secure Channel (SC), Secure Channel Identifier (SCI) and
Secure Association (SA).

An SC is a bidirectional secure communication medium between two devices through which the
devices exchange the MACsec-protected data packets. Each SC is identified by a unique ID known
as SCI. The device adds this SCI in the MACsec-protected data packets so that the peer device
could identify which SC the data packet belongs to. Within each SC, there is SA, one for each
direction of the data packets. The SA supports encrypting and maintaining the integrity of the data
packets using Security Association Key (SCI).

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the number of the physical port on which the MACsec function is active.

Displays the 64-bit identifier that identifies the SC used to send MACsec-protected data packets
from this port. It is a concatenation of the device MAC address and port ID. This allows the peer
device to uniquely identify the source of the MACsec-protected data packets.

Displays whether the device is actively sending MACsec-protected data packets using the
established transmit SC.

Display the next sequential Packet Number (PN) that the device assigns for sending MACsec-
protected data packets using the current SA. The peer device checks the PN to verify that each
data packet received by them is unique, which helps prevent replay attacks.

Displays the 64-bit identifier that the device receives from the peer device. It is a concatenation of
the peer device MAC address and port ID. This helps the device to uniquely identify the incoming
SC and source of the received MACsec-protected data packets.
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Displays whether the device is actively receiving and processing MACsec-protected data packets
using the established receive SC.

Displays the next sequential PN that the device expects for receiving MACsec-protected data
packets using the current SA. The device checks the PN to verify that each received packet is
unique, which helps prevent replay attacks.

Displays a 2-bit identifier that recognizes the currently active SA. The device uses this SA to verify
the incoming MACsec-protected data packets. This lets you identify whether the device uses the
specified security key for the authentication and decryption of incoming data packets or not.

[Port statistics]

256

This tab lets you view the statistics for the SAKs and MACsec Key Agreement Protocol Data Units
(MKPDUs) transmitted between the device and its peer on a MACsec-capable physical port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Resets the values in the following columns for the selected port:
SAKs generated
SAKs rekeyed
SAKs received
SAKs responses received
MKPDUs Validated and Rx
MKPDUs transmitted
Distributed SAK

Displays the number of the MACsec-capable physical port.



Displays the total number of Secure Association Keys (SAKs) that the device has generated and
distributed to its peer device using the MACsec Key Agreement (MKA) protocol when it operates
as a key server. SAKs are cryptographic keys that the device uses to encrypt and decrypt the data
packets it transmits and receives over a point-to-point link to its peer device.

The MKA protocol decides which device acts as the key server in a point-to-point link. The MKA
protocol compares the Server Priority of both devices. The device with the lower priority value
becomes the key server. If both the devices have the same Server Priority, the device with the lower
MAC address is selected as the key server.

You set up the Server Priority in the Network Security > MACsec > MKA Policy dialog.

Displays the number of times the SAK has been changed (rekeyed). Regular rekeying of the SAK
improves security because it limits the amount of data encrypted with that SAK. As a result, if the
SAK is ever compromised for any reason, only a limited amount of data could potentially be
decrypted.

Displays the total number of SAKs the device has received from its peer device using the MKA
protocol when the peer device acts as a key server. The counter increments with each new SAK
that the device receives. A consistently increasing counter helps ensure that key exchange and
negotiation between the device and its peer device are working properly.

Displays the number of acknowledgment messages that the device has received from its peer
device during the SAK exchange process. These messages indicate that the peer has successfully
received and accepted the SAK. The SAK was distributed by the device through the MKA protocol
when acting as the key server.

A number equal to the number of SAKs distributed by the device indicates successful key
agreement between both devices. A lower number, or 0, compared to the number of SAKs
distributed, indicates that there may be issues during the key negotiation or exchange process.

Displays the total number of MACsec Key Agreement Protocol Data Units (MKPDUSs) that the
device has received and successfully verified on the specified physical port.

MKPDUs are the unique data packets that the MKA protocol uses to exchange cryptographic key
information (keying material), perform peer authentication, negotiate key server roles, exchange
keepalive messages, and allocate the session keys. A validated MKPDU means that the received
MKPDU has been verified for integrity and authenticity.

Displays the total number of MKPDUs that the device has sent to its peer device to establish or
maintain a secure MACsec channel.
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Displays the total number of SAKs that the device has distributed to its peer device through the
MKA protocol when acting as a key server. A consistently increasing counter helps ensure that key
exchange and negotiation between the device and its peer device are working properly.
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4.10.6

MACsec Global Statistics

This dialog displays global statistics regarding the current MACsec Key Agreement (MKA)
operation and lets you reset the statistics.

Resets the statistics of the current MKA session.

Note:
Resetting the global statistics will also reset the port statistics in the Port statistics tab, under the
Network Security > MACsec > Port Information dialog.

MKA session totals

Displays the number of MKA sessions successfully established.

Displays the number of MKA sessions deleted.

SA statistics

Displays the number of Security Association Keys (SAKs) generated by the device acting as a key
server.

Displays the number of times the device has refreshed or rekeyed the SAKs.

Displays the number of SAKs received from the peer device, which acts as a key server.

Displays the number of responses received from the peer device. These responses confirm that
the peer has successfully received and installed the SAK distributed by the local device.
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MKPDU statistics

Displays the number of MKA Protocol Data Units (MKPDUs) received and successfully validated
for integrity using the Integrity Check Key (ICK).

Displays the number of MKPDUs transmitted to the peer device for the MKA operation.

Displays the number of SAKs successfully distributed by the device to its peer device while acting
as a key server.

SAK failures

Displays the number of times the device was unable to generate a new SAK.

Displays the number of times the device was unable to encrypt data packets using the SAK.

Displays the number of times the device was unable to decrypt received data packets using the
SAK.

CA failures

Displays the number of times the device was unable to derive the ICK from the Connectivity
Association Key (CAK).

Displays the number of times the device was unable to derive the Key Encryption Key (KEK) from
the CAK.

Displays the number of times the device has received incompatible or unsupported MACsec
capabilities from a peer, which prevented MKA session establishment.



MKPDU failures

Displays the number of times the device was unable to transmit MKPDUs.

Displays the number of times the device was unable to validate the received MKPDUs.

Displays the number of times the device has received MKPDUs with an invalid message number
from the peer device.

MACsec failures

Displays the number of times the device was unable to create a receive Secure Channel (SC) to
receive data packets from the peer device.

Displays the number of times the device was unable to create a transmit SC to send data packets
to the peer device.

Displays the number of times the device was unable to install a receive Security Association (SA).

Displays the number of times the device was unable to install a transmit SA.
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5 Switching

5.1

The menu contains the following dialogs:
Switching Global
Rate Limiter
Filter for MAC Addresses
IGMP Snooping
MRP-IEEE
GARP
QoS/Priority
VLAN
L2-Redundancy

Switching Global

This dialog lets you specify the following settings:
Change the Aging time of the MAC address table (forwarding database) entries
Enable the flow control in the device
Activate the VLAN-unaware mode function

If a large number of data packets are received in the priority queue of a port at the same time, then
this can cause the port memory to overflow. This happens, for example, when the device receives
data on a Gigabit port and forwards it to a port with a lower bandwidth. The device discards
superfluous data packets.

The flow control mechanism defined in IEEE 802.3 helps ensure that no data packets are lost due
to a buffer overflow on a port. Shortly before the buffer memory of a port is completely full, the
device signals to the connected devices that it is not accepting any more data packets from them.
In full-duplex mode, the device sends a pause data packet.
In half-duplex mode, the device simulates a collision.

The connected devices then stop sending data packets for the duration of the signaling. On an
uplink port, this can possibly cause undesired sending interruptions in the higher-level network
segment (“wandering backpressure”). The flow control mechanism thus lowers the network to the
bandwidth that the slowest device in the network can process.

According to IEEE 802.1Q, the device forwards data packets with a VLAN tag in a VLAN 1.
However, a few applications on connected end devices send or receive data packets with a
VLAN ID=0. Data packets with a VLAN ID=0 are called Priority Tagged Frames. When the device
receives one of these data packets, before forwarding it, the device overwrites the original value in
the data packet with the VLAN ID of the receiving port.

If you activate the VLAN-unaware mode function, then this deactivates the VLAN settings in the

device. The device then transparently forwards the data packets and evaluates the priority
information contained only in the data packet.

263



264

Configuration

Displays the MAC address of the device.

Specifies the aging time in seconds.

Possible values:
10..500000 (default setting: 30)

The device monitors the age of the learned unicast MAC addresses. The device deletes address
entries that exceed a particular age (aging time) from its MAC address table (forwarding database).

You find the MAC address table (forwarding database) in the Switching > Filter for MAC Addresses
dialog.

In connection with the router redundancy, specify a time = 30 s.

Activates/deactivates the flow control in the device.

Possible values:

marked

The flow control is active in the device.

Additionally activate the flow control on the required ports. See the Basic Settings > Port dialog,
Configuration tab, checkbox in the Flow control column.

unmarked (default setting)
The flow control is inactive in the device.

If you are using a redundancy function, then you deactivate the flow control on the participating
ports. If the flow control and the redundancy function are active at the same time, it is possible that
the redundancy function operates differently than intended.

Activates/deactivates the mode in which the device ignores the VLAN ID and forwards the data
packets unchanged. The device continues to evaluate the priority information in the data packets.

On the connected end devices, only some applications require receiving data packets with a
VLAN ID=0. If applications in the network require this, then activate the function.

Possible values:

marked

The device operates in the VLAN-unaware mode according to IEEE 802.1Q:
The device ignores the VLAN settings in the device and the VLAN ID in the data packets.
The device forwards the data packets based on their destination MAC address.
The device evaluates the priority information contained in the VLAN tag of the data packets.
The device ignores the VLAN settings specified in the Switching > VLAN > Configuration and
Switching > VLAN > Port dialogs.



The device ignores the private VLAN settings specified in the Switching > VLAN > Private VLAN
dialog.
The device overrides the Routing function.

Note:
You specify the VLAN ID 1 for every function in the device which uses VLAN settings. Among
other things, this applies to static filters, MRP and IGMP Snooping.

unmarked (default setting)

The device operates in the VLAN-aware mode according to IEEE 802.1Q:
The device evaluates the VLAN tags in the data packets.
The device forwards the data packets based on their destination MAC address or destination
IP address in the corresponding VLAN.
The device evaluates the priority information contained in the data packet.
When the device receives a data packet with a VLAN ID=0 it assigns the VLAN ID of the port
to the data packet. See the Switching > VLAN > Port dialog.
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5.2

[Ingress]
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Rate Limiter

The device lets you limit the amount of data packets on the ports to help provide stable operation
even with a large data volume. If the amount of data packets on a port exceed the threshold value,
then the device discards the excess data packets on this port.

The rate limiter function operates only on Layer 2, and is used to limit the effects of storms of data
packets that flood the device (typically Broadcasts).

The rate limiter function ignores protocol information on higher layers, such as IP or TCP.

The dialog contains the following tabs:
[Ingress]
[Egress]

In this tab you enable the Rate Limiter function. The threshold value specifies the maximum amount
of data packets the port receives. If the amount of data packets on a port exceed the specified
threshold value, then the device discards the excess data packets on this port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies the unit for the threshold value:

Possible values:

percent (default setting)
Specifies the threshold value as a percentage of the data rate of the port.

pps
Specifies the threshold value in data packets per second.

Activates/deactivates the rate limiter function for received broadcast data packets.

Possible values:
marked
unmarked (default setting)

If the threshold value is exceeded, then the device discards the excess broadcast data packets on
this port.



Specifies the threshold value for received broadcasts on this port.

Possible values:

0..14880000 (default setting: 0)

The value 0 deactivates the rate limiter function on this port.
If you select the value percent in the Unit column, then enter a percentage value from 1
to 100.

If you select the value pps in the Unit column, then enter an absolute value for the data rate.

Activates/deactivates the rate limiter function for received multicast data packets.

Possible values:
marked
unmarked (default setting)

If the threshold value is exceeded, then the device discards the excess multicast data packets on
this port.

Specifies the threshold value for received multicasts on this port.

Possible values:

0..14880000 (default setting: 0)

The value 0 deactivates the rate limiter function on this port.
If you select the value percent in the Unit column, then enter a percentage value from @
to 100.

If you select the value pps in the Unit column, then enter an absolute value for the data rate.

Activates/deactivates the rate limiter function for received unicast data packets with an unknown
destination address.

Possible values:
marked
unmarked (default setting)

If the threshold value is exceeded, then the device discards the excess unicast data packets on this
port.

Specifies the threshold value for received unicasts with an unknown destination address on this
port.

Possible values:
0..14880000 (default setting: 0)
The value @ deactivates the rate limiter function on this port.

If you select the value percent in the Unit column, then enter a percentage value from 0
to 100.

If you select the value pps in the Unit column, then enter an absolute value for the data rate.
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[Egress]

In this tab you specify the egress transmission rate on the port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies the egress transmission rate.

Possible values:

0 (default setting)
The bandwidth limitation is disabled.

1..100
The bandwidth limitation is enabled.
This value specifies the percentage of overall link speed for the port in 1% increments.
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5.3

Filter for MAC Addresses

This dialog lets you display and edit address filters for the MAC address table (forwarding
database). Address filters specify the way the data packets are forwarded in the device based on
the destination MAC address.

Each table row represents one filter. The device automatically sets up the filters. The device lets
you set up additional filters manually.

The device forwards the data packets as follows:
When the table contains the destination address of a data packet, the device forwards the data
packet from the receiving port to the port specified in the table row.
When there is no table row for the destination address, the device forwards the data packet from
the receiving port to every other port.

Table

To delete the learned MAC addresses from the MAC address table (forwarding database), click in
the Basic Settings > Restart dialog the Clear FDB button.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.
In the MAC address field, you specify the destination MAC address.
In the VLAN ID field, you specify the VLAN ID.

In the list field, you select the ports.
If the destination MAC address is a unicast address, select exactly one port.
If the destination MAC address is a multicast or broadcast address, select one or more ports.
Do not select a port to add a Discard filter. The device discards data packets with the
destination MAC address specified in the table row.

aD
X

Removes the selected table row.

Deletes the MAC addresses from the forwarding table that have the value Learned in the Status
column.

Displays the destination MAC address to which the table row relates.
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Displays the ID of the VLAN to which the table row relates.

The device learns the MAC addresses for every VLAN separately (independent VLAN learning).

Displays how the device has set up the address filter.

Possible values:

Learned
Address filter set up automatically by the device based on received data packets.
Mgmt
MAC address of the device. The address filter is protected against changes.
Other
Static address added by the following function:
802.1X
Port Security
Permanent
Address filter set up manually. The address filter stays set up permanently.
GMRP
Multicast address filter automatically set up by GMRP.
IGMP
Address filter automatically set up by IGMP Snooping.
MRP -MMRP
Multicast address filter automatically set up by MMRP.

Displays how the corresponding port transmits data packets which it directs to the adjacent
destination address.

Possible values:

The port does not transmit any data packets to the destination address.

learned
The port transmits data packets to the destination address. The device has automatically set up
the filter based on received data packets.

IGMP learned
The port transmits data packets to the destination address. The device has automatically set up
the filter based on IGMP.

unicast static

The port transmits data packets to the destination address. A user has set up the filter.
multicast static

The port transmits data packets to the destination address. A user has set up the filter.



5.4

IGMP Snooping

The Internet Group Management Protocol (IGMP) is a protocol for dynamically managing Multicast
groups. The protocol describes the distribution of Multicast data packets between routers and end
devices on Layer 3.

The device lets you use the IGMP Snooping function to also use the IGMP mechanisms on Layer 2:
Without IGMP Snooping, the device forwards the Multicast data packets to every port.
With the activated IGMP Snooping function, the device forwards the Multicast data packets only
on ports to which Multicast receivers are connected. This reduces the network load. The device
evaluates the IGMP data packets transmitted on Layer 3 and uses the information on Layer 2.

Activate the IGMP Snooping function not until the following conditions are fulfilled:
There is a Multicast router in the network that generates IGMP queries (periodic queries).
The devices participating in IGMP Snooping forward the IGMP queries.

The device links the IGMP reports with the entries in its MAC address table (forwarding database).
When a multicast receiver joins a multicast group, the device adds a table row for this port in the
Switching > Filter for MAC Addresses dialog. When the multicast receiver leaves the multicast group,
the device removes the table row.

The menu contains the following dialogs:
IGMP Snooping Global
IGMP Snooping Configuration
IGMP Snooping Enhancements
IGMP Snooping Querier
IGMP Snooping Multicasts
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5.4.1 IGMP Snooping Global

This dialog lets you enable the IGMP Snooping function in the device and set the function up for each
port and each VLAN.

Operation

Enables/disables the IGMP Snooping function in the device.

Possible values:

On

The IGMP Snooping function is enabled in the device according to RFC 4541 (Considerations for
Internet Group Management Protocol (IGMP) and Multicast Listener Discovery (MLD) Snooping
Switches).

Off (default setting)

The IGMP Snooping function is disabled in the device.

The device transmits received query, report, and leave data packets without evaluating them.
Received data packets with a Multicast destination address are transmitted to every port by the
device.

Information

Deletes the IGMP Snooping entries and resets the counter in the Information frame to e.

Displays the number of Multicast control data packets processed.

This statistic encompasses the following packet types:
IGMP Reports
IGMP Queries version V1
IGMP Queries version V2
IGMP Queries version V3
IGMP Queries with an incorrect version
PIM or DVMRP packets

The device uses the Multicast control data packets to set up the MAC address table (forwarding
database) for transmitting the Multicast data packets.
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Possible values:
0..2147483647 (23*-1)

You use the Clear IGMP snooping data button in the Basic Settings > Restart dialog or the command

clear igmp-snooping using the Command Line Interface to reset the IGMP Snooping entries, including
the counter for the processed multicast control data packets.
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5.4.2

[VLAN ID]

274

IGMP Snooping Configuration

This dialog lets you enable the IGMP Snooping function in the device and set the function up for each
port and each VLAN.

The dialog contains the following tabs:

[VLAN ID]
[Port]

In this tab you set up the IGMP Snooping function for every VLAN.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the ID of the VLAN to which the table row relates.

Activates/deactivates the IGMP Snooping function for this VLAN.
The prerequisite is that the IGMP Snooping function is globally enabled.

Possible values:

marked
IGMP Snooping is activated for this VLAN. The VLAN has joined the Multicast data stream.

unmarked (default setting)
IGMP Snooping is deactivated for this VLAN. The VLAN has left the Multicast data stream.

Specifies the time in seconds for which a VLAN from a dynamic Multicast group remains entered
in the MAC address table (forwarding database) when the device does not receive any more report
data packets from the VLAN.

Specify a value larger than the value in the Max. response time column.



Possible values:
2..3600 (default setting: 260)

Specifies the time in seconds in which the members of a Multicast group respond to a query data
packet. For their response, the members specify a random time within the response time. You thus
help prevent the multicast group members from responding to the query at the same time.

Specify a value smaller than the value in the Group membership interval column.

Possible values:
1..25 (default setting: 10)

Activates/deactivates the Fast Leave function for this VLAN.

Possible values:

marked

When the Fast Leave function is active and the device receives an IGMP Leave message from
a multicast group, the device immediately removes the entry from its MAC address table
(forwarding database).

unmarked (default setting)

When the Fast Leave function is inactive, the device first sends MAC-based queries to the
members of the multicast group and removes an entry when a VLAN does not send any more
report messages.

Multicast Router Present Expiration Time. Specifies the time in seconds for which the device waits
for a query on this port that belongs to a VLAN. When the port does not receive a query data packet,
the device removes the port from the list of ports with connected multicast routers.

You have the option of configuring this parameter only if the port belongs to an existing VLAN.

Possible values:

0
unlimited timeout - no expiration time

1..3600 (default setting: 260)

[Port]

In this tab you set up the IGMP Snooping function for every port.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the IGMP Snooping function on the port.
The prerequisite is that the IGMP Snooping function is globally enabled.

Possible values:

marked (default setting)
IGMP Snooping is active on this port. The device includes the port in the multicast data stream.

unmarked
IGMP Snooping is inactive on this port. The port left the multicast data stream.

Specifies the time in seconds for which a port, from a dynamic multicast group, remains entered in
the MAC address table (forwarding database) when the device does not receive any more report
data packets from the port.

Possible values:
2..3600 (default setting: 260)

Specify the value larger than the value in the Max. response time column.

Specifies the time in seconds in which the members of a Multicast group respond to a query data
packet. For their response, the members specify a random time within the response time. You thus
help prevent the multicast group members from responding to the query at the same time.

Possible values:
1..25 (default setting: 10)

Specify a value lower than the value in the Group membership interval column.

Specifies the Multicast Router Present Expiration Time. The MRP expiration time is the time in
seconds for which the device waits for a query packet on this port. When the port does not receive
a query data packet, the device removes the port from the list of ports with connected multicast
routers.

Possible values:

0
unlimited timeout - no expiration time

1..3600 (default setting: 260)



Activates/deactivates the Fast Leave function on the port.

Possible values:

marked

When the Fast Leave function is active and the device receives an IGMP Leave message from
a multicast group, the device immediately removes the entry from its MAC address table
(forwarding database).

unmarked (default setting)

When the Fast Leave function is inactive, the device first sends MAC-based queries to the

members of the multicast group and removes an entry when a port does not send any more
report messages.

Activates/deactivates the Static query port mode.

Possible values:

marked

The Static query port mode is active.

The port is a static query port in the set-up VLANS.

If you use the RCPfunction and the device operates as slave, then do not activate the Static query
port mode for the ports on the secondary ring/network.

unmarked (default setting)

The Static query port mode is inactive.

The port is not a static query port. The device transmits IGMP report messages to the port only
if it receives IGMP queries.

Displays the ID of the VLANSs to which the table row relates.
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5.4.3
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IGMP Snooping Enhancements

This dialog lets you select a port for a VLAN and to set up the port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

x X

&>

Opens the Wizard window that helps you select and set up the ports. See “[Wizard: IGMP snooping
enhancements]” on page 279.

Displays the ID of the VLAN to which the table row relates.

Displays for every VLAN set up in the device if the relevant port is a query port. Additionally, the
field displays if the device transmits every Multicast stream in the VLAN to this port.

Possible values:

The port is not a query port in this VLAN.

L = Learned
The device detected the port as a query port because the port received IGMP queries in this
VLAN. The port is not a statically set up query port.

A = Automatic
The device detected the port as a query port. The prerequisite is that you set up the portas Learn
by LLDP.

S = Static (manual setting)
A user specified the port as a static query port. The device transmits IGMP reports only to ports
on which it previously received IGMP queries — and to statically set-up query ports.
To assign this value, perform the following steps:
Open the Wizard window.
On the Configuration page, mark the Static checkbox.



P = Learn by LLDP (manual setting)
A user specified the port as Learn by LLDP.
With the Link Layer Discovery Protocol (LLDP), the device detects Hirschmann devices
connected directly to the port. The device denotes the detected query ports with A.
To assign this value, perform the following steps:
Open the Wizard window.
On the Configuration page, mark the Learn by LLDP checkbox.
F = Forward All (manual setting)
A user specified the port so that the device forwards every received Multicast stream in the
VLAN to this port. Use this setting for diagnostic purposes, for example.
To assign this value, perform the following steps:
Open the Wizard window.
On the Configuration page, mark the Forward all checkbox.

Enhances the clarity of the display. The table emphasizes the cells which contain the specified
value. This helps to analyze and sort the table according to your needs.

Possible values:

Learned (L)
The table displays cells which contain the value L and possibly further values. Cells which

contain other values than L only, the table displays with the “-“ symbol.

Static (S)

The table displays cells which contain the value S and possibly further values. Cells which
contain other values than S only, the table displays with the “-“ symbol.

Automatic (A)
The table displays cells which contain the value A and possibly further values. Cells which
contain other values than A only, the table displays with the “-“ symbol.

Learned by LLDP (P)
The table displays cells which contain the value P and possibly further values. Cells which
contain other values than P only, the table displays with the “-“ symbol.

Forward all (F)
The table displays cells which contain the value F and possibly further values. Cells which

contain other values than F only, the table displays with the “-“ symbol.

[Wizard: IGMP snooping enhancements]
The Wizard window helps you select and set up the ports.

The Wizard window guides you through the following steps:
Selection VLAN/Port
Configuration

After closing the Wizard window, click the +/ button to save your settings.

Selection VLAN/Port

Select the VLAN ID.
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Select the ports.

Configuration

Displays the selected VLAN ID.

Displays the number of the selected ports.

Specifies the port as a static query port in the set-up VLANs. The device transmits IGMP report
messages to the ports at which it receives IGMP queries. This lets you also transmit IGMP report
messages to other selected ports or connected Hirschmann devices (Automatic).

Specifies the port as Learn by LLDP. Lets the device detect directly connected Hirschmann devices
using LLDP and learn the related ports as a query port.

Specifies the port as Forward all. With the Forward al L setting, the device sends on this port every
data packet with a Multicast address in the destination address field.



5.4.4

IGMP Snooping Querier

The device forwards a Multicast stream only to those ports to which a Multicast receiver is
connected.

To detect which ports Multicast receivers are connected to, the device sends query data packets
on the ports at a given interval. When a Multicast receiver is connected, it joins the Multicast stream
by responding to the device with a report data packet.

This dialog lets you set up the Snooping Querier settings globally and for the set-up VLANSs.

Operation

Enables/disables the IGMP Querier function globally in the device.

Possible values:
On
Off (default setting)

Configuration

In this frame you specify the IGMP Snooping Querier settings for the General Query data packets.

Specifies the IGMP version of the General Query data packets.

Possible values:

1
IGMP v1

2 (default setting)
IGMP v2

3
IGMP v3

281



282

Specifies the time in seconds after which the device itself generates General Query data packets
when it has received query data packets from the Multicast router.

Possible values:
1..1800 (default setting: 60)

Specifies the time in seconds after which an active querier switches from the passive state back to
the active state if it has not received any query packets for longer than specified here.

Possible values:
60..300 (default setting: 125)

Table
In the table you specify the Snooping Querier settings for the set-up VLANSs.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the ID of the VLAN to which the table row relates.

Activates/deactivates the IGMP Snooping Querier function for this VLAN.

Possible values:

marked
The IGMP Snooping Querier function is active for this VLAN.

unmarked (default setting)
The IGMP Snooping Querier function is inactive for this VLAN.

Displays if the Snooping Querier is active for this VLAN.

Possible values:

marked
The Snooping Querier is active for this VLAN.

unmarked
The Snooping Querier is inactive for this VLAN.



Specifies the IP address that the device adds as the source address in generated General Query
data packets. You use the address of the multicast router.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)

Displays the Internet Group Management Protocol (IGMP) version of the General Query data
packets.

Possible values:

1
IGMP v1

2 (default setting)
IGMP v2

3
IGMP v3

Displays the time in seconds in which the members of a Multicast group respond to a query data
packet. For their response, the members specify a random time within the response time. This
helps prevent every Multicast group member to respond to the query at the same time.

Displays the IP address of the Multicast router from which the last received IGMP query was sent
out..

Displays the IGMP version that the Multicast router used when sending out the last IGMP query
received in this VLAN.
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5.4.5
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IGMP Snooping Multicasts

The device lets you specify how it forwards data packets with unknown Multicast addresses: Either
the device discards these data packets, floods them to every port, or forwards them only to the ports
that previously received query packets.

The device also forwards the data packets with known Multicast addresses to the query ports.

Configuration

Specifies how the device forwards data packets with unknown Multicast addresses.

Possible values:

Discard
The device discards data packets with an unknown MAC Multicast address.

Send to all ports (default setting)
The device forwards data packets with an unknown MAC Multicast address to every port.

Send to query ports
The device forwards data packets with an unknown MAC Multicast address to the query ports.

Table
In the table you specify the settings for known Multicasts for the set-up VLANSs.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the ID of the VLAN to which the table row relates.

Specifies how the device forwards data packets with known Multicast addresses.

Possible values:

send to query and registered ports
The device forwards data packets with a known MAC/IP Multicast address to the query ports
and to the registered ports.

send to registered ports (default setting)
The device forwards data packets with a known MAC/IP Multicast address to registered ports.



5.5

MRP-IEEE

The IEEE 802.1ak amendment to the IEEE 802.1Q standard introduced the Multiple Registration
Protocol (MRP-IEEE) to replace the Generic Attribute Registration Protocol (GARP). The IEEE
standards association also modified and replaced the GARP applications, GARP Multicast
Registration Protocol (GMRP) and GARP VLAN Registration Protocol (GVRP). The Multiple MAC
Registration Protocol (MMRP) and the Multiple VLAN Registration Protocol (MVRP) replace these
protocols.

MRP-IEEE helps confine traffic to the required areas of the LAN. To confine traffic, the MRP-IEEE
applications distribute attribute values to participating MRP-IEEE devices across a LAN registering
and de-registering multicast group membership and VLAN identifiers.

Registering group participants lets you reserve resources for specific data packets transversing a
LAN. Defining resource requirements regulates the level of traffic, allowing the devices to
determine the required resources and provides for dynamic maintenance of the allocated
resources.

The menu contains the following dialogs:
MRP-IEEE Configuration
MRP-IEEE Multiple MAC Registration Protocol
MRP-IEEE Multiple VLAN Registration Protocol
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5.5.1
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MRP-IEEE Configuration

This dialog lets you set the various MRP-IEEE timers. By maintaining a relationship between the
various timer values, the protocol operates efficiently and with less likelihood of unnecessary
attribute withdrawals and re-registrations. The default timer values effectively maintain these
relationships.

When you reconfigure the timers, maintain the following relationships:
To allow for re-registration after a Leave or LeaveAll event, even if there is a lost message,
specify the LeaveTime to: > (2x JoinTime) + 60.
To minimize the volume of rejoining data packets generated following a LeaveAll event, specify
the value for the LeaveAll timer larger than the LeaveTime value.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies the Join timer which controls the interval between transmit opportunities applied to the
Applicant state machine.

Possible values:
10..100 (default setting: 20)

Specifies the Leave timer which controls the period that the Registrar state machine waits in the
leave (LV) state before transiting to the empty (MT) state.

Possible values:
20..600 (default setting: 60)

Specifies the LeaveAll timer which controls the frequency with which the LeaveAll state machine
generates LeaveAll PDUs.

Possible values:
200..6000 (default setting: 1000)



5.5.2

MRP-IEEE Multiple MAC Registration Protocol

The Multiple MAC Registration Protocol (MMRP) lets end devices and MAC switches register and
de-register group membership and individual MAC address information with switches located in the
same LAN. The switches within the LAN disseminate the information through switches that support
extended filtering services. Using the MAC address information, MMRP lets you confine multicast
traffic to the required areas of a Layer 2 network.

For an example of how MMRP works, consider a security camera mounted on a mast overlooking
a building. The camera sends multicast packets onto a LAN. You have 2 end devices installed for
surveillance in separate locations. You register the MAC addresses of the camera and the 2 end
devices in the same multicast group. You then specify the MMRP settings on the ports to send the
multicast group packets to the 2 end devices.

The dialog contains the following tabs:
[Configuration]
[Service requirement]
[Statistics]

[Configuration]

In this tab you select active MMRP port participants and set the device to transmit periodic events.
The dialog also lets you enable VLAN registered MAC address broadcasting.

A periodic state machine exists for each port and transmits periodic events regularly to the applicant
state machines associated with active ports. Periodic events contain information indicating the
status of the devices associated with the active port.

Operation

Enables/disables the global MMRP function in the device. The device participates in MMRP
message exchanges.

Possible values:

On
The device is a normal participant in MMRP message exchanges.

Off (default setting)
The device ignores MMRP messages.
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Configuration

Enables/disables the global periodic state machine in the device.

Possible values:

On

With MMRP Operation enabled globally, the device transmits MMRP messages in one-second
intervals, on MMRP participating ports.

Off (default setting)
Disables the periodic state machine in the device.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the port MMRP participation.

Possible values:

marked (default setting)

With MMRP enabled globally and on this port, the device sends and receives MMRP messages
on this port.

unmarked

Disables the port MMRP patrticipation.

Activates/deactivates the restriction of dynamic MAC address registration using MMRP on the port.

Possible values:

marked

If enabled and a static filter entry for the MAC address exists on the VLAN concerned, then the
device registers the MAC address attributes dynamically.

unmarked (default setting)

Activates/deactivates the restriction of dynamic MAC address registration using MMRP on the
port.



[Service requirement]

This tab contains forwarding parameters for each active VLAN, specifying the ports on which
multicast forwarding applies. The device lets you statically setup VLAN ports as Forward all or
Forbidden. You set the Forbidden MMRP service requirement statically only through the Graphical
User Interface or Command Line Interface.

A port is setup only as ForwardAll or Forbidden.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the ID of the VLAN.

Specifies the service requirement handling for the port.

Possible values:
FA
Specifies the ForwardAll traffic setting on the port. The device forwards the data packets
destined to MMRP registered multicast MAC addresses on the VLAN. The device forwards the
data packets to ports which MMRP has dynamically setup or ports which the administrator has
statically setup as ForwardAll ports.
F
Specifies the Forbidden traffic setting on the port. The device blocks dynamic MMRP ForwardAll
service requirements. With ForwardAll requests blocked on this port in this VLAN, the device
blocks the data packets destined to MMRP registered multicast MAC addresses on this port.
Furthermore, the device blocks MMRP service request for changing this value on this port.
- (default setting)
Disables the forwarding functions on this port.
Learned
Displays values setup by MMRP service requests.

[Statistics]

Devices on a LAN exchange Multiple MAC Registration Protocol Data Units (MMRPDUSs) to
maintain statuses of devices on an active MMRP port. This tab lets you monitor the MMRP data
packets statistics for each port.
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Information

Resets the port statistics counters and the values in the Last received MAC address column.

Displays the number of MMRPDUs transmitted in the device.

Displays the number of MMRPDUSs received in the device.

Displays the number of MMRPDUs received with a bad header in the device.

Displays the number of MMRPDUs with a bad data field that were not transmitted in the device.

Displays the number of MMRPDUs not transmitted in the device.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Displays the number of MMRPDUs transmitted on the port.

Displays the number of MMRPDUs received on the port.

Displays the number of MMRPDUs with a bad header that were received on the port.

Displays the number of MMRPDUs with a bad data field that were not transmitted on the port.



Displays the number of MMRPDUs not transmitted on the port.

Displays the MAC address from which the port last received MMRPDUs.
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5.5.3

MRP-IEEE Multiple VLAN Registration Protocol

The Multiple VLAN Registration Protocol (MVRP) provides a mechanism that lets you distribute
VLAN information and configure VLANs dynamically. For example, when you configure a VLAN on
an active MVRP port, the device distributes the VLAN information to other MVRP enabled devices.
Using the information received, an MVRP enabled device dynamically generates the VLAN trunks
on other MVRP enabled devices as needed.

The dialog contains the following tabs:
[Configuration]
[Statistics]

[Configuration]

292

In this tab you select active MVRP port participants and set the device to transmit periodic events.

A periodic state machine exists for each port and transmits periodic events regularly to the applicant
state machines associated with active ports. Periodic events contain information indicating the
status of the VLANs associated with the active port. Using the periodic events, MVRP enabled
switches dynamically maintain the VLANS.

Operation

Enables/disables the global Applicant Administrative Control which specifies if the Applicant state
machine participates in MMRP message exchanges.

Possible values:

On
Normal Participant. The Applicant state machine participates in MMRP message exchanges.

Off (default setting)
Non-Participant. The Applicant state machine ignores MMRP messages.



[Statistics]

Configuration

Enables/disables the periodic state machine in the device.

Possible values:

On

The periodic state machine is enabled.
With MVRP Operation enabled globally, the device transmits MVRP periodic events every 1 s,
on MVRP participating ports.

Off (default setting)
The periodic state machine is disabled.
Disables the periodic state machine in the device.

Table

For information on how to customize the appearance of the table, see “\Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the port MVRP participation.

Possible values:

marked (default setting)
With MVRP enabled globally and on this port, the device distributes VLAN membership
information to MVRP-aware devices connected to this port.

unmarked
Disables the port MVRP participation.

Activates/deactivates the Restricted VLAN registration function on this port.

Possible values:

marked
If enabled and a static VLAN registration entry exists, then the device lets you add a dynamic
VLAN for this entry.

unmarked (default setting)

Disables the Restricted VLAN registration function on this port.

Devices on a LAN exchange Multiple VLAN Registration Protocol Data Units (MVRPDUs) to
maintain statuses of VLANs on active ports. This tab lets you monitor the MVRP data packets.
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Information

Resets the port statistics counters and the values in the Last received MAC address column.

Displays the number of MVRPDUs transmitted in the device.

Displays the number of MVRPDUSs received in the device.

Displays the number of MVRPDUSs received with a bad header in the device.

Displays the number of MVRPDUs with a bad data field that the device blocked.

Displays the number of detected failures while adding a message into the MVRP queue.

Displays the number of MVRPDUs that the device blocked.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Displays the number of MVRPDUs transmitted on the port.

Displays the number of MVRPDUs received on the port.

Displays the number of MVRPDUs with a bad header that the device received on the port.
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Displays the number of MVRPDUSs with a bad data field that the device blocked on the port.

Displays the number of MVRPDUs that the device blocked on the port.

Displays the number of unsuccessful registration attempts on the port.

Displays the MAC address from which the port last received MVRPDUs.

GARP

The Generic Attribute Registration Protocol (GARP) is defined by the IEEE standards association
to provide a generic framework so switches can register and deregister attribute values, such as
VLAN identifiers and multicast group membership.

When an attribute for a participant is registered or deregistered according to GARP, the participant
is modified according to specific rules. The participants are a set of reachable end stations and
network devices. The defined set of participants at any given time, along with their attributes, is the
reachability tree for the subset of the network topology. The device forwards the data frames only
to the registered end stations. The station registration helps prevent attempts to send data to the
end stations that are unreachable.

Note:
Before you enable the GMRP function, verify that the MMRP function is disabled.

The menu contains the following dialogs:
GMRP
GVRP
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GMRP

The GARP Multicast Registration Protocol (GMRP) is a Generic Attribute Registration Protocol
(GARP) that provides a mechanism allowing network devices and end stations to dynamically
register group membership. The devices register group membership information with the devices
attached to the same LAN segment. GARP also lets the devices distribute the information across
the network devices that support extended filtering services.

GMRP and GARP are industry-standard protocols defined by the IEEE 802.1D.

Operation

Enables/disables the global GMRP function in the device. The device participates in GMRP
message exchanges.

Possible values:

On
GMRP is enabled.

Off (default setting)
The device ignores GMRP messages.

Multicasts

Enables/disables the unknown multicast data to be either flooded or discarded.

Possible values:

discard
The device discards unknown multicast data.

flood (default setting)
The device forwards unknown multicast data to every port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.



Activates/deactivates the port GMRP participation.
The prerequisite is that the GMRP function is globally enabled.

Possible values:

marked (default setting)
The port GMRP participation is active.

unmarked
The port GMRP participation is inactive.

Specifies the ports on which multicast forwarding applies.

Possible values:

Forward all unregistered groups (default setting)
The device forwards data destined to GMRP-registered multicast MAC addresses on the VLAN.
The device forwards data to the unregistered groups.

Forward all groups
The device forwards data destined to every group, registered or unregistered.
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GVRP

The GARP VLAN Registration Protocol or Generic VLAN Registration Protocol (GVRP) is a
protocol that facilitates control of Virtual Local Area Networks (VLANSs) within a larger network.
GVRP is a Layer 2 network protocol, used to automatically set up devices in a VLAN network.

GVRP is a GARP application that provides IEEE 802.1Q-compliant VLAN pruning, and setting up
dynamic VLAN on 802.1Q trunk ports. With GVRP, the device exchanges VLAN configuration
information with other GVRP devices. Thus, the device reduces the unnecessary broadcast and
unknown unicast traffic. Exchanging VLAN configuration information also lets you dynamically add
and manage VLANSs connected through the 802.1Q trunk ports.

Operation

Enables/disables the GVRP function globally in the device. The device participates in GVRP
message exchanges. If the function is disabled, then the device ignores GVRP messages.

Possible values:

On
The GVRP function is enabled.

Off (default setting)
The GVRP function is disabled.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the port GVRP participation.
The prerequisite is that the GVRP function is globally enabled.

Possible values:

marked (default setting)

The port GVRP participation is active.
unmarked

The port GVRP participation is inactive.



5.7

QoS/Priority

Communication networks transmit a number of applications at the same time that have different
requirements as regards availability, bandwidth and latency periods.

QoS (Quality of Service) is a procedure defined in IEEE 802.1D. It is used to distribute resources
in the network. You therefore have the possibility of providing minimum bandwidth for necessary
applications. The prerequisite is that the end devices and the devices in the network support
prioritized data transmission. Data packets with high priority are given preference when transmitted
by devices in the network. You transfer data packets with lower priority when there are no data
packets with a higher priority to be transmitted.

The device provides the following setting options:
You specify how the device evaluates QoS/prioritization information for inbound data packets.
For outbound packets, you specify which QoS/prioritization information the device writes in the
data packet (for example priority for management packets, Port priority).

Note:
If you use the functions in this menu, then disable the flow control. The flow control is inactive if in
the Switching > Global dialog, Configuration frame the Flow control checkbox is unmarked.

The menu contains the following dialogs:
QoS/Priority Global
QoS/Priority Port Configuration
802.1D/p Mapping
IP DSCP Mapping
Queue Management
DiffServ
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QoS/Priority Global

The device lets you maintain access to the device management, even in situations with heavy
utilization. In this dialog, you specify the required QoS/priority settings.

Configuration

Specifies the VLAN priority for sending management data packets. Depending on the VLAN
priority, the device assigns the data packet to a specific traffic class and thus to a specific priority
queue of the port.

Possible values:
0..7 (default setting: 0)

In the Switching > QoS/Priority > 802.1D/p Mapping dialog, you assign a traffic class to every VLAN
priority.

Specifies the IP DSCP value for sending management data packets. Depending on the IP DSCP
value, the device assigns the data packet to a specific traffic class and thus to a specific priority
queue of the port.

Possible values:
0 (be/cs0)..63 (default setting: & (be/cs0))

Some values in the list also have a DSCP keyword, for example 0 (be/cs0), 10 (af11) and 46 (ef).
These values are compatible with the /P Precedence model.

In the Switching > QoS/Priority > IP DSCP Mapping dialog you assign a traffic class to every IP DSCP
value.

Displays the number of priority queues per port.

The device has 8 priority queues per port. You assign every priority queue to a specific traffic class
(traffic class according to IEEE 802.1D).



5.7.2

QoS/Priority Port Configuration

In this dialog, you specify for every port how the device processes received data packets based on
their QoS/priority information.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies what VLAN priority information the device writes into a data packet if the data packet
contains no priority information. After this, the device forwards the data packet depending on the
value specified in the Trust mode column.

Possible values:
0..7 (default setting: 0)

Specifies how the device handles a received data packet if the data packet contains QoS/priority
information.

Possible values:

untrusted
The device forwards the data packet according to the priority specified in the Port priority column.
The device ignores the priority information contained in the data packet.
In the Switching > QoS/Priority > 802.1D/p Mapping dialog, you assign a traffic class to every VLAN
priority.
trustDotlp (default setting)
The device forwards the data packet according to the priority information in the VLAN tag.
In the Switching > QoS/Priority > 802.1D/p Mapping dialog, you assign a traffic class to every VLAN
priority.
trustIpDscp
If the data packet is an IP packet, then:
The device forwards the data packet according to the IP DSCP value contained in the data
packet.
In the Switching > QoS/Priority > IP DSCP Mapping dialog you assign a traffic class to every IP
DSCP value.
If the data packet is not an IP packet, then:
The device forwards the data packet according to the priority specified in the Port priority
column.
In the Switching > QoS/Priority > 802.1D/p Mapping dialog, you assign a traffic class to every
VLAN priority.
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Displays the traffic class assigned to the VLAN priority information specified in the Port priority
column. In the Switching > QoS/Priority > 802.1D/p Mapping dialog, you assign a traffic class to every

VLAN priority.

Possible values:
0..7
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802.1D/p Mapping

The device forwards data packets with a VLAN tag according to the contained QoS/priority
information with a higher or lower priority.

In this dialog, you assign a traffic class to every VLAN priority. You assign the traffic classes to the
priority queues of the ports.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the VLAN priority.

Specifies the traffic class assigned to the VLAN priority.

Possible values:

0..7
0 assigned to the priority queue with the lowest priority.
7 assigned to the priority queue with the highest priority.

Note:
Among other things redundancy mechanisms use the highest traffic class. Therefore, select
another fraffic class for application data.

Default assignment of the VLAN priority to traffic classes

VLAN Priority Traffic class Content description according to IEEE 802.1D

) 2 Best Effort
Normal data without prioritizing
1 0 Background
Non-time-sensitive data and background services
2 1 Standard
Normal data
3 3 Excellent Effort
Crucial data
4 4 Controlled Load

Time-sensitive data with a high priority
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VLAN Priority Traffic class Content description according to IEEE 802.1D

5 5 Video

Video transmission with delays and jitter <100 ms
6 6 Voice

Voice transmission with delays and jitter <10 ms
7 7 Network Control

Data for network management and redundancy mechanisms
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IP DSCP Mapping

The device forwards IP data packets according to the DSCP value contained in the data packet with

a higher or lower priority.

In this dialog, you assign a fraffic class to every DSCP value. You assign the ftraffic classes to the

priority queues of the ports.

Table

For information on how to customize the appearance of the table, see “Working with tables” on

page 18.

Displays the DSCP value.

Specifies the traffic class which is assigned to the DSCP value.

Possible values:
0..7

0 assigned to the priority queue with the lowest priority.
7 assigned to the priority queue with the highest priority.

Default assignment of the DSCP values to traffic classes

41,42,43,44,45 47

DSCP Value DSCP Name Traffic class
0 Best Effort /CS0 2
1-7 2
8 C31 0
9,11,13,15 0
10,12,14 AF11,AF12,AF13 0
16 CS2 1
17,19,21,23 1
18,20,22 AF21,AF22,AF23 1
24 CS3 3
25,27,29,31 3
26,28,30 AF31,AF32,AF33 3
32 CS4 4
33,35,37,39 4
34,36,38 AF41,AF42,AF43 4
40 CS5 5
5
5

46

EF
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DSCP Value DSCP Name Traffic class

48 CS6 6
49-55 6
56 CS7 7
57-63 7
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5.7.5

Queue Management

This dialog lets you enable and disable the Strict priority function for the traffic classes. When you
disable the Strict priority function, the device processes the priority queues of the ports with
Weighted Fair Queuing.

You also have the option of assigning a minimum bandwidths to every traffic classes which the
device uses to process the priority queues with Weighted Fair Queuing.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the traffic class.

Activates/deactivates the processing of the port priority queue with Strict priority for this traffic class.

Possible values:

marked (default setting)

The processing of the port priority queue with Strict priority is active.
The port forwards only data packets that are in the priority queue with the highest priority.
When this priority queue is empty, the port forwards data packets that are in the priority
queue with the next lower priority.
The port forwards data packets with a lower traffic class after the priority queues with a higher
priority are empty. In unfavorable situations, the port does not send these data packets.
When you select this setting for a traffic class, the device also enables the function for traffic
classes with a higher priority.
Use this setting for applications such as VolP or video that require the least possible delay.

unmarked
The processing of the port priority queue with Strict priority is inactive. The device uses Weighted
Fair Queuing/"Weighted Round Robin" (WRR) to process the port priority queue.
The device assigns a minimum bandwidth to each traffic class.
Even under a high network load the port transmits data packets with a low traffic class.
When you select this setting for a traffic class, the device also disables the function for traffic
classes with a lower priority.
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Specifies the minimum bandwidth for this traffic class when the device is processing the priority
queues of the ports with Weighted Fair Queuing.

Possible values:
0..100 (default setting: @ = the device does not reserve any bandwidth for this traffic class)

The value specified in percent refers to the available bandwidth on the port. When you disable the
Strict priority function for every fraffic class, the maximum bandwidth is available on the port for the
Weighted Fair Queuing.

The maximum total of the assigned bandwidths is 100 %.

Specifies the shaping rate at which a traffic class transmits packets (Queue Shaping).

Possible values:

0 (default setting)
The device does not reserve any bandwidth for this fraffic class.

1..100
The device reserves the specified bandwidth for this traffic class. The specified value in percent
refers to the maximum available bandwidth on this port.

For example, using Queue Shaping lets you limit the rate of a strict high-priority queue. Limiting a
strict high-priority queue lets the device also process low-priority queues. To use queue shaping,
you set the maximum bandwidth for a particular queue.

DiffServ

Differentiated Services (DiffServ) filter data packets to prioritize or limit the data stream.
In a class, you specify the filter criteria.
In a policy, you link the class with actions.

The device applies the actions of the policy to those data packets that meet the filter criteria of the
assigned class.

To set up DiffServ, perform the following steps:
Create a class with the filter criteria.
Create a policy.
Assign a class with the filter criteria to the policy.
Specify the actions of the policy.
Assign the policy to a port.
Activate the DiffServ function.

The device lets you use the following per class and per instance configurations:
13 rules per class
28 instances per policy
3 attributes per instance



The menu contains the following dialogs:
DiffServ Overview
DiffServ Global
DiffServ Class
DiffServ Policy
DiffServ Assignment
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5.7.6.1 DiffServ Overview

This dialog displays the DiffServ settings used in the device.

The top level displays:
The ports for which someone has set up a DiffServ policy.
The direction of the data packets which the DiffServ policy affects.

The subordinate levels display:
The Policy name string and the Policy index number.
The Policy instance number.
The Class name string and the Protocol name.
The settings specified in the DiffServ class.

Q

Displays a text field to search for a keyword. When you enter a character or string, the overview
displays only items related to this keyword.

o b
ar

Collapses the levels. The overview then displays only the first level of the items.

rn
La

Expands the levels. The overview then displays every level of the items.

+

Expands the current item and displays the items of the next lower level.

Collapses the item and hides the items of the underlying levels.
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5.7.6.2 DiffServ Global

In this dialog, you enable the DiffServ function.

Operation

Enables/disables the DiffServ function.

Possible values:

On
The DiffServ function is enabled.
The device processes data packets according to the DiffServ rules.

Off (default setting)
The DiffServ function is disabled.
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DiffServ Class

In this dialog, you specify the data packets to which the device executes the actions specified in the
Switching > QoS/Priority > DiffServ > Policy dialog. This assignment is called a class.

Only one class can be assigned to a policy. This means each class can contain multiple filter
criteria.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= ==)
+

Opens the Create window to add a table row. See “[Create window]” on page 313.

aD
X

Removes the selected table row.

Specifies the name of the DiffServ class. The device lets you change the class name directly in the
table.

Possible values:
Alphanumeric ASCII character string with 1..31 characters

Displays the specified criteria for this rule.



[Create window]

Specifies the name of the DiffServ class.

Possible values:
Alphanumeric ASCII character string with 1..31 characters

Specifies the type of Class Rule for matching; this determines the individual match conditions for
the present class rule.

Depending on which value you select, the following visible parameters change.
To match every packet regardless of content, select the value every.

Possible values:
cos (default setting)
dstip
dstl4port
dstmac
every
ipdscp
ipprecedence
iptos
protocol
refclass
srcip
srcl4port
srcmac
cos2
etype
vlanid
vlanid2
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Specifies the Class of Service value as the match value for the class.

Possible values:
0..7 (default setting: 0)

Specifies the destination IP address as the match value for the class.

Possible values:
Valid IP address

Specifies the mask for the destination IP address.

Possible values:
Valid netmask

Specifies the destination Layer 4 port as the match value for the class.

Possible values:
Valid TCP or UDP port number

Specifies the destination MAC address as the match value for the class.

Possible values:
Valid MAC address

Specifies the mask for the destination MAC address.

Possible values:
Valid netmask

Specifies the DSCP (Differentiated Services Code Point) value as the match value for the class.



Possible values:
0..63 (default setting: 0(be/cs0))

Specifies the IP Precedence value as the match value for the class. The bits are the high-order
3 bits of the Service Type octet in the IPv4 header.

Possible values:
0..7 (default setting: 0)

Specifies the IP TOS bits and mask as the match value for the class. The TOS bits are the 8 bits
of the Service Type octet in the IPv4 header.

Possible values:
0x00. .0xFF

Specifies the value of the Protocol field in the IPv4 header as the match value for the class.

Possible values:

0..255
Some common values are listed here:
1
ICMP
2
IGMP
4
IPv4 (IPv4 in IPv4 encapsulation)
6
TCP
17
UDP
41
IPv6 (IPv6 in IPv4 encapsulation)
255
A rule with this value matches every protocol in the list.

The IANA defined the “Assigned Internet Protocol Numbers” that you enter here.

To find a list of the assigned numbers use the following link: www.iana.org/assignments/protocol-
numbers/protocol-numbers.xhtml.
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Specifies the parent class as a corresponding reference class. This reference class uses the set of
match rules specified in a parent class as the match value.

Possible values:
<Name of the DiffServ Class>

Conditions:

If the reference class refers only to the parent class, then the parent class to which you bind this
rule and the reference class produce the same results.

Any attempt to delete the parent class while still referenced to by another class fails.

If the reference class uses the parent class as the match value, then any subsequent change to
the parent class rules changes the reference class rules only.

You add subsequent rules to the parent class compatible with the rules existing in the reference
class.



Specifies the source IP address as the match value for the class.

Possible values:
Valid IP address

Specifies the mask for the source IP address.

Possible values:
Valid netmask

Specifies the source Layer 4 port as the match value for the class.

Possible values:
Valid TCP or UDP port number

Specifies the source MAC address as the match value for the class.

Possible values:
Valid MAC address and mask

Specifies the mask for the source MAC address.

Possible values:
Valid netmask

Specifies a secondary Class of Service value as the match value for the class.

Possible values:
0..7 (default setting: 0)

Specifies the Ethertype value as the match value for the class.
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Possible values:

custom (default setting)
You specify the Ethertype in the Etype value field.

appletalk
arp
ibmsna
ipv4

ipv6

ipx
mplsmcast
mplsucast
netbios
novell

pppoe
rarp

Specifies the user-defined Ethertype value.
The prerequisite is that in the Etype field the value custom is specified.

Possible values:
0x0600. .0xFFFF

Specifies the VLAN ID as the match value for the class.

Possible values:
1..4042

Specifies the secondary VLAN ID as the match value for the class.

Possible values:
1..4042



5.7.6.4 DiffServ Policy

In this dialog, you specify which actions the device performs on data packets which fulfill the filter
criteria specified in the Switching > QoS/Priority > DiffServ > Class dialog. This assignment is called a

policy.

Only one policy can be assigned to a port. Each policy can contain multiple actions.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= ==)
+

Opens the Create window to add a table row. See “[Create window]” on page 320.

aD
X

Removes the selected table row.

\J
/
Opens the Modify attribute window to specify the action that the device performs on the data packets.
The prerequisite is that the table row that contains a value in the Attribute column is selected.

Displays the name of the policy.
To change the value, click the relevant field.

Possible values:
Alphanumeric ASCII character string with 1..31 characters

Displays the data packets (receiving or sending) to which the device applies the policy.

Possible values:
in
The device applies the policy to the data packets that it receives.

out
The device applies the policy to the data packets that it sends.
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Displays the name of the class that is assigned to the policy.

The filter criteria are specified in the class.

Displays the action that the device performs on the data packets.

To change an existing action, select the affected table row and click the /’ button.

To add further actions to a policy, click the tF,_” button.

[Create window]

In this dialog, you add a policy or add further actions to an existing policy.

Specifies the name of the policy.
To add a policy, enter a new name.
To add more actions to an existing policy, select a name in the list.

Possible values:
Alphanumeric ASCII character string with 1..31 characters

Specifies the data packets (receiving or sending) to which the device applies the policy.

Possible values:

in (default setting)
The device applies the policy to the data packets that it receives.

out
The device applies the policy to the data packets that it sends.

Assigns the class to the policy.

The filter criteria are specified in the class.

Specifies the policy type.
Depending on which value you select, the following visible parameters change.

Possible values:
markCosVal (default setting)
markIpDscpVal
markIpPrecedenceVal
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policeSimple
policeTworate
assignQueue
drop

redirect
mirror
markCosAsSecCos
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Overwrites the priority field in the VLAN tag of the Ethernet packets:
In the VLAN tag, the device overwrites the priority value in the COS parameter.

With QinQ-tagged (IEEE 802.1ad) Ethernet packets, the device writes the value to the outer tag
(Service tag or S tag).

With data packets without VLAN tags, the device adds a priority tag.

Can be combined with Type = redirect and mirror.

Specifies the priority value that the device writes to the priority field of the VLAN tag of the Ethernet
packets.

Possible values:
0..7

Overwrites the DS field of the IP packets.

The device writes the value specified in the DSCP parameter to the DS field. Subsequent devices
in the network to which the device forwards the IP packets, prioritize the IP packets according to
this setting. For making the device prioritize the IP packets, also enqueue the IP packets with
Type = assignQueue into the desired queue.

Can be combined with Type = assignQueue, redirect, and mirror.

Specifies the value that the device writes to the DS field of the IP packets.

Possible values:
0..63

Overwrites the TOS field of the IP packets.
The device writes the value specified in the TOS priority parameter to the TOS field.

Can be combined with Type = assignQueue, redirect, and mirror.

Specifies the value that the device writes to the TOS field of the IP packets.

Possible values:
0..7

Limits the classified data stream to the values specified in the Simple C rate and Simple C burst fields:
If the transfer rate and burst size of the data stream are below the specified values, then the



device applies the action specified in the Conform action field.

If the transfer rate and burst size of the data stream are above the specified values, then the
device applies the action specified in the Non conform action field.

Can be combined with Type = assignQueue, redirect, and mirror.

Specifies the committed rate in kbit/s.
Upper limit

Possible values:
1..4294967295 (232-1)

Specifies the committed burst size in kBytes.

Possible values:
0..128

In the Conform action field, you specify the action that the device applies to the compliant data
stream. Compliant means that the data stream is under the limits specified in the parameters Simple
C rate and Simple C burst.

In the Non conform action field, you specify the action that the device applies to the non-compliant
data stream. Non-compliant means that the data stream is over the limits specified in the
parameters Simple C rate and Simple C burst.

Possible values:

drop
Discards the data packets.

markDscp
Overwrites the DS field of the IP packets.
The device writes the value specified in the adjacent field [0. .63] to the DS field.

markPrec
Overwrites the TOS field of the IP packets.
The device writes the value specified in the adjacent field [0. . 7] to the TOS field.

send
Sends the data packets.

markCos

Overwrites the priority field in the VLAN tag of the Ethernet packets:
in the VLAN tag, the device overwrites the priority value in the COS parameter.
With QinQ-tagged (IEEE 802.1ad) Ethernet packets, the device writes the value to the outer
tag (Service tag or S tag).
With Ethernet packets without VLAN tags, the device adds a priority tag.
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markCos2

With QinQ-tagged Ethernet packets, overwrites the priority field in the inner tag (Customer tag
or C tag) with the value specified in the adjacent field [0. . 7].

markCosAsSecCos

Overwrites the priority field in the outer tag (Service tag or S tag) with the priority value of the
inner tag (C tag).

Specifies the class of the received data stream that the devices designates as conform (green).

Possible values:

blind

The device operates in the Color-Blind mode. The devices designates the complete data stream
received as conform (green).

<Name of the DiffServ Class>

The devices designates only this class of the received data stream as conform (green).
Those classes are selectable for which in the Switching > QoS/Priority > DiffServ > Class dialog,
Criteria column a rule of the type cos, ipdscp, ipprec, cos2 is specified.

Verify that the filter criteria of the class selected from the Class name drop-down list above and of
the class selected from this drop-down list, is neither identical nor exclude each other. Exclusion
criteria are:

The filter criteria have the same rule type, for example cos and cos. Use classes with a different
rule type, for example cos and ipdscp.

One of the classes references with the rule type refclass another class that conflicts with the
used classes.



Limits the classified data stream to the values specified in the Two rate C rate, Two rate C burst, Two
rate P rate, and Two rate P burst fields.

If the transfer rate and burst size are below Two rate C rate and Two rate C burst, then the device
applies the Conform action action to the data stream.

If the transfer rate and burst size are between Two rate C rate and Two rate P rate as well as Two
rate C burst and Two rate P burst, then the device applies the Exceed action action to the data
stream.

If the transfer rate and burst size are above Two rate P rate and Two rate P burst, then the device
applies the Non conform action action to the data stream.

Can be combined with Type = assignQueue, redirect, and mirror.

Specifies the committed rate in kbit/s.

Possible values:
1..4294967295 (232-1)

Specifies the committed burst size in kBytes.

Possible values:
0..128

Specifies the peak rate (max. allowable transfer rate of the data stream) in kbit/s.

Possible values:
1..4294967295 (232-1)

Specifies the peak burst size (max. allowable burst size) in kBytes.

Possible values:
1..128

In the Conform action field, you specify the action that the device applies to the compliant data
stream. Compliant means that transfer rate and burst size are below Two rate C rate and Two rate C
burst.

In the Exceed action field, you specify the action that the device applies to the data stream. The
prerequisite is that the transfer rate and burst size are between Two rate C rate and Two rate P rate
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as well as Two rate C burst and Two rate P burst.

In the Non conform action field, you specify the action that the device applies to the non-compliant
data stream. Non-compliant means that the transfer rate and burst size are above Two rate P rate
and Two rate P burst.

Possible values:

drop
Discards the data packets.

markDscp
Overwrites the DS field of the IP packets.
The device writes the value specified in the adjacent field [0. .63] to the DS field.

markPrec
Overwrites the TOS field of the IP packets.
The device writes the value specified in the adjacent field [0. . 7] to the TOS field.

send
Sends the data packets.

markCos
Overwrites the priority field in the VLAN tag of the Ethernet packets:
in the VLAN tag, the device overwrites the priority value in the COS parameter.
With QinQ-tagged (IEEE 802.1ad) Ethernet packets, the device writes the value to the outer
tag (Service tag or S tag).
With Ethernet packets without VLAN tags, the device adds a priority tag.

markCos2

With QinQ-tagged Ethernet packets, overwrites the priority field in the inner tag (Customer tag
or C tag) with the value specified in the adjacent field [0. . 7].

markCosAsSecCos

Overwrites the priority field in the outer tag (S tag) with the priority value of the inner tag (C tag).

Specifies the class of the received data stream that the devices designates as conform (green).

Possible values:
0 - blind
The device operates in the Color-Blind mode. The devices designates the complete data stream
received as conform (green).
<Name of the DiffServ Class>
The devices designates only this class of the received data stream as conform (green).
Those classes are selectable for which in the Switching > QoS/Priority > DiffServ > Class dialog,
Criteria column a rule of the type cos, ipdscp, ipprec, cos2 is specified.

Verify that the filter criteria of the class selected from the Class name drop-down list above and of
the class selected from this drop-down list, is neither identical nor exclude each other. Exclusion
criteria are:

The filter criteria have the same rule type, for example cos and cos. Use classes with a different
rule type, for example cos and ipdscp.

One of the classes references with the rule type refclass another class that conflicts with the
used classes.



Changes the priority queue into which the device adds the data packets.

The device enqueues the data packets into the priority queue with the ID specified in the Queue ID
parameter.

Apply this action only to data packets that the device receives.

Can be combined with Type = drop, markCosVal, and markCosAsSecCos.

Specifies the ID of the priority queue into which the device adds the data packets. See the Traffic
class field in the Switching > QoS/Priority > 802.1D/p Mapping dialog.

Possible values:
0..7

Discards the data packets.

Can be combined with Type = mirror, if mirror is set up first.

The device forwards the received data stream to the port specified in the Redirection interface field.
Apply this action only to data packets that the device receives.

Can be combined with Type = markCosVal, markIpDscpVal, markIpPrecedenceVal, policeSimple,
policeTworate, assignQueue, and markCosAsSecCos.

Specifies the destination port.

Possible values:

<Port number>
Number of the destination port. The device forwards the data packets to this port.

Note:

The destination port needs sufficient bandwidth to absorb the data stream. If the copied data stream
exceeds the bandwidth of the destination port, then the device discards superfluous data packets
on the destination port.
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The device copies the received data stream and also transfers it to the port specified in the Mirror
interface field.

Apply this action only to data packets that the device receives.

Can be combined with Type = markCosVal, markIpDscpVal, markIpPrecedenceVal, policeSimple,
policeTworate, assignQueue, and markCosAsSecCos.

Specifies the destination port.

Possible values:

<Port number>
Number of the destination port. The device copies the data packets to this port.

Note:

The destination port needs sufficient bandwidth to absorb the data stream. If the copied data stream
exceeds the bandwidth of the destination port, then the device discards superfluous data packets
on the destination port.

Overrides the priority field in the outer VLAN tag of the Ethernet packets with the priority value of
the inner VLAN tag.

Apply this action only to data packets that the device receives.

Can be combined with Type = assignQueue, redirect, and mirror.



5.7.6.5 DiffServ Assignment

In this dialog, you assign the policy to a port.

Note:
You cannot apply IP ACL rules and DiffServ rules together in the same direction on a port.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= ==)
+

Opens the Create window to add a table row. See “[Create window]” on page 330.

aD
X

Removes the selected table row.

Displays the port number.

Displays the interface direction to which you assigned the policy.

Displays the name of the policy assigned to the interface.

Displays the port status.

Activates/deactivates the DiffServ parameters associated with this table row.

Possible values:

marked
The device forwards the data packets according to the specified DiffServ settings.

unmarked
The device forwards the data packets without regarding the specified DiffServ settings.
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Specifies the port to which the table row relates.

Possible values:
Available ports

Specifies the direction in which the device applies the policy.

Possible values:
In (default setting)
Out

Note:

On the port, you cannot assign an Out policy to a class that contains both L2 and L3 class rules,
that is, a class that contains rules from both the following groups:

- dstmac, srcmac, etype

- srcip, dstip, srcldport, dstl4port, protocol, ipprecedence, iptos, ipdscp

Example: If you have specified both srcmac and dstip rules for a class, you cannot assign an Out
policy to this class.

Specifies the policy assigned to the port.

Possible values:
Available policies

VLAN

With VLAN (Virtual Local Area Network) you distribute the data packets in the physical network to
logical subnets. This provides you with the following advantages:
High flexibility
With VLAN you distribute the data packets to logical networks in the existing infrastructure.
Without VLAN, it would be necessary to have additional devices and complicated cabling.
With VLAN you specify network segments independently of the location of the individual end
devices.
Improved throughput
In VLANs data packets can be transferred by priority.
When the priority is high, the device transfers the data of a VLAN preferentially, for example
for time-sensitive applications such as VolP phone calls.
When the data packets and Broadcasts are distributed in small network segments instead of
in the entire network, the network load is considerably reduced.
Increased security
The distribution of the data packets among individual logical networks makes unwanted
accessing more difficult and strengthens the system against attacks such as MAC Flooding or
MAC Spoofing.



The device supports packet-based “tagged” VLANs according to IEEE 802.1Q. The VLAN tagging
in the data packet indicates the VLAN to which the data packet belongs.

The device forwards the tagged data packets of a VLAN only on ports that are assigned to the same
VLAN. This reduces the network load.

The device learns the MAC addresses for every VLAN separately (independent VLAN learning).

The device prioritizes the received data stream in the following sequence:
Private VLAN
Voice VLAN
MAC-based VLAN
IP subnet-based VLAN
Protocol-based VLAN
Port-based VLAN

The menu contains the following dialogs:
VLAN Global
VLAN Configuration
VLAN Port
VLAN Voice
Private VLAN
MAC Based VLAN
Subnet-based VLAN
Protocol Based VLAN
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5.8.1 VLAN Global

This dialog lets you view general VLAN parameters for the device.

Configuration

Resets the VLAN settings of the device to the default setting.

Note that you lose your connection to the device if you have changed the VLAN for the device
management in the Basic Settings > Network > Global dialog.

Highest ID assignable to a VLAN.

See the Switching > VLAN > Configuration dialog.

Displays the maximum number of VLANs possible.

See the Switching > VLAN > Configuration dialog.

Number of VLANSs currently set up in the device.
See the Switching > VLAN > Configuration dialog.

The VLAN 1 is permanently set up in the device.

Displays the value of the outer VLAN tag that a Core port adds to the data packet to be forwarded.

Possible values:

0x8100 (802.10Q)
Normal VLAN tag
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5.8.2

VLAN Configuration

In this dialog, you manage the VLANSs. To set up a VLAN, add a further table row. There you specify
for each port if it transmits data packets of the respective VLAN and if the data packets contain a
VLAN tag.

You distinguish between the following VLANS:
The user sets up static VLANSs.
The device sets up dynamic VLANs automatically and removes them if the prerequisites cease

to apply.

For the following functions the device sets up dynamic VLANS:
MRP: If you assign to the ring ports a non-existing VLAN, then the device sets up this VLAN.
MVRP: The device sets up a VLAN based on the messages of neighboring devices.
Routing: The device sets up a VLAN for every router interface.

Note:

The settings are effective only if the VLAN-unaware mode function is inactive. See the Switching >
Global dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(= =]
+
Opens the Create window to add a table row.

In the VLAN ID field, you specify the VLAN ID.

aD
X

Removes the selected table row.

ID of the VLAN.

The device supports up to 512 VLANs simultaneously set up.
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Possible values:
1..4042

Displays how the VLAN is set up.

Possible values:

other

VLAN 1

or

VLAN set up using the 802.7X function. See the Network Security > 802.1X dialog.

permanent

VLAN set up by the user.

or

VLAN set up using the MRP function. See the Switching > L2-Redundancy > MRP dialog.

If you save the settings in the non-volatile memory, then the VLANs with this setting remain set
up after a restart.

dynamicMvrp

VLAN set up using the MVRP function. See the Switching > MRP-IEEE > MVRP dialog.

VLANSs with this setting are write-protected. The device removes a VLAN from the table as soon
as the last port leaves the VLAN.

Specifies the name of the VLAN.

Possible values:
Alphanumeric ASCII character string with 0..32 characters

Specifies the VLAN as the RSPAN VLAN.

Possible values:

marked

The device uses the VLAN exclusively to send the RSPAN data packets in the direction of the
Destination port of the Destination switch. See the Diagnostics > Ports > RSPAN dialog. Do not use
the VLAN for any other purposes.

The device disables source MAC address learning in the VLAN.

unmarked (default setting)
The device does not use the VLAN to send RSPAN data packets.

Specifies if the respective port transmits data packets of the VLAN and if the data packets contain
a VLAN tag.

Possible values:

- (default setting)

The port is not a member of the VLAN and does not transmit data packets of the VLAN.

T =Tagged

The port is a member of the VLAN and transmits the data packets with a VLAN tag. You use this
setting for uplink ports, for example.



LT = Tagged Learned
The port is a member of the VLAN and transmits the data packets with a VLAN tag.
The device has automatically set up the entry based on the GVRP or MVRP function.

F = Forbidden
The port is not a member of the VLAN and does not transmit data packets of this VLAN.
Additionally, the device helps prevent the port from becoming a VLAN member through the

MVRP function.

U =Untagged (default setting for VLAN 1)
The port is a member of the VLAN and transmits the data packets without a VLAN tag. Use this
setting if the connected device does not evaluate any VLAN tags, for example on end ports.

LU = Untagged Learned
The port is a member of the VLAN and transmits the data packets without a VLAN tag.
The device has automatically set up the entry based on the GVRP or MVRP function.

Note:

Verify that the port on which the network management station is connected is a member of the
VLAN in which the device transmits the management data. In the default setting, the device
transmits the management data on VLAN 1. Otherwise, connections to the device management
interrupt when you apply the changes. Then, access to the device management is only possible
using the Command Line Interface through the serial connection.
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VLAN Port

In this dialog, you specify how the device handles received data packets that have no VLAN tag, or
whose VLAN tag differs from the VLAN ID of the port.

This dialog lets you assign a VLAN to the ports and thus specify the port VLAN ID.

Additionally, you also specify for each port how the device forwards data packets if the VLAN-
unaware mode function is inactive and one of the following situations occurs:
The port receives data packets without a VLAN tagging.
The port receives data packets with VLAN priority information (VLAN ID o, priority tagged).
The VLAN ID in the tag of the data packet differs from the VLAN ID of the port.

Note:
The settings are effective only if the VLAN-unaware mode function is inactive. See the Switching >
Global dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies the VLAN ID which the device assigns to data packets received without a VLAN tag.

Prerequisites:
The port does not belong to a private VLAN.
In the Acceptable packet types column, the value admitALL is specified.

Possible values:

1..4042 (default setting: 1)
A VLAN you set up.

If you use the MRP function and you did not assign a VLAN to the ring ports, then you specify the
value 1 here for the ring ports. Otherwise, the device assigns the value to the ring ports
automatically.

Specifies if the port transmits or discards received data packets without a VLAN tag.

Possible values:

admitALL (default setting)
The port accepts data packets both with and without a VLAN tag.

admitonlyVlanTagged
The port accepts only data packets tagged with a VLAN ID = 1.



Activates/deactivates the ingress filtering.
The prerequisite is that the port does not operate in a private VLAN.

Possible values:

marked

The ingress filtering is active.

The device compares the VLAN ID in the data packet with the VLANs of which the portis a
member. See the Switching > VLAN > Configuration dialog. If the VLAN ID in the data packet
matches one of these VLANSs, then the device forwards the data packet. Otherwise, the device
discards the data packet.

unmarked (default setting)

The ingress filtering is inactive.

The device forwards received data packets without comparing the VLAN ID. Thus, the device
also forwards data packets in VLANs in which the port is not a member.

Activates/deactivates the Double VLAN Tag mode on the port.

Possible values:

marked

The Double VLAN Tag mode is active on the port.

The port operates as a Core port. The device adds an outer VLAN tag to the data packet to be
forwarded on the port. The Ethertype value of this VLAN tag you specify in the Switching >
VLAN > Global dialog.

unmarked (default setting)

The Double VLAN Tag mode is inactive on the port.
If the checkbox is unmarked for each other port, then the port operates as a normal port.
If the checkbox is marked for any other port, then the port operates as an Access port. The
device assigns the Port-VLAN ID value of the port to each received data packet. The port
forwards the originally received data packet with or without a VLAN tag.

The port VLAN ID is the tunnel VLAN ID. You add the port as a member to the appropriate VLAN.
The port transmits the data packets without a VLAN tag.
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VLAN Voice

Use the Voice VLAN feature to separate voice and data packets on a port, by VLAN and/or priority.
A primary benefit of Voice VLAN is safeguarding the quality of voice data when the port has a high
load.

The device detects VolP phones using the Link Layer Discovery Protocol - Media Endpoint
Discovery (LLDP-MED). The device then adds the appropriate port to the member set of the set-
up Voice VLAN. The member set is either tagged or untagged. Tagging depends on the Voice
VLAN interface mode (vlan, dotlp-priority, none, untagged).

Another benefit of the Voice VLAN feature is that the VolP phone obtains VLAN ID or priority
information from the device using LLDP-MED. As a result, the VolP phone sends voice data
packets with VLAN tag, priority tag or untagged. This depends on the specified Voice VLAN

Interface mode. You activate Voice VLAN on the port which is connecting to the VolP phone.

Operation

Enables/disables the Voice function of the device globally.

Possible values:
On
Off (default setting)

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Specifies if the port transmits or discards received data packets without voice VLAN tagging or with
voice VLAN priority information.

Possible values:

disabled (default setting)

Deactivates the Voice function for this table row.

none

Lets the IP telephone use its own configuration for sending untagged voice data packets.
vlan/dotlip-priority

The port filters data packets of the voice VLAN using the vlan and dot1p priority tags.

untagged
The port filters data packets without a voice VLAN tag.



vlan
The port filters data packets of the voice VLAN using the vlan tag.

dotlp-priority
The port filters data packets of the voice VLAN using the dot1p priority tags. If you select this
value, then additionally specify a proper value in the Priority column.

Specifies the trust mode for the data packets on the particular port.

The device uses this mode for data packets on the voice VLAN, when it detects a VolP telephone
and a PC using the same cable for transmitting data.

Possible values:

marked (default setting)
If voice data packets are present on the interface, then the data packets have the normal priority.

unmarked

If voice data packets are present and the value dotip-priority is specified in the Voice VLAN
mode column, then the data packets have the priority 0. If the interface only transmits data, then
the data has the normal priority.

Displays the status of the Voice VLAN on the port.

Possible values:

marked
The Voice VLAN is enabled.

unmarked
The Voice VLAN is disabled.

Specifies the VLAN ID to which the table row relates. To forward data packets to this VLAN using
this filter, select in the Voice VLAN mode column the value vian.

Possible values:
1..4042 (default setting: 0)

Specifies the Voice VLAN Priority of the port.

Prerequisites:
The port does not belong to a private VLAN.
In the Voice VLAN mode column, the value dotip-priority is specified.

Possible values:
0..7

none
Deactivates the Voice VLAN Priority of the port.
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Specifies the IP DSCP value.

Possible values:
0 (be/cs0)..63 (default setting: & (be/cs0))

Some values in the list also have a DSCP keyword, for example 6 (be/cs0), 10 (af11) and 46 (ef).
These values are compatible with the /P Precedence model.

In the Switching > QoS/Priority > IP DSCP Mapping dialog you assign a traffic class to every IP DSCP
value.

Activates the Voice VLAN Authentication mode.

If you deactivate the function and set the value in the Voice VLAN mode column to dotlp-priority,
then voice devices require an authentication.

Possible values:

marked (default setting)

If you activated the function in the Network Security > 802.1X > Global dialog, then set the Port
control parameter for this port to the multiClient value before activating this function. You find
the Port control parameter in the Network Security > 802.1X > Global dialog.

unmarked



5.8.5

Private VLAN

In this dialog, you set up private VLANS.

A private VLAN separates a regular VLAN into 2 or more smaller domains. This helps to provide
privacy but lets the connected end devices communicate with the same destination. Each private
VLAN has one primary VLAN and one or more secondary VLANSs (isolated or community).

In a private VLAN, the device controls the data stream between specific ports. The device forwards
untagged data packets only. The device lets you isolate the ports within the private VLAN and
restrict them from communicating with each other.

The dialog contains the following tabs:
[VLAN type]
[VLAN association]
[Port association]

[VLAN type]

In this tab you specify for the VLANSs set up in the device which role they perform in the private
VLAN. See the Switching > VLAN > Configuration dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the VLAN ID.

Specifies the role of the port in the private VLAN.

Possible values:
primary
The primary VLAN is the unique identifier of the entire private VLAN including its secondary
VLANSs. The ports participating in a private VLAN are automatically members of the primary
VLAN.

isolated

The ports you want to be isolated from other ports are members of the isolated (secondary)
VLAN. The ports can communicate with the promiscuous port but cannot communicate with
each other.

In the VLAN association tab, you can associate only one isolated VLAN to a primary VLAN.
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community

The ports associated with the community (secondary) VLAN can communicate with the
promiscuous port as well as with each other.

In the VLAN association tab, you can associate multiple community VLANs to a primary VLAN.

unconfigured (default setting)
The VLAN is not part of a private VLAN. If you want the VLAN not to be part of the private VLAN,
select this item.

[VLAN association]

In this tab you specify the subdomains by associating community or isolated VLANs with a primary
VLAN. The device lets you set up a maximum of 20 subdomains.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the VLANs for which you have specified the role primary in the VLAN type tab.

Specifies the community or isolated VLANs you associate with the primary VLAN.

Possible values:

<VLAN IDs>
The device lets you associate:
One isolated VLAN
or
One or more community VLANs
To remove a VLAN from the association, delete the corresponding ID from the field.

[Port association]

342

In this tab you specify which physical ports are members of a private VLAN and the role of the ports
in the private VLAN.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the number of the physical port.



Specifies the role of the port in the private VLAN.

Possible values:

host
The port performs as a host port in the private VLAN.

promiscuous
The port performs as a promiscuous port in the private VLAN.

general (default setting)
The port does not belong to a private VLAN. If you want the port not to be part of a private VLAN,
select this item.

If a port operates in a private VLAN, then changing the following settings for this port has no effect:
Port-VLAN ID column, see the Switching > VLAN > Port dialog
Acceptable packet types column, see the Switching > VLAN > Port dialog
Ingress filtering column, see the Switching > VLAN > Port dialog
Priority column, see the Switching > VLAN > Voice dialog

Specifies the primary VLAN to be associated when the port performs as a host port in the private
VLAN. The drop-down list contains the IDs of the primary VLANs specified in the VLAN type tab.

Possible values:

<VLAN IDs>
Select an item from the drop-down list.

Specifies the secondary VLAN to be associated when the port performs as a host port in the private
VLAN. The drop-down list contains the IDs of the isolated and community VLANs specified in the
VLAN type tab.

Possible values:

<VLAN IDs>
Select an item from the drop-down list.

Specifies the primary VLAN to be associated when the port performs as a promiscuous port in the
private VLAN. The drop-down list contains the IDs of the primary VLANs specified in the VLAN type
tab.

Possible values:

<VLAN IDs>
Select an item from the drop-down list.
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Specifies the secondary VLAN to be associated when the port performs as a promiscuous port in
the private VLAN. The drop-down list contains the IDs of the isolated and community VLANs
specified in the VLAN type tab.

Possible values:

<VLAN IDs>
The device lets you associate:
One isolated VLAN
or
One or more community VLANs
To remove a VLAN from the association, delete the corresponding ID from the field.
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5.8.6

MAC Based VLAN

In a MAC-based VLAN, the device forwards the data packets based on the source MAC address
associated with a VLAN. User-defined filters determine if a packet belongs to a particular VLAN.

MAC-based VLANSs specify the filtering criteria only for untagged or priority-tagged packets. Assign
a port to a MAC-based VLAN to transmit packets with a specific source MAC address in that VLAN.
The device then forwards untagged packets received with the specified MAC address to the
assigned MAC-based VLAN. Other untagged packets are subject to normal VLAN classification
rules.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Opens the Create window to add a table row.
In the MAC address field, you specify the MAC address.
In the VLAN ID field, you specify the VLAN ID.

aD
X

Removes the selected table row.

Displays the MAC address to which the table row relates.
The device supports up to 256 simultaneous MAC-based VLAN assignments.

Possible values:
Valid MAC address

Displays the ID of the VLAN to which the table row relates.

Possible values:
1..4042 (set up VLAN IDs)
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Subnet-based VLAN

In IP subnet-based VLANSs, the device forwards the data packets based on the source IP address
and subnet mask associated with the VLAN. User-defined filters determine if a packet belongs to a
particular VLAN.

IP subnet-based VLANSs specify the filtering criteria only for untagged packets or priority tagged
packets. Assign a port to an IP subnet-based VLAN to transmit packets with a specific source IP
address in that VLAN. The device then forwards untagged packets received with the specified IP
address to the assigned IP subnet-based VLAN.

To set up an IP subnet-based VLAN, specify an IP address, a subnet mask, and the corresponding
VLAN identifier. When multiple entries apply, the device uses the entry with the longest prefix first.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

===)
+

Opens the Create window to add a table row.
In the IP address field, you specify the IP address.
In the Netmask field, you specify the netmask.
In the VLAN ID field, you specify the VLAN ID.

aD
X

Removes the selected table row.

Displays the IP address to which you assign the subnet-based VLAN.

The device supports up to 256 VLANs set up simultaneously to subnet-based VLANSs.



Possible values:
Valid IP address

Displays the netmask to which you assign the subnet-based VLAN.

Possible values:
Valid IP netmask

Displays the VLAN ID.

Possible values:
1..4042
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Protocol Based VLAN

In a protocol-based VLAN, specified ports bridge data packets based on the L3 protocol (Ethertype)
associated with the VLAN. User-defined packet filters determine if a packet belongs to a particular
VLAN.

Protocol-based VLANSs specify the filtering criteria only for untagged packets. Assign a port to a
protocol-based VLAN for a specific protocol. The device then forwards untagged packets received
with the specified protocol to the protocol-based VLAN. The device assigns other untagged packets
with the port VLAN ID.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

= ==)
+

Adds a table row.

aD
X

Removes the selected table row.

Displays the group identifier of the protocol-based VLAN entry.

The device supports up to 128 protocol-based VLAN associations simultaneously.



Possible values:
1..128

Specifies the group name of the protocol-based VLAN entry.

Possible values:
Alphanumeric ASCII character string with 1..16 characters

Specifies the VLAN.

Possible values:
1..4042 (default setting: 0)

Specifies the ports that are assigned to the group.

Possible values:

<Port number> (default setting: -)
From the drop-down list, select the ports.

Specifies the Ethertype value assigned to the VLAN.

The Ethertype is a two-octet field in an Ethernet packet to indicate which protocol the payload
contains.

Possible values:

0x0600. .0xFFFF
Ethertype as a hexadecimal number sequence
When you enter a decimal value, the device converts the value into a hexadecimal number

sequence when you click the +/ button.
ip
Ethertype keyword for IPv4 (equivalent to 0x0800)

arp
Ethertype keyword for ARP (equivalent to 0x0806)

ipx
Ethertype keyword for IPX (equivalent to 9x8137)

5.9 L2-Redundancy

The menu contains the following dialogs:
MRP
HIPER Ring
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Switching

[ Switching > L2-Redundancy ]
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5.9.1

MRP

The Media Redundancy Protocol (MRP) is a protocol that lets you set up high-availability, ring-
shaped network structures. An MRP Ring with Hirschmann devices is made up of up to 100 devices
that support the Media Redundancy Protocol (MRP) according to IEC 62439.

If a section is not operating, then the ring structure of an MRP Ring changes back into a line
structure. You can specify the maximum recovery time.

The Ring Manager device closes the ends of a backbone in a line structure to a redundant ring.

Note:

Spanning Tree and Ring Redundancy have an effect on each other. Deactivate the Spanning Tree
function for the ports connected to the MRP Ring. See the Switching > L2-Redundancy > Spanning
Tree > Port dialog.

When you work with oversized Ethernet packets (the value in the MTU column for the port is >1518,
see the Basic Settings > Port dialog), the switching time of the MRP Ring reconfiguration depends on
the following parameters:

Bandwidth of the ring line

Size of the Ethernet packets

Number of devices in the ring

Set the recovery time sufficiently large to help avoid delays in the MRP packages due to latencies
in the devices. You can find the formula for calculating the switching time in IEC 62439-2,
section 9.5.

Operation

Disables the redundancy function and resets the settings in the dialog to the default setting.

Enables/disables the MRP function.
After you set up the parameters for the MRP Ring, enable the function here.

Possible values:

On
The MRP function is enabled.
After you set up the devices in the MRP Ring, the redundancy is active.

Off (default setting)
The MRP function is disabled.
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Ring port 1/Ring port 2

Specifies the port that operates as a ring port.

Possible values:
<Port number>

Displays the operating status of the ring port.

Possible values:

forwarding
The port is enabled, connection exists.

blocked
The port is blocked, connection exists.

disabled
The port is disabled.

not-connected
No connection exists.

Activates/deactivates the Backup port function for the Ring port 2.

Note:
The switch over to the Primary port can exceed the maximum ring recovery time.

Possible values:

marked

The Ring port 2 backup function is active. When the ring is closed, the Ring Manager device
reverts back to the primary ring port.

unmarked (default setting)

The Ring port 2 backup function is inactive. When the ring is closed, the Ring Manager device
continues to send data on the secondary ring port.

Configuration

Enables/disables the Ring manager function.

If there is one device at each end of the line, then you activate this function.
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Possible values:

On

The Ring manager function is enabled.

The device operates in the Ring Manager mode.

To help avoid unexpected behavior, do not enable the function on a device on which the RCP
function is enabled.

Off (default setting)
The Ring manager function is disabled.
The device operates exclusively in the Ring Client mode.

Specifies the name of the MRP domain that the device belongs to.

Possible values:

Alphanumeric ASCII character string with 0..255 characters
You can specify any name. By entering a descriptive name, you can simplify the administration
of MRP domains.

Specifies the maximum recovery time in milliseconds for reconfiguration of the ring. This setting is
effective only if the device operates in the Ring Manager mode.

Possible values:
500ms
200ms (default setting)

Shorter switching times make greater demands on the response time of every individual device in
the ring. Use values lower than 50@ms if the other devices in the ring also support this shorter
recovery time.

When you are working with oversized Ethernet packets, the number of devices in the ring is limited.
Note that the switching time depends on several parameters. See the description above.

Specifies the VLAN ID which you assign to the ring ports.

Possible values:

0 (default setting)

No VLAN assigned.

In the Switching > VLAN > Configuration dialog, assign for VLAN 1 the value U to the ring ports.
1..4042

VLAN assigned.

If you assign a non-existing VLAN to the ring ports, then the device automatically sets up this
VLAN. In the Switching > VLAN > Configuration dialog, the device adds a table row for the VLAN
and assigns the value T to the ring ports.
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Activates/deactivates the Advanced mode for fast recovery times.

Possible values:

marked (default setting)
Advanced mode active.
MRP-capable Hirschmann devices support this mode.

unmarked
Advanced mode inactive.
Select this setting if another device in the ring does not support this mode.

Displays a sequence of 16-bytes in decimal notation, which identifies the MRP domain that the
device belongs to.

This value is relevant in the context of the PROFINET function. See the Advanced > Industrial
Protocols > PROFINET dialog.

Information

Displays the status of the ring.

Possible values:

Redundancy available. Ring is closed.
Normal operation. The components in the ring operate as intended.

Configuration error: Error on ring port Link.
The device has detected a link error on a ring port. Verify that the correct port is selected in the
Ring port 1 and Ring port 2 frames.

Redundancy not available. Ring 1is open. Check the Ring clients.
The device has not detected a configuration error, but no redundancy is available.

Redundancy not available. At Least one ring port is disabled.
At least one of the ring ports is disabled. Verify that both ring ports are enabled. See the Basic
Settings > Port dialog.

Configuration error: Packets from another ring manager received.
Another device exists in the ring that operates in the Ring Manager mode.
Enable the Ring manager function only on one device in the ring.
Configuration error: Ring link is connected to wrong port.

A line in the ring is connected with a different port instead of with a ring port. The device only
receives test data packets on one of the ring ports.

Displays the date and time at which the device last detected an open ring. The field displays a valid
value if the device operates in the Ring Manager mode.

Displays the number of times the device has detected an open ring. The field displays a valid value
if the device operates in the Ring Manager mode.



5.9.2

HIPER Ring

The concept of HIPER Ring redundancy enables the construction of high-availability, ring-shaped
networks. The device operates exclusively in the Ring Client mode. This function lets you extend
an existing HIPER Ring or to replace a device already participating as a Ring Client in a HIPER
Ring.

A HIPER Ring contains a Ring Manager (RM) device which controls the ring. The Ring Manager
device sends watchdog packets into the ring on both the primary and secondary ports. When the
Ring Manager device receives the watchdog packets on both ports, the Primary port remains in the
forwarding state and the secondary port remains in the discarding state.

The device operates exclusively in the Ring Client mode. This means that the device detects
watchdog packets on its ring ports and sends a Link Down or Link Up packet to the Ring Manager
device when the link status changes.

The device only supports Fast Ethernet and Gigabit Ethernet ports as ring ports. Furthermore, the
device only supports HIPER Ring in VLAN 1.

Note:

Spanning Tree and Ring Redundancy have an effect on each other. Deactivate the Spanning Tree
function for the ports connected to the HIPER Ring. See the Switching > L2-Redundancy > Spanning
Tree > Port dialog.

Note:

Set up the devices of the HIPER Ring individually. Before you connect the redundant link, complete
the setup of every device of the HIPER Ring. You thus help avoid loops during the configuration
phase.

Operation

Enables/disables the HIPER Ring client.

Possible values:

On
The HIPER Ring client is enabled.

Off (default setting)
The HIPER Ring client is disabled.
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Ring port 1/Ring port 2

Specifies the port number of the primary/secondary ring port.

Possible values:
- (default setting)
No primary/secondary ring port selected.

<Port number>
Number of the ring port

Displays the state of the primary/secondary ring port.

Possible values:

not-available

The HIPER Ring client is disabled.

or

No primary or secondary ring port selected.

active
The ring port is enabled and logically up.

inactive

No link available on the ring port.

As soon as the link on aring port is interrupted, the device sends a Link Down packet to the Ring
Manager device on the other ring port.

Information

Displays that the device operates in the Ring Client mode.

5.9.3 Spanning Tree

The Spanning Tree Protocol (STP) is a protocol that deactivates redundant paths of a network to
help avoid loops. If a network component becomes inoperable on the path, then the device
calculates the new topology and reactivates these paths.

The Rapid Spanning Tree Protocol (RSTP) enables fast switching to a newly calculated topology
without interrupting existing connections. RSTP gets average reconfiguration times of less than a
second. When you use RSTP in a ring with 10 to 20 devices, you can get reconfiguration times in
the order of milliseconds.
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The device supports the Multiple Spanning Tree Protocol (MSTP) standardized in IEEE 802.1,
which is a further development of the Spanning Tree Protocol (STP).

Note:
When you connect the device to the network through twisted-pair SFPs instead of through usual
twisted-pair ports, the reconfiguration of the network takes slightly longer.

The menu contains the following dialogs:
Spanning Tree Global
Spanning Tree MSTP
Spanning Tree Port
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5.9.3.1

358

Spanning Tree Global

In this dialog, you enable/disable the Spanning Tree function and specify the bridge settings.

Operation

Enables/disables the Spanning Tree function in the device.

Possible values:
On (default setting)
off

The device behaves transparently. The device floods received Spanning Tree data packets like
multicast data packets to the ports.

Variant

Specifies the protocol used for the Spanning Tree function:

Possible values:

rstp (default setting)

The protocol RSTP is active.

With RSTP (IEEE 802.1Q-2005), the Spanning Tree function operates for the underlying physical
layer.

mstp
The protocol MSTP is active.
To help avoid longer recovery times, specify the maximum value 49 in the Tx holds field.

Traps

Activates/deactivates the sending of SNMP traps for the following events:
Another bridge takes over the Root bridge role.

The topology changes. A port changes its Port state from forwarding into discarding or from
discarding into forwarding.

Possible values:

marked (default setting)
The sending of SNMP traps is active.

unmarked
The sending of SNMP traps is inactive.



Ring only mode

Activates/deactivates the Ring only mode function, in which the device does not verify the age of the
BPDUs.

Possible values:

marked
The Ring only mode function is active. Use this setting for applications for RSTP rings with
diameters greater than 40.

unmarked (default setting)
The Ring only mode function is inactive.

Specifies the port number of the first interface.

Possible values:
<Port number> (default setting: -)

Specifies the port number of the second interface.

Possible values:
<Port number> (default setting: -)

Bridge configuration

Displays the Bridge Identifier of the device.

The device with the numerically lowest Bridge Identifier value takes over the role of the Root bridge
in the network.

Possible values:

<Bridge priority> / <MAC address>
Value in the Priority field / MAC address of the device

Specifies the Bridge priority of the device.

Possible values:
0..61440 in steps of 4096 (default setting: 32768 (21°))

To make this device the Root bridge, assign the numerically lowest value for the priority in the
network to the device.
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Specifies the time in seconds between the sending of two configuration messages (Hello data
packets).

Possible values:
1..2 (default setting: 2)

If the device takes over the role of the Root bridge, then the other devices in the network use the
value specified here.

Otherwise, the device uses the value that the Root bridge specifies. See the Root information frame.

Due to the interaction with the Tx holds parameter, we recommend that you do not change the
default setting.

Specifies the delay time for the status change in seconds.

Possible values:
4..30 (default setting: 15)

If the device takes over the role of the Root bridge, then the other devices in the network use the
value specified here.

Otherwise, the device uses the value that the Root bridge specifies. See the Root information frame.

In the Rapid Spanning Tree Protocol (RSTP), the bridges negotiate a status change without a
specified delay.

The Spanning Tree function uses the parameter to delay the status change between the statuses
disabled, discarding, Learning, forwarding.

The parameters Forward delay [s] and Max age have the following relationship:
Forward delay [s] = (Max age/2) + 1

If you enter values in the fields that contradict this relationship, then the device replaces these
values with the last valid values or with the default value.

Specifies the maximum permitted branch length, namely the number of devices to the Root bridge.

Possible values:
6..40 (default setting: 20)

If the device takes over the role of the Root bridge, then the other devices in the network use the
value specified here.

Otherwise, the device uses the value that the Root bridge specifies. See the Root information frame.

The Spanning Tree function uses the parameter to specify the validity of STP-BPDUs in seconds.



Limits the maximum transmission rate for sending BPDUs.

Possible values:

1..40 (default setting: 10)
To help avoid longer recovery times when using the MSTP protocol, set the maximum value to 40.

When the device sends a BPDU, the device increments a counter on this port.

When the counter reaches the value specified here, the port stops sending BPDUs. On the one
hand, this reduces the load generated by RSTP, and on the other when the device does not receive
BPDUs, a communication interruption can be caused.

The device decrements the counter by 1 every second. In the following second, the device sends
a maximum of 1 new BPDU.

Activates/deactivates the BPDU guard function in the device.

With this function, the device helps protect the network from incorrect configurations, attacks with
STP-BPDUs, and unwanted topology changes.

Possible values:

marked

The BPDU guard is active.
The device applies the function to manually specified Edge ports. For these ports, in the
Switching > L2-Redundancy > Spanning Tree > Port dialog, CIST tab the checkbox in the Admin
edge port column is marked.
If an Edge port receives an STP-BPDU, then the device disables the port. For this port, in
the Basic Settings > Port dialog, Configuration tab the checkbox in the Port on column is
unmarked.

unmarked (default setting)
The BPDU guard is inactive.

To reset the status of the port to the value forwarding, you proceed as follows:

If the port is still receiving BPDUs:
In the Switching > L2-Redundancy > Spanning Tree > Port dialog, CIST tab unmark the checkbox
in the Admin edge port column.
or
In the Switching > L2-Redundancy > Spanning Tree > Global dialog, unmark the BPDU guard
checkbox.

To re-enable the port again you use the Auto-Disable function. As an alternative, proceed as
follows:

Open the Basic Settings > Port dialog, Configuration tab.

Mark the checkbox in the Port on column.
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Activates/deactivates the STP-BPDU filter on every manually specified Edge port. For these ports,
in the Switching > L2-Redundancy > Spanning Tree > Port dialog, CIST tab the checkbox in the Admin
edge port column is marked.

Possible values:

marked

The BPDU filter is active on every Edge port.

The function does not use these ports in Spanning Tree operations.
The device does not send STP-BPDUs on these ports.
The device drops any STP-BPDUSs received on these ports.

unmarked (default setting)

The global BPDU filter is inactive.

You have the option to explicitly activate the BPDU filter for single ports. See the Port BPDU filter
column in the Switching > L2-Redundancy > Spanning Tree > Port dialog.

Activates/deactivates the Auto-Disable function for the parameters that BPDU guard is monitoring on
the port.

Possible values:

marked

The Auto-Disable function for the BPDU guard is active.
When the port receives an STP-BPDU, the device disables an Edge port. The Link status
LED for the port flashes 3% per period.
The Diagnostics > Ports > Auto-Disable dialog displays which ports are currently disabled due
to the parameters being exceeded.
After a waiting period, the Auto-Disable function enables the port again automatically. For this
you go to the Diagnostics > Ports > Auto-Disable dialog and specify a waiting period for the
relevant port in the Reset timer [s] column.

unmarked (default setting)
The Auto-Disable function for the BPDU guard is inactive.

362



Root information

Displays the Bridge Identifier of the current Root bridge.

Possible values:
<Bridge priority> / <MAC address>

Displays the Bridge priority of the current Root bridge.

Possible values:
0..61440 in steps of 4096

Displays the time in seconds that the Root bridge specifies between the sending of two
configuration messages (Hello data packets).

Possible values:
1..2

The device uses this specified value. See the Bridge configuration frame.

Displays the delay time in seconds set up by the Root bridge for status changes.

Possible values:
4..30

The device uses this specified value. See the Bridge configuration frame.

In the Rapid Spanning Tree Protocol (RSTP), the bridges negotiate a status change without a
specified delay.

The Spanning Tree function uses the parameter to delay the status change between the statuses
disabled, discarding, Learning, forwarding.

Specifies the maximum permitted branch length that the Root bridge sets up, namely the number
of devices to the Root bridge.

Possible values:
6..40 (default setting: 20)

The Spanning Tree function uses the parameter to specify the validity of STP-BPDUs in seconds.
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Topology information

Displays if the device currently has the role of the Root bridge.

Possible values:

marked
The device currently has the role of the Root bridge.

unmarked
Another device currently has the role of the Root bridge.

Displays the number of the port from which the current path leads to the Root bridge.

If the device takes over the role of the Root bridge, then the field displays the value no Port.

Displays the path cost for the path that leads from the Root port of the device to the Root bridge of
the layer 2 network.

Possible values:

0
The device takes over the role of the Root bridge.

1..200000000 (2x 10%)

Displays how many times the device has put a port into the forwarding status using the Spanning
Tree function since the Spanning Tree instance was started.

Displays the time since the last topology change.

Possible values:
<days, hours:minutes:seconds>



5.9.3.2

Spanning Tree MSTP

In this dialog, you manage the settings of the global and local MST instances.

In contrast to the local MST instances, the global MST instance is set up permanently in the device.
The global MST instance contains the VLANSs that are not explicitly allocated to a local MST
instance.

The device supports up to 16 local MST instances. To add a local MST instance, click the I:I_:|_|:l

button.

While STP has a single Spanning Tree spanning the network, MSTP lets you set up one Spanning
Tree per VLAN or group of VLANSs. Thus it is possible to specify several smaller Spanning Trees
covering one network.

How to help avoid longer convergence times:

Only use devices in the network that support RSTP or MSTP.

Adjust the following parameters to the topology and number of bridges:
Maximum allowed number of devices to the Root bridge
Switching > L2-Redundancy > Spanning Tree > Global dialog, Max age field
Maximum allowed number of bridges within the MST region in a branch to the Roof bridge
Switching > L2-Redundancy > Spanning Tree > MSTP dialog, Global CIST parameter frame, Hops
(max.) field

For bridges in an MST region, specify identical values for the following parameters:

Name of the MST region

Revision level of the MST region

Allocation of the VLANSs to the MST instances
Include ports connecting the bridges of an MST region as members in the VLANs set up on
the bridges. The ports are to transmit the data packets with a VLAN tag. You thus help avoid
potential connection interruptions within the MST region when the topology is changed.
Include ports connecting an MST region with other MST regions or with the CST region
(boundary ports) as members in the VLANSs set up in both regions. The ports are to transmit
the data packets with a VLAN tag. You thus help avoid potential connection interruptions
when topology changes affecting the boundary ports are made.
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MST region identifier

Specifies the name of the MST region to which the device belongs.

Possible values:
Alphanumeric ASCII character string with 1..32 characters

Specifies the version number of the MST region to which the device belongs.

Possible values:
0..65535 (21¢-1) (default setting: 1)

Displays the MD5 checksum of the MST configuration.

Global CIST parameter

Specifies the maximum number of bridges within the MST region in a branch to the Root bridge.

Possible values:
6..40 (default setting: 20)

Displays the IDs of the VLANSs that are assigned only to the global MST instance and to no other
local MST instance.

Possible values:

ID of the statically configured VLANs
(default setting: 1)

Displays the Bridge Identifier of the device.

Possible values:

<Bridge priority> / <MAC address>

The value is made up as follows:
Value in the Priority field. See the Switching > L2-Redundancy > Spanning Tree > Global dialog,
Bridge configuration frame.
MAC address of the device.



Displays the Bridge Identifier of the current CIST Root bridge of the whole Layer 2 network.

Possible values:
<Bridge priority> / <MAC address>

The device with the numerically lowest Bridge Identifier value takes over the role of the C/IST Root
bridge in the network. The following devices are able to take over the role of the Root bridge:

Bridges not belonging to any MST region
Bridges belonging to the global instance of an MST region

In the whole Layer 2 network, the bridges use the time settings of the CIST Root bridge, for example
Hello time [s].

Displays the Bridge Identifier of the current Root bridge that belongs to the global instance of the
MST region to which this device belongs.

Possible values:
<Bridge priority> / <MAC address>

The values in the Regional root ID and Root ID fields are identical when the regional Root bridge has
the numerically lowest Bridge Identifier value in the whole Layer 2 network.

Displays the port of the device from which the path leads to the current CIST Root bridge of the
whole Layer 2 network.

Possible values:

no Port
The device currently has the role of the Root bridge.

<Port number>
The path to the current CIST Root bridge of the whole Layer 2 network leads over this port.

Displays the path cost for the path that leads from the regional Root bridge of the MST region to
the current CIST Root bridge of the whole Layer 2 network.

Possible values:

0
The regional Root bridge simultaneously has the role of the CIST Root bridge.

1..200000000 (2x 10%)
For the devices within an MST region, the Root path cost values are identical.

If you do not use the MSTP function, then the Root path cost values are identical to the root path costs
of STP or RSTP. In this case, every device considers itself as an own region.
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Displays the internal path cost for the path that leads from the Root port of the device to the current
regional Root bridge of the MST region.

Possible values:

0
The local bridge simultaneously has the role of the current regional Root bridge.

1..200000000 (2x 10%)

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

== u)
+
Adds a table row.

The device supports up to local 16 instances.

aD
X

Removes the selected table row.

Opens the Configure VLANs window to allocate VLANS to the local MST instance which is selected
in the table.

Displays the instance number of the local MST instance.

Displays the IDs of the VLANS that are allocated to this local MST instance.

Specifies the Bridge priority of the local MST instance.

Possible values:
0..61440 in steps of 4096 (default setting: 32768 (2%%))

Assign the numerically lowest value for the priority in this local MST instance to the device to make
this device the Root bridge.
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Displays the Bridge Identifier.

The device with the numerically lowest Bridge Identifier value takes over the role of the regional
MSTI Root bridge in the instance.

Possible values:

<Bridge priority + Number of the instance> / <MAC address>
Sum of the value in the Priority and MSTI fields / MAC address of the device.

Displays the time that has elapsed since the last topology change within this instance.

Displays how many times the device has put a port into the forwarding status using the Spanning
Tree function since the Spanning Tree instance was started.

Displays if the device has detected a topology change within the instance.

Possible values:

marked
The device has detected a topology change.

unmarked
The device has not detected a topology change.

Displays the Bridge Identifier of the current Root bridge in this instance.

Possible values:
<Bridge ID> / <MAC address>

Displays the path cost for the path that leads from the Root port of the device to the Root bridge of
the instance.

Possible values:

0
The bridge is simultaneously the Root bridge of the instance.

1..200000000 (2x 10%)

Displays the port of the device from which the current path leads to the Root bridge of the instance.

Possible values:

no Port
The device currently has the role of the Root bridge.

<Port number>
The path to the current Root bridge of the instance leads over this port.
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5.9.3.3

[CIST]

370

Spanning Tree Port

In this dialog, you activate the Spanning Tree function on the ports, specify Edge ports, and specify
the settings for various protection functions.

The dialog contains the following tabs:
[CIST]
[Guards]
[MSTI <MSTI>]

In this tab you have the option to activate the Spanning Tree function on the ports individually,
specify the settings for Edge ports, and view the current values. The abbreviation CIST stands for
Common and Internal Spanning Tree.

Note:

Deactivate the Spanning Tree function on the ports that are participating in other Layer 2 redundancy
protocols. Otherwise, it is possible that the redundancy protocols operate differently than intended.
This can cause loops.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the Spanning Tree function on the port.

Possible values:

marked (default setting)
The Spanning Tree function is active on the port.

unmarked

The Spanning Tree function is inactive on the port.

If the Spanning Tree function is enabled in the device and inactive on the port, then the port does
not send STP-BPDUs and drops any STP-BPDUs received.

Displays the transmission status of the port.

Possible values:

discarding
The port is blocked and forwards only STP-BPDUs.



Learning
The port is blocked, but it learns the MAC addresses of received data packets.

forwarding
The port forwards data packets.

disabled
The port is inactive. See the Basic Seftings > Port dialog, Configuration tab.

manual Fwd
The Spanning Tree function is disabled on the port. The port forwards STP-BPDUs.

notParticipate
The port is not participating in STP.

Displays the current role of the port in the CIST.

Possible values:

root
Port with the cheapest path to the Root bridge.

alternate
Port with the alternative path to the Root bridge (currently blocking).

designated
Port for the side of the tree averted from the Root bridge (currently blocking).

backup
Port receives STP-BPDUs from its own device.

master
Port with the cheapest path to the CIST. The port is the CIST Root port of the regional CIST Root
bridge. The port is unique in an MST region.

disabled
The port is inactive. See the Basic Seftings > Port dialog, Configuration tab.

Specifies the path costs of the port.

Possible values:
0..200000000 (2x 10%) (default setting: 0)

When the value is 0, the device automatically calculates the path costs depending on the data rate
of the port.

Specifies the priority of the port.

Possible values:
0..240 in steps of 16 (default setting: 128)

This value represents the first 4 bits of the port ID.

371



372

Displays the Bridge Identifier of the device from which this port last received an STP-BPDU.

Possible values:
For ports with the designated role, the device displays the information for the STP-BPDU last
received by the port. This helps to diagnose the detected STP problems in the network.
For the alternate, backup, master, and root port roles, in the stationary condition (static
topology) this information is identical to the information of the designated port role.
If a port has no connection or if it did not receive any STP-BDPUs yet, then the device displays
the values that the port can send with the designated role.

Displays the port ID of the device from which this port last received an STP-BPDU.

Possible values:
For ports with the designated role, the device displays the information for the STP-BPDU last
received by the port. This helps to diagnose the detected STP problems in the network.
For the alternate, backup, master, and root port roles, in the stationary condition (static
topology) this information is identical to the information of the designated port role.
If a port has no connection or if it did not receive any STP-BDPUs yet, then the device displays
the values that the port can send with the designated role.

Displays the path cost that the higher-level bridge has from its Root port in the local MST instance
to the Root bridge.

Possible values:

For ports with the designated role, the device displays the information for the STP-BPDU last
received by the port. This helps to diagnose the detected STP problems in the network.

For the alternate, backup, master, and root port roles, in the stationary condition (static
topology) this information is identical to the information of the designated port role.

If a port has no connection or if it did not receive any STP-BDPUSs yet, then the device displays
the values that the port can send with the designated role.

Activates/deactivates the Admin edge port mode. If the port is connected to an end device, then use
the Admin edge port mode. This setting lets the Edge port change faster to the forwarding state after
linkup and thus a faster accessibility of the end device.

Possible values:

marked

The Admin edge port mode is active.

The port is connected to an end device.
After the connection is set up, the port changes to the forwarding state without changing to
the Learning state beforehand.
If the port receives an STP-BPDU and the BPDU guard function is active, then the device
deactivates the port. See the Switching > L2-Redundancy > Spanning Tree > Global dialog.

unmarked (default setting)

The Admin edge port mode is inactive.

The port is connected to another STP bridge.

After the connection is set up, the port changes to the Learning status before changing to the
forwarding state, if applicable.



Activates/deactivates the automatic detection of whether you connect an end device to the port.
The prerequisite is that the checkbox in the Admin edge port column is unmarked.

Possible values:

marked (default setting)

The automatic detection is active.

After the installation of the connection and after 1.5 x Hello time [s], the device sets the port to
the forwarding status (default setting 1.5 x 2 s) if the port did not receive any STP-BPDUs
during this time.

unmarked

The automatic detection is inactive.

After the installation of the connection, and after Max age the device sets the port to the
forwarding status.

(default setting: 20 s)

Displays if an end device or an STP bridge is connected to the port.

Possible values:

marked
An end device is connected to the port. The port does not receive any STP-BPDUs.

unmarked
An STP bridge is connected to the port. The port receives STP-BPDUs.

Displays if the port is connected to an STP device through a direct full-duplex link.

Possible values:

marked
The port is connected directly to an STP device through a full-duplex link. The direct,
decentralized communication between 2 bridges provides short reconfiguration times.

unmarked
The port is connected in another way, for example through a half-duplex link or through a hub.

Activates/deactivates the filtering of STP-BPDUs on the port explicitly.

The prerequisite is that the port is a manually specified Edge port. For these ports, the checkbox in
the Admin edge port column is marked.

Possible values:

marked

The BPDU filter is active on the port.

The function excludes the port from Spanning Tree operations.
The device does not send STP-BPDUs on the port.
The device drops any STP-BPDUs received on the port.

unmarked (default setting)

The BPDU filter is inactive on the port.

You have the option to globally activate the BPDU filter for every Edge port. See the Switching >
L2-Redundancy > Spanning Tree > Global dialog, Bridge configuration frame.

If the BPDU filter (all admin edge ports) checkbox is marked, then the BPDU filter is still active on
the port.
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Displays if the BPDU filter is active on the port.

Possible values:

marked
The BPDU filter is active on the port as a result of the following settings:
The checkbox in the Port BPDU filter column is marked.
and/or
The checkbox in the BPDU filter (all admin edge ports) column is marked. See the Switching >
L2-Redundancy > Spanning Tree > Global dialog, Bridge configuration frame.
unmarked
The BPDU filter is inactive on the port.

Activates/deactivates the BPDU flood mode on the port even if the Spanning Tree function is inactive
on the port. The device floods STP-BPDUs received on the port to the ports for which the Spanning
Tree function is inactive and the BPDU flood mode is active too.

Possible values:

marked
The BPDU flood mode is active.

unmarked (default setting)
The BPDU flood mode is inactive.

This tab lets you specify the settings for various protection functions on the ports.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the monitoring of STP-BPDUs on the port. The prerequisite is that the Loop
guard function is inactive.

With this setting the device helps you protect the network from incorrect configurations or attacks
with STP-BPDUSs that try to change the topology. This setting is relevant only for ports with the STP
role designated.



Possible values:

marked

The monitoring of STP-BPDUs is active.
If the port receives an STP-BPDU with better path information to the Root bridge, then the
device discards the STP-BPDU and sets the status of the port to the value discarding
instead of root.
If there are no STP-BPDUs with better path information to the Root bridge, then the device
resets the status of the port after 2 x Hello time [s].

unmarked (default setting)
The monitoring of STP-BPDUs is inactive.

Activates/deactivates the monitoring of Topology Change natifications on the port. With this setting
the device helps you protect the network from attacks with STP-BPDUs that try to change the
topology.

Possible values:

marked
The monitoring of Topology Change notifications is active.
The port ignores the Topology Change flag in received STP-BPDUs.
If the received BPDU contains other information that causes a topology change, then the
device processes the BPDU even if the TCN guard function is active.
Example: The device receives better path information for the Rooft bridge.

unmarked (default setting)

The monitoring of Topology Change notifications is inactive.

If the device receives STP-BPDUs with a Topology Change flag, then the device deletes the
MAC address table (forwarding database) of the port and forwards the Topology Change
notifications.

Activates/deactivates the monitoring of loops on the port. The prerequisite is that the Root guard
function is inactive.

With this setting the device helps prevent loops if the port does not receive any more STP-BPDUs.
Use this setting only for ports with the STP role alternate, backup or root.

Possible values:

marked
The monitoring of loops is active. This helps prevent loops for example, if you disable the
Spanning Tree function on the remote device or if the connection is interrupted only in the
receiving direction.
If the port does not receive any STP-BPDUs for a while, then the device sets the status of
the port to the value discarding and marks the checkbox in the Loop state column.
If the port receives STP-BPDUs again, then the device sets the status of the port to a value
according to Port role and unmarks the checkbox in the Loop state column.
unmarked (default setting)
The monitoring of loops is inactive.
If the port does not receive any STP-BPDUs for a while, then the device sets the status of the
port to the value forwarding.
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Displays if the loop state of the port is inconsistent.

Possible values:

marked

The loop state of the port is inconsistent:
The port is not receiving any STP-BPDUs and the Loop guard function is enabled.
The device sets the state of the port to the value discarding. The device thus helps prevent
any potential loops.

unmarked
The loop state of the port is consistent. The port receives STP-BPDUs.

Displays how many times the loop state of the port became inconsistent (marked checkbox in the
Loop state column).

Displays how many times the loop state of the port became consistent (unmarked checkbox in the
Loop state column).

Displays if the port received an STP-BPDU as an Edge port.

Prerequisite:

The port is a manually specified Edge port. In the Switching > L2-Redundancy > Spanning Tree >
Port dialog, the checkbox for this port in the Admin edge port column is marked.

In the Switching > L2-Redundancy > Spanning Tree > Global dialog, the BPDU guard function is
active.

Possible values:

marked

The port is an Edge port and received an STP-BPDU.

The device deactivates the port. For this port, in the Basic Settings > Port dialog, Configuration tab
the checkbox in the Port on column is unmarked.

unmarked
The port is an Edge port and has not received any STP-BPDUs, or the port is not an Edge port.

To reset the status of the port to the value forwarding, you proceed as follows:

If the port is still receiving BPDUs:
In the CIST tab, unmark the checkbox in the Admin edge port column.
or
In the Switching > L2-Redundancy > Spanning Tree > Global dialog, unmark the BPDU guard
checkbox.

To activate the port, proceed as follows:

Open the Basic Settings > Port dialog, Configuration tab.
Mark the checkbox in the Port on column.



[MSTI <MSTI>]

This tab lets you specify the settings on the ports for path costs and priority in the local MST
instance, and to view current values.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Displays the transmission status of the port.

Possible values:

discarding

The port is blocked and forwards only STP-BPDUs.

Learning

The port is blocked, but it learns the MAC addresses of received data packets.
forwarding

The port forwards data packets.

disabled

The port is inactive. See the Basic Settings > Port dialog, Configuration tab.

manual Fwd
The Spanning Tree function is disabled on the port.
The port forwards STP-BPDUs.

notParticipate
The port is not participating in STP.

Specifies the current role of the port in the local instance.

Possible values:

root

Port with the cheapest path to the Root bridge.

alternate

Port with the alternative path to the Root bridge (currently interrupted).
designated

Port for the side of the tree averted from the Root bridge.

backup

Port which receives STP-BPDUs from its own device.

master
Port with the cheapest path to the CIST. The port is the CIST Root port of the CIST Regional
Root. The port is unique in an MST region.

disabled
The port is inactive. See the Basic Seftings > Port dialog, Configuration tab.

377



378

Specifies the path costs of the port in the local instance.

Possible values:

0..200000000 (2x 10%) (default setting: 0)
When the value is 0, the device automatically calculates the path costs depending on the data
rate of the port.

Specifies the priority of the port in the local instance.

Possible values:
0..240 in steps of 16 (default setting: 128)

Displays the Bridge Identifier of the device from which this port last received an STP-BPDU in the
local instance.

Displays the port ID of the device from which this port last received an STP-BPDU.

Possible values:
For ports with the designated role, the device displays the information for the STP-BPDU last
received by the port. This helps to diagnose the detected STP problems in the network.
For the alternate, backup, master, and root port roles, in the stationary condition (static
topology) this information is identical to the information of the designated port role.

If a port has no connection or if it did not receive any STP-BDPUs yet, then the device displays
the values that the port can send with the designated role.

Displays the path cost that the higher-level bridge has from its Root port to the Root bridge.

Possible values:
For ports with the designated role, the device displays the information for the STP-BPDU last
received by the port. This helps to diagnose the detected STP problems in the network.
For the alternate, backup, master, and root port roles, in the stationary condition (static
topology) this information is identical to the information of the designated port role.

If a port has no connection or if it did not receive any STP-BDPUs yet, then the device displays
the values that the port can send with the designated role.



5.9.4

Link Aggregation

The Link Aggregation function lets you aggregate multiple parallel links. The prerequisite is that the
links have the same speed and are full-duplex. The advantages compared to conventional
connections using a single line are higher availability and a higher transmission bandwidth.

The criteria for distributing the load to the parallel links are based on the Hashing option function.

The Link Aggregation Control Protocol (LACP) makes it possible to monitor the packet-based
continuous link status on the physical ports. LACP also helps ensure that the link partners meet the
aggregation prerequisites.

If the remote side does not support the Link Aggregation Control Protocol (LACP), then you can
use the Static link aggregation function. In this case, the device aggregates the links based on the
link, link speed and duplex setting.

The device lets you set a maximum of 16 Link Aggregation groups.

Configuration

Specifies which information the device uses to distribute the packets to the physical ports of the
LAG interface. The device sends packets containing the same distribution-relevant information
over the same physical port to keep the packet order.

This setting overwrites the value specified in the Hashing option column for the port.

Possible values:

sourceMacVlan

The device uses the Source MAC address, VLAN ID, EtherType fields of the packet, and the
physical ingress port.

destMacVlan

The device uses the Destination MAC address, VLAN ID, EtherType fields of the packet, and the
physical ingress port.

sourceDestMacVlan (default setting)

The device uses the Source MAC address, Destination MAC address, VLAN ID, EtherType fields
of the packet, and the physical ingress port.

sourceIPsourcePort

The device uses the Source IP address and Source TCP/UDP port fields of the packet.
destIPdestPort

The device uses the Destination IP address and Destination TCP/UDP port fields of the
packet.

sourceDestIPPort

The device uses the Source IP address, Destination IP address, Source TCP/UDP port, and
Destination TCP/UDP port fields of the packet.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

(== u])

+
Opens the Create window to add a table row for a LAG interface or to assign a physical port to a
LAG interface.

From the Trunk port drop-down list, you select the LAG interface number.

From the Port drop-down list, you select the number of a physical port to assign to the LAG
interface.

After you set up a LAG interface, the device adds the LAG interface to the table in the Basic
Settings > Port dialog, Statisticstab.

aD
X

Removes the selected table row.

Displays the LAG interface number.

Specifies the name of the LAG interface.

Possible values:
Alphanumeric ASCII character string with 1..15 characters

Displays the current operating state of the LAG interface and the physical ports.

Possible values:

up (lag/..row)
The LAG interface is operational.
The prerequisites are:
The Static link aggregation function is active on this LAG interface.
or
LACP is active on the physical ports assigned to the LAG interface, see the LACP active
column.
and
The key specified for the LAG interface in the LACP admin key column matches the keys
specified for the physical ports in the LACP port actor admin key column.
and
The number of operational physical ports assigned to the LAG interface is greater than or
equal to the value specified in the Active ports (min.) column.
up
The physical port is operational.



down (lag/..row)
The LAG interface is inoperable.

down

The physical port is disabled.

or

No cable connected or no active link.

Activates/deactivates the LAG interface.

Possible values:

marked (default setting)
The LAG interface is active.
Consider that the following protocols do not work properly on the physical ports when you
activate the LAG interface:
PTP

unmarked
The LAG interface is inactive.

Activates/deactivates the Spanning Tree function on this LAG interface. The prerequisite is that in
the Switching > L2-Redundancy > Spanning Tree > Global dialog the Spanning Tree function is enabled.

You can also activate/deactivate the Spanning Tree function on the LAG interfaces in the Switching >
L2-Redundancy > Spanning Tree > Port dialog.

Possible values:

marked (default setting)
The Spanning Tree function is active on this LAG interface.

unmarked
The Spanning Tree function is inactive on this LAG interface.

Activates/deactivates the Static link aggregation function on the LAG interface. The device
aggregates the assigned physical ports to the LAG interface, even if the remote site does not
support LACP.

Possible values:

marked

The Static link aggregation function is active on this LAG interface. The device aggregates an
assigned physical port to the LAG interface as soon as the physical port gets a link. The device
does not send LACPDUs and discards received LACPDUs.

unmarked (default setting)

The Static link aggregation function is inactive on this LAG interface. If the connection was
successfully negotiated using LACP, then the device aggregates an assigned physical port to
the LAG interface.
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Specifies which information the device uses to distribute the packets to the individual physical ports
of the LAG interface. This setting has priority over the value selected in the Configuration frame,
Hashing option drop-down list.

For further information on the values, see the description of the Hashing option drop-down list in the
Configuration frame.

Specifies the maximum allowed size of Ethernet packets on the LAG interface in bytes. Any present
VLAN tag is not taken into account.

This setting lets you increase the size of the Ethernet packets for specific applications.

Possible values:

1518..12288 (default setting: 1518)
With the value 1518, the LAG interface transmits the Ethernet packets up to the following size:
1518 bytes without VLAN tag
(1514 bytes + 4 bytes CRC)
1522 bytes with VLAN tag
(1518 bytes + 4 bytes CRC)

Displays the name of the tracking object made up of the values displayed in the Type and Track ID
columns.

Specifies the minimum number of physical ports to be active for the LAG interface to stay active. If
the number of active physical ports is lower than the specified value, then the device deactivates
the LAG interface.

If a redundancy function like Spanning Tree or MRP over LAG is active in the device, then you use
this function to force the device to switch automatically to the redundant line.

Possible values:

1..x (default setting: 1)
The maximum value depends on the number of physical ports assigned to the LAG interface.

Displays if the LAG interface is based on the Static link aggregation function or on LACP.

Possible values:
static
The LAG interface is based on the Static link aggregation function.
dynamic
The LAG interface is based on LACP.



Activates/deactivates the sending of SNMP traps when the device detects a change in the link up/
down status for this interface.

Possible values:

marked (default setting)

The sending of SNMP traps is active. The prerequisite is that in the Diagnostics > Status
Configuration > A