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Safety instructions

A WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all the data transmission
devices individually.

Before you start any machine which is controlled via data transmission, be sure to complete the
configuration of all data transmission devices.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.
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About this Manual

The “Configuration” user manual contains the information you need to start operating the device. It
takes you step by step from the first startup operation through to the basic settings for operation in
your environment.

The “Installation” user manual contains a device description, safety instructions, a description of the
display, and the other information that you need to install the device.

The “Graphical User Interface” reference manual contains detailed information on using the
graphical user interface to operate the individual functions of the device.

The “Command Line Interface” reference manual contains detailed information on using the
Command Line Interface to operate the individual functions of the device.

The Industrial HiVision Network Management software provides you with additional options for
smooth configuration and monitoring:

Auto-topology discovery

Browser interface

Client/server structure

Event handling

Event log

Simultaneous configuration of multiple devices

Graphical user interface with network layout

SNMP/OPC gateway
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The designations used in this manual have the following meanings:

List

Work step
Link Cross-reference with link
Note: A note emphasizes a significant fact or draws your attention to a dependency.
Courier Representation of a CLI command or field contents in the graphical user interface

. Execution in the Graphical User Interface

Execution in the Command Line Interface



Notes on the Graphical User Interface

The prerequisite to use the Graphical User Interface of the device is a web browser with HTML5
support.

The responsive Graphical User Interface automatically adapts to the size of your screen.
Consequently, you can see more details on a large, high-resolution screen than on a small screen.
For example, on a high-resolution screen, the buttons have a label next to the icon. On a screen
with a small width, the Graphical User Interface displays only the icon.

Note: On a conventional screen, you click to navigate. On a device with a touchscreen, on the other
hand, you tap. For simplicity, we only use "click" in our help texts.

The Graphical User Interface is divided as follows:
Banner
Menu pane
Dialog area

Banner

The banner displays the following information:

Displays and hides the menu. When the web browser window is too narrow, the Graphical User
Interface hides the menu pane. The banner displays the button instead.

Click the logo to open the website of the manufacturer of the device in a new window.

Displays the name of the dialog currently displayed in the dialog area.

")

Displays that the web browser cannot contact the device. The connection to the device is
interrupted.

Displays if the settings in the volatile memory (RAM) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (NvM). The banner displays the icon if you have
applied the settings, but not yet saved them in the non-volatile memory (NVM).

When you click the button, the online help opens in a new window.

11
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When you click the button, a tooltip displays the following information:
The summary of the Device status frame. See the Basic Settings > System dialog.
The summary of the Security status frame. See the Basic Settings > System dialog.

A red dot next to the icon means that at least one of the values is greater than 0.

When you click the button, a submenu opens with the following menu items:

User account name
The account name of the user that is currently logged in.

Logout button
When you click the button, this logs out the currently logged in user. Then the login dialog opens.



Menu pane

When the web browser window is too narrow, the Graphical User Interface hides the menu pane.

To display the menu pane, click the = button in the banner.

The menu pane is divided as follows:
Icons bar
Menu tree

Icons bar

The icons bar displays the following information:

Displays the version number of the currently running device software that the device loaded during
the last system startup.

Displays a text field to search for a keyword. When you enter a character or string, the menu tree
displays a menu item only for those dialogs that are related to this keyword.

The menu tree displays a menu item only for those dialogs in which at least one parameter differs

from the default setting (Diff to default). To display the complete menu tree again, click the Q
button.

Collapses the menu tree. The menu tree then displays only the menu items of the first level.

Expands the menu tree. The menu tree then displays every menu item on every level.

13
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Menu tree

The menu tree contains one item for each dialog in the Graphical User Interface. When you click a
menu item, the dialog area displays the corresponding dialog. You can change the view of the
menu tree by clicking the buttons in the icons bar at the top. Furthermore, you can change the view
of the menu tree by clicking the following buttons:

Expands the current menu item to display the menu items of the next lower level. The menu tree
displays the button next to each collapsed menu item that contains menu items on the next lower
level.

Collapses the menu item to hide the menu items of the lower levels. The menu tree displays the
button next to each expanded menu item.



Dialog area

The dialog area displays the dialog that you select in the menu tree, including its controls. Here,
you can monitor and change the settings of the device depending on your access role.

Below you find useful information on how to use the dialogs.
Control elements
Modification mark
Standard buttons
Saving the settings
Updating the display
Working with tables

Control elements

The dialogs contain different control elements. These control elements are read-only or editable,
depending on the parameter and your access role as a user.

The control elements have the following visual properties:

Input fields

An editable input field has a line at the bottom.

A read-only input field has no special visual properties.
Checkboxes

An editable checkbox has a bright color.

A read-only checkbox has a grey color.
Radio buttons

An editable radio button has a bright color.

A read-only radio button has a grey color.

Modification mark
When you modify a value, the corresponding field or table cell displays a red triangle in its top-left

corner. The red triangle indicates that you have not yet applied this modification. The modified
settings are not yet effective.

Standard buttons

Here you find the description of the standard buttons. The special dialog-specific buttons are
described in the corresponding dialog help text.

Applies the settings you modified to the device.

Information on how the device retains the modified settings even after a reboot you find in section
“Saving the settings” on page 16.

15
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Undoes the unsaved changes in the current dialog. Resets the values in the fields to the settings
applied to the device.

Saving the settings

When applying settings, the device temporarily stores the modified settings. To do this, perform the
following step:

Click the / button.

Note: Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function in the
Basic Settings > Load/Save dialog, before changing any settings. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, then the device loads the configuration profile saved in the non-volatile memory (NVM) after the
specified time. Afterwards, the device can be accessed again.

To keep the modified settings even after restarting the device, perform the following steps:
Open the Basic Settings > Load/Save dialog.
In the table, mark the checkbox far left in the table row of the desired configuration profile.

When the checkbox in the Selected column is unmarked, click the = button and then the
Select item.

Click the a button to save your current changes.

Updating the display

If a dialog remains open for a longer time, then the values in the device have possibly changed in
the meantime.

To update the display in the dialog, click the G button. Unsaved information in the dialog is
lost.

Working with tables

The dialogs display numerous settings in table form. You have the option of customizing the
appearance of the tables to fit your needs.

You can find useful information on how to use the tables in the following sections:
Filtering table rows
Sorting table rows
Selecting multiple table rows
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Filtering table rows

The filter lets you reduce the number of displayed table rows.

Displays a second table row in the table header containing a text field for every column. When you
enter a string in a field, the table displays only the table rows that contain this string in the
corresponding column.

Sorting table rows

You can change the order of the table rows. When you click the table header, an icon displays the
sorting status.

Displays that the table rows are sorted by a criterion other than the values in this column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Displays that the table rows are sorted in descending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in ascending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Displays that the table rows are sorted in ascending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column. You might be able to restore the initial sorting in the table only after logging out and logging
in again.

Selecting multiple table rows

You have the option of selecting multiple table rows at once and then apply an action to the selected
table rows.

To select individual table rows, mark the leftmost checkbox in the desired table row.

To select every table row, mark the leftmost checkbox in the table header.

17
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Once you have selected multiple table rows, you can apply an action to each of these table rows
at the same time, for example:

Entering or changing the values in one table column

Removing multiple table rows



1 Basic Settings

1.1

The menu contains the following dialogs:
System
Network
Software
Load/Save
External Memory
Port
Restart

System

This dialog displays information about the operating status of the device.

Device status

Displays the device status and the alarms that currently exist. When at least one alarm is present,
the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Device
Status dialog. If a monitored parameter differs from the desired status, then the device triggers an
alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Device Status dialog, the Status tab displays an overview of the
alarms.

Note: If you connect only one power supply unit to a device that supports 2 redundant power supply

units, then the device triggers an alarm. To avoid this alarm, deactivate the monitoring of the
missing power supply units in the Diagnostics > Status Configuration > Device Status dialog.

19
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Security status

Displays the security status and the alarms that currently exist. When at least one alarm is present,
the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration >
Security Status dialog. If a monitored parameter differs from the desired status, then the device
triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Security Status dialog, the Status tab displays an overview of the
alarms.

Signal contact status

The device can contain several signal contacts.

Displays the signal contact status and the alarms that currently exist. When at least one alarm is
present, the background color changes to red. Otherwise, the background color remains green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Signal
Contact > Signal Contact 1/Diagnostics > Status Configuration > Signal Contact > Signal Contact 2 dialog. If
a monitored parameter differs from the desired status, then the device triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered each alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Signal Contact > Signal Contact 1/Diagnostics > Status Configuration >
Signal Contact > Signal Contact 2 dialog, the Status tab displays an overview of the alarms.

System data

The fields in this frame display operating data and information on the location of the device.

Specifies the name by which the device is known in the network.

Possible values:

Alphanumeric ASCII character string with 0..255 characters
The device accepts the following characters:

0..9

a..z

A..Z

T#$%&" () *+,-./1;<=>2@[\\]"_" {}~
<device type name>-<MAC address> (default setting)



When generating an digital certificate, the application generating the certificate uses the specified
value as the domain name and common name.

The following functions use the specified value as a hostname or Fully Qualified Domain Name
(FQDN). For compatibility reasons, it is recommended to use only lowercase letters, as some

systems differentiate uppercase from lowercase in the FQDN. Verify that this name is unique in the
entire network.

Syslog

Specifies the current or planned location.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the contact person for this device.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Displays the product name of the device.

Displays the status of the power supply unit at the respective voltage supply connector.

Possible values:
present
defective
not installed
unknown

Displays the time that has elapsed since the device was last restarted.

Possible values:
Time in the format day(s), ...h ...m ...s

Displays the current temperature in the device in °C.

You activate the monitoring of the temperature threshold values in the Diagnostics > Status
Configuration > Device Status dialog.

21
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Specifies the upper temperature threshold value in °C.

Possible values:

-99..99 (integer)
If the temperature in the device exceeds the specified value, then the device displays an alarm.

Specifies the lower temperature threshold value in °C.

Possible values:

-99..99 (integer)
If the temperature in the device falls below the specified value, then the device displays an
alarm.

LED status

For further information about the device status LEDs, see the “Installation” user manual.

@
There is currently no device status alarm. The device status is OK.

@
There is currently at least one device status alarm. For details, see the Device status frame.

Device that supports 2 redundant power supply units: Only one supply voltage is active.

@
Device that supports one power supply unit: The supply voltage is active.

Device that supports 2 redundant power supply units: Both supply voltages are active.

No external memory is connected.



1.2

The external memory is connected but not ready for operation.

The external memory is connected and ready for operation.

Port status

This frame displays a simplified view of the device ports at the time of the last display update. You
identify the port status from the indicator.

In the initial view, the frame only displays ports with an active link. When you click the |_I|_E| button,
the frame displays every port.
The port speed is displayed next to the port number.
When you hover the mouse pointer over or tap the appropriate port icon, a tooltip displays
detailed port state information.

Port with an active link.

Port with an inactive link.

Port on which the device detected an unsupported SFP transceiver or an unsupported data rate.

Network

The menu contains the following dialogs:
Global
IPv4

23
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Global

This dialog lets you specify the VLAN and HiDiscovery settings required for the access to the device
management through the network.

Management interface

This frame lets you specify the VLAN in which the device management can be accessed.

Specifies the VLAN in which the device management is accessible through the network. The device
management is accessible through ports that are members of this VLAN.

Possible values:

1..4042 (default setting: 1)
The prerequisite is that in the Switching > VLAN > Configuration dialog the VLAN is already set up.
Assign a VLAN that is not assigned to any router interface.

When you click the +/ button after changing the value, the Information window opens. Select the
port, over which you connect to the device in the future. After clicking the Ok button, the new device
management VLAN settings are assigned to the port.
After that the port is a member of the VLAN and transmits the data packets without a VLAN tag
(untagged). See the Switching > VLAN > Configuration dialog.

The device assigns the port VLAN ID of the device management VLAN to the port. See the
Switching > VLAN > Port dialog.

After a short time the device is reachable over the new port in the new device management VLAN.

Displays the MAC address of the device. The device management is accessible through the
network using the MAC address.

HiDiscovery protocol v1/v2
This frame lets you specify settings for the access to the device using the HiDiscovery protocol.

On a PC, the HiDiscovery software displays the Hirschmann devices that can be accessed in the
network on which the HiDiscovery function is enabled. You can access these devices even if they
have invalid or no IP parameters assigned. The HiDiscovery software lets you assign or change the
IP parameters in the device.

Note: With the HiDiscovery software you access the device only through ports that are members
of the same VLAN as the device management. You specify which VLAN a certain port is assigned
to in the Switching > VLAN > Configuration dialog.



Enables/disables the HiDiscovery function in the device.

Possible values:

On (default setting)
The HiDiscovery function is enabled.
You can use the HiDiscovery software to access the device from your PC.

off

The HiDiscovery function is disabled.

Enables/disables the write access to the device using for the HiDiscovery function.

Possible values:

readWrite (default setting)
The HiDiscovery function has write access to the device. The device lets you change the IP
parameters in the device using the HiDiscovery function.

readOnly
The HiDiscovery function has read-only access to the device. The device lets you view the IP
parameters in the device using the HiDiscovery function.

Recommendation: Change the setting to the value readOnly only after putting the device into
operation.

25
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IPv4

This dialog allows you to specify the IPv4 settings required for the access to the device
management through the network.

IP parameter

This frame lets you assign the IP parameters manually. If you have selected the Local radio button
in the Management interface frame, IP address assignment option list, then these fields can be edited.

Specifies the IP address under which the device management can be accessed through the
network.

Possible values:
Valid IPv4 address

Verify that the IP subnet of the device management does not overlap with any subnet connected to
another interface of the device:

router interface
loopback interface



1.3

Specifies the netmask.

Possible values:
Valid IPv4 netmask

Specifies the IP address of a router through which the device accesses other devices outside of its
own network.

Possible values:
Valid IPv4 address

If the device does not use the specified gateway, then verify that another default gateway is
specified. The setting in the following dialog has precedence:

Routing > Routing Table dialog, Next hop IP address column, if the value in the Network address
column and in the Netmask column is ©0.0.0.0

Software

This dialog lets you update the device software and display information about the device software.
You also have the option to restore a backup of the device software that is saved in the device.

Note: Before you update the device software, follow the version-specific notes in the Readme text
file.

Version

Displays the version number and creation date of the device software stored in the flash memory.
The device loads the device software during the next system startup.

Displays the version number and creation date of the currently running device software that the
device loaded during the last system startup.

Displays the version number and creation date of the device software saved as a backup in the
flash memory. The device copied this device software into the backup memory during the last
software update or after you clicked the Restore button.
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The device swaps the device software images and accordingly the values displayed in the fields
Stored version and Backup version.

During the next system startup, the device loads the device software displayed in the Stored version
field.

Displays the version number and creation date of the boot code.

Software update

The device lets you update the device software at this place, if a suitable device software image is
available outside the device. If a suitable device software image is saved on the selected external
memory, use the table in the File system tab below.

Specifies the path and the file name of the device software image that you use to update the device
software.

The device gives you the following options for updating the device software:
Software update from the PC

|1| area from your PC or network drive. As an alternative, click

Drag and drop the file into the
in the area to select the file.
You can also use SFTP or SCP to transfer the file from your PC to the device. Perform the
following steps:

On your PC, open an SFTP or SCP client, for example WinSCP.

Use the SFTP or SCP client to open a connection to the device.

Transfer the file onto the device, into the directory /upload/firmware.

When the file transfer is complete, the device starts updating the device software. If the

update was successful, then the device generates an ok file in the directory /upload/

firmware and deletes the transferred file.

The device loads the device software during the next system startup.

Software update from an SCP or SFTP server

If the file is on an SCP or SFTP server, then specify the URL in one of the following forms:
scp:// or sftp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

Updates the device software.

To remain logged in to the device management during the software update, move the mouse
pointer occasionally. As an alternative, before you start the software update, specify a
sufficiently high value in the Device Security > Management Access > Web dialog, Web interface
session timeout [min] field.

The device transfers the previously used device software to the backup memory.

The device transfers the selected file to the flash memory, replacing the previously used device
software. During the next startup, the device boots with the device software that you have
transferred.



[File system]

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

LS

Updates the device software if a suitable device software image is saved on the external memory.
The prerequisite is that a table row is selected for which the File location column displays the value
usb.

To remain logged in to the device management during the software update, move the mouse
pointer occasionally. As an alternative, before you start the software update, specify a
sufficiently high value in the Device Security > Management Access > Web dialog, Web interface
session timeout [min] field.

The device transfers the previously used device software to the backup memory.

The device transfers the selected file to the flash memory, replacing the previously used device
software. During the next startup, the device boots with the device software that you have
transferred.

Displays the storage location of the device software.

Possible values:

ram
Volatile memory of the device

flash
Non-volatile memory (NVM) of the device

usb
External USB memory (ACA21/ACA22)

Displays the index of the device software.

The index number of the device software in the flash memory has the following meaning:

1
During the next system startup, the device loads this device software.

2
The device copied this device software into the backup area during the last software update.

Displays the device-internal file name of the device software.

Displays the version number and creation date of the device software.
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Load/Save

This dialog lets you save the device settings permanently in a configuration profile.

The device can hold several configuration profiles. When you activate an alternative configuration
profile, you change to other device settings. You have the option of exporting the configuration
profiles to your PC or to a server. You also have the option of importing the configuration profiles
from your PC or from a server to the device.

In the default setting, the device saves the configuration profiles unencrypted. If you enter a
password in the Configuration encryption frame, then the device saves both the current and the future
configuration profiles in an encrypted format.

Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function before
changing any settings. If the connection is lost, then the device loads the configuration profile saved
in the non-volatile memory (NVvM) after the specified time.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

aD
X

Removes the configuration profile selected in the table from the non-volatile memory (NVM) or from
the external memory.

If the configuration profile is designated as "Selected", then the device helps prevent you from
removing the configuration profile.

Saves the temporarily applied settings in the configuration profile designated as “Selected” in the
non-volatile memory (NVM).

When in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving
column is marked, then the device saves a copy of the configuration profile in the external memory.

Displays a context menu with further functions for the corresponding dialog.



Opens the Save as.. window to copy the configuration profile selected in the table and saves it with
a user-specified name in the non-volatile memory (NVM).

In the Profile name field, enter the name under which you want to save the configuration profile.

To save the configuration profile under a new name, click the =+ button.

To overwrite an existing configuration profile, select the corresponding item from the drop-
down list.

If in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving column
is marked, then the device designates the configuration profile of the same name in the external
memory as “Selected”.

Note: Before adding additional configuration profiles, decide for or against permanently activated
configuration encryption in the device. Save additional configuration profiles either unencrypted or
encrypted with the same password.

Loads the settings of the configuration profile selected in the table to the volatile memory (RAM).

The device terminates the connection to the Graphical User Interface. To access the device
management again, perform the following steps:

Reload the Graphical User Interface.

Log in again.
The device immediately uses the settings of the configuration profile on the fly.

Enable the Undo configuration modifications function before you activate another configuration profile.
If the connection is lost afterwards, then the device loads the last configuration profile designated
as “Selected” from the non-volatile memory (NvM). The device can then be accessed again.

If the configuration encryption is inactive, then the device loads an unencrypted configuration
profile. If the configuration encryption is active and the password matches the password stored in
the device, then the device loads an encrypted configuration profile.

When you activate an older configuration profile, the device takes over the settings of the functions
contained in this software version. The device sets the values of new functions to their default
value.

Designates the configuration profile selected in the table as “Selected”. In the Selected column, the
checkbox is then marked.

When applying the Undo configuration modifications function or during the system startup, the device
loads the settings of this configuration profile to the volatile memory (RAM).

If the configuration encryption in the device is disabled, then designate an unencrypted
configuration profile only as “Selected”.

If the configuration encryption in the device is enabled and the password of the configuration
profile matches the password saved in the device, then designate an encrypted configuration
profile only as “Selected”.

Otherwise, the device is unable to load and encrypt the settings in the configuration profile the next

time it restarts. For this case you specify in the Diagnostics > System > Selftest dialog if the device
starts with the default settings or terminates the restart and stops.
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Note: You only mark the configuration profiles saved in the non-volatile memory (NVM).

If in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving column
is marked, then the device designates the configuration profile of the same name in the external
memory as “Selected”.

Opens the Import... window to import a configuration profile.

The prerequisite is that you have exported the configuration profile using the Export... button or
using the link in the Profile name column.

From the Select source drop-down list, select from where the device imports the configuration
profile.
PC/URL
The device imports the configuration profile from the local PC or from a remote server.
External memory
The device imports the configuration profile from the external memory.

When PC/URL is selected above, in the Import profile from PC/URL frame you specify the
configuration profile file to be imported.
Import from the PC

If the file is on your PC or on a network drive, then drag and drop the file into the Ill area.
As an alternative, click in the area to select the file.

You can also use SFTP or SCP to transfer the file from your PC to the device. Perform the
following steps:

On your PC, open an SFTP or SCP client, for example WinSCP.

Use the SFTP or SCP client to open a connection to the device.

Transfer the file onto the device, into the directory /nv/cfg.

Import from an SCP or SFTP server

If the file is on an SCP or SFTP server, then specify the URL in one of the following forms:
scp:// or sftp://<IP address>/<path>/<file name>

Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.

scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

When External memory is selected above, in the Import profile from external memory frame you
specify the configuration profile file to be imported.
From the Profile name drop-down list, select the name of the configuration profile to be imported.

In the Destination frame you specify where the device saves the imported configuration profile.
In the Profile name field you specify the name under which the device saves the configuration
profile.
In the Storage field you specify the storage location for the configuration profile. The prerequisite
is that from the Select source drop-down list the PC/URL item is selected.
RAM
The device saves the configuration profile in the volatile memory (RAM) of the device. This
replaces the running-config, the device uses the settings of the imported configuration
profile immediately. The device terminates the connection to the Graphical User Interface.
Reload the Graphical User Interface. Log in again.
NVM
The device saves the configuration profile in the non-volatile memory (NVM) of the device.



When you import a configuration profile, the device takes over the settings as follows:

If the configuration profile was exported on the same device or on an identically equipped device
of the same type, then:
The device takes over the settings completely.

If the configuration profile was exported on an other device, then:

The device takes over the settings which it can interpret based on its hardware equipment and
software level.

The remaining settings the device takes over from its running-config configuration profile.

Regarding configuration profile encryption, also read the help text of the Configuration encryption
frame. The device imports a configuration profile under the following conditions:

The configuration encryption of the device is inactive. The configuration profile is unencrypted.

The configuration encryption of the device is active. The configuration profile is encrypted with
the same password that the device currently uses.

Exports the configuration profile selected in the table and saves it as an XML file on a remote
server.

To save the file on your PC, click the link in the Profile name column to select the storage location
and specify the file name.

The device gives you the following options for exporting a configuration profile:

Export to an SCP or SFTP server
To save the file on an SCP or SFTP server, specify the URL for the file in one of the following
forms:
scp:// or sftp://<IP address>/<path>/<file name>
Click the Ok button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

Resets the settings in the device to the default values.

The device deletes the saved configuration profiles from the volatile memory (RAM) and from the
non-volatile memory (NVM).

The device deletes the digital certificate used by the web server in the device.
The device deletes the RSA key (Host Key) used by the SSH server in the device.

When an external memory is connected, the device deletes the configuration profiles saved in
the external memory.

After a short time, the device reboots and then uses the default settings.

Deletes the current operating (running config) settings from the volatile memory (RAM).

Displays the storage location of the configuration profile.

Possible values:

RAM (volatile memory of the device)
In the volatile memory, the device stores the settings for the current operation.
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NVM  (non-volatile memory of the device)
When applying the Undo configuration modifications function or during the system startup, the
device loads the “Selected” configuration profile from the non-volatile memory.
The non-volatile memory provides space for multiple configuration profiles, depending on the
number of settings saved in the configuration profile. The device manages a maximum of
20 configuration profiles in the non-volatile memory.
You can load a configuration profile into the volatile memory (RAM). To do this, perform the
following steps:

Select the table row of the configuration profile.

Click the = button and then the Activate item.

ENVM  (external memory)

In the external memory, the device saves a backup copy of the “Selected” configuration profile.
The prerequisite is that in the Basic Settings > External Memory dialog the Backup config when saving
checkbox is marked.

Displays the name of the configuration profile.

Possible values:

running-config
Name of the configuration profile in the volatile memory (RAM).

config
Name of the factory setting configuration profile in the non-volatile memory (NVM).

User-defined name
The device lets you save a configuration profile with a user-specified name. To do this, select

the table row of an existing configuration profile in the table, click the == button and then the
Save as.. item.

To export the configuration profile as an XML file on your PC, click the link. Then you select the
storage location and specify the file name.

To save the file on a remote server, click the = button and then the Export... item.

Displays the Universal Time Coordinated (UTC) time a user last saved the configuration profile.

Displays if the configuration profile is designated as “Selected”.

The device lets you designate another configuration profile as “Selected”. To do this, select the

desired configuration profile in the table, click the == button and then the Activate item.



Possible values:

marked

The configuration profile is designated as “Selected”.
When applying the Undo configuration modifications function or during the system startup, the
device loads the configuration profile into the volatile memory (RAM).

When you click the a button, the device saves the temporarily applied settings in this
configuration profile.

unmarked
Another configuration profile is designated as “Selected”.

Displays if the configuration profile is encrypted.

Possible values:

marked
The configuration profile is encrypted.

unmarked
The configuration profile is unencrypted.

You activate/deactivate the encryption of the configuration profile in the Configuration encryption
frame.

Displays if the password of the encrypted configuration profile matches the password stored in the
device.

Possible values:

marked
The passwords match. The device is able to unencrypt the configuration profile.

unmarked
The passwords are different. The device is unable to unencrypt the configuration profile.

Note: The device applies script files additionally to the current settings. Verify that the script file
does not contain any parts that conflict with the current settings.

Displays the version number of the device software that the device ran while saving the
configuration profile.

Displays the checksum saved in the configuration profile.

When saving the settings, the device calculates the checksum and inserts it into the configuration
profile.

Displays if the checksum saved in the configuration profile is valid.

The device calculates the checksum of the configuration profile marked as “Selected” and
compares it with the checksum saved in this configuration profile.
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Possible values:

marked
The calculated and the saved checksum match.
The saved settings are consistent.
unmarked
For the configuration profile marked as “Selected” applies:
The calculated and the saved checksum are different.
The configuration profile contains modified settings.
Possible causes:
The file is damaged.
The file system in the external memory is inconsistent.
A user has exported the configuration profile and changed the XML file outside the device.
For the other configuration profiles the device has not calculated the checksum.

The device verifies the checksum correctly only if the configuration profile has been saved before
as follows:

on an identical device
with the same software version, which the device is running

Note: This function identifies changes to the settings in the configuration profile. The function does
not provide protection against operating the device with modified settings.

External memory

Displays the type of the external memory.

Possible values:

usb
External USB memory (ACA21/ACA22)

Displays the operating state of the external memory.

Possible values:

notPresent

No external memory is connected.

removed

Someone has removed the external memory from the device during operation.
ok

The external memory is connected and ready for operation.

outOfMemory
The memory space is occupied in the external memory.

genericErr
The device has detected an error.



Configuration encryption

Displays if the configuration encryption is active/inactive in the device.

Possible values:

marked

The configuration encryption is active.

If the configuration profile is encrypted and the password matches the password stored in the
device, then the device loads a configuration profile from the non-volatile memory (NVM).

unmarked

The configuration encryption is inactive.

If the configuration profile is unencrypted, then the device loads a configuration profile from the
non-volatile memory (NVM) only.

If in the Basic Settings > External Memory dialog, the Config priority column has the value first and the
configuration profile is unencrypted, then the Security status frame in the Basic Settings > System
dialog displays an alarm.

In the Diagnostics > Status Configuration > Security Status dialog, Global tab, Monitor column you specify
if the device monitors the Load unencrypted config from external memory parameter.

Opens the Set password window that helps you to enter the password needed for the configuration
profile encryption. Encrypting the configuration profiles makes unauthorized access more difficult.
To do this, perform the following steps:

When you are changing an existing password, enter the existing password in the Old password
field. To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

In the New password field, enter the password.
To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Mark the Save configuration afterwards checkbox to use encryption also for the “Selected”
configuration profile in the non-volatile memory (NVM) and in the external memory.

Note: If a maximum of one configuration profile is stored in the non-volatile memory (NVM) of the
device, then use this function only. Before adding additional configuration profiles, decide for or
against permanently activated configuration encryption in the device. Save additional configuration
profiles either unencrypted or encrypted with the same password.

If you are replacing a device with an encrypted configuration profile, for example due to an
inoperable device, then perform the following steps:

Restart the new device and assign the IP parameters.
Open the Basic Settings > Load/Save dialog on the new device.

Encrypt the configuration profile in the new device. See above. Enter the same password you
used in the inoperable device.
Install the external memory from the inoperable device in the new device.

Restart the new device.

During the next system startup, the device loads the configuration profile with the settings of the
inoperable device from the external memory. The device copies the settings into the volatile
memory (RAM) and into the non-volatile memory (NVM).
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Opens the Delete window which helps you to cancel the configuration encryption in the device. To
cancel the configuration encryption, perform the following steps:

In the Old password field, enter the existing password.
To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Mark the Save configuration afterwards checkbox to remove the encryption also for the “Selected”
configuration profile in the non-volatile memory (NvM) and in the external memory.

Note: If you keep additional encrypted configuration profiles in the memory, then the device helps
prevent you from activating or designating these configuration profiles as "Selected".

Undo configuration modifications

Enables/disables the Undo configuration modifications function. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, after a specified time period the device loads the “Selected” configuration profile from the non-
volatile memory (NVM). Afterwards, the device can be accessed again.

Possible values:

On

The function is enabled.
You specify the time period between the interruption of the connection and the loading of the
configuration profile in the Timeout [s] to recover after connection loss field.
When the non-volatile memory (VVM) contains multiple configuration profiles, the device loads
the configuration profile designated as “Selected”.

Off (default setting)

The function is disabled.

Disable the function again before you close the Graphical User Interface. You thus help prevent
the device from restoring the configuration profile designated as “Selected”.

Note: Before you enable the function, save the settings in the configuration profile. The device thus
maintains the current settings, that are only temporarily saved.

Specifies the time in seconds after which the device loads the “Selected” configuration profile from
the non-volatile memory (NvM) if the connection is lost.

Possible values:
30..600 (default setting: 600)

Specify a sufficiently large value. Take into account the time when you are viewing the dialogs of
the Graphical User Interface without changing or updating them.



Displays the IP address of the PC on which you have enabled the function.

Possible values:
IPv4 address (default setting: ©.0.0.0)

Information

Displays if the settings in the volatile memory (RAM) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (NVM).

Possible values:

marked
The settings match.

unmarked

The settings differ. Additionally, the Banner displays the icon a!.

Displays if the settings of the"Selected" configuration profile in the external memory (ACA) differ
from the settings of the "Selected" configuration profile in the non-volatile memory (NV).

Possible values:

marked
The settings match.

unmarked

The settings differ.

Possible causes:
No external memory is connected to the device.
In the Basic Settings > External Memory dialog, the Backup config when saving function is
disabled.
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External Memory

This dialog lets you activate functions that the device automatically executes in combination with
the external memory. The dialog also displays the operating state and identifying characteristics of
the external memory.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays the type of the external memory.

Possible values:

usb
External USB memory (ACA21/ACA22)

Displays the operating state of the external memory.

Possible values:

notPresent
No external memory is connected.

removed
Someone has removed the external memory from the device during operation.

ok
The external memory is connected and ready for operation.

outOfMemory
The memory space is occupied in the external memory.

genericErr
The device has detected an error.

Displays if the device has write access to the external memory.

Possible values:
marked
The device has write access to the external memory.

unmarked
The device has read-only access to the external memory. Possibly the write protection is
activated in the external memory.



Activates/deactivates the automatic device software update during the system startup.

Possible values:

marked (default setting)
The device updates the device software when the following files are located in the external
memory:

the device software image file

a text file startup.txt with the content autoUpdate=<software_image_file_name>.bin

unmarked
No automatic device software update during the system startup.

Specifies the memory from which the device loads the configuration profile upon reboot.

Possible values:

disable

The device loads the configuration profile from the non-volatile memory (NVM).

first

The device loads the configuration profile from the external memory.

When the device does not find a configuration profile in the external memory, it loads the
configuration profile from the non-volatile memory (NVM).

Note: When loading the configuration profile from the external memory (ENVM), the device
overwrites the settings of the “Selected” configuration profile in the non-volatile memory (NVM).

If the Config priority column has the value first and the configuration profile is unencrypted, then
the Security status frame in the Basic Settings > System dialog displays an alarm.

In the Diagnostics > Status Configuration > Security Status dialog, Global tab, Monitor column you specify
if the device monitors the Load unencrypted config from external memory parameter.

Activates/deactivates saving a copy of the configuration profile in the external memory.

Possible values:
marked (default setting)

Saving a copy is activated. When you click in the Basic Settings > Load/Save dialog the a
button, the device saves a copy of the configuration profile on the active external memory.

unmarked
Saving a copy is deactivated. The device does not save a copy of the configuration profile.

Displays the name of the memory manufacturer.

Displays the revision number specified by the memory manufacturer.
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Displays the version number specified by the memory manufacturer.

Displays the product name specified by the memory manufacturer.

Displays the serial number specified by the memory manufacturer.



1.6 Port

This dialog lets you specify settings for the individual ports. The dialog also displays the operating
mode, connection status, bit rate and duplex mode for every port.

The dialog contains the following tabs:
[Configuration]
[Statistics]

[Configuration]

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays the port number.

Name of the port.

Possible values:
Alphanumeric ASCII character string with 0..64 characters
The device accepts the following characters:
<space>
0..9
a..z
A..Z
T#$%&" () ¥+, - ./ 15<=>2@[\\]*_" {}~

Activates/deactivates the port.

Possible values:

marked (default setting)
The port is active.

unmarked
The port is inactive. The port does not send or receive any data.

43



Displays if the port is currently physically enabled or disabled.

Possible values:
marked
The port is physically enabled.

unmarked
The port is physically disabled.

Activates/deactivates the automatic selection of the operating mode for the port.

Possible values:

marked (default setting)

The automatic selection of the operating mode is active.

The port negotiates the operating mode independently using auto-negotiation and automatically
detects the assignment of the twisted-pair port connectors (auto cable crossing). This setting
has priority over the manual setting of the port.

Elapse several seconds until the port has set the operating mode.

unmarked

The automatic selection of the operating mode is inactive.

The port operates with the values you specify in the Manual configuration column and in the
Manual cable crossing column.

Grayed-out display

No automatic selection of the operating mode.

Specifies the operating mode of the ports when the Autoneg function is disabled.

Possible values:

16M HDX

Half-duplex connection
16M FDX

Full-duplex connection
100M HDX

Half-duplex connection
100M FDX

Full-duplex connection

1G FDX
Full-duplex connection

Note: The operating modes of the port actually available depend on the device hardware.

Displays the operating mode which the port currently uses.

Possible values:

No cable connected, no link.

16M HDX
Half-duplex connection
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10M FDX

Full-duplex connection
100M HDX

Half-duplex connection
100M FDX

Full-duplex connection
1G FDX

Full-duplex connection

Note: The operating modes of the port actually available depend on the device hardware.

Specifies the devices connected to a twisted-pair port.
The prerequisite is that the Aufoneg function is disabled.

Possible values:

mdi
The device interchanges the send- and receive-line pairs on the port.

mdix (default setting on twisted-pair ports)

The device helps prevent the interchange of the send- and receive-line pairs on the port.
auto-mdix

The device detects the send and receive line pairs of the connected device and automatically
adapts to them.

Example: When you connect an end device with a crossed cable, the device automatically
resets the port from mdix to md1i.

unsupported (default setting on optical ports or twisted-pair SFP ports)
The port does not support this function.

Activates/deactivates the flow control on the port.

Possible values:

marked (default setting)
The Flow control on the port is active.
The sending and evaluating of pause packets (full-duplex operation) or collisions (half-duplex
operation) is activated on the port.
To enable the flow control in the device, also activate the Flow control function in the
Switching > Global dialog.
Activate the flow control also on the port of the device that is connected to this port.
On an uplink port, activating the flow control can possibly cause undesired sending interruptions
in the higher-level network segment (“wandering backpressure”).

unmarked
The Flow control on the port is inactive.

If you are using a redundancy function, then you deactivate the flow control on the participating

ports. If the flow control and the redundancy function are active at the same time, it is possible that
the redundancy function operates differently than intended.

45



[Statistics]

46

Activates/deactivates the sending of SNMP traps when the device detects a change in the link up/
down status on the port.

Possible values:

marked (default setting)

The sending of SNMP traps is active. The prerequisite is that in the Diagnostics > Status
Configuration > Alarms (Traps) dialog the Alarms (Traps) function is enabled and at least one trap
destination is specified.

When the device detects a link up/down status change, the device sends an SNMP trap.

unmarked
The sending of SNMP traps is inactive.

Specifies if the port is physically enabled or disabled after you deactivated the port in the Port on
column.

Possible values:

marked
The device keeps the port physically enabled when the Port on checkbox is unmarked. A device
connected to this port continues to detect the link status as active.

unmarked (default setting)

The port is physically disabled. The physical status of the port is controlled only by the setting
in the Port on column.

Specifies how the port behaves when no cable is connected.

Possible values:

no-power-save (default setting)
The port remains activated.

auto-power-down
The port changes to the energy-saving mode.

unsupported
The port does not support this function and remains activated.

This tab displays the following overview per port:

Number of data packets/bytes received by the device
Received packets
Received octets
Received unicasts
Received multicasts
Received broadcasts
Number of data packets/bytes sent or forwarded by the device
Transmitted packets
Transmitted octets
Transmitted unicasts
Transmitted multicasts
Transmitted broadcasts



Number of errors detected by the device
Received fragments
Detected CRC errors
Detected collisions
Number of data packets per size category received by the device
Packets 64 bytes
Packets 65 to 127 bytes
Packets 128 to 255 bytes
Packets 256 to 511 bytes
Packets 512 to 1023 bytes
Packets 1024 to 1518 bytes
Number of data packets discarded by the device
Received discards
Transmitted discards

To sort the table by a specific criterion click the header of the corresponding column.

For example, to sort the table based on the number of received bytes in ascending order, click the
header of the Received octets column once. To sort in descending order, click the header again.
To reset the counter for the port statistics in the table to 0, perform the following steps:

In the Basic Settings > Port dialog, click the i button.
or
In the Basic Seftings > Restart dialog, click the Clear port statistics button.
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Restart

This dialog lets you restart the device, reset port counters and the MAC address table (forwarding
database), and delete log files.

Restart

Opens the Restart window to initiate a restart of the device.

If the configuration profile in the volatile memory (RAM) and the "Selected" configuration profile in the
non-volatile memory (NVM) differ, then the device displays the Warning window.

To permanently save the settings, click the Yes button in the Warning window.
To discard the changed settings, click the No button in the Warning window.

The device restarts and goes through the following phases:

The device starts the device software that the Stored version field displays in the Basic Seftings >
Software dialog.

The device loads the settings from the "Selected" configuration profile. See the Basic Settings >
Load/Save dialog.

Note: During the restart, the device does not transfer any data. During this time, the device cannot
be accessed by the Graphical User Interface or other management systems.

Buttons

Removes the MAC addresses from the forwarding table that have in the Switching > Filter for MAC
Addresses dialog the value Learned in the Status column.

Removes the dynamically set up addresses from the ARP table.

See the Diagnostics > System > ARP dialog.

Resets the counter for the port statistics to ©.

See the Basic Settings > Port dialog, Statistics tab.



Removes the logged events from the log file.

See the Diagnostics > Report > System Log dialog.

Removes the log files from the external memory.

See the Diagnostics > Report > Persistent Logging dialog.

Removes the information about open connections from the state table of the firewall. It is possible
that the device interrupts open communication connections.
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2 Time

21

[Global]

The menu contains the following dialogs:
Basic Settings
NTP

Basic Settings

After a restart, the device initializes its clock to January 1 2024, 01:00 UTC+1. Reset the time if you
disconnect the device from the power supply or restart it. As an alternative, you specify that the
device automatically obtains the correct time from an SNTP server or from a PTP clock.

In this dialog, you specify time-related settings independently of the time synchronization protocol
specified.

The dialog contains the following tabs:
[Global]
[Daylight saving time]

In this tab, you specify the system time and the time zone.

Configuration

Displays the date and time in Universal Time Coordinated (UTC) format.

The device takes over the time from your computer as the system time.

Displays the local date and time: System time = System time (UTC) + Local offset [min] + Daylight saving
time

Displays the time source from which the device obtains the time information.

The device automatically selects the available time source with the greatest accuracy.
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Possible values:

Local
System clock of the device.

ntp
The NTP client is enabled, and the device is synchronized by an NTP server. See the Time > NTP
dialog.

Specifies the difference in minutes between Universal Time Coordinated (UTC) and local time:
Local offset [min] = System time — System time (UTC)

Possible values:
-780..840 (default setting: 60)

[Daylight saving time]

52

In this tab, you enable/disable the Daylight saving time function. You specify the start and end of
summer time using a pre-defined profile. As an alternative, you specify these settings individually.
During the summer time, the device advances the local time by one hour.

Operation

Enables/disables the Daylight saving time mode.

Possible values:

On
The Daylight saving time mode is enabled.
The device automatically sets the clock forward to summer time and back again.

Off (default setting)
The Daylight saving time mode is disabled.

You specify the daylight saving time settings in the Summertime begin and Summertime end frames.

Opens the Profile... window to select a pre-defined profile for the start and end of summer time.
Selecting a profile overwrites the settings specified in the Summertime begin and Summertime end
frames.

Possible values:

EU
Daylight saving time settings as applicable in the European Union.

USA
Daylight saving time settings as applicable in the United States.



Summertime begin

In this frame, you specify the time at which the device sets the clock forward from standard time to
summer time. In the first 3 fields, you specify the day for the start of summer time. In the last field,

you specify the time.

Specifies the week in the current month.

Possible values:
- (default setting)
first
second
third
fourth
last

Specifies the day of the week.

Possible values:
- (default setting)
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Specifies the month.

Possible values:
- (default setting)
January
February
March
April
May
June
July
August
September
October
November
December
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Specifies the time at which the device sets the clock forward to summer time.

Possible values:
<HH:MM> (default setting: 00:00)

Summertime end

In this frame, you specify the time at which the device resets the clock from summer time to
standard time. In the first 3 fields, you specify the day for the end of summer time. In the last field,
you specify the time.

Specifies the week in the current month.

Possible values:
- (default setting)
first
second
third
fourth
Last

Specifies the day of the week.

Possible values:
- (default setting)
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Specifies the month.

Possible values:
- (default setting)
January
February
March
April
May



2.2

June

July
August
September
October
November
December

Specifies the time at which the device resets the clock to standard time.

Possible values:
<HH:MM> (default setting: 00:00)

NTP

The device lets you synchronize the system time in the device and in the network using the Network
Time Protocol (NTP).

The Network Time Protocol (NTP) is a procedure described in RFC 5905 for time synchronization
in the network.

On the basis of a reference time source, NTP defines hierarchy levels for time servers and clients.
A hierarchy level is known as a stratum. Devices of the 1st level (stratum 1) synchronize
themselves directly with the reference time source and make the time information available to
clients of the 2nd level (stratum 2). A GPS receiver or a radio-controlled clock can serve as the
reference time source.

The NTP client in the device evaluates the time information of several servers and adjusts its own
clock continuously to attain a high level of accuracy. If you also set up the device as an NTP server,
then the device distributes time information to the clients in the subordinate network segment.

The menu contains the following dialogs:

Global
Server
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Global

In this dialog, you determine if the device functions as an NTP client and server or only as an NTP
client.
As an NTP client, the device obtains the Universal Time Coordinated (UTC) from one or more
NTP servers in the network.
As an NTP server, the device distributes the Universal Time Coordinated (UTC) to NTP clients
in the subordinate network segment. The device obtains the Universal Time Coordinated (UTC)
from one or more NTP servers in the network, if these were previously specified.

Client only

The device transmits the time information without authentication in the VLAN of the device
management as well as in Layer 3 on the IP interfaces set up.

Enables/disables the NTP client in the device.

Possible values:

On
The NTP client is enabled.
The device obtains the time information from one or more NTP servers in the network.

Off (default setting)
The NTP client is disabled.

Note: Before you enable the client, disable the Server function in the Client and server frame.

Specifies from where the NTP client takes the time information.

Possible values:

unicast (default setting)
The NTP client takes the time information from unicast responses of the servers that are
indicated as active in the Time > NTP > Server dialog.

broadcast
The NTP client takes the time information from Broadcast messages.



Client and server

The device transmits the time information without authentication in the VLAN of the device
management as well as in Layer 3 on the IP interfaces set up.

Enables/disables the NTP client and the NTP server in the device.

Possible values:

On

The NTP client and the NTP server are enabled.

The NTP client obtains the time information from one or more NTP servers in the network. The
NTP server distributes the time information to the NTP clients in the subordinate network
segment.

Off (default setting)
The NTP client and the NTP server are disabled.

Note: If you enable the NTP client and the NTP server, then the device disables the function in the
Client field in the Client only frame.

Specifies in which mode the NTP server works.

Possible values:

client-server (default setting)
With this setting, the device obtains the time information from NTP servers in the network and
distributes it to NTP clients in the subordinate network segment.
The NTP client takes the time information from the unicast responses of the servers that are
indicated as active in the Time > NTP > Server dialog.
The NTP server distributes the time information through unicast to the requesting clients.

symmetric
With this setting you integrate the device in a cluster of redundant NTP servers. The device
synchronizes the time information with the other NTP servers in the cluster at intervals of
64 seconds.
In the Time > NTP > Server dialog, indicate the NTP servers participating in the cluster as
active.
Specify a uniform value for the stratum for the NTP servers participating in the cluster.

Specifies the hierarchical distance of the device to the referent time source.

Possible values:
1..16 (default setting: 12)

Example: Devices of the first level (stratum 1) synchronize themselves directly with the reference
time source and make the time information available to the clients of the second level (stratum 2).

The device evaluates this value under the following circumstances:

The NTP server in the device is working in symmetric mode.
or

The device is using the local system clock as the time source. See the Time source field in the
Time > Basic Settings dialog.
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Server

In this dialog, you specify the NTP servers.
The NTP client of the device obtains the time information from the unicast responses of the
servers specified here.
If the NTP server of the device is working in symmetric mode, then you specify the servers
participating in the cluster here.
The device lets you specify up to 4 NTP servers.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(= ==)
+

Adds a table row.

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. The device automatically assigns the
value when you add a table row.

When you delete a table row, this leaves a gap in the numbering. When you add a table row, the
device fills the first gap.

Activates/deactivates the connection to the NTP server.

Possible values:

marked

The connection to the NTP server is activated.
The NTP client of the device obtains the time information from the unicast responses of this
server.
If the NTP server of the device is working in symmetric mode, then this server participates in
a cluster.

unmarked
The connection to the NTP server is deactivated.



Specifies the IP address of the NTP server.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)

Activates/deactivates the Initial burst mode.

During operation, the NTP client of the device only sends single data packets to request the time
information. If the NTP server is unreachable (Status column = notResponding), then the NTP client
of the device sends several data packets at once (burst) to synchronize as soon as possible.

Possible values:

marked

The Initial burst mode is active.
The device sends only once several data packets (burst) when the NTP server is
unreachable.
Only use this setting if you use a private, non-public NTP server as reference time source.
You use this setting with care to speed up the initial synchronization.

unmarked (default setting)

The Initial burst mode is inactive.

Activates/deactivates the Burst mode.

During operation, the NTP client of the device only sends single data packets to request the time
information. In the Burst mode, the NTP client of the device sends several data packets at once
(burst) when the NTP server is reachable and ready for synchronization.

Possible values:
marked
The Burst mode is active.

For each polling interval, the device sends several data packets (burst) when the NTP server
is reachable.

Only use this setting if you use a private, non-public NTP server as reference time source.

You use this setting with care to improve precision when the connection to the NTP server
is unstable.

unmarked (default setting)
The Burst mode is inactive.

Marks the NTP server as preferred reference time source when multiple NTP servers are specified.

Without marking, the NTP client of the device uses standard algorithms to select the reference time
source.

Mark max. 1 sufficiently precise server as Preferred.
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Possible values:

marked
The device uses the NTP server as the preferred reference time source. You use this setting to
help prevent frequent connection changes between equal NTP servers.

unmarked (default setting)
No preferred NTP server.

Displays the synchronization status.

Possible values:

disabled
No server available.

protocolError

notSynchronized
The server is available. The server itself is not synchronized.

notResponding

The server is available. The device does not receive time information.
synchronizing

The server is available. The device receives time information.

synchronized
The server is available. The device has synchronized its clock with the server.

genericError
Device-internal error.



3 Device Security

3.1

The menu contains the following dialogs:
User Management
Authentication List
LDAP
Management Access
Pre-login Banner

User Management

If users log into the device management with valid login data, then the device lets them have access
to its device management.

In this dialog, you manage the users of the local user management. You also specify the following
settings here:

Settings for the login

Settings for saving the passwords

Specify policy for valid passwords

The methods that the device uses for the authentication you specify in the Device Security >
Authentication List dialog.

Configuration

This frame lets you specify settings for the login.

Specifies the number of possible consecutive unsuccessful login attempts when the user accesses
the device management using the Graphical User Interface or the Command Line Interface.

Note: When accessing the device management using the Command Line Interface through the
serial connection, the number of unsuccessful consecutive login attempts is unlimited.

Possible values:
0..5 (default setting: 0)

If the user makes one more consecutive unsuccessful login attempt, then the device locks access
for the user.

The device lets only users with the administrator authorization remove the lock.

The value @ deactivates the lock. The user has unlimited attempts to log into the device
management.
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The device accepts the password if it contains at least the number of characters specified here.

The device checks the password according to this setting, regardless of the setting for the Policy
check checkbox.

Possible values:
1..64 (default setting: 6)

Displays the time period before the device resets the counter in the Login attempts field.

Possible values:
0..60 (default setting: 0)

Password policy

This frame lets you specify the policy for valid passwords. The device checks every new password
and password change according to this policy.

The settings effect the Password column. The prerequisite is that the checkbox in the Policy check
column is marked.

The device accepts the password if it contains at least as many upper-case letters as specified
here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.

The device accepts the password if it contains at least as many lower-case letters as specified here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.

The device accepts the password if it contains at least as many numbers as specified here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.



The device accepts the password if it contains at least as many special characters as specified
here.

Possible values:
0..16 (default setting: 1)

The value 0 deactivates this setting.

Table

Every user requires an active user account to gain access to the device management. The table
lets you set up and manage user accounts. To change settings, click the desired parameter in the
table and modify the value.

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.
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Opens the Create window to add a table row.

In the User name field, you specify the name of the user account.
Possible values:
Alphanumeric ASCII character string with 1..32 characters

aD
X

Removes the selected table row.

Displays the name of the user account.

To add a user account, click the I:Iil:l button.

Activates/deactivates the user account.

Possible values:

marked
The user account is active. The device accepts the login of a user, to the device management,
with this user name.

unmarked (default setting)
The user account is inactive. The device rejects the login of a user, to the device management,
with this user name.

When one user account exists with the access role administrator, this user account is constantly
active.
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Displays ***** (asterisks) instead of the password with which the user logs into the device
management. To change the password, click the relevant field.

Possible values:

Alphanumeric ASCII character string with 6..64 characters
The device accepts the following characters:

d..Zz

A..Z

0..9

T#$%&" () *+,-./1;<=>2@[\]"_"{}~

The minimum length of the password is specified in the Configuration frame. The device
differentiates between upper and lower case.

If the checkbox in the Policy check column is marked, then the device checks the password
according to the policy specified in the Password policy frame.

The device constantly checks the minimum length of the password, even if the checkbox in the
Policy check column is unmarked.

Specifies the access role that regulates the access of the user to the individual functions of the
device.

Possible values:

unauthorized

The user is blocked, and the device rejects the user login to the device management.
Assign this value to temporarily lock the user account. If the device detects an error when
another access role is being assigned, then the device assigns this access role to the user
account.

guest (default setting)
The user is authorized to monitor the device.

auditor
The user is authorized to monitor the device and to save the log file in the Diagnostics > Report >
Audit Trail dialog.

operator
The user is authorized to monitor the device and to change the settings — with the exception of
security settings for device access.

administrator
The user is authorized to monitor the device and to change the settings.

The device assigns the Service Type transferred in the response of a RADIUS server as follows to
an access role:

Administrative-User: administrator
Login-User: operator
NAS-Prompt-User: guest



Unlocks the user account.

Possible values:

marked
The user account is locked. The user has no access to the device management.

If the user makes too many consecutive unsuccessful login attempts, then the device
automatically locks the user.

unmarked (grayed out) (default setting)
The user account is unlocked. The user has access to the device management.

Activates/deactivates the password check.

Possible values:

marked
The password check is activated.

When you set up or change the password, the device checks the password according to the
policy specified in the Password policy frame.

unmarked (default setting)
The password check is deactivated.

Specifies the authentication protocol that the device applies for user access using SNMPv3.

Possible values:

hmacmd5  (default setting)
For this user account, the device uses protocol HMACMDS5.

hmacsha
For this user account, the device uses protocol HMACSHA.

Specifies the encryption protocol that the device applies for user access using SNMPv3.

Possible values:

none
No encryption.

des (default setting)
DES encryption

aesCfb128
AES128 encryption
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Authentication List

In this dialog, you manage the authentication lists. In an authentication list you specify which
method the device uses for the authentication. You also have the option to assign pre-defined
applications to the authentication lists.

If users log in with valid login data, then the device lets them have access to its device
management. The device authenticates the users using the following methods:

User management of the device

LDAP

RADIUS

In the default setting the following authentication lists are available:
defaultLoginAuthList
defaultV24AuthList

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Note: If the table does not contain a list, then the access to the device management is only possible
using the Command Line Interface through the serial interface of the device. In this case, the device
authenticates the user by using the local user management. See the Device Security > User
Management dialog.

= ==)
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Opens the Create window to add a table row.

In the Name field, you specify the name of the list.
Possible values:
Alphanumeric ASCII character string with 1..32 characters

aD
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Removes the selected table row.

Opens the Allocate applications window. The window displays the applications that you can
designate to the selected list.

Click and select an item to designate it to the currently selected list.
An application that is already designated to a different list the device designates to the currently
selected list, after you click the Ok button.

Click and deselect an item to undo its designation to the currently selected list.
If you deselect the application WebInterface, then the connection to the device is lost, after you
click the Ok button.



Displays the name of the list.

To add a list, click the %8 button.

Specifies the authentication policy that the device uses for access using the application specified
in the Dedicated applications column.

The device gives you the option of a fall-back solution. For this, you specify another policy in each
of the policy fields. If the authentication with the specified policy is unsuccessful, then the device
can use the next policy, depending on the order of the values entered in each policy.

Possible values:

Llocal (default setting)

The device authenticates the users by using the local user management. See the Device
Security > User Management dialog.

You cannot assign this value to the authentication list defaultDot1x8021AuthList.

radius
The device authenticates the users with a RADIUS server in the network. You specify the
RADIUS server in the Network Security > RADIUS > Authentication Server dialog.

reject

The device accepts or rejects the user logging into the device management depending on which

policy you try first. The following list contains authentication scenarios:
If the first policy in the authentication listis Local and the device accepts the login credentials
of the user, then it logs the user into the device management without attempting the other
polices.
If the first policy in the authentication listis Local and the device denies the login credentials
of the user, then it attempts to log the user into the device management using the other
polices in the order specified.
If the first policy in the authentication list is radius or Ldap and the device rejects a login, then
the login is immediately rejected without attempting to log in the user using another policy.
If there is no response from the RADIUS or LDAP server, then the device attempts to
authenticate the user with the next policy.
If the first policy in the authentication list is reject, then the devices immediately rejects the
user login without attempting another policy.
Verify that the authentication list defaultV24AuthList contains at least one policy different
from reject.

Ldap

The device authenticates the users with authentication data and access role saved in a central
location. You specify the Active Directory server that the device uses in the Device Security >
LDAP > Configuration dialog.

Displays the dedicated applications. When users access the device with the relevant application,
the device uses the specified policies for the authentication.

To allocate another application to the list or remove the allocation, click the E button. The device
lets you assign each application to exactly one list.
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Activates/deactivates the list.

Possible values:

marked (default setting)
The list is activated. The device uses the policies in this list when users access the device with
the relevant application.

unmarked
The list is deactivated.

LDAP

The Lightweight Directory Access Protocol (LDAP) lets you authenticate and authorize the users at
a central point in the network. A widely used directory service accessible through LDAP is Active

Directory®.

The device forwards the login data of the user to the authentication server using the Lightweight
Directory Access Protocol (LDAP). The authentication server decides if the login data is valid and
transfers the authorizations of the user to the device.

Upon successful login, the device caches the login data. This speeds up the login process when
users log into the device management again. In this case, no complex LDAP search operation is
necessary.

The menu contains the following dialogs:
LDAP Configuration
LDAP Role Mapping



3.3.1

LDAP Configuration

This dialog lets you specify up to 4 authentication servers. An authentication server authenticates
and authorizes the users when the device forwards the login data to the server.

The device sends the login data to the first authentication server. When no response comes from
this server, the device contacts the next server in the table.

Operation

Enables/disables the LDAP client.

If in the Device Security > Authentication List dialog you specify the value 1dap in one of the columns
Policy 1to Policy 5, then the device uses the LDAP client. Prior to this, specify in the Device Security >
LDAP > Role Mapping dialog at least one mapping for this access role administrator. This provides
you access to the device as administrator after logging into the device management through LDAP.

Possible values:

On
The LDAP client is enabled.

Off (default setting)
The LDAP client is disabled.

Configuration

Removes the cached login data of the successfully logged in users.
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Specifies for how many minutes after successfully logging into the device management the login
data of a user remain valid. When a user logs in again within this time, no complex LDAP search
operation is necessary. The login process is much faster.

Possible values:
1..1440 (default setting: 10)

Specifies the user ID in the form of the “Distinguished Name” (DN) with which the device logs into
the LDAP server.

If the LDAP server requires a user ID in the form of the “Distinguished Name” (DN) for the login,
then this information is necessary. In Active Directory environments, this information is
unnecessary.

The device attempts to authenticate on the LDAP server with the user ID to find the “Distinguished
Name” (DN) for the users logging into the device management. The device conducts the search
according to the settings in the Base DN and User name attribute fields.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

Specifies the password which the device uses together with the user ID specified in the Bind user
field when logging into the LDAP server.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

Specifies the starting point for the search in the directory tree in the form of the “Distinguished
Name” (DN).

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the LDAP attribute which contains a biunique user name. Afterwards, the user uses the
user name contained in this attribute to log into the device management.

Often the LDAP attributes userPrincipalName, mail, sAMAccountName and uid contain a unique user
name.

The device adds the character string specified in the Default domain field to the user name under the
following condition:

The user name contained in the attribute does not contain the @ character.
In the Default domain field, a domain name is specified.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
(default setting: userPrincipalName)



Specifies the character string which the device adds to the user name of the users logging in if the
user name does not contain the @ character.

Possible values:
Alphanumeric ASCII character string with 0..64 characters

CA certificate

To establish a secure connection, the device requires to obtain a valid digital certificate to verify the
identity of the server. The prerequisite is that you have transferred the public certificate of the server
onto the device. Ask the server administrator for a digital certificate in X.509 format. For security
reasons, Hirschmann recommends using only digital certificates signed by a Certification Authority
(CA).

Specifies the path and file name of the digital certificate.

The device accepts digital certificates with the following properties:
X.509 format
.PEM file name extension
Base64-coded and enclosed by the lines

The device gives you the following options for transferring the file onto the device:
Import from the PC

Ill area.

When the file is located on your PC or on a network drive, drag and drop it onto the
As an alternative, click in the area to select the file.
You can also use SFTP or SCP to transfer the file from your PC to the device. Perform the
following steps:
On your PC, open an SFTP or SCP client, for example WinSCP.
Use the SFTP or SCP client to open a connection to the device.
Transfer the file onto the device, into the directory /upload/ldap-cert.
When the file transfer is complete, the device starts installing the digital certificate. If the
installation was successful, then the device generates an ok file in the directory /upload/

ldap-cert and deletes the transferred file.

Import from an SCP or SFTP server

When the file is on an SCP or SFTP server, specify the URL for the file in the following form:
scp:// or sftp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

Transfers the file specified in the URL field onto the device.

For the changes to take effect after transferring a digital certificate into the device, disable and re-
enable the LDAP function. See the Operation frame.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.
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Adds a table row.
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Removes the selected table row.

Displays the index number to which the table row relates. The device automatically assigns the
value when you add a table row.

Specifies the description.
You have the option to describe here the authentication server or note additional information.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the IP address or the DNS name of the server.

If in the Connection security column a value other than none is specified and the digital certificate
contains only DNS names of the server, then specify a DNS name.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)

DNS name in the format <domain>.<t1ld> or <host>.<domain>.<tld>

The prerequisite is that you also enable the Client function in the Advanced > DNS > Client > Global
dialog.

To establish an encrypted connection using a digital certificate, verify that the Common Name or
Subject Alternative Name information in the digital certificate that you have transferred
onto the device matches the value you specify here. Otherwise, the device will not be able to
verify the identity of the server.

ldap._tcp.<domain>.<tld>

l_Jsing this DNS name, the device queries the LDAP server list (SRV Resource Record) from the
DNS server.



Specifies the TCP Port on which the server expects the requests.

If you have specified the value _ldap. tcp.domain.tld in the Address column, then the device
ignores this value.

Possible values:

0..65535 (2'¢-1) (default setting: 389)
Exception: Port 2222 is reserved for internal functions.

Frequently used TCP-Ports:
LDAP: 389
LDAP over SSL: 636
Active Directory Global Catalogue: 3268
Active Directory Global Catalogue SSL: 3269

Specifies the protocol which encrypts the communication between the device and the
authentication server.

Possible values:

none

No encryption.

The device establishes an LDAP connection to the server and transmits the communication
including the passwords in clear text.

ssl

Encryption with SSL.

The device establishes a TLS connection to the server and tunnels the LDAP communication
over it.

startTLS (default setting)
Encryption with startTLS extension.
The device establishes an LDAP connection to the server and encrypts the communication.

The prerequisite for encrypted communication is that the device uses the correct time. If the digital
certificate contains only the DNS names, then you specify the DNS name of the server in the
Address column. Enable the Client function in the Advanced > DNS > Client > Global dialog.

If the digital certificate contains the IP address of the server in the Subject Alternative Name field,
then the device is able to verify the identity of the server without the DNS setting.

Displays the connection status and the authentication with the authentication server.

Possible values:
ok
The server is reachable.
If in the Connection security column a value other than none is specified, then the device has
verified the digital certificate of the server.
unreachable
Server is unreachable.
other
The device has not established a connection to the server yet.
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Activates/deactivates the use of the server.

Possible values:

marked
The device uses the server.

unmarked (default setting)
The device does not use the server.



3.3.2

LDAP Role Mapping

This dialog lets you set up to 64 mappings to assign an access role to users.

In the table you specify if the device assigns an access role to the user based on an attribute with
a specific value or based on the group membership.
The device searches for the attribute and the attribute value within the user object.
By evaluating the “Distinguished Name” (DN) contained in the member attributes, the device
checks group the membership.

When a user logs into the device management, the device searches for the following information
on the LDAP server:
In the related user project, the device searches for attributes specified in the mappings.
In the group objects of the groups specified in the mappings, the device searches for the
member attributes.

On this basis, the device checks any mapping.
Does the user object contain the required attribute?
or
Is the user member of the group?

If the device does not find a match, then the user does not get access to the device.
If the device finds more than one mapping that applies to a user, then the setting in the Matching

policy field decides. The user either obtains the access role with the more extensive authorizations
or the 1st access role in the table that applies.

Configuration

Specifies which access role the device applies if more than one mapping applies to a user.

Possible values:

highest (default setting)
The device applies the access role with more extensive authorizations.

first
The device applies the rule which has the lower value in the Index column to the user.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(== u)
+

Opens the Create window to add a table row.

In the Index field, you specify the index number.
Possible values:
1..64

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. You specify the index number when you

add a table row.

Specifies the access role that regulates the access of the user to the individual functions of the
device.

Possible values:

unauthorized
The user is blocked, and the device rejects the user login.

Assign this value to temporarily lock the user account. If an error is detected when another role

is being assigned, then the device assigns this access role to the user account.

guest (default setting)
The user is authorized to monitor the device.

auditor

The user is authorized to monitor the device and to save the log file in the Diagnostics > Report >

Audit Trail dialog.
operator

The user is authorized to monitor the device and to change the settings — with the exception of

security settings for device access.

administrator
The user is authorized to monitor the device and to change the settings.

Specifies if a group or an attribute with an attribute value is specified in the Parameter column.

Possible values:

attribute (default setting)

The Parameter column contains an attribute with an attribute value.

group

The Parameter column contains the “Distinguished Name” (DN) of a group.



3.4

Specifies a group or an attribute with an attribute value, depending on the setting in the Type
column.

Possible values:

Alphanumeric ASCII character string with 0..255 characters

The device differentiates between upper and lower case.
If in the Type column the value attribute is specified, then you specify the attribute in the
form of Attribute name=Attribute_value.
Example: 1=Germany
If in the Type column the value group is specified, then you specify the “Distinguished Name”
(DN) of a group.
Example: CN=admin-users,0U=Groups,DC=example,DC=com

Activates/deactivates the role mapping.

Possible values:

marked (default setting)
The role mapping is active.

unmarked
The role mapping is inactive.

Management Access

The menu contains the following dialogs:
Server
IP Access Restriction
Web
Command Line Interface
SNMPv1/v2 Community
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3.4.1

Server

This dialog lets you set up the server services which enable users or applications to access the
management of the device.

The dialog contains the following tabs:
[Information]
[SNMP]
[SSH]
[HTTP]
[HTTPS]

[Information]

78

This tab displays as an overview which server services are enabled.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays if the server service is active or inactive, which authorizes access to the device using
SNMP version 1. See the SNMP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using
SNMP version 2. See the SNMP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.



Displays if the server service is active or inactive, which authorizes access to the device using
SNMP version 3. See the SNMP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using
Secure Shell (SSH). See the SSH tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using the
Graphical User Interface through HTTP. See the HTTP tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

Displays if the server service is active or inactive, which authorizes access to the device using the
Graphical User Interface through HTTPS. See the HTTPS tab.

Possible values:

marked
Server service is active.

unmarked
Server service is inactive.

[SNMP]

This tab lets you specify settings for the SNMP agent of the device and to enable/disable access
to the device with different SNMP versions.

The SNMP agent enables access to the device management with SNMP-based applications.
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Configuration

Activates/deactivates the access to the device with SNMP version 1.

Possible values:

marked

SNMP version 1 access is active.
You specify the community names in the Device Security > Management Access > SNMPv1/v2
Community dialog.

unmarked (default setting)
SNMP version 1 access is inactive.

Activates/deactivates the access to the device with SNMP version 2.

Possible values:

marked

SNMP version 2 access is active.
You specify the community names in the Device Security > Management Access > SNMPv1/v2
Community dialog.

unmarked (default setting)
SNMP version 2 access is inactive.

Activates/deactivates the access to the device with SNMP version 3.

Possible values:

marked (default setting)
Access is activated.

unmarked
Access is deactivated.

Network management systems like Industrial HiVision use this protocol to communicate with the
device.

Specifies the number of the UDP port on which the SNMP agent receives requests from clients.

Possible values:

1..65535 (2'¢-1) (default setting: 161)
Exception: Port 2222 is reserved for internal functions.

To enable the SNMP agent to use the new port after a change, you proceed as follows:

Click the +/ button.

Select in the Basic Settings > Load/Save dialog the active configuration profile.

Click the a button to save the current settings.
Restart the device.



[SSH]

This tab lets you enable/disable the SSH server in the device and specify its settings required for
SSH. The server works with SSH version 2.

The SSH server enables access to the device management remotely through the Command Line
Interface. SSH connections are encrypted.

To access the device and the connected external memory using SFTP or SCP, you also need
access to the SSH server. With an SFTP or SCP client, for example WinSCP, you have the option
of transferring configuration files or an updated device software onto the device.

The SSH server identifies itself to the clients using its public RSA key. When first setting up the
connection, the client program displays the user the fingerprint of this key. The fingerprint contains
a Base64-coded character sequence that is easy to check. When you make this character
sequence available to the users through a reliable channel, they have the option to compare both
fingerprints. If the character sequences match, then the client is connected to the correct server.

The device lets you generate the private and public keys (host keys) required for RSA directly in
the device. As an alternative, transfer your own host key in PEM format onto the device.

As an alternative, the device lets you load the RSA key (host key) from an external memory during
the system startup. You activate this function in the Basic Settings > External Memory dialog, SSH key
auto upload column.

Operation

Enables/disables the SSH server.

Possible values:

On (default setting)

The SSH server is enabled.

The access to the device management is possible through the Command Line Interface using
an encrypted SSH connection.

You can start the server only if there is an RSA signature in the device.

Off

The SSH server is disabled.

When you disable the SSH server, the existing connections remain established. However, the
device helps prevent new connections from being set up.

Note: If you disable the SSH server, then the access to the Command Line Interface is only possible
through the serial interface of the device.
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Configuration

Specifies the number of the TCP port on which the device receives SSH requests from clients.

Possible values:

1..65535 (26-1) (default setting: 22)
Exception: Port 2222 is reserved for internal functions.

The server restarts automatically after the port is changed. Existing connections remain in place.

Displays how many SSH connections are currently established to the device.

Specifies the maximum number of SSH connections to the device that can be set up
simultaneously.

When you access the device using Command Line Interface, SFTP or SCP, each of these
applications establishes a separate SSH connection to the device.

Possible values:
1..5 (default setting: 5)

Specifies the timeout in minutes. After the user logged into the device management has been
inactive for this time, the device ends the connection.

A change in the value takes effect the next time a user logs into the device management.

Possible values:

0
Deactivates the function. The connection remains established in the case of inactivity.

1..160 (default setting: 5)

Signature

Displays if an RSA host key is present in the device.

Possible values:
marked
A key is present.
unmarked
No key is present.



Generates a host key in the device. The prerequisite is that the SSH server is disabled.

Length of the key generated:
2048 bit (RSA)

To get the SSH server to use the generated host key, restart the SSH server.

As an alternative, transfer your own host key in PEM format onto the device. See the Key import
frame.

Removes the host key from the device. The prerequisite is that the SSH server is disabled.

Displays if the device currently generates a host key.
It is possible that another user triggered this action.

Possible values:

rsa
The device currently generates an RSA host key.

none
The device does not generate a host key.

Fingerprint
The fingerprint is an easy to verify string that uniquely identifies the host key of the SSH server.

After importing a new host key, the device continues to display the existing fingerprint until you
restart the server.

Specifies which fingerprint the RSA fingerprint field displays.

Possible values:

md>5
The RSA fingerprint field displays the fingerprint as hexadecimal MD5 hash.

sha256 (default setting)
The device does not support this setting. The RSA fingerprint field retains the previous display.

Displays the fingerprint of the public host key of the SSH server.

When you change the settings in the Fingerprint type field, click afterwards the +/ button and then
the C button to update the display.
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Key import

Specifies the path and file name of your own RSA host key.

The device accepts the RSA key if it has the following key length:
2048 bit (RSA)

The device gives you the following options for transferring the file onto the device:
Import from the PC

When the file is located on your PC or on a network drive, drag and drop it onto the Ill area.
As an alternative, click in the area to select the file.
You can also use SFTP or SCP to transfer the file from your PC to the device. Perform the
following steps:
On your PC, open an SFTP or SCP client, for example WinSCP.
Use the SFTP or SCP client to open a connection to the device.
Transfer the file onto the device, into the directory /upload/ssh-key.
When the file transfer is complete, the device starts installing the key. If the installation was
successful, then the device generates an ok file in the directory /upload/ssh-key and deletes
the transferred file.

Import from an SCP or SFTP server

When the file is on an SCP or SFTP server, specify the URL for the file in the following form:
scp:// or sftp://<IP address>/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

Transfers the file specified in the URL field onto the device.

For the changes to take effect after transferring a digital certificate onto the device, disable and re-
enable the SSH server function. See the Operation frame.

This tab lets you enable/disable the Hypertext Transfer Protocol (HTTP) for the web server and
specify the settings required for HTTP.

The web server provides the Graphical User Interface through an unencrypted HTTP connection.
For security reasons, disable the Hypertext Transfer Protocol (HTTP) and use the Hypertext
Transfer Protocol Secure (HTTPS) instead.

The device supports up to 10 simultaneous connections using HTTP or HTTPS.

Note: If you change the settings in this tab and click the +/ button, then the device ends the

session and disconnects every opened connection. To continue working with the Graphical User
Interface, log in again.



[HTTPS]

Operation

Enables/disables the HTTP function for the web server.

Possible values:

On (default setting)

The HTTP function is enabled.

The access to the device management is possible through an unencrypted HTTP connection.
When the HTTPS function is also enabled, the device automatically redirects the request for a
HTTP connection to an encrypted HTTPS connection.

off
The HTTP function is disabled.

When the HTTPS function is enabled, the access to the device management is possible through
an encrypted HTTPS connection.

Note: If the HTTP and HTTPS functions are disabled, then you can enable the HTTP function using
the Command Line Interface command http server to get to the Graphical User Interface.

Configuration

Specifies the number of the TCP port on which the web server receives HTTP requests from clients.

Possible values:

1..65535 (2'¢-1) (default setting: 80)
Exception:; Port 2222 is reserved for internal functions.

This tab lets you enable/disable the Hypertext Transfer Protocol Secure(HTTPS) for the web server
and specify the settings required for HTTPS.

The web server provides the Graphical User Interface through an encrypted HTTP connection.

A digital certificate is required for the encryption of the HTTP connection. The device lets you
generate this digital certificate yourself or to transfer an existing digital certificate onto the device.

The device supports up to 10 simultaneous connections using HTTP or HTTPS.

Note: If you change the settings in this tab and click the +/ button, then the device ends the

session and disconnects every opened connection. To continue working with the Graphical User
Interface, log in again.
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Operation

Enables/disables the HTTPS function for the web server.

Possible values:

On (default setting)

The HTTPS function is enabled.

The access to the device management is possible through an encrypted HTTPS connection.
When there is no digital certificate present, the device generates a digital certificate before it
enables the HTTPS function.

Off

The HTTPS function is disabled.

When the HTTP function is enabled, the access to the device management is possible through
an unencrypted HTTP connection.

Note: If the HTTP and HTTPS functions are disabled, then you can enable the HTTPS function using
the Command Line Interface command https server to get to the Graphical User Interface.

Configuration

Specifies the number of the TCP port on which the web server receives HTTPS requests from
clients.

Possible values:

1..65535 (2'¢-1) (default setting: 443)
Exception:; Port 2222 is reserved for internal functions.

Certificate

If the device uses a digital certificate not signed by a Certification Authority (CA) known to the web
browser, then the web browser may display a warning message before loading the Graphical User
Interface.

To address the warning, you have the following possibilities:
Transfer a digital certificate onto the device whose Certification Authority (CA) is known to your
web browser. This may additionally require you to make the Certification Authority (CA) known
to your web browser or operating system.
As a workaround, you can also add an exception rule for the existing device certificate in your
web browser.



Displays if a digital certificate is present in the device.

Possible values:

marked
A digital certificate is present.

unmarked
The digital certificate has been removed.

Generates a digital certificate in the device.
Until restarting the web server uses the previous certificate.

To get the web server to use the newly generated digital certificate, restart the web server.
Restarting the web server is possible only through the Command Line Interface.

As an alternative, transfer your own digital certificate onto the device. See the Certificate import
frame.

Deletes the digital certificate.

Until restarting the web server uses the previous certificate.

Displays if the device currently generates or deletes a digital certificate.
It is possible that another user has triggered the action.

Possible values:

none
The device does currently not generate or delete a digital certificate.

delete
The device currently deletes a digital certificate.

generate
The device currently generates a digital certificate.

Fingerprint

The fingerprint is an easily verified hexadecimal number sequence that uniquely identifies the
digital certificate of the HTTPS server.

After importing a new digital certificate, the device displays the current fingerprint until you restart
the server.
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Specifies which fingerprint the Fingerprint field displays.

Possible values:

shal
The Fingerprint field displays the SHA1 fingerprint of the digital certificate.

sha256 (default setting)
The Fingerprint field displays the SHA256 fingerprint of the digital certificate.

Hexadecimal character sequence of the digital certificate used by the server.

When you change the settings in the Fingerprint type field, click afterwards the +/ button and then
the C button to update the display.

Certificate import

Specifies the path and file name of the digital certificate.

The device accepts digital certificates with the following properties:
X.509 format
.PEM file name extension
Base64-coded and enclosed by the lines

RSA key with 2048 bit length



The device gives you the following options for transferring the file onto the device:
Import from the PC

When the file is located on your PC or on a network drive, drag and drop it onto the Ill area.
As an alternative, click in the area to select the file.
You can also use SFTP or SCP to transfer the file from your PC to the device. Perform the
following steps:
On your PC, open an SFTP or SCP client, for example WinSCP.
Use the SFTP or SCP client to open a connection to the device.
Transfer the file onto the device, into the directory /upload/https-cert.
When the file transfer is complete, the device starts installing the certificate. If the installation
was successful, then the device generates an ok file in the directory /upload/https-cert and
deletes the transferred file.
Import from an SCP or SFTP server
When the file is on an SCP or SFTP server, specify the URL for the file in the following form:
scp:// or sftp://<IP address>[:port]/<path>/<file name>
Click the Start button to open the Credentials window. In this window, you enter the User name
and Password to log into the server.
scp:// or sftp://<user>:<password>@<IP address>[:port]/<path>/<file name>

Transfers the file specified in the URL field onto the device.

For the changes to take effect after transferring a digital certificate onto the device, disable and re-
enable the HTTPS server function. See the Operation frame.
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3.4.2 IP Access Restriction

This dialog lets you restrict access to the device management from a specific IP address range or
through a specific physical interface for selected applications.
If the function is disabled, then access to the device management is unrestricted. Everyone can
access the device management from any IP address or through any physical interface using any
application.
If the function is enabled, then access is restricted. Everyone can access the device
management only under the following conditions:
At least one rule is active.
and
You access the device with a permitted application from a permitted IP address range or
through a permitted physical interface specified in the rule.

Operation

Enables/disables the IP Access Restriction function.

Possible values:

On
The IP Access Restriction function is enabled.
The access to the device management is restricted.

Note: Before you enable the function, verify that the table contains at least one active rule that
grants you access to the device management. Otherwise, access to the device managementis only
possible using the Command Line Interface through the serial connection.

Off (default setting)
The IP Access Restriction function is disabled.

Table
You have the option of defining up to 16 table rows and activating them separately.

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

===)
+

Adds a table row.

aD
X

Removes the selected table row.
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Displays the index number to which the table row relates. The device automatically assigns the
value when you add a table row.

The priority of access to the device management is based on the index number.

When you delete a table row, this leaves a gap in the numbering. When you add a table row, the
device fills the first gap.

Possible values:
1..16

Specifies the physical interface through which users have access to the device management.
The prerequisite is that in the Address and Netmask columns, the value 0.0.0.0 is specified.

Possible values:

All (default setting)
Users can have restricted access to the device management through every interface based on
the IP address specified in the Address column.

<Port number>

Users can have restricted access to the device management only through the specified
interface.

The device supports the IP Access Restriction function only on physical interfaces, not on logical
interfaces.

Specifies the IP address of the network from which you allow the access to the device
management. You specify the network range in the Netmask column.

The prerequisite is that in the Inferface column the value All is specified.

Possible values:
Valid IPv4 address (default setting: ©.0.0.0)

Specifies the range of the network specified in the Address column.
The prerequisite is that in the Interface column the value All is specified.

Possible values:

Valid netmask (default setting: 0.0.0.0)
Example: To restrict access from a single |P address, specify the value as 255.255.255. 255.
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Activates/deactivates the HTTP access.

Possible values:

marked (default setting)
HTTP access is active. Access is possible from the adjacent IP address range or through the
adjacent physical interface.

unmarked
HTTP access is inactive.

Activates/deactivates the HTTPS access.

Possible values:

marked (default setting)
HTTPS access is active. Access is possible from the adjacent IP address range or through the
adjacent physical interface.

unmarked
HTTPS access is inactive.

Activates/deactivates the SNMP access.

Possible values:

marked (default setting)
SNMP access is active. Access is possible from the adjacent IP address range or through the
adjacent physical interface.

unmarked
SNMP access is inactive.

Activates/deactivates the SSH access.

Possible values:

marked (default setting)
SSH access is active. Access is possible from the adjacent IP address range or through the
adjacent physical interface.

unmarked
SSH access is inactive.

Activates/deactivates the table row.

Possible values:

marked
The table row is active. The device restricts the access to the device management from the
specified IP address range or through the specified interface for the selected applications.

unmarked (default setting for new table row)
The table row is inactive. The device does not restrict access to the device management from
the specified IP address range or through the specified interface for the selected applications.



3.4.3

Web

In this dialog, you specify settings for the Graphical User Interface.

Configuration

Specifies the timeout in minutes. After the device has been inactive for this time, it ends the session
for the user logged into the device management.

Possible values:
0..160 (default setting: 5)

The value 0 deactivates the function, and the user remains logged in when inactive.
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3.4.4

[Global]

94

Command Line Interface

In this dialog, you specify settings for the Command Line Interface. For further information about
the Command Line Interface, see the “Command Line Interface” reference manual.

The dialog contains the following tabs:
[Global]
[Login banner]

This tab lets you change the prompt in the Command Line Interface and specify the automatic
closing of sessions through the serial interface when they have been inactive.

The device has the following serial interfaces.
V.24 interface

Configuration

Specifies the character string that the device displays in the Command Line Interface at the start of
every command line.

Possible values:

Alphanumeric ASCII character string with 0..128 characters
(0x20. .0x7E) including space characters
Wildcards
%d date
%i IP address
%m MAC address
%p product name
%t time
Default setting:  (EAGLE)

Changes to this setting are immediately effective in the active Command Line Interface session.

Specifies the time in minutes after which the device automatically closes the session of an inactive
user logged into the device management with the Command Line Interface through the serial
interface.

Possible values:

0..160 (default setting: 5)
The value 0 deactivates the function, and the user remains logged into the device management
when inactive.



A change in the value takes effect the next time a user logs into the device management.

For the SSH server, you specify the timeout in the Device Security > Management Access > Server
dialog.

[Login banner]
In this tab you replace the start screen of the Command Line Interface with your own text.

In the default setting, the start screen displays information about the device, such as the software
version and the device settings. With the function in this tab, you deactivate this information and
replace it with an individually specified text.

To display your own text in the Command Line Interface and in the Graphical User Interface before
the login, you use the Device Security > Pre-login Banner dialog.

Operation

Enables/disables the Login banner function.

Possible values:

On

The Login banner function is enabled.

The device displays the text information specified in the Banner text field to the users that log into
the device management through the Command Line Interface.

Off (default setting)

The Login banner function is disabled.

The start screen displays information about the device. The text information in the Banner text
field is kept.

Banner text

Specifies the character string that the device displays in the Command Line Interface at the start of
every session.

Possible values:

Alphanumeric ASCII character string with 0..1024 characters
(0x20. .0x7E) including space characters

<Tab>
<Line break>
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3.4.5 SNMPv1/v2 Community

In this dialog, you specify the community name for SNMPv1/v2 applications.

Applications send requests using SNMPv1/v2 with a community name in the SNMP data packet
header. Depending on the community name (see Community column), the application gets read-
only authorization or read and write authorization.

You activate the access to the device using SNMPv1/v2 in the Device Security > Management
Access > Server dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays the authorization for SNMPv1/v2 access to the device.

Possible values:

Write
For requests with the community name entered, the application receives read and write
authorization.

Read
For requests with the community name entered, the application receives read-only
authorization.

Specifies the community name for the adjacent authorization.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
The device accepts the following characters:

<space>

0..9

a..z

A..Z

P$%&" () %+, - /1 5<=>2@\]"_" { ]}~
private (default setting for read and write authorization)
public (default setting for read-only authorization)
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3.5

Pre-login Banner

This dialog lets you display a greeting or information text to users before they log into the device
management.

The users see this text in the login dialog of the Graphical User Interface and of the Command Line
Interface. Users logging into the device management with SSH see the text - regardless of the client
used - before or during the login.

To display the text only in the Command Line Interface, use the settings in the Device Security >
Management Access > CL/ dialog.

Operation

Enables/disables the Pre-login Banner function.

Using the Pre-login Banner function, the device displays a greeting or information text in the login
dialog of the Graphical User Interface and of the Command Line Interface.

Possible values:

On
The Pre-login Banner function is enabled.
The device displays the text specified in the Banner text field in the login dialog.

Off (default setting)

The Pre-login Banner function is disabled.

The device does not display a text in the login dialog. When you enter a text in the Banner text
field, the device saves this text.

Banner text

Specifies information text that the device displays in the login dialog of the Graphical User Interface
and of the Command Line Interface.

Possible values:

Alphanumeric ASCII character string with 0..512 characters
(0x20. .0x7E) including space characters

<Tab>
<Line break>
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4 Network Security

4.1

The menu contains the following dialogs:
Network Security Overview
RADIUS
Asset
Protocol
Packet Filter
Deep Packet Inspection
DoS

Network Security Overview

This dialog displays an overview over the network security rules used in the device.

The top level displays:
The ports to which a network security rule is assigned
The VLANSs to which a network security rule is assigned

The subordinate levels display:

The set-up Packet filter L3 rules
See the Network Security > Packet Filter > Routed Firewall Mode dialog.

The set-up Packet filter L2 rules
See the Network Security > Packet Filter > Transparent Firewall Mode dialog.

The set-up Destination NAT rules
See the Routing > NAT > Destination NAT dialog.

The set-up Double NAT rules
See the Routing > NAT > Double NAT dialog.

The set-up Masquerading NAT rules
See the Routing > NAT > Masquerading NAT dialog.

The set-up 1:1 NAT rules
See the Routing > NAT > 1:1 NAT dialog.

Q

Displays a text field to search for a keyword. When you enter a character or string, the overview

displays only items related to this keyword.

dL
Tr

Collapses the levels. The overview then displays only the first level of the items.
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Expands the levels. The overview then displays every level of the items.

+

Expands the current item and displays the items of the next lower level.

Collapses the item and hides the items of the underlying levels.

RADIUS

With its factory settings, the device authenticates users based on the local user management.
However, as the size of a network increases, it becomes more difficult to keep the login data of the
users consistent across the devices.

RADIUS (Remote Authentication Dial-In User Service) lets you authenticate and authorize the
users at a central point in the network. A RADIUS server performs the following tasks here:
Authentication
The authentication server authenticates the users when the RADIUS client at the access point
forwards the login data of the users to the server.
Authorization
The authentication server authorizes logged in users for selected services by assigning various
parameters for the relevant end device to the RADIUS client at the access point.

If you assign the radius policy to an application in the Device Security > Authentication List dialog, then
the device operates in the role of the RADIUS client. The device forwards the login data of the users
to the primary authentication server. The authentication server decides if the login data is valid and
transfers the authorizations of the users to the device.

The device assigns the Service Type transferred in the response of a RADIUS server as follows to
an access role existing in the device:

Administrative-User: administrator

Login-User: operator

NAS-Prompt-User: guest

The menu contains the following dialogs:
RADIUS Global
RADIUS Authentication Server
RADIUS Authentication Statistics



4.2.1

RADIUS Global

This dialog lets you specify basic settings for RADIUS.

RADIUS configuration

Deletes the statistics in the Network Security > RADIUS > Authentication Statistics dialog.

Specifies how many times the device retransmits an unanswered request to the authentication
server before the device sends the request to an alternative authentication server.

Possible values:
1..15 (default setting: 4)

Specifies how many seconds the device waits for a response after a request to an authentication
server before it retransmits the request.

Possible values:
1..30 (default setting: 5)

Specifies the IP address that the device transfers to the authentication server as attribute 4. Specify
the IP address of the device or another available address.

Note: The device only includes the attribute 4 if the packet was triggered by the 802. 71X
authentication request of an end device (supplicant).

Possible values:

Valid IPv4 address (default setting: ©.0.0.0)
In many cases, there is a firewall between the device and the authentication server. In the Network
Address Translation (NAT) in the firewall changes the original IP address, and the authentication
server receives the translated IP address of the device.

The device transfers the IP address in this field unchanged across the Network Address Translation
(NAT).
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RADIUS Authentication Server

This dialog lets you specify up to 8 authentication servers. An authentication server authenticates
and authorizes the users when the device forwards the login data to the server.

The device sends the login data to the specified primary authentication server. When the server
does not respond, the device contacts the specified authentication server that is highest in the
table. When no response comes from this server either, the device contacts the next server in the
table.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

= ==)
+

Opens the Create window to add a table row.
In the Index field, you specify the index number.
In the Address field, you specify the IP address of the server.

aD
X

Removes the selected table row.

Displays the index number to which the table row relates. You specify the index number when you
add a table row.

Displays the name of the server. To change the value, click the relevant field.

Possible values:

Alphanumeric ASCII character string with 1..32 characters

(default setting: Default-RADIUS-Server)

You can specify the same name for several servers. When several servers have the same
name, the setting in the Primary server column applies.



Specifies the IP address of the server.

Possible values:
Valid IPv4 address

Specifies the number of the UDP port on which the server receives requests.

Possible values:

0..65535 (2'¢-1) (default setting: 1812)
Exception: Port 2222 is reserved for internal functions.

*kkkkk

Displays (asterisks) when you specify a password with which the device logs into the server.
To change the password, click the relevant field.

Possible values:
Alphanumeric ASCII character string with 1..16 characters

You get the password from the administrator of the authentication server.

Specifies the authentication server as primary or secondary.

Possible values:

marked

The server is specified as the primary authentication server. The device sends the login data for
authenticating the users to this authentication server.

This setting applies only if more than one server in the table has the same value in the Name
column.

unmarked (default setting)

The server is the secondary authentication server. When the device does not receive a
response from the primary authentication server, the device sends the login data to the
secondary authentication server.

Activates/deactivates the connection to the server.

The device uses the server, if you specify in the Device Security > Authentication List dialog the
value radius in one of the columns Policy 1 to Policy 5.

Possible values:

marked (default setting)
The connection is active. The device sends the login data for authenticating the users to this
server if the preconditions named above are fulfilled.

unmarked
The connection is inactive. The device does not send any login data to this server.
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RADIUS Authentication Statistics

This dialog displays information about the communication between the device and the
authentication server. The table displays the information for each server in a separate table row.

To delete the statistic, click in the Network Security > RADIUS > Global dialog the i button.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays the name of the server.

Displays the IP address of the server.

Displays the time interval in hundredths of a second between the last response received from the
server (Access Reply/Access Challenge) and the corresponding data packet sent (Access
Request).

Displays the number of access data packets that the device sent to the server. This value does not
take repetitions into account.

Displays the number of access data packets that the device retransmitted to the server.

Displays the number of access accept data packets that the device received from the server.

Displays the number of access reject data packets that the device received from the server.

Displays the number of access challenge data packets that the device received from the server.

Displays the number of malformed access response data packets that the device received from the
server (including data packets with an invalid length).



4.3

Displays the number of access response data packets with an invalid authenticator that the device
received from the server.

Displays the number of access request data packets that the device sent to the server to which it
has not yet received a response from the server.

Displays how many times no response to the server was received before the specified waiting time
elapsed.

Displays the number data packets with an unknown data type that the device received from the
server on the authentication port.

Displays the number of data packets that the device received from the server on the authentication
port and then discarded them.

Asset

This dialog lets you specify the settings for managing the assets. An asset can represent a physical
device, such as a PLC (Programmable Logic Controller), a computer or a network device. An asset
can also represent a virtual object, such as a multicast address range, or a multicast address.
Assets provide flexibility when setting up and maintaining firewall rules. The device lets you set up
to 100 assets.
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(== u)
+

Opens the Create window to add a table row.

In the Name field, you specify a unique name for the asset.
Possible values:

Alphanumeric ASCII character string with 1..32 characters, excluding the character any
When you click the Ok button, the device adds the table row. The device assigns the name
specified in the Name field to the table row.

aD
X

Removes the selected table row.

Displays the sequential number of the asset to which the table row relates. The device
automatically assigns the value when you add a table row.

Specifies a unique name for the asset.

Possible values:
Alphanumeric ASCII character string with 1..32 characters, excluding the character any

Specifies a description for the asset.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies the type of the asset.

Possible values:
computer (default setting)
controller
device
network
network-equipment
broadcast
multicast



Specifies the manufacturer of the asset.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies the model of the asset.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies a general location for the asset.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies a specific location for the asset.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies a tag for the identification of the user-defined asset.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies the IP address of the asset.

Possible values:
any (default setting)

The device accepts any IP address associated with the asset.

Valid IPv4 address
The device applies the specified IP address to the asset.

Valid IPv4 address and netmask in CIDR notation

The device applies the specified IP address in the specified subnet to the asset.

Example: 192.168.112.0/25

An exclamation mark (!) preceding the IP address reverses the expression into its opposite. The
device accepts any IP address or the subnet associated with the asset excluding the specified

IP address or the subnet.
Example: '1.1.1.10r 1192.168.112.0/25



Specifies the MAC address of the asset.

Possible values:

any (default setting)
The device accepts any MAC address associated with the asset.

Valid MAC address
The device applies the specified MAC address to the asset.
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Protocol

This dialog lets you specify basic settings for the user-defined protocol. The device lets you set up
to 50 user-defined protocols.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(= ==)
+

Opens the Create window to add a table row. In the Protocol name field, you specify a unique name
for the protocol.

Possible values:

Alphanumeric ASCII character string with 1..32 characters, excluding the following characters:
any
icmp
igmp
ipip
tcp
udp
esp
ah
icmpvée
When you click the Ok button, the device adds the table row. The device assigns the name
specified in the Protocol name field to the table row.

aD
X

Removes the selected table row.

Displays the sequential number of the protocol to which the table row relates. The device
automatically assigns the value when you add a table row.

Specifies a unique name for the protocol.

Possible values:

Alphanumeric ASCII character string with 1..32 characters, excluding the following characters:
any
icmp
igmp
ipip
tep
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udp
esp

ah
icmpve

Specifies a description for the protocol.

Possible values:
Alphanumeric ASCII character string with 0..128 characters

Specifies the protocol type for the user-defined protocol, which the device applies in the packet filter
rule.

Possible values:
any (default setting)
ethernet
icmp
tep
udp

Specifies the Ethertype keyword of the data packets, which the Layer 2 packet filter uses.

Possible values:
custom (default setting)
appletalk
arp
ibmsna
ipv4
ipvé
ipxold
mplsmcast
mplsucast
netbios
novell
pppoedisc
rarp
pppoesess
ipxnew
profinet
powerlink
ethercat
vlan8021q
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Specifies the Ethertype value of the data packets in a decimal notation, which the Layer 2 packet
filter uses. The prerequisite is that in the Ethertype column the value custom is specified.

Possible values:
1536..65535 (2'6-1) (default setting: 0)

Specifies the protocol number for the user-defined protocol which the IPv4 header uses. The
prerequisite is that in the Protocol type column a value other than ethernet is specified.

Possible values:
any (default setting)
0..255

Specifies the destination port that the device evaluates in the data packet. The prerequisite is that
in the Protocol type column the value TCP or UDP is specified.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the destination port.

1..65535 (2%6-1)
The device applies the rule only to data packets containing the specified destination port.
The field lets you specify the following options:
You specify a port with a single numerical value, for example 21.
You specify multiple individual ports with numerical values separated by commas, for
example 21,80, 110.
You specify a port range with numerical values connected by dashes, for example 2000-
3000.
You can also combine ports and port ranges, for example 21,2000-3000,65535.
The field lets you specify up to 15 numerical values. When you enter 21, 2000-3000, 65535,
for example, you use 4 of 15 numerical values.
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Packet Filter

In this menu, you specify the settings for the Packet Filter functions.

The menu contains the following dialogs:
Routed Firewall Mode
Transparent Firewall Mode

Routed Firewall Mode

In this menu, you specify the settings for the Routed Firewall Mode packet filter.

The Routed Firewall Mode packet filter contains rules which the device applies successively to the
data stream on its router interfaces. The Routed Firewall Mode packet filter evaluates the data stream
statefully and filters undesired data packets selectively. The device evaluates the status of the
connection, and also determines if the data packets belong to a specific connection (Stateful Packet
Inspection).

If a data packet matches the criteria of one or more rules, then the device applies the action
specified in the first applicable rule to the data stream. The device ignores the rules that follow the
first applicable rule.

If no rule matches, then the device applies the default rule. In the default setting, the default rule
has the value accept. The device lets you change the default rule in the Network Security > Packet
Filter > Routed Firewall Mode > Global dialog.

The device provides a multi-step approach to set up and apply the Packet Filter rules:
You add a rule.
You assign the rule to a router interface.
Up to this step, changes have no effect on the behavior of the device and the data stream.
You apply the rule to the data stream.



The data packets go through the filter functions of the device in the following sequence:

Operating System
Destination Address Source Address
Modification Ingress _ Routing/ Egress Modification
1:1 NAT > Packet (| Policy | Switchin »| Packet [» M ding NAT
Destination NAT Filter 9 Filter asquerading
Double NAT Double NAT
DoS
A
Y
Network 1 Network 2

Figure 1:  Processing sequence of the data packets in the device

The menu contains the following dialogs:
Global
Firewall Learning Mode
Packet Filter Rule
Packet Filter Assignment
Packet Filter Overview
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Global

In this dialog, you specify the global settings for the Routed Firewall Mode packet filter.

Configuration

L
Applies the rules saved in the device to the data stream.

In the process, the device also removes the state information from the packet filter. This includes
potential DCE RPC information of the OPC Enforcer function. In the process, the device interrupts
open communication connections.

Note: While the device is activating the saved rules, you cannot establish any new communication
connections.

Displays the maximum number of allowed firewall rules for data packets.

Specifies how the firewall processes data packets if no rule applies.

Possible values:

accept (default setting)
The device accepts the data packets.

drop
The device discards the data packets.

reject
The device discards the data packet and sends an ICMP Admin Prohibited message to the
sender.

Specifies how the firewall handles connection tracking on the basis of data packet checksum.

Possible values:

marked (default setting)
The device evaluates the checksum in the data packet. If the value is invalid, then the device
drops the data packet.

unmarked
The device ignores the checksum. The device forwards the data packet even if the value is
invalid.



Information

Displays if the Packet Filter rules applied to the data stream differ from the Packet Filter rules saved
in the device.

Possible values:

marked
At least one of the Packet Filter rules saved in the device contains modified settings. When you

click the 1 button, the device applies the Packet Filter rules to the data stream.

unmarked
The device applies the saved Packet Filter rules to the data stream.
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Firewall Learning Mode

This dialog lets you specify the connections which you allow to have access to the network.

The maximum number of rules that you can specify using the FLM function depends on the number
of rules already set up in the Network Security > Packet Filter > Routed Firewall Mode > Rule dialog. The
device lets you specify up to 2048 rules.

The FLM function only applies to packets that pass through the device matching the FORWARD
chain. The FLM function does not apply to the packets that the device receives on the INPUT chain
and to those that the device generates on the OUTPUT chain. During the learning phase the device
retains SSH, SNMP, and GUI access.

The FLM function requires you to set up and select at least 2 router interfaces in the device.
The maximum number of connections that the FLM function can learn is 65535.

Note: During the learning phase the network is temporarily exposed, because the FLM function sets
up rules to accept every data packet on the selected ports.

Note: If you enable the VRRP function on a router interface, then the FLM function is ineffective on
this router interface.

The dialog contains the following tabs:
[Configuration]
[Rules]

[Configuration]

116

The tab lets you enable the FLM function. The device monitors up to 4 interfaces to discover what
type of data packets the device forwards through the interfaces into the network.

Operation

Enables/disables the FLM function.

Possible values:
On
The FLM function is enabled.

Off (default setting)
The FLM function is disabled.



Information

>

Starts the learning phase. The device filters the data packets on the active interfaces.

Stops the learning phase.

Clears the memory. Learned data can be cleared only when the FLM function is stopped.

Displays the state of the running FLM application.

Possible values:

of f

The function is inactive.
stopped-data-notpresent

stopped-data-present
The device stopped the learning mode. Check the Rule tab for learned data.

Learning
The device is learning data.

pending
The device is busy processing learned data.

Displays the status of FLM application memory.

Displays the interfaces that the FLM function actively monitors. The maximum number of interfaces
that the device monitors is 4.

Displays a special status message.

Displays the number of Layer 3 entries in the connection table.

Displays the percentage of free memory available for learning data.
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This tab displays the type of data that is traversing the selected ports. You can add rules to manage
the data stream traversing the device. Using the data displayed in the Learned entries table you can
accept or reject data as required.

The tab is active after the device forwards one data packet and the FLM function is disabled again.

Learned entries table

(== u])
+

Opens the Create window to add a rule when the Learned entries table displays at least one table
row. The Packet filter rules table displays the added rule:

In the Description field, you specify a name for the rule.

In the Source address field, you specify the source address of the data packets.

In the Destination address field, you specify the destination address of the data packets.
From the Protocol drop-down list, you select the protocol type of the data packets.

In the Destination port field, you specify the destination port of the data packets.

In the Ingress interface field, you specify if the device applies the rule to data packets received or
sent on a router interface.

Displays the source address of the packets.

Displays the destination address of the packet.

Displays the IP protocol, based on RFC 791, for protocol filtering.

Displays the destination port of the packet.

Displays the interface that received the packet.

Displays the interface that sent the packet.

Displays the first time that the device has determined the packet.



Displays the number of connections that match the rules set in the table below.

Displays the number of connections that match the selections in the table below.

Packet filter rules table

aD
X

Removes the selected table row.

=74

Opens the Edit window to edit the parameters of the selected table row.

Displays the sequential number of the Packet Filter rule.

Specifies a name for the rule.

Possible values:
Alphanumeric ASCII character string with 0..32 characters

Specifies the source address of the data packets to which the device applies the rule.

Possible values:

any (default setting)
The device applies the Packet Filter rule to data packets with any source address.

Valid IPv4 address
The device applies the rule to data packets with the specified source address.

Valid IPv4 address and netmask in CIDR notation
The device applies the rule to data packets with the specified source address in the specified
subnet.

Specifies the destination address of the data packets to which the device applies the rule.

Possible values:

any (default setting)
The device applies the Packet Filter rule to data packets with any destination address.
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Valid IPv4 address

The device applies the rule to data packets with the specified destination address.
Valid IPv4 address and netmask in CIDR notation

The device applies the rule to data packets with the specified destination address in the
specified subnet.

Specifies the protocol type of the data packets to which the device applies the rule. The device
applies the rule only to data packets that contain the specified value in the Protocol field.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the protocol.

icm

Inteprnet Control Message Protocol (RFC 792)
igmp

Internet Group Management Protocol

ipip

IP in IP tunneling (RFC 2003)

tep

Transmission Control Protocol (RFC 793)
udp

User Datagram Protocol (RFC 768)

esp

IPsec Encapsulated Security Payload (RFC 2406)
ah

IPsec Authentication Header (RFC 2402)
icmpvée

Internet Control Message Protocol for IPv6

Specifies the destination port of the data packets to which the device applies the rule. The
prerequisite is that in the Protocol column the value TCP or UDP is specified.

Possible values:

any (default setting)
The device applies the Packet Filter rule to every data packet without evaluating the destination
port.

1..65535 (216-1)
The device applies the Packet Filter rule only to data packets containing the specified destination
port.
The field lets you specify the following options:
You specify a port with a single numerical value, for example 21.
You specify multiple individual ports with numerical values separated by commas, for
example 21,80,110.
You specify a port range with numerical values connected by dashes, for example 2000-
3000.
You can also combine ports and port ranges, for example 21,2000-3000,65535.
The field lets you specify up to 15 numerical values. When you enter 21, 2000-3000, 65535,
for example, you use 4 of 15 numerical values.



Specifies how the device handles received data packets when the device applies the rule.

Possible values:

accept (default setting)
The device accepts the data packets according to the ingress rules. Afterwards, the device
applies the egress rules before the port sends the data packets.

drop
The device discards the data packet without informing the sender.

reject
The device discards the data packet and informs the sender.

enforce-modbus
The device applies the rule specified in the DPI profile index column to the data packets.

enforce-opc
The device applies the rule specified in the DPI profile index column to the data packets.

enforce-dnp3
The device applies the rule specified in the DPI profile index column to the data packets.

enforce-iec104
The device applies the rule specified in the DPI profile index column to the data packets.

enforce-ethernetip
The device applies the rule specified in the DPI profile index column to the data packets.

Displays if the device applies the Packet Filter rule to data packets received or sent on a router
interface.

Possible values:

ingress
The device applies the Packet Filter rule to data packets received on the router interface.

egress
The device applies the Packet Filter rule to data packets sent on the router interface.

Activates/deactivates the rule.

Possible values:

marked
The rule is active.

unmarked (default setting)
The rule is inactive.
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Packet Filter Rule

This dialog lets you set up rules for the packet filter. You assign the rules specified here to the
desired router interface in the Network Security > Packet Filter > Routed Firewall Mode > Assignment
dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(= ==)
+

Adds a table row.

aD
X

Removes the selected table row.

Displays the sequential number of the Packet Filter rule. The device automatically assigns the value
when you add a table row.

Specifies a name for the rule.

Possible values:
Alphanumeric ASCII character string with 0..32 characters

Specifies the asset name or the source address of the data packets to which the device applies the
rule. Select an item from the drop-down list or specify the source address. You specify the asset
name in the Network Security > Asset dialog.

Possible values:

any (default setting)
The device applies the rule to data packets with any asset name or source address.

Valid IPv4 address
The device applies the rule to data packets with the specified source address.

Valid IPv4 address and netmask in CIDR notation

The device applies the rule to data packets with the specified source address in the specified
subnet.

Example: 192.168.112.0/25



An exclamation mark (!) preceding the IP address reverses the expression into its opposite. The
device applies the rule to data packets with any source address or subnet excluding the
specified source address or the subnet.

Example: 11.1.1.10r 1192.168.112.0/25

Name of the asset
Alphanumeric ASCII character string with 1..32 characters

Specifies the asset name or the destination address of the data packets to which the device applies
the rule. Select an item from the drop-down list or specify the destination address. You specify the
asset name in the Network Security > Asset dialog.

Possible values:

any (default setting)
The device applies the rule to data packets with any asset name or destination address.

Valid IPv4 address
The device applies the rule to data packets with the specified destination address.

Valid IPv4 address and netmask in CIDR notation

The device applies the rule to data packets with the specified destination address in the
specified subnet.

Example: 192.168.112.0/25

An exclamation mark (!) preceding the IP address reverses the expression into its opposite. The
device applies the rule to data packets with any destination address or subnet excluding the
specified destination address or the subnet.

Example: 11.1.1.10r 1192.168.112.0/25

Name of the asset
Alphanumeric ASCII character string with 1..32 characters

Specifies the IP protocol or Layer 4 protocol type of the data packets to which the device applies
the rule. The device applies the rule only to data packets that contain the specified value in the
Protocol field.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the protocol.

icm

Inteprnet Control Message Protocol (RFC 792)
igmp

Internet Group Management Protocol

ipip

IP in IP tunneling (RFC 2003)

tep

Transmission Control Protocol (RFC 793)
udp

User Datagram Protocol (RFC 768)

esp

IPsec Encapsulated Security Payload (RFC 2406)
ah

IPsec Authentication Header (RFC 2402)
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icmpve

Internet Control Message Protocol for IPv6 (RFC 4443)

<user-defined protocols>

The device also processes user-defined protocols. You specify user-defined protocols in the
Network Security > Protocol dialog.

Specifies the L4 source port of the data packets to which the device applies the rule. The
prerequisite is that in the Protocol column the value tcp or udp is specified.

Possible values:

any (default setting)
The device applies the Packet Filter rule to every data packet without evaluating the L4 source
port.

1..65535 (216-1)
The device applies the Packet Filter rule only to data packets containing the specified L4 source
port.
The field lets you specify the following options:
You specify a port with a single numerical value, for example 21.
You specify multiple individual ports with numerical values separated by commas, for
example 21,80, 110.
You specify a port range with numerical values connected by dashes, for example 2000-
3000.
You can also combine ports and port ranges, for example 21,2000-3000,65535.
The field lets you specify up to 15 numerical values. When you enter 21, 2000-3000, 65535,
for example, you use 4 of 15 numerical values.

Specifies the L4 destination port of the data packets to which the device applies the rule. The
prerequisite is that in the Protocol column the value tcp or udp is specified.

Possible values:

any (default setting)
The device applies the Packet Filter rule to every data packet without evaluating the L4
destination port.

1..65535 (216-1)
The device applies the Packet Filter rule only to data packets containing the specified L4
destination port.
The field lets you specify the following options:
You specify a port with a single numerical value, for example 21.
You specify multiple individual ports with numerical values separated by commas, for
example 21,80,110.
You specify a port range with numerical values connected by dashes, for example 2000-
3000.
You can also combine ports and port ranges, for example 21,2000-3000,65535.
The field lets you specify up to 15 numerical values. When you enter 21, 2000-3000, 65535,
for example, you use 4 of 15 numerical values.

Specifies additional parameters for this rule.

Enter parameters in the form <param>=<val>. If you enter multiple parameters, then separate them
using a comma. If you enter multiple values, then separate them using a vertical bar.
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Some parameters are valid when you use a specific protocol. Exception: the value mac is valid
independently of the protocol. You also have the option of entering a combination of valid rules and
protocol-specific rules.

Possible values:

none (default setting)
You have not specified any additional parameters for this rule.

mac=de:ad:de:ad:be:ef
This rule applies to packets with the source MAC address de:ad:de:ad:be:ef.

type=<0..255>
This rule applies to packets with a specific ICMP type. Enter exactly one value (for the meaning
of these values see RFC 792).

code=<0..255>
This rule applies to packets with a specific ICMP code. Enter exactly one value (for the meaning
of these values see RFC 792).

frags=<true | false>

When true, this rule applies to fragmented packets for which you set specific rules.
flags=<syn|ack|fin>

This rule applies to packets for which you set specific flags.

flags=syn

This rule applies to packets for which you set the syn flag.

flags=syn|ack|fin

This rule applies to packets for which you set the syn, ack, or fin flag.
mac=de:ad:de:ad:be:ef,state=new|rel,flags=syn

This rule applies to packets that come from the de:ad:de:ad:be:ef MAC address, are in a new
or relative connection, and for which you set the syn flag.

Specifies how the device processes received data packets when the device applies the rule.

Possible values:

accept (default setting)
The device accepts the data packets according to the ingress rules. Afterwards, the device
applies the egress rules before the port sends the data packets.

drop
The device discards the data packet without informing the sender.

reject
The device discards the data packet and informs the sender.

enforce-modbus

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source address, Destination address and Destination port columns a value
other than any is specified.

The value is only available in the software level IN/SU/UN. Refer to the Software level
characteristic value in the product code.

enforce-opc

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source address, Destination address and Destination port columns a value
other than any is specified.

The value is only available in the software level IN/UN. Refer to the Software level characteristic
value in the product code.
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enforce-dnp3

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source address, Destination address and Destination port columns a value
other than any is specified.

The value is only available in the software level SU/UN. Refer to the Software level
characteristic value in the product code.

enforce-iec104

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source address, Destination address and Destination port columns a value
other than any is specified.

The value is only available in the software level SU/UN. Refer to the Software level
characteristic value in the product code.

enforce-ethernetip

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source address, Destination address and Destination port columns a value
other than any is specified.

The value is only available in the software level IN/UN. Refer to the Software level characteristic
value in the product code.

Activates/deactivates the logging in the log file.

Possible values:

marked

Logging is active.

When the device applies the Packet Filter rule to a data packet, the device places an entry in the
log file. See the Diagnostics > Report > System Log dialog.

unmarked (default setting)
Logging is inactive.

Activates/deactivates the sending of SNMP traps when the device applies a Packet Filter rule to a
data packet.

Possible values:

marked

The sending of SNMP traps is active. The prerequisite is that in the Diagnostics > Status
Configuration > Alarms (Traps) dialog the Alarms (Traps) function is enabled and at least one trap
destination is specified.

If the device applies the Packet Filter rule to a data packet, then the device sends an SNMP trap.

unmarked (default setting)
The sending of SNMP traps is inactive.

Specifies which rule the device applies to the data packets.

The prerequisite is that in the Action column one of the following values is specified:
enforce-modbus
enforce-opc
enforce-dnp3
enforce-iec104
enforce-ethernetip
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Possible values:

0 (default setting)
The device does not apply any rule to the data packets.

1..32
The device applies the rule with the specified Index number to the data packets.

Activates/deactivates the rule.

To apply the settings to the data stream, perform the following steps:

Click the +/ button to save the current settings.

Open the Network Security > Packet Filter > Routed Firewall Mode > Global dialog, or the Network
Security > Packet Filter > Routed Firewall Mode > Assignment dialog.

Click the 4 button.

Possible values:

marked
The rule is active.

unmarked (default setting)
The rule is inactive.
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Packet Filter Assignment

This dialog lets you assign one or more Packet Filter rules to the router interfaces of the device. You
set up router interfaces in the Routing > Interfaces > Configuration dialog.

Information

Displays how many rules are active for the ports.

Displays if the Packet Filter rules applied to the data stream differ from the Packet Filter rules saved
in the device.

Possible values:
marked
At least one of the Packet Filter rules saved in the device contains modified settings. When you
click the 1 button, the device applies the Packet Filter rules to the data stream.

unmarked
The device applies the saved Packet Filter rules to the data stream.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(= =)
+

Opens the Create window to assign a rule to a router interface.
From the Rule index drop-down list, you select the rule that you assign to the router interface.

From the Direction drop-down list, you select if the device applies the rule to received or sent data
packets or to both.

From the Interface drop-down list, you select the router interface on which the device applies the
rule.



aD
X

Removes the selected table row.

1

Applies the rules saved in the device to the data stream.

In the process, the device also removes the state information from the packet filter. This includes
potential DCE RPC information of the OPC Enforcer function. In the process, the device interrupts
open communication connections.

Note: While the device is activating the saved rules, you cannot establish any new communication
connections.

Displays the name of the rule. You specify the description in the Network Security > Packet Filter >
Routed Firewall Mode > Rule dialog.

Displays the sequential number of the Packet Filter rule. You specify the rule index when you add a
table row.

Displays the router interface on which the device applies the rule. You specify the interface number
when you add a table row.

Displays if the device applies the Packet Filter rule to received or sent data packets or to both.

Possible values:

ingress
The device applies the Packet Filter rule to data packets received on the router interface.

egress
The device applies the Packet Filter rule to data packets sent on the router interface.

both
The device applies the Packet Filter rule to data packets sent and received on the router interface.

Specifies the priority of the Packet Filter rule.

Using the priority, you specify the sequence in which the device applies the rules to the data stream.
The device applies the rules in ascending order which starts with priority 0.
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Possible values:
0..4294967295 (232-1) (default setting: 1)

Activates/deactivates the rule.

To apply the settings to the data stream, perform the following steps:

Click the +/ button to save the current settings.

Open the Network Security > Packet Filter > Routed Firewall Mode > Global dialog, or the Network
Security > Packet Filter > Routed Firewall Mode > Assignment dialog.

Click the & button.

Possible values:

marked
The rule is active.

unmarked (default setting)
The rule is inactive.
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4.5.1.5

Packet Filter Overview

This dialog gives you an overview of the specified Packet Filter rules.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays the name of the rule. You specify the description in the Network Security > Packet Filter >
Routed Firewall Mode > Rule dialog.

Displays the sequential number of the Packet Filter rule.

Displays the router interface on which the device applies the rule.

Displays if the device applies the Packet Filter rule to received or sent data packets or to both.

Possible values:

ingress
The device applies the Packet Filter rule to data packets received on the router interface.

egress
The device applies the Packet Filter rule to data packets sent on the router interface.

both
The device applies the Packet Filter rule to data packets sent and received on the router interface.

Displays the priority of the Packet Filter rule. The device applies the rules in ascending order which
starts with priority 0.

Displays the asset name or the source address of the data packets to which the device applies the
rule.

Displays the source TCP or UDP port of the data packets to which the device applies the rule.
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Displays the asset name or the destination address of the data packets to which the device applies
the rule.

Displays the destination TCP or UDP port of the data packets to which the device applies the rule.

Displays the IP protocol to which the Packet Filter rule is restricted. The device applies the Packet
Filter rule only to data packets with the specified IP protocol.

Displays additional parameters for this rule.

Displays how the device processes received data packets when the device applies the rule.

Displays the profile index of the DPI enforcer function. You specify the profile index in the Network
Security > Packet Filter > Routed Firewall Mode > Rule dialog.

Displays if the device places an entry in the log file when the device applies the rule to a data
packet.

Displays if the device sends an SNMP trap when the device applies the rule to a data packet.

Transparent Firewall Mode

In this menu, you specify the settings for the Transparent Firewall Mode packet filter. The Transparent
Firewall Mode packet filter contains rules which the device applies successively to the data stream
on its non-routing ports or VLAN interfaces. The Transparent Firewall Mode packet filter evaluates
every data packet that passes through the firewall based on the connection status as mentioned
below:

For IPv4, evaluation is stateful.

For other Layer 2 and Layer 3 protocols, evaluation is stateless.



The device filters the undesired data packets selectively while the connection is unknown.
If a data packet matches the criteria of one or more rules, then the device applies the action
specified in the first applicable rule to the data stream. The device ignores the rules that follow

the first applicable rule.

If no rule matches, then the device applies the default rule. In the default setting, the default rule
has the value accept. The device lets you change the default rule in the Network Security > Packet

Filter > Transparent Firewall Mode > Global dialog.

The device provides a multi-step approach to set up and apply the Packet Filter rules:

You add a rule.

You assign the rule to a non-routing port or VLAN.

Up to this step, changes have no effect on the behavior of the device and the data stream.

You apply the rule to the data stream.

The device processes data packets in the following sequence:

Operating System

Destination Address

Source Address

Modification Ingress Routing/ Egress Modification

1:1 NAT | Packet > Policy Switchin Packet | » _

Destination NAT Filter 9 Filter Masquerading NAT
Double NAT Double NAT
DoS
\
Y
Network 1 Network 2

Figure 2:  Processing sequence of the data packets in the device

The menu contains the following dialogs:
Packet Filter Global
Packet Filter Rule
Packet Filter Assignment
Packet Filter Overview
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Packet Filter Global

In this dialog, you specify the global settings for the Transparent Firewall Mode packet filter.

Configuration

L
Applies the rules saved in the device to the data stream.

Note: While the device is activating the saved rules, you cannot establish any new communication
connections.

Displays the maximum number of allowed firewall rules for data packets.

Specifies how the firewall processes data packets if no rule applies.

Possible values:

accept (default setting)
The device accepts the data packets.

drop

The device discards the data packets.

In further progress, note when you assign any rule to a port or VLAN interface: The device
accepts ARP packets implicitly, regardless of the data packet type.

Specifies if the firewall evaluates the Frame Check Sequence of data packets.

Possible values:
marked (default setting)
The device evaluates the Frame Check Sequence in the data packet. If the value is invalid, then
the device drops the data packet.
unmarked
The device ignores the Frame Check Sequence. The device forwards the data packet even if
the value is invalid.



Information

Displays if the Packet Filter rules applied to the data stream differ from the Packet Filter rules saved
in the device.

Possible values:

marked
At least one of the Packet Filter rules saved in the device contains modified settings. When you

click the 1 button, the device applies the Packet Filter rules to the data stream.

unmarked
The device applies the saved Packet Filter rules to the data stream.
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This dialog lets you set up rules for the packet filter. You assign the rules specified here to the
desired non-routing ports or VLANS in the Network Security > Packet Filter > Transparent Firewall
Mode > Assignment dialog.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(= ==)
+

Adds a table row.

aD
X

Removes the selected table row.

Displays the sequential number of the Packet Filter rule. The device automatically assigns the value
when you add a table row.

Specifies a name for the rule.

Possible values:
Alphanumeric ASCII character string with 0..32 characters

Specifies how the device processes received data packets when the device applies the rule.

Possible values:

accept (default setting)
The device accepts the data packets according to the ingress rules. Afterwards, the device
applies the egress rules before the port sends the data packets.

drop
The device discards the data packet without informing the sender.

enforce-modbus

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source IP address, Destination IP address and Destination port columns a
value other than any is specified.

The value is only available in the software level IN/SU/UN. Refer to the Software level
characteristic value in the product code.



enforce-opc

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source IP address, Destination IP address and Destination port columns a
value other than any is specified.

The value is only available in the software level IN/UN. Refer to the Software level characteristic
value in the product code.

enforce-iec104

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source IP address, Destination IP address and Destination port columns a
value other than any is specified.

The value is only available in the software level SU/UN. Refer to the Software level
characteristic value in the product code.

enforce-dnp3

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source IP address, Destination IP address and Destination port columns a
value other than any is specified.

The value is only available in the software level SU/UN. Refer to the Software level
characteristic value in the product code.

enforce-ethernetip

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source IP address, Destination IP address and Destination port columns a
value other than any is specified.

The value is only available in the software level IN/UN. Refer to the Software level characteristic
value in the product code.

enforce-amp

The device applies the rule specified in the DPI profile index column to the data packets. The
prerequisite is that in the Source IP address, Destination IP address and Destination port columns a
value other than any is specified.

The value is only available in the software level IN/UN. Refer to the Software level characteristic
value in the product code.

Specifies the asset name or the source address of the MAC data packets to which the device
applies the rule. Select an item from the drop-down list or specify the source address. You specify
the asset name in the Network Security > Asset dialog.

Possible values:

any (default setting)
The device applies the rule to MAC data packets with any asset name or source address.

Valid MAC address
The device applies the rule to MAC data packets with the specified source address.
Example: 00:11:22:33:44:55

Name of the asset
Alphanumeric ASCII character string with 1..32 characters

Specifies the asset name or the destination address of the MAC data packets to which the device
applies the rule. Select an item from the drop-down list or specify the destination address. You
specify the asset name in the Network Security > Asset dialog.

Possible values:

any (default setting)
The device applies the rule to MAC data packets with any asset name or destination address.
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Valid MAC address
The device applies the rule to MAC data packets with the specified destination address.
Example: 00:11:22:33:44:55

Name of the asset
Alphanumeric ASCII character string with 1..32 characters

Specifies the Ethertype keyword of the MAC data packets to which the device applies the rule.

Possible values:

custom (default setting)
The device applies the value specified in the Ethertype custom value column.

appletalk
arp
ibmsna
ipv4

ipv6
ipxold
mplsmcast
mplsucast
netbios
novell
pppoedisc
rarp
pppoesess
ipxnew
profinet
powerlink
ethercat
vlan8021q

Specifies the Ethertype value of the MAC data packets to which the device applies the rule. The
prerequisite is that in the Ethertype column the value custom is specified.

Possible values:

0 (default setting)

The device applies the rule to every MAC data packet without evaluating the Ethertype value.
1..5ff

The device applies the rule to Logical Link Control (LLC) data packets whose length field
contains the specified the value. These values are available only for port-based rules.

600. .ffff

The device applies the rule only to MAC data packets that contain the Ethertype value specified
here.
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Specifies the VLAN ID of the data packets to which the device applies the rule. The prerequisite is
that in the Ethertype column the value vlan8621q is specified.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the VLAN ID.

1..4042
The device applies the rule only to data packets containing the specified VLAN ID.

Specifies the asset name or the source address of the IP data packets to which the device applies
the rule. Select an item from the drop-down list or specify the source address. You specify the asset
name in the Network Security > Asset dialog.

Prerequisites:
In the Ethertype column, the value ipv4 is specified.
In the Action column, a value other than enforce-goose is specified.

Possible values:

any (default setting)

The device applies the rule to IP data packets with any asset name or source address.

Valid IPv4 address and netmask in CIDR notation

The device applies the rule to data packets with the specified source address in the specified
subnet.

Example: 192.168.112.0/25

An exclamation mark (!) preceding the IP address reverses the expression into its opposite. The
device applies the rule to data packets with any source address or subnet excluding the
specified source address or the subnet.

Example: '1.1.1.10r 1192.168.112.0/25

Name of the asset
Alphanumeric ASCII character string with 1..32 characters

Specifies the asset name or the destination address of the IP data packets to which the device
applies the rule. Select an item from the drop-down list or specify the destination address. You
specify the asset name in the Network Security > Asset dialog.

Prerequisites:
In the Ethertype column, the value ipv4 is specified.
In the Action column, a value other than enforce-goose is specified.

Possible values:
any (default setting)
The device applies the rule to IP data packets with any asset name or destination address.

Valid IPv4 address and netmask in CIDR notation

The device applies the rule to data packets with the specified destination address in the
specified subnet.

Example: 192.168.112.0/25
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An exclamation mark (!) preceding the IP address reverses the expression into its opposite. The
device applies the rule to data packets with any destination address or subnet excluding the
specified destination address or the subnet.

Example: 11.1.1.10r 1192.168.112.0/25

Name of the asset
Alphanumeric ASCII character string with 1..32 characters

Specifies the IP protocol or Layer 4 protocol type of the data packets to which the device applies
the rule. The device applies the rule only to data packets that contain the specified value in the
Protocol field.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the protocol.

icm

Inteprnet Control Message Protocol (RFC 792)
igmp

Internet Group Management Protocol

ipip

IP in IP tunneling (RFC 2003)

tep

Transmission Control Protocol (RFC 793)
udp

User Datagram Protocol (RFC 768)

esp

IPsec Encapsulated Security Payload (RFC 2406)
ah

IPsec Authentication Header (RFC 2402)
icmpvée

Internet Control Message Protocol for IPv6

<user-defined protocols>
The device also processes user-defined protocols. You specify user-defined protocols in the
Network Security > Protocol dialog.

Specifies the IP Precedence (ToS) value in the header of the IP data packets to which the device
applies the rule.

Possible values:

0 (default setting)
The device applies the rule to every IP data packet without evaluating the ToS value.

1..255
The device applies the rule only to IP data packets containing the specified ToS value.

Specifies which rule the device applies to the data packets.

The prerequisite is that in the Action column one of the following values is specified:
enforce-modbus
enforce-opc



enforce-dnp3
enforce-iec104
enforce-amp
enforce-ethernetip

Possible values:

0 (default setting)
The device does not apply any rule to the data packets.

1..32
The device applies the rule with the specified Index number to the data packets.

Specifies the TCP or UDP source port of the data packets to which the device applies the rule.

Prerequisites:
In the Protocol column, the value tcp or udp is specified.
In the Action column, a value other than enforce-goose is specified.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the source port.

1..65535 (216-1)

The device applies the rule only to data packets containing the specified source port.

The field lets you specify the following options:
You specify a port with a single numerical value, for example 21.
You specify multiple individual ports with numerical values separated by commas, for
example 21,80,110.
You specify a port range with numerical values connected by dashes, for example 2000-
3000.
You can also combine ports and port ranges, for example 21,2000-3000,65535.
The column lets you specify up to 15 numerical values. When you enter 21, 2000- 3000, 65535,
for example, you use 4 of 15 numerical values.

Specifies the TCP or UDP destination port of the data packets to which the device applies the rule.

Prerequisites:
In the Protocol column, the value tcp or udp is specified.
In the Action column, a value other than enforce-goose is specified.

Possible values:

any (default setting)
The device applies the rule to every data packet without evaluating the destination port.

1..65535 (216-1)
The device applies the rule only to data packets containing the specified destination port.
The field lets you specify the following options:
You specify a port with a single numerical value, for example 21.
You specify multiple individual ports with numerical values separated by commas, for
example 21,80,110.
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You specify a port range with numerical values connected by dashes, for example 2000-
3000.

You can also combine ports and port ranges, for example 21,2000-3000,65535.

The column lets you specify up to 15 numerical values. When you enter 21, 2000- 3000, 65535,
for example, you use 4 of 15 numerical values.

Specifies the data rate limit for the non-routing port or VLAN. The limit applies to the sum of the
sizes of data packets sent and received.

Possible values:

0 (default setting)
No limitation of the data transfer rate.

1..10000000 (107)

If the data transfer rate on the port exceeds the value specified, then the device discards
superfluous IP data packets. The prerequisite is that in the Burst size column a value >0 is
specified. You specify the measurement unit of the limit in the Unit column.

Specifies the limit in KByte for the data volume during temporary bursts.

Possible values:

0 (default setting)
No limitation of the data volume.

1..128
If during temporary bursts on the port the data volume exceeds the value specified, then the
device discards superfluous MAC data packets.

Recommendation:

If the bandwidth is known:
Burst size = bandwidth x allowed duration of a burst/ 8

If the bandwidth is unknown:
Burst size = 10 x MTU (Maximum Transmission Unit) of the port

Specifies the measurement unit for the data transfer rate specified in the Rate limit column.

Possible values:

pps (default setting)
Data packets per second
kbps

kBytes per second
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Activates/deactivates the sending of SNMP traps when the device applies a Packet Filter rule to a
data packet.

Possible values:

marked

The sending of SNMP traps is active. The prerequisite is that in the Diagnostics > Status
Configuration > Alarms (Traps) dialog the Alarms (Traps) function is enabled and at least one trap
destination is specified.

If the device applies the Packet Filter rule to a data packet, then the device sends an SNMP trap.

unmarked (default setting)
The sending of SNMP traps is inactive.

Activates/deactivates the logging in the log file.

Possible values:

marked

Logging is active.

When the device applies the Packet Filter rule to a data packet, the device places an entry in the
log file. See the Diagnostics > Report > System Log dialog.

unmarked (default setting)
Logging is inactive.

Activates/deactivates the rule.

To apply the settings to the data stream, perform the following steps:

Click the +/ button to save the current settings.

Open the Network Security > Packet Filter > Transparent Firewall Mode > Global dialog, or the Network
Security > Packet Filter > Transparent Firewall Mode > Assignment dialog.

Click the 4 button.

Possible values:

marked
The rule is active.

unmarked (default setting)
The rule is inactive.

143



4.5.2.3

144

Packet Filter Assignment

This dialog lets you assign one or more Packet Filter rules to the non-routing ports or VLANSs.

Information

Displays how many rules are active for the non-routing ports or VLANSs.

Displays if the Packet Filter rules applied to the data stream differ from the Packet Filter rules saved
in the device.

Possible values:
marked
At least one of the Packet Filter rules saved in the device contains modified settings. When you
click the 1 button, the device applies the Packet Filter rules to the data stream.

unmarked
The device applies the saved Packet Filter rules to the data stream.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.
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Opens the Create window to assign a rule to a non-routing port or VLAN.

From the Port/VLAN drop-down list, you select the non-routing port or the VLAN to which the
device applies the rule. If you select the VLAN: 1 item from the drop-down list, the device applies
the rule to all the ports associated with VLAN 1.

From the Direction drop-down list, you select if the device applies the rule to received or sent data
packets.

From the Index drop-down list, you select the rule that you assign to the non-routing port or
VLAN.
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Removes the selected table row.

L
Applies the rules saved in the device to the data stream.

Note: While the device is activating the saved rules, you cannot establish any new communication
connections.

Displays the name of the rule. You specify the description in the Network Security > Packet Filter >
Transparent Firewall Mode > Rule dialog.

Displays the sequential number of the Packet Filter rule. You specify the index number when you
add a table row.

Displays where the device applies the rule to.

Possible values:

Port
The device already applies the Packet Filter rule to a non-routing port.
You find the corresponding port number in the Port/VLAN column.

VLAN
The device already applies the Packet Filter rule to a non-routing VLAN interface.
You find the corresponding VLAN ID in the Port/VLAN column.

Displays the number of the non-routing port or the VLAN to which the device applies the rule. To

specify the port number or VLAN ID, click the I:EI:I button.

Possible values:

<Port number>
Number of the non-routing port.

VLAN: <VLAN ID>
ID of the VLAN.
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Displays if the device applies the Packet Filter rule to received or sent data packets.

Possible values:

ingress
The device applies the Packet Filter rule to data packets received on the non-routing port or VLAN
interface.

egress
The device applies the Packet Filter rule to data packets sent on the non-routing port or VLAN
interface.

Specifies the priority of the Packet Filter rule.

Using the priority, you specify the sequence in which the device applies the rules to the data stream.
The device applies the rules in ascending order which starts with priority 0.

Possible values:
0..4294967295 (232-1 (default setting: 1)

Activates/deactivates the rule.

To apply the settings to the data stream, perform the following steps:

Click the +/ button to save the current settings.

Open the Network Security > Packet Filter > Transparent Firewall Mode > Global dialog, or the Network
Security > Packet Filter > Transparent Firewall Mode > Assignment dialog.

Click the 4 button.

Possible values:
marked
The rule is active.

unmarked (default setting)
The rule is inactive.



4.5.2.4

Packet Filter Overview

This dialog gives you an overview of the specified Packet Filter rules.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

Displays the name of the rule. You specify the description in the Network Security > Packet Filter >
Transparent Firewall Mode > Rule dialog.

Displays the sequential number of the Packet Filter rule.

Displays if the device applies the Packet Filter rule to received or sent data packets.

Possible values:

ingress
The device applies the Packet Filter rule to data packets received on the non-routing port or VLAN
interface.

egress
The device applies the Packet Filter rule to data packets sent on the non-routing port or VLAN
interface.

Displays the priority of the Packet Filter rule. The device applies the rules in ascending order which
starts with priority 0.

Displays where the device applies the rule to.

Displays the number of the non-routing port or the VLAN to which the device applies the rule.

Displays the asset name or source address of the MAC data packets to which the device applies
the rule.

Displays the asset name or destination address of the MAC data packets to which the device
applies the rule.
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Displays the Ethertype keyword of the MAC data packets to which the device applies the rule.

Displays the Ethertype value of the MAC data packets to which the device applies the rule. The
prerequisite is that in the Ethertype column the value custom is specified.

Displays the asset name or source address of the IP data packets to which the device applies the
rule.

Displays the asset name or destination address of the IP data packets to which the device applies
the rule.

Displays the IP protocol to which the Packet Filter rule is restricted. The device applies the Packet
Filter rule only to data packets of the specified IP protocol.

Displays the IP Precedence (ToS) value in the header of the IP data packets to which the device
applies the rule.

Displays how the device processes received data packets when the device applies the rule.

Displays the profile index of the DPI enforcer function. You specify the profile index in the Network
Security > Packet Filter > Transparent Firewall Mode > Rule dialog.

Displays the source TCP or UDP port of the data packets to which the device applies the rule.

Displays the destination TCP or UDP port of the data packets to which the device applies the rule.

Displays the data rate limit for the non-routing port or VLAN. The limit applies to the sum of the sizes
of data packets sent and received.

Displays the limit in KByte for the data volume during temporary bursts.
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Displays the measurement unit for the data transfer rate specified in the Rate limit column.

Displays if the device sends an SNMP trap when the device applies the rule to a data packet.

Displays if the device places an entry in the log file when the device applies the rule to a data
packet.

Displays if the rule is active or inactive.

Deep Packet Inspection

The DPI function lets you monitor and filter data packets. The function supports you in protecting
the network from undesirable content, such as spam or viruses.

The DPI function inspects data packets for undesirable characteristics and protocol violations. The
protocol inspects the header and the payload of the data packets.

This dialog lets you specify the DP/ settings. The device blocks the data packets that violate the
specified profiles. If an error is detected, then the device terminates the data connection upon user
request.

The menu contains the following dialogs:
Deep Packet Inspection - Modbus Enforcer
Deep Packet Inspection - OPC Enforcer
Deep Packet Inspection - DNP3 Enforcer
Deep Packet Inspection - IEC104 Enforcer
Deep Packet Inspection - AMP Enforcer
Deep Packet Inspection - ENIP Enforcer
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Deep Packet Inspection - Modbus Enforcer

This dialog lets you specify the Modbus Enforcer settings and define the Modbus TCP specific profiles.

The profiles specify function codes and register or coil addresses. The function code in the protocol
Modbus TCP specifies the purpose of the data transfer. The device blocks the data packets that
violate the specified profiles. If an error is detected, then the device terminates the data connection
upon user request. The predefined function code lists and the function code generator support you
when specifying the function codes.

When the Modbus Enforcer profile is active (checkbox in the Profile active column is marked), the
device applies the profiles to the data stream.
The device permits data packets containing only the function codes specified in the Function code
column.
The device rejects the data packets containing any other function codes that are not specified
in the Function code column.

Information

Displays if the Modbus Enforcer profiles applied to the data stream differ from the profiles saved in
the device.

Possible values:
marked
At least one of the active Modbus Enforcer profiles saved in the device contains modified settings.
When you click the ? button, the device applies the specified profiles.

unmarked
The Modbus Enforcer profiles applied to the data stream match the profiles saved in the device.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

===]
+

Opens the Create window to add a table row.

In the Index field, you specify the number of the profile.
Possible values:
1..32
When you click the Ok button, the device adds the table row. The device assigns the number
specified in the Index field to the table row.



aD
X

Removes the selected table row.

If you mark the Profile active checkbox for the profile, then the device stops you from removing the
profile.

Opens the Copy window to copy an existing table row. The prerequisite is that the table row for the

profile to be copied is selected.

In the Index field, you specify a new number which identifies the copied profile.

Possible values:
1..32
The device adds the table row. The device assigns the number specified in the Index field to
the table row.

1+

The device applies the specified profiles to the data stream.

If you changed the value in the Function type field, then the device applies the change to the Function
code list and refreshes the display in the Function code column.

Displays the sequential number of the profile to which the table row relates. You specify the index
number when you add a table row.

Specifies a name for the profile.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
(default setting: modbus)

Specifies the function type for the Modbus Enforcer profile. After clicking the +/ button, the device
assigns the corresponding type IDs.

Possible values:

readonly (default setting)

Assigns the function codes for the read function of the Modbus TCP protocol.
1,2,3,4,7,11,12,17,20,24

readirite

Assigns the function codes for the read/write functions of the Modbus TCP protocol.
1,2,3,4,5,6,7,11,12,15,16,17,20,21,22,23,24

programming

Assigns the function codes for the programming functions of the Modbus TCP protocol.
1,2,3,4,5,6,7,11,12,15,16,17,20,21,22,23,24,40,42,90, 125,126
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all

Assigns the function codes for every function of the Modbus TCP protocol.
1,2,..,254,255

advanced

Lets you specify user-defined values in the Function code column.

Note: If you have specified the value advanced, then for your own security the device does not allow
any subsequent changes to be made to the value. The device helps prevent a change to readonly,
readiWrite or programming. This helps avoid overwriting the manually specified values in the
Function code column. To specify a table row with the value readonly, readirite or programming,
add a table row.

Displays the function codes for the Modbus Enforcer profile. The device permits data packets with
the specified properties.

The column displays different values depending on the value specified in the Function type column:

If in the Function type column the value readOnly, readiWrite or programming is specified, then the
device automatically enters the related function codes.

If in the Function type column the value advanced is specified, then the device lets you specify
user-defined function codes. To do this, perform the following steps:

For the relevant profile, click into the Function code column.

The dialog displays the Function code window. See “[Function code]” on page 154.

From the Function code drop-down list, select the desired function code item.

Click the Add button.

To add multiple function codes, repeat the previously described steps.

Click the Ok button.

Possible values:

<FC> | <AR>, <FC> | <AR>, ...
The device lets you specify multiple function codes and for some function codes an additional
address range. You find the meaning of the numbers in section “Meaning of the Function
code values” on page 154.
Function code <FC> = 1..255
You separate each function code with a comma, for example 1,2,3.
For some function codes the device lets you specify an additional address range. You
separate the address range from the function code with a vertical bar (pipe), for example
1]128-255.
Address range <AR> = 0. .65535 or 0. .65535|0. .65535 (for function codes that require read
and write address ranges)
You join the start value and end value of the range with a hyphen, for example 128-255.
The device also lets you specify a single value as an address range. For example, specifying
the address range 5-5 is equivalent to the single address 5.



Specifies the Modbus TCP identification unit for the Modbus Enforcer profile.

Possible values:

none (default setting)
The device permits data packets without an identification unit.

0..255

The device permits data packets with the specified identification unit.

The field lets you specify the following options:
A single Modbus TCP identification unit with a single numerical value, for example 1.
Multiple Modbus TCP identification units with numerical values separated by a comma, for
example 1,2, 3.

Activates/deactivates the plausibility check for the data packets.

Possible values:

marked (default setting)
The plausibility check is active.
The device checks the plausibility of the data packets regarding format and specification.

unmarked
The plausibility check is inactive.

Activates/deactivates the sending of an exception response in case of a protocol violation or if the
plausibility check identifies errors.

Possible values:

marked

The sending of an exception response is active.

If the device identifies a protocol violation or a plausibility check error, then the device sends an
exception response to the end points and terminates the Modbus TCP connection.

unmarked (default setting)
The sending of an exception response is inactive. The Modbus TCP connection remains
established.

Activates/deactivates the resetting of the TCP connection in case of a protocol violation or if the
plausibility check detects an error.

Possible values:

marked (default setting)

The resetting of the TCP connection is active.

If the device identifies a protocol violation or detects a plausibility check error, then the device
terminates the TCP connection.

unmarked
The resetting of the TCP connection is inactive. The TCP connection remains established.
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Activates/deactivates the profile.

Possible values:
marked
The profile is active.
The device applies the Modbus Enforcer profiles specified in this table row to the data packets.

unmarked (default setting)
The profile is inactive.

[Function code]

154

Specifies the function codes for the relevant Modbus Enforcer profile.

You find the meaning of the numbers in section “Meaning of the Function code values” on
page 154.

Specifies the read address range for certain function codes. See section “Meaning of the Function
code values” on page 154.

Possible values:
0..65535 (216-1)

Specifies the write address range for certain function codes. See section “Meaning of the Function
code values” on page 154.

Possible values:
0..65535 (216-1)

Adds the items you selected from the drop-down list to the Function code field.

Removes the item from the Function code field.

Meaning of the Function code values

# Meaning Address Address
range (read) range (write)

1 Read Coils <0..65535> -

2 Read Discrete Inputs <0..65535> -

3 Read Holding Registers <0..65535> -



# Meaning Address Address
range (read) range (write)

4  Read Input Registers <0..65535> -

5 Write Single Coil - <0..65535>

6 Write Single Register - <0@..65535>

7 Read Exception Status - -

8 Diagnostic - -

11 Get Comm Event Counter - -

12 Get Comm Event Log - -

13 Program (584/984) - -

14 Poll (584/984) - -

15 Write Multiple Coils - <0..65535>

16 Write Multiple Registers - <0@..65535>

17 Report Slave ID - -

20 Read File Record - -

21 Write File Record - -

22  Mask Write Register - <0@..65535>

23 Read/Write Multiple Registers <@..65535>  <@..65535>

24  Read FIFO Queue <0..65535> -

40 Program (Concept) - -

42 Concept Symbol Table - -

43 Encapsulated Interface Transport - -

48 Advantech Co. Ltd. - Management Functions - -

66 Scan Data Inc. - Expanded Read Holding Registers - -

67 Scan Data Inc. - Expanded Write Holding Registers - -

90 Unity Programming/OFS - -

100 Scattered Register Read

125 Schneider Electric - Firmware
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Deep Packet Inspection - OPC Enforcer

This dialog lets you specify the OPC Enforcer (OLE for Process Control Enforcer) settings and define
the OPC Enforcer specific profiles.

The OPC is an integration protocol for industrial environments. The OPC Enforcer is a function that
supports the network security. The device blocks the data packets that violate the specified profiles.
Upon user request, the device verifies the data packets for their plausibility and their fragment
characteristics. The device verifies and observes OPC data connections and helps protect against
invalid or fake data packets. The function dynamically activates TCP ports for each data
connection. When requested by an OPC server, the device sets up the data connection only
between the OPC server and the related OPC client.

The prerequisite is that authentication level 5 or lower is set up in your end device to perform the
Deep Packet Inspection (DPI). The end device can be a computer or any other equipment capable
of sending OPC data packets. The authentication level defines the type of authentication required
for an OPC client to connect with an OPC server.

The device removes the state information from the packet filter on the following events:
When applying the profiles saved in the device to the data stream.
When activating/deactivating the Routing function on a router interface.

This includes potential DCE RPC information of the OPC Enforcer. In the process, the device
interrupts open communication connections.

Operation

Displays if the OPC Enforcer profiles applied to the data stream differ from the profiles saved in the

device. When you click the ? button, the device applies the specified profiles.

Possible values:

marked
At least one of the active OPC Enforcer profiles saved in the device contains modified settings.

unmarked
The OPC Enforcer profiles applied to the data stream match the profiles saved in the device.



Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

(== u)
+

Opens the Create window to add a table row.

In the Index field, you specify the number of the profile.
Possible values:
1..32
When you click the Ok button, the device adds the table row. The device assigns the number
specified in the Index field to the table row.

aD
X

Removes the selected table row.

If you mark the Profile active checkbox for the profile, then the device stops you from removing the
profile.

Opens the Copy window to copy an existing table row. The prerequisite is that the table row for the
profile to be copied is selected.

In the Index field, you specify the number of the profile.

Possible values:
1..32
The device adds the table row. The device assigns the number specified in the Index field to
the table row.

1+

The device applies the specified profiles to the data stream.

Displays the sequential number of the profile to which the table row relates. You specify the index
number when you add a table row.

Specifies a name for the profile.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
(default setting: opc)
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Activates/deactivates the plausibility check for the data packets.

Possible values:

marked (default setting)

The plausibility check is active.

The device checks the plausibility of the data packets regarding format and specification.
The device blocks the data packets that violate the specified profiles.

unmarked
The plausibility check is inactive.

Activates/deactivates the fragment check for the data packets.

Possible values:

marked (default setting)
The fragment check is active.
The device checks the data packets for fragment characteristics.

unmarked
The fragment check is inactive.

Specifies the time in seconds after which the device removes the dynamic TCP ports, if there is no
longer an active OPC data connection on the dynamic TCP ports.

Possible values:
1..300 (default setting: 5)

0
The value 0@ deactivates the function. The OPC data connection remains set up without a time
limit.

Activates/deactivates the profile.

Possible values:

marked
The profile is active.
The device applies the OPC Enforcer profiles specified in this table row to the data packets.

unmarked
The profile is inactive.



4.6.3 Deep Packet Inspection - DNP3 Enforcer

This dialog lets you specify the DNP3 Enforcer (Distributed Network Protocol v3 Enforcer) settings
and define the DNP3 Enforcer specific profiles.

The DNP3 protocol is designed to help ensure reliable communication between components in
process automation systems. The protocol provides multiplexing, error checking, link control,
prioritization, and layer 2 addressing services for user data. The DNP3 Enforcer function activates
the Deep Packet Inspection (DPI) firewall capabilities for the DNP3 data stream. The device blocks
the data packets that violate the specified profiles. Upon user request, the device verifies the data
packets for their plausibility and their fragment characteristics. The device verifies and monitors
DNP3 data connections and helps protect against invalid or falsified data packets.

When the DNP3 Enforcer profile is active (checkbox in the Profile active column is marked), the device
applies the profiles to the data stream.
The device permits data packets containing only the function codes specified in the Function code
list column.
The device rejects the data packets containing any other function codes that are not specified
in the Function code list column.

The menu contains the following dialogs:

DNP3 Profile
DNP3 Object
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4.6.3.1 DNP3 Profile

This dialog lets you set up profiles for the DNP3 Enforcer function. The profile lets you forward or
discard data packets based on the specified values.

Information

Displays if the DNP3 Enforcer profiles applied to the data stream differ from the profiles saved in the
device.

Possible values:
marked
At least one of the active DNP3 Enforcer profiles saved in the device contains modified settings.
To apply the pending profiles to the data stream, click the ? button.

unmarked
The DNP3 Enforcer profiles applied to the data stream match the profiles saved in the device.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

===]
+

Opens the Create window to add a table row.

In the Index field, you specify the number of the profile.
Possible values:
1..32
When you click the Ok button, the device adds the table row. The device assigns the number
specified in the Index field to the table row.

aD
X

Removes the selected table row.
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Opens the Copy window to copy an existing table row. The prerequisite is that the table row for the
profile to be copied is selected.

In the Index field, you specify a new number which identifies the copied profile.

Possible values:
1..32
The device adds the table row. The device assigns the number specified in the Index field to
the table row.

1

The device applies the specified profiles to the data stream.

Displays the sequential number of the profile to which the table row relates. You specify the index
number when you add a table row.

Specifies a name for the profile.

Possible values:

Alphanumeric ASCII character string with 0..32 characters
(default setting: dnp3)

Displays the function codes for the DNP3 Enforcer profile. The device permits data packets with the
specified properties.

The device lets you specify multiple function codes. To do this, perform the following steps:

For the relevant profile, click into the Function code list column.
The dialog displays the Function code list window. See “[Function code list]” on page 163.

From the Function code list drop-down list, select the desired function code item.
Click the Add button.

To add multiple function codes, repeat the previously described steps.

Click the Ok button.

Possible values:

0..255
You find the meaning of the numbers in section “Meaning of the Function code list values” on
page 163.

Specifies the index numbers used in the default object list.

Possible values:

all (default setting)
The device applies the DNP3 Enforcer profile to every data packet regardless of the index
number.
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1..317
The device applies the DNP3 Enforcer profile only to data packets containing the specified index
number.
The field lets you specify the following options:
A single index number with a single numerical value, for example 1.
Multiple index numbers with numerical values separated by a comma, for example 1,2, 3.
A range with numerical values joined by a dash, for example 7-25.
You can also combine single numerical values and ranges, for example 2,7-25,56.

none
The device does not apply the index number to the DNP3 Enforcer profile.

Activates/deactivates the CRC check for the data packets to validate the checksum contained in
the DNP3 data packets.

Possible values:

marked (default setting)

The CRC check is active.

The device calculates the checksum and compares it with the checksum field in the DNP3 data
packets.

unmarked
The CRC check is inactive.

Activates/deactivates the plausibility check for the data packets.

Possible values:

marked (default setting)

The plausibility check is active.

The device checks the plausibility of the data packets regarding format and specification. The
device blocks the data packets that violate the specified profiles.

unmarked
The plausibility check is inactive.

Activates/deactivates the checking of the data packets that originate at an outstation.

Possible values:

marked
The checking of data packets from an outstation is active.

unmarked
The checking of data packets from an outstation is inactive.



Activates/deactivates the resetting of the TCP connection in case of a protocol violation or if the
plausibility check detects an error.

Possible values:

marked (default setting)

The resetting of the TCP connection is active.

If the device identifies a protocol violation or detects a plausibility check error, then the device
terminates the TCP connection.

unmarked

The resetting of the TCP connection is inactive. The TCP connection remains established.

Activates/deactivates the profile.

Possible values:

marked
The profile is active.
The device applies the DNP3 Enforcer profiles specified in this table row to the data packets.

unmarked
The profile is inactive.

[Function code list]

Specifies the function codes for the relevant DNP3 Enforcer profile.

You find the meaning of the numbers in section “Meaning of the Function code list values” on
page 163.

Adds the items you selected from the drop-down list to the Function code list field.

Removes the item from the Function code list field.

Meaning of the Function code list values

uvi A W N R O %

Meaning
Confirm

Read

Write

Select

Operate

Direct Operate
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# Meaning

6 Direct Operate-No Response Required
7 Freeze

8 Freeze-No Response Required

9 Freeze Clear

10 Freeze Clear-No Response Required
11 Freeze at Time

12 Freeze at Time-No Response Required
13 Cold Restart

14 Warm Restart

15 Initialize Data

16 Initialize Application

17 Start Application

18 Stop Application

19 Save Configuration

20 Enable Unsolicited Messages

21 Disable Unsolicited Messages

22 Assign Class

23 Delay Measurement

24 Record Current Time

25 Open File

26 Close File

27 Delete File

28 Get File Information

29 Authenticate File

30 Abort File Transfer

31 Active Configuration

32 Authentication Request

33 Authenticate Request-No Acknowledgment
129  Response

130  Unsolicited Response

131  Authentication Response



4.6.3.2

DNP3 Object

The DNP3 function uses objects to transmit values and information between devices. The DNP3
function uses group numbers to categorize the data type and variation numbers to specify how the
data within the group is encoded. Each instance of an encoded information element that defines a
unique group and variation in the message, is a DNP3 object.

This window lets you add custom DNP3 objects and also lets you view the previously added custom
DNP3 objects. To verify that an added DNP3 object is valid in a particular request message/
response message, check the following parameters:

Type

Group no.

Variation

Function

Qualifier

Length

Function name

Based on the IEEE 1815-2012 standard, the DNP3 Enforcer function permits by default the data
stream containing DNP3 objects which are available in the default object list.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 16.

= ==)
+

Opens the Create window to add a table row.
From the Index drop-down list, you select the profile index number.

In the Object index field, you specify the index number of the object.
Possible values:
1..256

From the Type drop-down list, you select the type of the message.
Possible values:

request

response

In the Group no. field, you specify a means of classifying the type or the types of data packets in
a message. The prerequisite is that in the Type field a valid value is specified.
Possible values:

0..255

In the Variation field, you specify the variation number. The prerequisite is that in the Group no.
field a valid value is specified.
Possible values:

0..255
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In the Function field, you specify the function code. The function code identifies the purpose of
the message. The prerequisite is that in the Variation field a valid value is specified.
Possible values:
0..128
Request messages from masters. Specify a single numerical value, for example 1.
129..255
Response messages from outstations. Specify a single numerical value, for example 254.

In the Qualifier field, you specify the qualifier code for a pair of each Group no., Variation, and
Function fields. The qualifier code is an 8-bit value that defines the prefix code and the range
specifier code for the object in a DNP3 message. The prerequisite is that in the Function field a
valid value is specified.
Possible values:

0x00. .0oxff
You specify multiple individual qualifier codes using hexadecimal values separated by a comma
for a set of each Group no., Variation, and Function fields.

When you click the Ok button, the device adds the table row. The device assigns the values
specified in the Index, Object index, Type, Group no., Variation, Function and Qualifier fields to this table
row.

aD
X

Removes the selected table row.

Displays the number of the profile to which the table row relates. You specify the index number
when you add a table row.

Displays the number of the object to which the table row relates. You specify the index number
when you add a table row.

Specifies the type of the message.

Possible values:
request
Creates a request message object in the object list.

response
Creates a response message object in the object list.

Specifies a means of classifying the type or the types of data packets in a message. The
prerequisite is that in the Type field a valid value is specified.

Possible values:

0..255
Each group number shares a common point type and method of data packet creation. The point
type defines the machine in an outstation.



Specifies the variation number. The prerequisite is that in the Group no. field a valid value is
specified. The device applies the DNP3 Enforcer profile only to data packets containing the specified
value.

The DNP3 function provides the choice of encoding formats for the type of data packets known as
variation number. Every value in the Group no. field has a set of variation numbers.

Possible values:
0..255
The field lets you specify the following options:
You specify a single variation number with a single numerical value, for example 1.
You specify a range with numerical values connected by a dash, for example 0-55.

The function code identifies the purpose of the message. The prerequisite is that in the Variation
field a valid value is specified. The device applies the DNP3 Enforcer profile only to data packets
containing the specified value.

Possible values:
0..128
Request messages from masters. Specify a single numerical value, for example 1.

129..255
Response messages from outstations. Specify a single numerical value, for example 254.

Specifies the qualifier code for a pair of each Group no., Variation, and Function fields. The qualifier
code is an 8-bit value that defines the prefix code and the range specifier code for the object in a
DNP3 message. The prerequisite is that in the Function field a valid value is specified. The device
applies the DNP3 Enforcer profile only to data packets containing the specified value.

Possible values:

0x00. .oxff
You specify multiple individual qualifier codes using hexadecimal values separated by a comma
for a set of each Group no., Variation, and Function fields.

Specifies the optional length for the object. The prerequisite is that in the Function field a valid value
is specified. The device applies the DNP3 Enforcer profile only to data packets containing the
specified value.

Possible values:
0..255
Specify a single numerical value, for example 1.
byte 2
The second byte of the object data contains the length of the remaining portion of the data.
single bit packed
If the count of bit values is not a multiple of 8, then the device pads the packed single-bit values
up to the next byte boundary.

167



double bit packed
If the count of double bit values is not a multiple of 4, then the device pads the packed double-
bit values up to the next byte boundary.

variation
Encodes the length of the object.

Specifies the optional name for the function code. The prerequisite is that in the Function field a valid
value is specified.

Possible values:

Alphanumeric ASCII character string with 0..32 characters

For example, the device permits data packets with the following function names:
READ
WRITE
SELECT

[Index of Default Object List]

Table 1: Request messages

Index Group Variation Function Function name Length Qualifier
no.
1 0 209-239 1 READ - 0x00
2 0 240 1 READ - 0x00
3 0 240 2 WRITE byte 2 0x00
4 0 241-243 1 READ - 0x00
5 0 245-247 1 READ - 0x00
6 0 245-247 2 WRITE byte 2 0x00
7 0 248-250 1 READ - 0x00
8 0 252 1 READ - 0x00
9 0 254 1 READ - 0x00
0x06
10 0 255 1 READ - 0x00
0x06
11 1 0-2 1 READ - 0x00
ox01
0x06
ox17
0x28
12 1 0 22 ASSIGN CLASS - 0x00
0x01
0x06
ox17
0x28
13 2 0-3 1 READ - 0x06
0x07
0x08
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Table 1:

Request messages (cont.)

Index

Group Variation Function Function name

no.

Length

Qualifier

14

3

0-2

READ

0x00
ox01
0x06
ox17
0x28

15

22

ASSIGN CLASS

0x00
0x01
0x06
ox17
0x28

16

0-3

READ

0x06
0x07
0x08

17

10

READ

0x00
ox01
0x06
ox17
0x28

18

10

22

ASSIGN CLASS

0x00
0x01
0x06
ox17
ox28

19

10

WRITE

single bit_packed

0x00
ox01

20

21

22

23

24

25

10

11

12

12

12

12

0-2

22

READ

READ

ASSIGN_CLASS

SELECT

OPERATE

DIRECT_OPERATE

11

11

11

0x00
oxo1
0x06
ox17
0x28

0x06
oxe7
0x08

0x00
oxo1
0x06
ox17
0x28

0x00
oxo1
ox17
0x28

0x00
0x01
ox17
0x28

0x00
ox01
ox17
0x28
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Table 1:

Request messages (cont.)

Index

Group Variation Function Function name

no.

Length

Qualifier

26

12

DIRECT_OPERATE_NR

11

0x00
ox01
ox17
0x28

27

12

SELECT

11

ox07
0x08

28

12

OPERATE

11

0x07
0x08

29

12

DIRECT_OPERATE

11

oxe7
0x08

30

12

DIRECT_OPERATE_NR

11

ox07
0x08

31

12

SELECT

single bit_packed

0x00
ox01

32

12

OPERATE

single_bit_packed

0x00
oxo1

33

12

DIRECT_OPERATE

single_bit_packed

0x00
ox01

34

12

DIRECT_OPERATE_NR

single bit_ packed

0x00
oxo1

35

13

0-2

READ

0x06
ox07
0x08

36

20

0-2

READ

0x00
ox01
0x06
ox17
0x28

37

38

39

40

20

20

20

20

5-6

READ

IMMEDIATE_FREEZE

IMMEDIATE_FREEZE_NR

FREEZE_CLEAR

0x00
ox01
0x06
ox17
0x28

0x00
oxo1
0x06
ox17
0x28

0x00
ox01
0x06
ox17
0x28

0x00
ox01
0x06
ox17
0x28



Table 1:

Request messages (cont.)

Index

Group Variation Function Function name

no.

Length

Qualifier

41

20

10

FREEZE_CLEAR_NR

0x00
ox01
0x06
ox17
0x28

42

20

11

FREEZE_AT_TIME

0x00
0x01
0x06
ox17
0x28

43

20

12

FREEZE_AT_TIME_NR

0x00
ox01
0x06
ox17
0x28

44

20

22

ASSIGN_CLASS

0x00
ox01
0x06
ox17
0x28

45

21

0-2

READ

0x00
0x01
0x06
ox17
ox28

46

47

48

49

50

51

21

21

21

22

22

23

5-6

9-10

0-2

5-6

0-2

22

READ

READ

ASSIGN_CLASS

READ

READ

READ

0x00
ox01
0x06
ox17
0x28

0x00
oxo1
0x06
ox17
0x28

0x00
0x01
0x06
ox17
0x28

0x06
ox07
0x08

0x06
oxe7
0x08

0x06
oxe7
0x08
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Table 1:

Request messages (cont.)

Index

Group Variation Function Function name

no.

Length

Qualifier

52

23

5-6

READ

0x06
ox07
0x08

53

30

0-6

READ

0x00
0x01
0x06
ox17
0x28

54

30

IMMEDIATE_FREEZE

0x00
ox01
0x06
ox17
0x28

55

30

IMMEDIATE_FREEZE_NR

0x00
ox01
0x06
ox17
0x28

56

30

11

FREEZE_AT_TIME

0x00
0x01
0x06
ox17
ox28

57

30

12

FREEZE_AT_TIME_NR

0x00
ox01
0x06
ox17
0x28

58

59

60

61

62

30

31

31

32

33

0-8

0-8

0-8

22

22

ASSIGN_CLASS

READ

ASSIGN_CLASS

READ

READ

0x00
oxo1
0x06
ox17
0x28

0x00
0x01
0x06
ox17
0x28

0x00
oxo1
0x06
ox17
0x28

0x06
oxe7
0x08

0x06
oxe7
0x08



Table 1:

Request messages (cont.)

Index

Group Variation Function Function name

no.

Length

Qualifier

63

34

0-3

READ

0x00
ox01
0x06

64

34

WRITE

0x00
ox01
ox17
0x28

65

34

WRITE

0x00
ox01
ox17
0x28

66

34

WRITE

0x00
ox01
ox17
0x28

67

40

READ

0x00
ox01
0x06

68

40

22

ASSIGN_CLASS

0x00
ox01
0x06
ox17
0x28

69

70

71

72

73

74

40

41

41

41

41

41

1-4

22

READ

ASSIGN_CLASS

SELECT

SELECT

SELECT

OPERATE

0x00
oxo1
0x06
ox17
0x28

0x00
0x01
0x06
ox17
0x28

0x00
oxo1
ox17
0x28

0x00
oxo1
ox17
0x28

0x00
0x01
ox17
0x28

0x00
ox01
ox17
0x28
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Table 1:

Request messages (cont.)

Index

Group Variation Function Function name

no.

Length

Qualifier

75

41

OPERATE

0x00
ox01
ox17
0x28

76

41

OPERATE

0x00
ox01
ox17
0x28

77

41

DIRECT_OPERATE

0x00
ox01
ox17
0x28

78

41

DIRECT_OPERATE

0x00
ox01
ox17
0x28

79

41

DIRECT_OPERATE

0x00
ox01
ox17
ox28

80

41

DIRECT_OPERATE_NR

0x00
ox01
ox17
0x28

81

82

83

84

85
86
87
88
89
90

41

41

42

43

50
50
50
50
50
50

0-8

0-8

B wWw NN R R

11
12

DIRECT_OPERATE_NR

DIRECT_OPERATE_NR

READ

READ

READ
WRITE
FREEZE_AT_TIME
FREEZE_AT_TIME_NR
WRITE

READ

10
10
10

0x00
oxo1
ox17
0x28

0x00
0x01
ox17
0x28

0x06
ox07
0x08

0x06
ox07
0x08

0xe7
oxe7
oxe7
0xe7
oxe7

0x00
ox01
0x06
ox17
0x28



Table 1:

Request messages (cont.)

Index Group Variation Function Function name Length Qualifier

no.

91 50 4 2 WRITE 11 0x00
ox01
ox17
0x28

92 60 1 1 READ - 0x06

93 60 2-4 1 READ - 0x06
oxe7
0x08

94 60 1-4 22 ASSIGN_CLASS - 0Xx06

95 60 2-4 20 ENABLE_UNSOLICITED - 0x06

96 60 2-4 21 DISABLE_UNSOLICITED - 0x06

97 70 2 29 FILE_AUTHENTICATE QC_5B_count_1 0x5B

98 70 3 25 OPEN_FILE QC_5B_count_1 Ox5B

99 70 3 27 DELETE_FILE QC_5B_count_1 0x5B

100 70 4 26 CLOSE_FILE QC_5B_count_1 0x5B

101 70 4 30 FILE_ABORT QC_5B_count_1 Ox5B

102 70 5-6 1 READ QC_5B _count_1 0x5B

103 70 5 2 WRITE QC_5B_count_1 0x5B

104 70 7 28 GET_FILE_INFORMATION QC_5B_count_1 Ox5B

105 70 8 31 ACTIVATE_CONFIGURATION QC_5B count_1 0x5B

106 80 1 1 READ - 0x00
0x01

107 80 1 2 WRITE single_bit_packed 0x00
0x01

108 81 1 1 READ - 0x00
0x01

109 82 1 1 READ - 0x00
0x01

110 83 1 1 READ - 0x00
0x01

111 8