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Safety instructions

A\ WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all the data transmission
devices individually.

Before you start any machine which is controlled via data transmission, be sure to complete the
configuration of all data transmission devices.

Failure to follow these instructions can result in death, serious injury, or equipment
damage.
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About this Manual

The “Configuration” user manual contains the information you need to start operating the device. It
takes you step by step from the first startup operation through to the basic settings for operation in
your environment.

The “Installation” user manual contains a device description, safety instructions, a description of the
display, and the other information that you need to install the device.

The “Graphical User Interface” reference manual contains detailed information on using the
graphical user interface to operate the individual functions of the device.

The “Command Line Interface” reference manual contains detailed information on using the
Command Line Interface to operate the individual functions of the device.

The Industrial HiVision Network Management software provides you with additional options for
smooth configuration and monitoring:

Auto-topology discovery

Browser interface

Client/server structure

Event handling

Event log

Simultaneous configuration of multiple devices

Graphical user interface with network layout

SNMP/OPC gateway

11
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The designations used in this manual have the following meanings:

List

Work step
Link Cross-reference with link
Note: A note emphasizes a significant fact or draws your attention to a dependency.
Courier Representation of a CLI command or field contents in the graphical user interface

. Execution in the Graphical User Interface

Execution in the Command Line Interface



Notes on the Graphical User Interface

4]

The prerequisite to use the Graphical User Interface of the device is a web browser with HTML5
support.

The responsive Graphical User Interface automatically adapts to the size of your screen.
Consequently, you can see more details on a large, high-resolution screen than on a small screen.
For example, on a high-resolution screen, the buttons have a label next to the icon. On a screen
with a small width, the Graphical User Interface displays only the icon.

Note: On a conventional screen, you click to navigate. On a device with a touchscreen, on the other
hand, you tap. For simplicity, we only use "click" in our help texts.

The Graphical User Interface is divided as follows:
Banner
Menu pane
Dialog area

Banner

The banner displays the following information:

Displays and hides the menu. The banner displays the button if the web browser window is too
narrow.

Click the logo to open the website of the manufacturer in a new window.

Displays the name of the dialog currently displayed in the dialog area.

Displays that the Graphical User Interface cannot contact the device. The connection to the device
is interrupted.

Displays if the settings in the volatile memory (RAN) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (NvM). The banner displays the icon if you have
transferred the changes to the volatile memory (RAM), but not yet saved them in the non-volatile
memory (NVHM).

13
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When you click the button, the online help opens in a new window.

When you click the button, a tooltip displays the following information:
The summary of the Device status frame. See the Basic Settings > System dialog.
The summary of the Security status frame. See the Basic Settings > System dialog.
The summary of the Information frame. See the Diagnostics > System > Configuration Check dialog.

A red dot next to the icon means that at least one of the values is greater than 0.

When you click the button, a submenu opens with the following menu items:

User account name
The account name of the user that is currently logged in.

Logout button
When you click the button, this logs out the currently logged in user. Then the login dialog opens.



Menu pane

The graphical user interface hides the menu pane if the web browser window is too narrow.

To display the menu pane, click the == button in the banner.

The menu pane is divided as follows:
Icons bar
Menu tree

Icons bar

The icons bar displays the following information:

Displays the version number of the device software that the device loaded during the last restart
and is currently running.

Displays a text field to search for a keyword. When you enter a character or string, the menu tree
displays a menu item only for those dialogs that are related to this keyword.

The menu tree displays a menu item only for those dialogs in which at least one parameter differs

from the default setting (Diff to default). To display the complete menu tree again, click the Q
button.

Collapses the menu tree. The menu tree then displays only the menu items of the first level.

Expands the menu tree. The menu tree then displays every menu item on every level.

15
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Menu tree

The menu tree contains one item for each dialog in the Graphical User Interface. When you click a
menu item, the dialog area displays the corresponding dialog. You can change the view of the
menu tree by clicking the buttons in the icons bar at the top. Furthermore, you can change the view
of the menu tree by clicking the following buttons:

Expands the current menu item to display the menu items of the next lower level. The menu tree
displays the button next to each collapsed menu item that contains menu items on the next lower
level.

Collapses the menu item to hide the menu items of the lower levels. The menu tree displays the
button next to each expanded menu item.



Dialog area

The dialog area displays the dialog that you select in the menu tree, including its controls. Here,
you can monitor and change the settings of the device depending on your access role.

Below you find useful information on how to use the dialogs.
Control elements
Modification mark
Standard buttons
Saving the settings
Updating the display
Working with tables

Control elements

The dialogs contain different control elements. These control elements are read-only or editable,
depending on the parameter and your access role as a user.

The control elements have the following visual properties:

Input fields

An editable input field has a line at the bottom.

A read-only input field has no special visual properties.
Checkboxes

An editable checkbox has a bright color.

A read-only checkbox has a grey color.
Radio buttons

An editable radio button has a bright color.

A read-only radio button has a grey color.

Modification mark
When you modify a value, the corresponding field or table cell displays a red triangle in its top-left

corner. The red triangle indicates that you have not yet transferred your modification to the volatile
memory (RAM) of the device.

Standard buttons

Here you find the description of the standard buttons. The special dialog-specific buttons are
described in the corresponding dialog help text.

Transfers the changes to the volatile memory (RAM) of the device and applies them to the device.

Information on how the device retains the modified settings even after a reboot you find in section
“Saving the settings” on page 18.

17
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Undoes the unsaved changes in the current dialog. Updates the fields with the values that are
saved in the volatile memory (rR2AM) of the device.

Saving the settings

Saving transfers the modified settings to the volatile memory (rRAM) of the device. To do this, perform
the following step:

Click the / button.

Note: Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function in the
Basic Settings > Load/Save dialog, before changing any settings. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, then the device loads the configuration profile saved in the non-volatile memory (NvM) after the
specified time. Afterwards, the device can be accessed again.

To keep the modified settings even after restarting the device, perform the following steps:
Open the Basic Settings > Load/Save dialog.
In the table, mark the checkbox far left in the row of the desired configuration profile.

When the checkbox in the Selected column is unmarked, click the = button and then the Select
item.

Click the a button to save your current changes.

Updating the display

If a dialog remains open for a longer time, then the values in the device have possibly changed in
the meantime.

To update the display in the dialog, click the G button. Unsaved information in the dialog is
lost.

Working with tables

The dialogs display numerous settings in table form. You have the option of customizing the
appearance of the tables to fit your needs.

You can find useful information on how to use the tables in the following sections:
Filter rows
Sort rows
Select multiple table rows
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Filter rows

The filter lets you reduce the number of rows in the table.

Displays a second row in the table header containing a text field for every column. When you enter
a string in a field, the table displays only the rows that contain this string in the corresponding
column.

Sort rows

Every column in the table header contains an icon that lets you change the order of the table rows.

Displays that the table rows are sorted by a criterion other than the values in this column.
Click the icon to sort the table rows in descending order based on the entries of the corresponding

column. You might be able to restore the initial sorting in the table only after logging off and logging
in again.

Displays that the table rows are sorted in descending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in ascending order based on the entries of the corresponding
column.

Displays that the table rows are sorted in ascending order based on the entries of the
corresponding column.

Click the icon to sort the table rows in descending order based on the entries of the corresponding
column.

Select multiple table rows

You have the option of selecting multiple table rows at once and then apply an action to them. This
is useful for example, when you want to remove multiple table rows at the same time.

To select individual table rows, mark the leftmost checkbox in the desired row.

To select every table row, mark the leftmost checkbox in the table header.

19
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1 Basic Settings

1.1

The menu contains the following dialogs:
System
Modules
Network
Out of Band
Software
Load/Save
External Memory
Port
Power over Ethernet
Restart

System

This dialog displays information about the operating status of the device.

Device status

Displays the device status and the alarms that currently exist. When at least 1 alarm is present, the
background color is red. Otherwise, the background color is green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Device
Status dialog. If a monitored parameter differs from the desired status, then the device triggers an
alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered the alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Device Status dialog, the Status tab displays an overview of the
alarms.

Note: If you connect only 1 power supply unit to a device that supports 2 redundant power supply

units, then the device reports an alarm. To disable this kind of alarm, deactivate the monitoring of
the missing power supply units in the Diagnostics > Status Configuration > Device Status dialog.

21



22

Security status

Displays the security status and the alarms that currently exist. When at least 1 alarm is present,
the background color is red. Otherwise, the background color is green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration >
Security Status dialog. If a monitored parameter differs from the desired status, then the device
triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered the alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the
Diagnostics > Status Configuration > Security Status dialog, the Status tab displays an overview of the
alarms.

Signal contact status

The device can contain several signal contacts.

Displays the signal contact status and the alarms that currently exist. When at least 1 alarm is
present, the background color is red. Otherwise, the background color is green.

You specify the parameters that the device monitors in the Diagnostics > Status Configuration > Signal
Contact > Signal Contact 1/Signal Contact 2 dialog. If a monitored parameter differs from the desired
status, then the device triggers an alarm.

A tooltip displays the cause of the currently existing alarms and the time at which the device
triggered the alarm. To display the tooltip, hover the mouse pointer over or tap the field. In the

Diagnostics > Status Configuration > Signal Contact > Signal Contact 1/Signal Contact 2 dialog, the Status
tab displays an overview of the alarms.

System data

The fields in this frame display operating data and information on the location of the device.

Specifies the name for which the device is known in the network.

Possible values:

Alphanumeric ASCII character string with 0..255 characters
The device accepts the following characters:

0..9
a..z
A..Z

ESSET () F+, -/ <=>2Q N\ T { )
<device type name>-<MAC address> (default setting)



When creating HTTPS X.509 certificates, the application generating the certificate uses the
specified value as the domain name and common name.

The following functions use the specified value as a host name or FQDN (Fully Qualified Domain
Name). For compatibility, it is recommended to use only lowercase letters, since some systems

distinguish uppercase from lowercase in the FQDN. Verify that this name is unique in the whole
network.

DHCP client
Syslog

Specifies the current or planned location.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Specifies the contact person for this device.

Possible values:
Alphanumeric ASCII character string with 0..255 characters

Displays the product name of the basic device.

Displays the status of the power supply unit at the respective voltage supply connector.

Possible values:
present
defective
not installed

unknown

Displays the time that has elapsed since the device was last restarted.

Possible values:
Time in the format day (s), ...h ...m ...s

Displays the current temperature in the device in °C.

You activate the monitoring of the temperature threshold values in the Diagnostics > Status
Configuration > Device Status dialog.

23
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Specifies the upper temperature threshold value in °C.

For further information about specifying the temperature threshold values, see the “Installation”
user manual.

Possible values:

-99..99 (integer)
If the temperature in the device exceeds the specified value, then the device displays an alarm.

Specifies the lower temperature threshold value in °C.

For further information about specifying the temperature threshold values, see the “Installation”
user manual.

Possible values:

-99..99 (integer)
If the temperature in the device falls below the specified value, then the device displays an
alarm.

Specifies the upper humidity threshold value as a percentage.

Possible values:

0..100 (default setting: 95)
If the humidity in the device exceeds the specified value, then the device displays an alarm.

Specifies the lower humidity threshold value as a percentage.

Possible values:

0..100 (default setting: 5)
If the humidity in the device falls below the specified value, then the device displays an alarm.

LED status

For further information about the device status LEDs, see the “Installation” user manual.

There is currently no device status alarm. The device status is OK.

@
There is currently at least 1 device status alarm. For details, see the Device status frame.



Device that supports 2 redundant power supply units: Only 1 supply voltage is active.

@
Device that supports 1 power supply unit: The supply voltage is active.

Device that supports 2 redundant power supply units: Both supply voltages are active.

Redundancy Manager: MRP ring manager

@
The device does not operate as a Redundancy Manager.

The device operates as a Redundancy Manager. No redundancy exists.

The device operates as a Redundancy Manager. Redundancy exists.

No external memory connected.

The external memory is connected, but not ready for operation.

@
The external memory is connected and ready for operation.
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Port status

This frame displays a simplified view of the device ports at the time of the last display update. In

the initial view, the frame only displays ports with an active link. When you click the I_I|_§| button, the
frame displays every port.

You can easily identify the port status from the indicator:

Ports with an active link:

The background color is green.

The port speed is displayed next to the port number.
Ports with an inactive link:
The background color is gray.
Ports in a Blocking state due to a redundancy function:
The border is dashed.

When you hover the mouse pointer over or tap the appropriate port icon, a tooltip displays detailed
port state information.



1.2 Modules

The device lets you install or remove the modules during operation (hot-plug).

The dialog contains the following tabs:
[Ethernet module]
[Fan module]
[Power supply module]

[Ethernet module]

As long as the Ethernet module status column displays the value configurable you can configure
the module and save its preferences.
When you replace the module with an identical module, the device applies the settings to the
new module immediately.
When you replace the module with a different type of module, the device applies the factory
settings to the new module.
When you plug a module in an empty slot, the device configures the module with its default
settings. If the slot is inactive, then it remains inactive until you mark the checkbox in the Active
column. With the port default settings loaded on the module, access to the network is possible.

Install an Ethernet module

Perform the following steps:
Plug the module in the slot.
The device automatically configures the module with the default settings, and detects the
module parameters.

To update the Graphical User Interface, click the c button.
The Ethernet module status column displays the value physical for the installed Ethernet module.

To temporarily save the changes, click the +/ button.
Activate/Deactivate a slot

On a deactivated slot, the device recognizes the installed module and port configuration is possible.
The module establishes no network connections on a deactivated slot.

Perform the following steps:
In the table select the row of the module.
To deactivate the slot and deny network access, unmark the Active checkbox.
To activate the slot and allow network access, mark the Active checkbox.

To temporarily save the changes, click the +/ button.

Remove an Ethernet module
Perform the following steps:
Remove the module from the slot.

To update the Graphical User Interface, click the c button.

The Ethernet module status column displays the value configurable for the removed module.
In the table select the row of the removed module.
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Click the @ button.

The Ethernet module status column displays the value remove for the removed module.
The Type column and some other columns display the value n/a.
The marked Active checkbox indicates that the slot is still active.

To temporarily save the changes, click the +/ button.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

@,

Nx

Removes the selected Ethernet module from the table.

Displays the number of the slot to which the entry refers.

Activates/deactivates the slot.

Possible values:

marked (default setting)
The slot is active. The device recognizes a module installed in this slot.

unmarked
The slot is inactive.

Displays the type of the installed module.

A value of n/za indicates that the slot is empty.

Specifies a short description of the installed module.

Displays the version of the installed module.

Displays how many ports are available on the installed module.



Displays the serial number of the installed module.

A value of n/za indicates that the slot is empty.

Displays the status of the slot.

Possible values:
physical
A module is present in the slot.

configurable

The slot is empty and available for configuration.
remove

The slot is empty and deactivated.

fix

The module cannot be removed.

[Fan module]

Always operate the device with the fan module installed. Thus you help avoid unwanted effects on
the operation and life span of the device. If the module or a fan inside is inoperable, then replace
the module immediately.

Install a module

Perform the following steps:
Plug the module in the slot.
The device automatically configures the module with the default settings, and detects the
module parameters.

To update the Graphical User Interface, click the c button.
The Fan module status column displays the value ok for the installed module.

Uninstall a module

Perform the following steps:
Remove the module from the slot.

To update the Graphical User Interface, click the c button.
The Fan module status column displays the value unavailable for the removed module.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the number of the slot to which the entry refers.
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Displays the status of the installed module.

Possible values:

unavailable
The module is not present in the slot.

ok

The module is present and functional.

failing

The module is present but an unexpected event occurred. For example, a fan in the module is
inoperable.

[Power supply module]

30

The device has 2 module slots for power supply units and thus operates with redundant power
supplies.

Install a module
Perform the following steps:

Plug the module in the slot.
The device automatically detects the module parameters.

To update the Graphical User Interface, click the c button.

The Power supply status column displays the value present or defective for the installed
module.

Uninstall a module

Perform the following steps:
Remove the module from the slot.

To update the Graphical User Interface, click the c button.
The Power supply status column displays the value not installed forthe removed module.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the number of the slot to which the entry refers.

Displays the product code of the installed module.

A value of n/a indicates that the slot is empty.



1.3

Displays the version of the installed module.

A value of 0 indicates that the slot is empty.

Displays the serial number of the installed module.

A value of n/za indicates that the slot is empty.

Displays the status of the installed module.

Possible values:

present
The module is present and functional.

defective
The module is present but an unexpected event occurred. For example, the module is not
connected to the mains.

not installed
The module is not present in the slot.

Network

The menu contains the following dialogs:
Global
IPv4
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Global

This dialog lets you specify the VLAN and HiDiscovery settings required for the access to the device
management through the network.

Management interface

This frame lets you specify the VLAN in which the device management can be accessed.

Specifies the VLAN in which the device management is accessible through the network. The device
management is accessible through ports that are members of this VLAN.

Possible values:

1..4042 (default setting: 1)

The prerequisite is that the VLAN is already configured. See the Switching > VLAN > Configuration
dialog.

Assign a VLAN ID that is not assigned to any router interface.

When you click the +/ button after changing the value, the Information window opens. Select the
port, over which you connect to the device in the future. After clicking the Ok button, the new device
management VLAN settings are assigned to the port.

After that the port is a member of the VLAN and transmits the data packets without a VLAN tag
(untagged). See the Switching > VLAN > Configuration dialog.

The device assigns the port VLAN ID of the device management VLAN to the port. See the
Switching > VLAN > Port dialog.

After a short time the device is reachable over the new port in the new device management VLAN.

Displays the MAC address of the device. The device management is accessible via the network
using the MAC address.

Enables/disables the MAC address conflict detection function.

Possible values:

marked
The MAC address conflict detection function is enabled.
The device verifies that its MAC address is unique in the network.

unmarked (default setting)
The MAC address conflict detection function is disabled.



HiDiscovery protocol v1/v2
This frame lets you specify settings for the access to the device using the HiDiscovery protocol.

On a PC, the HiDiscovery software displays the Hirschmann devices that can be accessed in the
network on which the HiDiscovery function is enabled. You can access these devices even if they
have invalid or no IP parameters assigned. The HiDiscovery software lets you assign or change the
IP parameters in the device.

Note: With the HiDiscovery software you access the device only through ports that are members
of the same VLAN as the device management. You specify which VLAN a certain port is assigned
to in the Switching > VLAN > Configuration dialog.

Enables/disables the HiDiscovery function in the device.

Possible values:

On (default setting)

The HiDiscovery function is enabled.

You can use the HiDiscovery software to access the device from your PC.
Oofft

The HiDiscovery function is disabled.

Enables/disables the write access to the device using for the HiDiscovery function.

Possible values:

readiirite (default setting)
The HiDiscovery function has write access to the device. The device lets you change the IP
parameters in the device using the HiDiscovery function.

readOnly
The HiDiscovery function has read-only access to the device. The device lets you view the IP
parameters in the device using the HiDiscovery function.

Recommendation: Change the setting to the value readonly only after putting the device into
operation.

Activates/deactivates the flashing of the port LEDs as does the function of the same name in the
HiDiscovery software. The function lets you identify the device in the field.

Possible values:

marked
The flashing of the port LEDs is active.
The port LEDs flash until you disable the function again.

unmarked (default setting)
The flashing of the port LEDs is inactive.
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Activates/deactivates the HiDiscovery relay function. This function lets the HiDiscovery software to
find and display devices located in other subnets.

Possible values:

marked (default setting)

The HiDiscovery relay function is active.

The device forwards the HiDiscovery request packets sent from the device management into
directly connected subnets. The device also responds to requests with its IP parameters.
unmarked

The HiDiscovery relay function is inactive.

The HiDiscovery software finds only the devices located in the same subnet as the device
management.



1.3.2

IPv4

This dialog allows you to specify the IPv4 settings required for the access to the device
management through the network.

Management interface

Specifies the source from which the device management receives its IP parameters.

Possible values:

Local
The device uses the IP parameters from the internal memory. You specify the settings for this
in the IP parameter frame.

BOOTP
The device receives its IP parameters from a BOOTP or DHCP server.
The server evaluates the MAC address of the device, then assigns the IP parameters.

DHCP (default setting)

The device receives its IP parameters from a DHCP server.

The server evaluates the MAC address, the DHCP name, or other parameters of the device,
then assigns the IP parameters.

When the server also provides the addresses of DNS servers, the device displays these
addresses in the Advanced > DNS > Cache > Current dialog.

Note: If there is no response from the BOOTP or DHCP server, then the device sets the IP address
to 0.0.0.0 and makes another attempt to obtain a valid IP address.

IP parameter

This frame lets you assign the IP parameters manually. If you have selected the Local radio button
in the Management interface frame, IP address assignment option list, then these fields can be edited.

Specifies the IP address under which the device management can be accessed through the
network.

Possible values:
Valid IPv4 address

Verify that the IP subnet of the device management is not overlapping with any subnet connected
to another interface of the device:

router interface
loopback interface
Out of Band management port
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Specifies the netmask.

Possible values:
Valid IPv4 netmask

Specifies the IP address of a router through which the device accesses other devices outside of its
own network.

Possible values:
Valid IPv4 address

If the device does not use the specified gateway, then verify that another default gateway is
specified. The setting in the following dialog has precedence:

Basic Settings > Out of Band dialog, Gateway address field

Routing > Routing Table dialog, Next hop IP address column, if the value in the Network address
column and in the Netmask columnis 0.0.0.0

BOOTP/DHCP

Displays the DHCP client ID that the device sends to the BOOTP or DHCP server. If the server is
configured accordingly, then itreserves an IP address for this DHCP client ID. Therefore, the device
receives the same IP from the server every time it requests it.

The DHCP client ID that the device sends is the device name specified in the System name field in
the Basic Settings > System dialog.

Enables/disables the DHCP option 66/67/4/42 function in the device.

Possible values:

On (default setting)
The DHCP option 66/67/4/42 function is enabled.
The device loads the configuration profile and receives the time server information using the
following DHCP options:
Option 66: TEFTP server name
Option 67: Boot file name
The device automatically loads the configuration profile from the DHCP server into the
volatile memory (rRAM) using the TFTP protocol. The device uses the settings of the imported
configuration profile in the running-config.
Option 4: Time Server
Option 42: Network Time Protocol Servers
The device receives the time server information from the DHCP server.

Off

The DHCP option 66/67/4/42 function is disabled.
The device does not load a configuration profile using DHCP Options 66/67.
The device does not receive time server information using DHCP Options 4/42.



1.4

Remaining lease time

Displays the remaining time in seconds during which the IP address that the DHCP server assigned
to the device management is still valid.

To update the display, click the C button.

Out of Band

The device comes with a Service Port that lets you access the device management out-of-band.
When there is a high in-band load on the switching ports, you can still use the Service Port network
interface to access the device management.

The device lets you access the device management through the Service Port network interface
using the following protocols:

HTTP

HTTPS

SSH

Telnet

SNMP

FTP

TFTP

SFTP

SCP

In this dialog the device lets you change the IP parameters and disable the Service Port network
interface, if needed.

Operation

Enables/disables the Service Port network interface.

Possible values:

On (default setting)
The device lets you access the device management through the Service Port network interface.

Off
The device prohibits access to the device management through the Service Port network
interface.
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Management interface

Specifies the source from which the device management receives its IP parameters for access
through the Service Port network interface.

Possible values:

Local (default setting)

The device management uses the IP parameters specified in the IP parameter frame.

DHCP

The device management uses an external DHCP server to assign the IP parameters to the
Service Port network interface.

When the DHCP server also provides DNS server addresses, the device displays these
addresses in the Advanced > DNS > Client > Current dialog.

If there is no response from the DHCP server, then the device sets the IP address t0 0.0.0.0
and makes another attempt to obtain a valid IP address.

Displays the MAC address of the Service Port network interface.

Displays the operating status of the Service Port network interface.

IP parameter

Verify that the IP subnet of this network interface is not overlapping with any subnet connected to
another interface of the device:

management interface

router interface

loopback interface

Specifies the IP address of the device management for access through the Service Port network
interface.

Possible values:

Valid IPv4 address
(default setting: 192.168.1.1)

Specifies the netmask.

Possible values:

Valid IPv4 netmask
(default setting: 255.255.255.0)



Specifies the IP address of a router through which the device accesses other devices outside of its
own network.

Possible values:

Valid IPv4 address
(default setting: 0.0.0.0)
Verify that IP address and Gateway address are in the same network.

This setting takes precedence over the default gateway setting in the Basic Settings > Network > IPv4
dialog, Gateway address field.

If the device does not use the specified gateway, then verify that another default gateway is
specified. The setting in the following dialog has precedence:

Routing > Routing Table dialog, Next hop IP address column, if the value in the Network address
column and in the Netmask columnis 0.0.0.0

Remaining lease time

Displays the remaining time in seconds during which the out-of-band IP address that the DHCP
server assigned to the device management is still valid.

To update the display, click the G button.
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Software

This dialog lets you update the device software and display information about the device software.
You also have the option to restore a backup of the device software saved in the device.

Note: Before updating the device software, follow the version-specific notes in the Readme text file.

Version

Displays the version number and creation date of the device software stored in the flash memory.
The device loads the device software during the next restart.

Displays the version number and creation date of the device software that the device loaded during
the last restart and is currently running.

Displays the version number and creation date of the device software saved as a backup in the
flash memory. The device copied this device software into the backup memory during the last
software update or after you clicked the Restore button.

Restores the device software saved as a backup. In the process, the device changes the Stored
version and the Backup version of the device software.

Upon restart, the device loads the Stored version.

Displays the version number and creation date of the boot code.

Software update

Alternatively, when the image file is located in the external memory, the device lets you update the
device software by right-clicking in the table.

Specifies the path and the file name of the image file with which you update the device software.

The device gives you the following options for updating the device software:
Software update from the PC

When the file is located on your PC or on a network drive, drag and drop the file in the lL area.
Alternatively click in the area to select the file.



Software update from an FTP server
When the file is located on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>Q<IP address>:<port>/<file name>

Software update from a TFTP server
When the file is located on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Software update from an SCP or SFTP server
When the file is located on an SCP or SFTP server, specify the URL for the file in one of the
following forms:
scp:// or sftp://<IP address>/<path>/<file name>
When you click the Start button, the device displays the Credentials window. There you enter
User name and Password, to log in to the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>

Updates the device software.

The device installs the selected file in the flash memory, replacing the previously saved device
software. Upon restart, the device loads the installed device software.

The device copies the existing software into the backup memory.

To remain logged in to the device during the software update, move the mouse pointer
occasionally. Alternatively, specify a sufficiently high value in the Device Security > Management
Access > Web dialog, field Web interface session timeout [min] before the software update.

Table/ File system

Displays the storage location of the device software.

Possible values:

ram
Volatile memory of the device

flash
Non-volatile memory (V) of the device

sd-card
External SD memory (ACA31)

usb
External USB memory (ACA22)

Displays the index of the device software.

For the device software in the flash memory, the index has the following meaning:

1
Upon restart, the device loads this device software.

2
The device copied this device software into the backup area during the last software update.
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Displays the device-internal file name of the device software.

Displays the version number and creation date of the device software.

License

Packages allow you to extend the device with selected functions. This table displays the packages
contained in the device software.

Displays the index number to which the table entry relates.

Displays the purpose for the use of the package.

Displays if the device uses the package.

Possible values:

active
The device uses the package.

inactive
The device does not use the package.

no-1license
The device lacks the license to use the package.

Displays which software level the package belongs to.



1.6

Load/Save

This dialog lets you save the device settings permanently in a configuration profile.

The device can hold several configuration profiles. When you activate an alternative configuration
profile, you change to other device settings. You have the option of exporting the configuration
profiles to your PC or to a server. You also have the option of importing the configuration profiles
from your PC or from a server to the device.

In the default setting, the device saves the configuration profiles unencrypted. If you enter a
password in the Configuration encryption frame, then the device saves both the current and the future
configuration profiles in an encrypted format.

Unintentional changes to the settings can terminate the connection between your PC and the
device. To keep the device accessible, enable the Undo configuration modifications function before
changing any settings. If the connection is lost, then the device loads the configuration profile saved
in the non-volatile memory (NvM) after the specified time.

Note: Upgrading from Classic to HiOS? Convert your device configuration files using our online
tool: https://convert.hirschmann.com

External memory

Specifies the external memory that the device uses for file operations. On this external memory,
the device stores for example copies of the device configuration.

Possible values:

sd
External SD memory (ACA31)

ush
External USB memory (ACA22)

Displays the operating state of the selected external memory.

Possible values:

notPresent
No external memory connected.

removed
Someone has removed the external memory from the device during operation.

ok
The external memory is connected and ready for operation.

outOfMemory
The memory space is occupied in the external memory.

genericErr
The device has detected an error.
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Configuration encryption

Displays if the configuration encryption is active/inactive in the device.

Possible values:

marked

The configuration encryption is active.

If the configuration profile is encrypted and the password matches the password stored in the
device, then the device loads a configuration profile from the non-volatile memory (NVM).

unmarked

The configuration encryption is inactive.

If the configuration profile is unencrypted, then the device loads a configuration profile from the
non-volatile memory (NvM) only.

If in the Basic Settings > External Memory dialog, the Config priority column has the value first or
second and the configuration profile is unencrypted, then the Security status frame in the Basic
Settings > System dialog displays an alarm.

In the Diagnostics > Status Configuration > Security Status dialog, Global tab, Monitor column you specify
if the device monitors the Load unencrypted config from external memory parameter.

Opens the Set password window that helps you to enter the password needed for the configuration
profile encryption. Encrypting the configuration profiles makes unauthorized access more difficult.
To do this, perform the following steps:

When you are changing an existing password, enter the existing password in the Old password
field. To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

In the New password field, enter the password.
To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Mark the Save configuration afterwards checkbox to use encryption also for the Selected
configuration profile in the non-volatile memory (NvM) and in the external memory.

Note: If a maximum of one configuration profile is stored in the non-volatile memory (NVV) of the
device, then use this function only. Before creating additional configuration profiles, decide for or
against permanently activated configuration encryption in the device. Save additional configuration
profiles either unencrypted or encrypted with the same password.

If you are replacing a device with an encrypted configuration profile, for example due to a defect,
then perform the following steps:

Restart the new device and assign the IP parameters.
Open the Basic Settings > Load/Save dialog on the new device.

Encrypt the configuration profile in the new device. See above. Enter the same password you
used in the defective device.

Install the external memory from the defective device in the new device.
Restart the new device.
When you restart the device, the device loads the configuration profile with the settings of the

defective device from the external memory. The device copies the settings into the volatile
memory (RAM) and into the non-volatile memory (Nv1).



Note: The prerequisite for loading a configuration profile from the external memory is that in the
Basic Settings > External Memory dialog the Config priority column displays the value first or second.
This value is set as the default setting.

Opens the Delete window which helps you to cancel the configuration encryption in the device. To
cancel the configuration encryption, perform the following steps:

In the Old password field, enter the existing password.
To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Mark the Save configuration afterwards checkbox to remove the encryption also for the Selected
configuration profile in the non-volatile memory (NvM) and in the external memory.

Note: If you keep additional encrypted configuration profiles in the memory, then the device helps
prevent you from activating or designating these configuration profiles as "Selected".

Undo configuration modifications

Enables/disables the Undo configuration modifications function. Using the function, the device
continuously checks if it can still be reached from the IP address of your PC. If the connection is
lost, after a specified time period the device loads the “Selected” configuration profile from the non-
volatile memory (NVVM). Afterwards, the device can be accessed again.

Possible values:

On

The function is enabled.
You specify the time period between the interruption of the connection and the loading of the
configuration profile in the Timeout [s] to recover after connection loss field.
When the non-volatile memory (NvM) contains multiple configuration profiles, the device
loads the configuration profile designated as “Selected”.

off (default setting)

The function is disabled.

Disable the function again before you close the Graphical User Interface. You thus help prevent
the device from restoring the configuration profile designated as “Selected”.

Note: Before you enable the function, save the settings in the configuration profile. Current
changes, that are saved temporarily, are therefore maintained in the device.

Specifies the time in seconds after which the device loads the “Selected” configuration profile from
the non-volatile memory (Nv) if the connection is lost.

Possible values:
30..600 (default setting: 600)

Specify a sufficiently large value. Take into account the time when you are viewing the dialogs of
the Graphical User Interface without changing or updating them.
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Displays the IP address of the PC on which you have enabled the function.

Possible values:
IPv4 address (default setting: 0.0.0.0)

Information

Displays if the settings in the volatile memory (rRAM) differ from the settings of the "Selected"
configuration profile in the non-volatile memory (nvM).

Possible values:

marked
The settings match.

unmarked

The settings differ. Additionally, the Banner displays the icon a!.

Displays if the settings of the"Selected" configuration profile in the external memory (ACA) differ
from the settings of the "Selected" configuration profile in the non-volatile memory (nvm).

Possible values:

marked
The settings match.

unmarked

The settings differ.

Possible causes:
No external memory is connected to the device.
In the Basic Settings > External Memory dialog, the Backup config when saving function is
disabled.

Backup config on a remote server when saving

Enables/disables the Backup config on a remote server when saving function.

Possible values:

Enabled

The Backup config on a remote server when saving function is enabled.

When you save the configuration profile in the non-volatile memory (nv), the device
automatically backs up the configuration profile on the remote server specified in the URL field.

Disabled (default setting)
The Backup config on a remote server when saving function is disabled.



Specifies path and file name of the backed up configuration profile on the remote server.

Possible values:

Alphanumeric ASCII character string with 0..128 characters
Example: tftp://192.9.200.1/cfg/config.xml
The device supports the following wildcards:
sd
System date in the format YYYY-mm-dd
st
System time in the format HH MM SS
%1
IP address of the device
m
MAC address of the device in the format AA-BB-CC-DD-EE-FF
Sp
Product name of the device

Opens the Credentials window which helps you to enter the login credentials needed to authenticate
on the remote server. To do this, perform the following steps:
In the User name field, enter the user name.
To display the user name in plain text instead of ***** (asterisks), mark the Display content
checkbox.
Possible values:
Alphanumeric ASCII character string with 1..32 characters

In the Password field, enter the password.

To display the password in plain text instead of ***** (asterisks), mark the Display content
checkbox.

Possible values:
Alphanumeric ASCII character string with 6..64 characters
The device accepts the following characters:
a..zZ

A..Z

0..9

VES%E ! () %+, -/ <=>2@ [\\ ]~ T {1}~

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

aD
X

Removes the configuration profile selected in the table from the non-volatile memory (nv14) or from
the external memory.

If the configuration profile is designated as "Selected", then the device helps prevent you from
removing the configuration profile.
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Transfers the settings from the volatile memory (R4M) into the configuration profile designated as
“Selected” in the non-volatile memory (Nv).

When in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving
column is marked, then the device generates a copy of the configuration profile in the external
memory.

Displays a context menu with further functions for the corresponding dialog.

Opens the Save as.. window to copy the configuration profile selected in the table and saves it with
a user-specified name in the non-volatile memory (NVM).

In the Profile name field, enter the name under which you want to save the configuration profile.

To save the configuration profile under a new name, click the -+ button.

To overwrite an existing configuration profile, select the corresponding entry from the drop-
down list.

If in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving column
is marked, then the device designates the configuration profile of the same name in the external
memory as “Selected”.

Note: Before creating additional configuration profiles, decide for or against permanently activated
configuration encryption in the device. Save additional configuration profiles either unencrypted or
encrypted with the same password.

Loads the settings of the configuration profile selected in the table to the volatile memory (RANM).

The device terminates the connection to the Graphical User Interface. To access the device
management again, perform the following steps:

Reload the Graphical User Interface.

Log in again.
The device immediately uses the settings of the configuration profile on the fly.

Enable the Undo configuration modifications function before you activate another configuration profile.
If the connection is lost afterwards, then the device loads the last configuration profile designated
as “Selected” from the non-volatile memory (nvvM). The device can then be accessed again.

If the configuration encryption is inactive, then the device loads an unencrypted configuration
profile. If the configuration encryption is active and the password matches the password stored in
the device, then the device loads an encrypted configuration profile.

When you activate an older configuration profile, the device takes over the settings of the functions
contained in this software version. The device sets the values of new functions to their default
value.



Designates the configuration profile selected in the table as “Selected”. In the Selected column, the
checkbox is then marked.

When applying the Undo configuration modifications function or during a restart, the device loads the
settings of this configuration profile to the volatile memory (rRANM).

If the configuration encryption in the device is disabled, then designate an unencrypted
configuration profile only as “Selected”.

If the configuration encryption in the device is enabled and the password of the configuration
profile matches the password saved in the device, then designate an encrypted configuration
profile only as “Selected”.

Otherwise, the device is unable to load and encrypt the settings in the configuration profile the next
time it restarts. For this case you specify in the Diagnostics > System > Selftest dialog if the device
starts with the default settings or terminates the restart and stops.

Note: You only mark the configuration profiles saved in the non-volatile memory (nvvm).

If in the Basic Settings > External Memory dialog the checkbox in the Backup config when saving column
is marked, then the device designates the configuration profile of the same name in the external
memory as “Selected”.

Opens the Import... window to import a configuration profile.

The prerequisite is that you have exported the configuration profile using the Export... button or
using the link in the Profile name column.

In the Select source drop-down list, select from where the device imports the configuration profile.
PC/URL
The device imports the configuration profile from the local PC or from a remote server.
External memory
The device imports the configuration profile from the selected external memory. See the
External memory frame.

When PC/URL is selected above, in the Import profile from PC/URL frame you specify the
configuration profile file to be imported.
Import from the PC

When the file is located on your PC or on a network drive, drag and drop the file in the lL
area. Alternatively click in the area to select the file.

Import from an FTP server

When the file is located on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>:<port>/<file name>

Import from a TFTP server

When the file is located on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server

When the file is located on an SCP or SFTP server, specify the URL for the file in one of the
following forms:

scp:// or sftp://<IP address>/<path>/<file name>

When you click the Start button, the device displays the Credentials window. There you enter
User name and Password, to log in to the server.

scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>
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When External memory is selected above, in the Import profile from external memory frame you
specify the configuration profile file to be imported.
In the Profile name drop-down list, select the name of the configuration profile to be imported.

In the Destination frame you specify where the device saves the imported configuration profile.
In the Profile name field you specify the name under which the device saves the configuration
profile.
In the Storage type field you specify the storage location for the configuration profile. The
prerequisite is that in the Select source drop-down list you select the PC/URL item.
RAM
The device saves the configuration profile in the volatile memory (RAM) of the device. This
replaces the running-config, the device uses the settings of the imported configuration
profile immediately. The device terminates the connection to the Graphical User Interface.
Reload the Graphical User Interface. Log in again.
NVM
The device saves the configuration profile in the non-volatile memory (NvvM) of the device.

When you import a configuration profile, the device takes over the settings as follows:

If the configuration profile was exported on the same device or on an identically equipped device
of the same type, then:

The device takes over the settings completely.

If the device uses modules, then also read the help text of the Basic Seftings > Modules dialog.

If the configuration profile was exported on an other device, then:
The device takes over the settings which it can interpret based on its hardware equipment and

software level.
The remaining settings the device takes over from its running-config configuration profile.

Regarding configuration profile encryption, also read the help text of the Configuration encryption
frame. The device imports a configuration profile under the following conditions:

The configuration encryption of the device is inactive. The configuration profile is unencrypted.

The configuration encryption of the device is active. The configuration profile is encrypted with
the same password that the device currently uses.

Exports the configuration profile selected in the table and saves it as an XML file on a remote
server.

To save the file on your PC, click the link in the Profile name column to select the storage location
and specify the file name.

The device gives you the following options for exporting a configuration profile:

Export to an FTP server
To save the file on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>:<port>/<file name>
Export to a TFTP server
To save the file on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>
Export to an SCP or SFTP server
To save the file on an SCP or SFTP server, specify the URL for the file in one of the following
forms:
scp:// or sftp://<IP address>/<path>/<file name>
When you click the Ok button, the device displays the Credentials window. There you enter
User name and Password, to log in to the server.
scp:// or sftp://<user>:<password>@<IP address>/<path>/<file name>



Saves the running config configuration profile as a script file on the local PC. This lets you
backup your current device settings or to use them on various devices.

Imports a script file which modifies the current running config configuration profile.

The device gives you the following options to import a script file:
Import from the PC

When the file is located on your PC or on a network drive, drag and drop the file in the Ill area.
Alternatively click in the area to select the file.

Import from an FTP server
When the file is located on an FTP server, specify the URL for the file in the following form:
ftp://<user>:<password>@<IP address>:<port>/<file name>

Import from a TFTP server
When the file is located on a TFTP server, specify the URL for the file in the following form:
tftp://<IP address>/<path>/<file name>

Import from an SCP or SFTP server

When the file is located on an SCP or SFTP server, specify the URL for the file in one of the
following forms:

scp:// or sftp://<IP address>/<path>/<file name>

Resets the settings in the device to the default values.

The device deletes the saved configuration profiles from the volatile memory (RAM) and from the
non-volatile memory (NVV).

The device deletes the HTTPS certificate used by the web server in the device.
The device deletes the RSA key (Host Key) used by the SSH server in the device.

When an external memory is connected, the device deletes the configuration profiles saved in
the external memory.

After a brief period, the device reboots and loads the default values.

Deletes the current operating (running config) settings from the volatile memory (RANM).

Displays the storage location of the configuration profile.

Possible values:

RAM (volatile memory of the device)
In the volatile memory, the device stores the settings for the current operation.

51



52

NVM  (non-volatile memory of the device)
When applying the Undo configuration modifications function or during a restart, the device loads
the “Selected” configuration profile from the non-volatile memory.
The non-volatile memory provides space for multiple configuration profiles, depending on the
number of settings saved in the configuration profile. The device manages a maximum of 20
configuration profiles in the non-volatile memory.
You can load a configuration profile into the volatile memory (RAM). To do this, perform the
following steps:

In the table select the row of the configuration profile.

Click the = button and then the Activate item.

ENVM (external memory)

In the external memory, the device saves a backup copy of the “Selected” configuration profile.
The prerequisite is that in the Basic Settings > External Memory dialog you mark the Backup config
when saving checkbox.

Displays the name of the configuration profile.

Possible values:

running-config
Name of the configuration profile in the volatile memory (RANM).

config
Name of the factory setting configuration profile in the non-volatile memory (nvvm).

User-defined name
The device lets you save a configuration profile with a user-specified name. To do this, select

the row of an existing configuration profile in the table, click the == button and then the Save
as.. item.

To export the configuration profile as an XML file on your PC, click the link. Then you select the
storage location and specify the file name.

To save the file on a remote server, click the = button and then the Export... item.

Displays the time (UTC) at which a user last saved the configuration profile.

Displays if the configuration profile is designated as “Selected”.

The device lets you designate another configuration profile as “Selected”. To do this, select the

desired configuration profile in the table, click the == button and then the Activate item.



Possible values:

marked

The configuration profile is designated as “Selected”.
When applying the Undo configuration modifications function or during a restart, the device
loads the configuration profile into the volatile memory (RAM).

When you click the a button, the device saves the temporarily saved settings in this
configuration profile.

unmarked
Another configuration profile is designated as “Selected”.

Displays if the configuration profile is encrypted.

Possible values:

marked
The configuration profile is encrypted.

unmarked
The configuration profile is unencrypted.

You activate/deactivate the encryption of the configuration profile in the Configuration encryption
frame.

Displays if the password of the encrypted configuration profile matches the password stored in the
device.

Possible values:

marked
The passwords match. The device is able to unencrypt the configuration profile.

unmarked
The passwords are different. The device is unable to unencrypt the configuration profile.

Note: The device applies script files additionally to the current settings. Verify that the script file
does not contain any parts that conflict with the current settings.

Displays the version number of the device software that the device ran while saving the
configuration profile.

Displays the checksum saved in the configuration profile.

When saving the settings, the device calculates the checksum and inserts it into the configuration
profile.

Displays if the checksum saved in the configuration profile is valid.

The device calculates the checksum of the configuration profile marked as “Selected” and
compares it with the checksum saved in this configuration profile.
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Possible values:

marked
The calculated and the saved checksum match.
The saved settings are consistent.

unmarked
For the configuration profile marked as “Selected” applies:
The calculated and the saved checksum are different.
The configuration profile contains modified settings.
Possible causes:
The file is damaged.
The file system in the external memory is inconsistent.
A user has exported the configuration profile and changed the XML file outside the device.
For the other configuration profiles the device has not calculated the checksum.

The device verifies the checksum correctly only if the configuration profile has been saved before
as follows:

on an identical device
with the same software version, which the device is running

with a lower or the same level of the device software
such as HiOS-2A or HiOS-3A on a device which runs HiOS-3A

Note: This function identifies changes to the settings in the configuration profile. The function does
not provide protection against operating the device with modified settings.



1.7

External Memory

This dialog lets you activate functions that the device automatically executes in combination with
the external memory. The dialog also displays the operating state and identifying characteristics of

the external memory.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the type of the external memory.

Possible values:

sd
External SD memory (ACA31)

usb
External USB memory (ACA22)

Displays the operating state of the external memory.

Possible values:

notPresent
No external memory connected.

removed
Someone has removed the external memory from the device during operation.

ok
The external memory is connected and ready for operation.

outOfMemory
The memory space is occupied in the external memory.

genericErr
The device has detected an error.

Displays if the device has write access to the external memory.

Possible values:

marked
The device has write access to the external memory.

unmarked
The device has read-only access to the external memory. Possibly the write protection is
activated in the external memory.
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Activates/deactivates the automatic device software update during the restart.

Possible values:

marked (default setting)
The automatic device software update during the restart is activated. The device updates the
device software when the following files are located in the external memory:

the image file of the device software

a text file startup. txt with the content autoUpdate=<image file name>.bin

unmarked
The automatic device software update during the restart is deactivated.

Activates/deactivates the loading of the RSA key from an external memory upon restart.

Possible values:

marked (default setting)
The loading of the RSA key is activated.
During a restart, the device loads the RSA key from the external memory when the following
files are located in the external memory:
SSH RSA key file
a text file startup.txt with the content
autoUpdateRSA=<filename of the SSH RSA key>
The device displays messages on the system console of the serial interface.

unmarked

The loading of the RSA key is deactivated.

Note: When loading the RSA key from the external memory (ENVM), the device overwrites the
existing keys in the non-volatile memory (NVNM).

Specifies the memory from which the device loads the configuration profile upon reboot.

Possible values:

disable
The device loads the configuration profile from the non-volatile memory (NVM).

first, second

The device loads the configuration profile from the external memory designated as first. When
the device does not find a configuration profile there, it loads the configuration profile from the
external memory designated as second, and so on.

When the device does not find a configuration profile in the external memory, it loads the
configuration profile from the non-volatile memory (nvvM).

Note: When loading the configuration profile from the external memory (Envy), the device
overwrites the settings of the Selected configuration profile in the non-volatile memory (nvvm).

If the Config priority column has the value first or second and the configuration profile is
unencrypted, then the Security status frame in the Basic Settings > System dialog displays an alarm.

In the Diagnostics > Status Configuration > Security Status dialog, Global tab, Monitor column you specify
if the device monitors the Load unencrypted config from external memory parameter.



Activates/deactivates creating a copy of the configuration profile in the external memory.

Possible values:
marked (default setting)

Creating a copy is activated. When you click in the Basic Seftings > Load/Save dialog the a
button, the device generates a copy of the configuration profile on the active external memory.

unmarked
Creating a copy is deactivated. The device does not generate a copy of the configuration profile.

Displays the name of the memory manufacturer.

Displays the revision number specified by the memory manufacturer.

Displays the version number specified by the memory manufacturer.

Displays the product name specified by the memory manufacturer.

Displays the serial number specified by the memory manufacturer.
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Port

This dialog lets you specify settings for the individual ports. The dialog also displays the operating
mode, connection status, bit rate and duplex mode for every port.

The dialog contains the following tabs:
[Configuration]
[Statistics]
[Utilization]

[Configuration]
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Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Name of the port.

Possible values:

Alphanumeric ASCII character string with 0..64 characters
The device accepts the following characters:

<space>
0..9
a..z
A..Z

VESSS! () F 4, =/ <=>2R NN T}~

Activates/deactivates the port.

Possible values:

marked (default setting)
The port is active.

unmarked
The port is inactive. The port does not send or receive any data.



Displays if the port is currently physically enabled or disabled.

Possible values:

marked
The port is physically enabled.

unmarked

The port is physically disabled.

When the Port on function is active, the Auto-Disable function has disabled the port.

You specify the settings of the Auto-Disable function in the Diagnostics > Ports > Auto-Disable
dialog.

Specifies if the port is physically switched on or off when you deactivate the port with the Port on
function.

Possible values:

marked
The port remains physically enabled. A connected device receives an active link.

unmarked (default setting)
The port is physically disabled.

Specifies how the port behaves when no cable is connected.

Possible values:

no-power-save (default setting)
The port remains activated.

auto-power-down
The port changes to the energy-saving mode.

unsupported
The port does not support this function and remains activated.

Activates/deactivates the automatic selection of the operating mode for the port.

Possible values:

marked (default setting)

The automatic selection of the operating mode is active.

The port negotiates the operating mode independently using autonegotiation and detects the
devices connected to the TP port automatically (Auto Cable Crossing). This setting has priority
over the manual setting of the port.

Elapse several seconds until the port has set the operating mode.

unmarked

The automatic selection of the operating mode is inactive.

The port operates with the values you specify in the Manual configuration column and in the
Manual cable crossing (Auto. conf. off) column.

Grayed-out display

No automatic selection of the operating mode.
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Specifies the operating mode of the ports when the Automatic configuration function is disabled.

Possible values:

10 Mbit/s HDX
Half duplex connection

10 Mbit/s FDX
Full duplex connection

100 Mbit/s HDX
Half duplex connection

100 Mbit/s FDX
Full duplex connection

1000 Mbit/s FDX
Full duplex connection

2500 Mbit/s FDX
Full duplex connection

10000 Mbit/s FDX
Full duplex connection

Note: The operating modes of the port actually available depend on the device configuration and
the media module used.

Displays the operating mode which the port currently uses.

Possible values:

No cable connected, no link.

10 Mbit/s HDX
Half duplex connection

10 Mbit/s FDX
Full duplex connection

100 Mbit/s HDX
Half duplex connection

100 Mbit/s FDX
Full duplex connection

1000 Mbit/s FDX
Full duplex connection

2500 Mbit/s FDX
Full duplex connection

10000 Mbit/s FDX
Full duplex connection

Note: The operating modes of the port actually available depend on the device configuration and
the media module used.

Specifies the devices connected to a TP port.

The prerequisite is that the Automatic configuration function is disabled.



Possible values:

mdi
The device interchanges the send- and receive-line pairs on the port.

mdix (default setting on TP ports)

The device helps prevent the interchange of the send- and receive-line pairs on the port.
auto-mdix

The device detects the send and receive line pairs of the connected device and automatically
adapts to them.

Example: When you connect an end device with a crossed cable, the device automatically
resets the port from mdix to mdi.

unsupported (default setting on optical ports or TP-SFP ports)
The port does not support this function.

Activates/deactivates the flow control on the port.

Possible values:

marked (default setting)
The Flow control on the port is active.
The sending and evaluating of pause packets (full-duplex operation) or collisions (half-duplex
operation) is activated on the port.
To enable the flow control in the device, also activate the Flow control function in the
Switching > Global dialog.
Activate the flow control also on the port of the device that is connected to this port.
On an uplink port, activating the flow control can possibly cause undesired sending breaks in
the higher-level network segment (“wandering backpressure”).
unmarked
The Flow control on the port is inactive.

If you are using a redundancy function, then you deactivate the flow control on the participating
ports. If the flow control and the redundancy function are active at the same time, it is possible that
the redundancy function operates differently than intended.

Activates/deactivates the sending of SNMP traps when the device detects a change in the link up/
down status on the port.

Possible values:

marked (default setting)

The sending of SNMP traps is active.

When the device detects a link up/down status change, the device sends an SNMP trap.
unmarked

The sending of SNMP traps is inactive.

The prerequisite for sending SNMP traps is that you enable the function in the Diagnostics > Status
Configuration > Alarms (Traps) dialog and specify at least one trap destination.
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Specifies the maximum allowed size of Ethernet packets on the port in bytes.

Possible values:

1518..12288 (default setting: 1518)
With the setting 1518, the port transmits the Ethernet packets up to the following size:
1518 bytes without VLAN tag
(1514 bytes + 4 bytes CRC)
1522 bytes with VLAN tag
(1518 bytes + 4 bytes CRC)

This setting lets you increase the max. allowed size of Ethernet packets that this port can receive
or transmit.

The following list contains possible applications:

When you use the device in the transfer network with double VLAN tagging, it is possible that
you require an MTU that is larger by 4 bytes.

On other interfaces, you specify the maximum permissible size of the Ethernet packets as follows:

Router interfaces
Routing > Interfaces > Configuration dialog, MTU value column

Link Aggregation interfaces
Switching > L2-Redundancy > Link Aggregation dialog, MTU column

Activates/deactivates the port LED flashing. This function lets you identify the port in the field.

Possible values:

marked
The flashing of the port LED is active.
The port LED flashes until you disable the function again.

unmarked (default setting)
The flashing of the port LED is inactive.

[Statistics]

This tab displays the following overview per port:
Number of data packets/bytes received in the device
Received packets
Received octets
Received unicast packets
Received multicast packets
Received broadcast packets
Number of data packets/bytes sent from the device
Transmitted packets
Transmitted octets
Transmitted unicast packets
Transmitted multicast packets
Transmitted broadcast packets
Number of errors detected by the device
Received fragments
Detected CRC errors
Detected collisions
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Number of data packets per size category received in the device
Packets 64 bytes
Packets 65 to 127 bytes
Packets 128 to 255 bytes
Packets 256 to 511 bytes
Packets 512 to 1023 bytes
Packets 1024 to 1518 bytes
Number of data packets discarded by the device
Received discards
Transmitted discards

To sort the table by a specific criterion click the header of the corresponding row.

For example, to sort the table based on the number of received bytes in ascending order, click the
header of the Received octets column once. To sort in descending order, click the header again.

To reset the counter for the port statistics in the table to 0, perform the following steps:

In the Basic Settings > Port dialog, click the i button.

or
In the Basic Seftings > Restart dialog, click the Clear port statistics button.

[Utilization]

This tab displays the utilization (network load) for the individual ports.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Displays the current utilization in percent in relation to the time interval specified in the Control
interval [s] column.

The utilization is the relationship of the received data quantity to the maximum possible data
quantity at the currently configured data rate.

Specifies a lower threshold for the utilization. If the utilization of the port falls below this value, then
the Alarm column displays an alarm.

Possible values:
0.00..100.00 (default setting: 0.00)

The value 0 deactivates the lower threshold.
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Specifies an upper threshold for the utilization. If the utilization of the port exceeds this value, then
the Alarm column displays an alarm.

Possible values:
0.00..100.00 (default setting: 0.00)

The value 0 deactivates the upper threshold.

Specifies the interval in seconds.

Possible values:
1..3600 (default setting: 30)

Displays the utilization alarm status.

Possible values:

marked
The utilization of the port is below the value specified in the Lower threshold [%] column or above
the value specified in the Upper threshold [%] column. The device sends an SNMP ftrap.

unmarked

The utilization of the port is above the value specified in the Lower threshold [%] column and below
the value specified in the Upper threshold [%] column.

The prerequisite for sending SNMP traps is that you enable the function in the Diagnostics >
Status Configuration > Alarms (Traps) dialog and specify at least one trap destination.

Power over Ethernet

In Power over Ethernet (PoE), the Power Source Equipment (PSE) supplies current to powered
devices (PD) such as IP phones through the twisted pair cable.

The product code and the PoE-specific labeling on the PSE device housing indicates if your device
supports Power over Ethernet. The PoE ports of the device support Power over Ethernet according
to IEEE 802.3at.

The system provides an internal maximum power budget for the ports. When you connect a new
powered device to the port, verify the difference between the Configured power budget [W] and
Delivered power [W] columns. Verify that the difference is equal to or more than the maximum power
class of the new powered device.

You manage the power output with the Priority parameter. When the sum of the power required by
the connected devices exceeds the power available, the device turns off power supplied to the ports
according to configured priority. The device turns off power supplied to the ports starting with ports
configured as a low priority first. When several ports have a low priority, the device turns off power
starting with the higher numbered ports.



Note: If some ports have the same priority, then the device also verifies the real power consumption
on the ports. To maximize the number of powered devices, the device turns off the power for the
ports with higher power consumption first. The device continues this process until it obtains the
configured power budget.

The menu contains the following dialogs:
PoE Global
PoE Port
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PoE Global

Based on the settings specified in this dialog, the device provides power to the end-user devices.
If the power consumption reaches the user-specified threshold, then the device sends an SNMP
trap.

Operation

Enables/disables the Power over Ethernet function.

Possible values:

On (default setting)
The Power over Ethernet function is enabled.

Off
The Power over Ethernet function is disabled.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Device module to which the table entries relate.

Specifies the power of the modules for the distribution at the ports.

Possible values:

0..n (default setting: n)
Here, n corresponds to the value in the Max. power budget [W] column.

Displays the maximum power available for this module.

Displays the actual power in watts delivered to powered devices connected to this port.

Displays the actual current in milliamperes delivered to powered devices connected to this port.



Displays the power sourcing equipment for the device.

Possible values:

internal
Internal power source

external
External power source

Specifies the threshold value for the power consumption of the module in percent. If the power
output exceeds this threshold, then the device measures the total output power and sends an
SNMP trap.

Possible values:
0..99 (default setting: 90)

Activates/deactivates the sending of SNMP traps if the device detects that the threshold value for
the power consumption exceeds.

Possible values:

marked

The sending of SNMP traps is active.

If the power consumption of the module exceeds the user-defined threshold, then the device
sends an SNMP ftrap.

unmarked (default setting)
The sending of SNMP traps is inactive.

The prerequisite for sending SNMP traps is that you enable the function in the Diagnostics > Status
Configuration > Alarms (Traps) dialog and specify at least one trap destination.
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PoE Port

When power consumption is higher than deliverable power, the device turns off power to the
powered devices (PD) according to the priority levels and port numbers. When the PDs connected
require more power than the device provides, the device deactivates the Power over Ethernet
function on the ports. The device disables the Power over Ethernet function on the ports with the
lowest priority first. When multiple ports have the same priority, the device first disables the Power
over Ethernet function on the ports with the higher port number. The device also turns off power to
powered devices (PD) for a specified time period.

Note: If some ports have the same priority, then the device also verifies the real power consumption
on the ports. To maximize the number of powered devices, the device turns off the power for the
ports with higher power consumption first. The device continues this process until it obtains the
configured power budget.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates the PoE power provided to the port.
When the function is activated or deactivated, the device logs an event in the log file (System Log).

Possible values:

marked (default setting)
Providing PoE power to the port is active.

unmarked
Providing PoE power to the port is inactive.

Specifies the port priority.

To help prevent current overloads, the device disables ports with low priority first. To help prevent
that the device disables the ports supplying necessary devices, specify a high priority for these
ports.

Possible values:
critical
high
low (default setting)



Displays the status of the port Powered Device (PD) detection.

Possible values:

disabled
The device is in the DISABLED state and is not delivering power to the powered devices.

deliveringPower

The device identified the class of the connected PD and is in the POWER ON state.

fault
The device is in the TEST ERROR state.

otherFault
The device is in the IDLE state.

searching
The device is in a state other than the listed states.

test
The device is in the TEST MODE.

Displays the power class of the powered device connected to the port.

Possible values:
Class 0
Class
Class

Class

NowWw N =

Class

Displays the current power consumption of the port in watts.

Possible values:
0,0..30,0

Displays the current delivered to the port in milliamperes.

Possible values:
0..600

Displays the maximum power in watts that the device has consumed so far.

You reset the value when you disable PoE on the port or terminate the connection to the connected
device.

Specifies the name of the port.
Specify the name of your choice.
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Possible values:
Alphanumeric ASCII character string with 0..32 characters

Activates/deactivates the Auto-shutdown power function according to the settings.

Possible values:
marked
unmarked (default setting)

Specifies the time at which the device disables the power for the port upon activation of the Auto-
shutdown power function.

Possible values:
00:00..23:59 (default setting: 00:00)

Specifies the time at which the device enables the power for the port upon activation of the Auto-
shutdown power function.

Possible values:
00:00..23:59 (default setting: 00:00)

Restart

This dialog lets you restart the device, reset port counters and address tables, and delete log files.

Restart

Displays the remaining time in days, hours, minutes, seconds until the device restarts.

To update the display of the remaining time, click the c button.

Aborts a delayed restart.



Opens the Restart dialog to initiate an immediate or delayed restart of the device.

If the configuration profile in the volatile memory (RAM) and the "Selected" configuration profile in
the non-volatile memory (nv) differ, then the device displays the Warning dialog.

To permanently save the changes, click the Yes button in the Warning dialog.
To discard the changes, click the No button in the Warning dialog.

In the Restart in field you specify the delay time for the delayed restart.
Possible values:
00:00:00..596:31:23 (default setting: 00:00:00)
Hour:Minute:Second

When the delay time elapsed, the device restarts and goes through the following phases:

If you activate the function in the Diagnostics > System > Selftest dialog, then the device performs
a RAM test.

The device starts the device software that the Stored version field displays in the Basic Seftings >
Software dialog.

The device loads the settings from the "Selected" configuration profile. See the Basic Settings >
Load/Save dialog.

Note: During the restart, the device does not transfer any data. During this time, the device cannot
be accessed by the Graphical User Interface or other management systems.

Buttons

Removes the MAC addresses from the forwarding table that have in the Switching > Filter for MAC
Addresses dialog the value learned in the Status column.

Removes the dynamically set up addresses from the ARP table.

See the Diagnostics > System > ARP dialog.

Resets the counter for the port statistics to 0.

See the Basic Settings > Port dialog, Statistics tab.

Resets the counters for statistics on device management access to 0.

See the Diagnostics > System > System Information dialog, Used Management Ports table.
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Removes the IGMP Snooping entries and resets the counter in the Information frame to 0.

See the Switching > IGMP Snooping > Global dialog.

Removes the logged events from the log file.

See the Diagnostics > Report > System Log dialog.

Removes the log files from the external memory.

See the Diagnostics > Report > Persistent Logging dialog.

Resets the counters in the Information frame to 0.

See the Diagnostics > Email Notification > Global dialog.



2 Time

The menu contains the following dialogs:
Basic Settings
SNTP
PTP

2.1 Basic Settings

The device is equipped with a buffered hardware clock. This clock maintains the correct time if the
power supply fails or you disconnect the device from the power supply. After the device is started,
the current time is available to you, for example for log entries.

The hardware clock bridges a power supply downtime of 3 hours. The prerequisite is that the power
supply of the device has been connected continually for at least 5 minutes beforehand.

In this dialog you specify time-related settings independently of the time synchronization protocol
specified.

The dialog contains the following tabs:
[Global]
[Daylight saving time]

[Global]

In this tab you specify the system time in the device and the time zone.

Configuration

Displays the current date and time with reference to Universal Time Coordinated (UTC).

The device uses the time on the PC as the system time.

Displays the current date and time with reference to the local time: System time = System time (UTC)
+ Local offset [min] + Daylight saving time
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Displays the time source from which the device gets the time information.
The device automatically selects the available time source with the greatest accuracy.

Possible values:

local
System clock of the device.

sntp
The SNTP client is activated and the device is synchronized by an SNTP server.

ptp
PTP is activated and the clock of the device is synchronized with a PTP master clock.

Specifies the difference between the local time and System time (UTC) in minutes: Local offset [min] =
System time — System time (UTC)

Possible values:
-780..840 (default setting: 60)

[Daylight saving time]

74

In this tab you activate the automatic daylight saving time function. You specify the beginning and
the end of summertime using a pre-defined profile, or you specify these settings individually. During
summertime, the device puts the local time forward by 1 hour.

Operation

Enables/disables the Daylight saving time mode.

Possible values:
On
The Daylight saving time mode is enabled.
The device automatically changes between summertime and wintertime.

off (default setting)
The Daylight saving time mode is disabled.

The times at which the device changes between summertime and wintertime are specified in the
Summertime begin and Summertime end frames.

Displays the Profile... dialog. There you select a pre-defined profile for the beginning and the end of
summertime. This profile overwrites the settings in the Summertime begin and Summertime end
frames.



Summertime begin

In the first 3 fields you specify the day for the beginning of summertime, and in the last field the time.

When the time in the System time field reaches the value entered here, the device switches to

summertime.

Specifies the week in the current month.

Possible values:

- (default setting)

first
second
third
fourth
last

Specifies the day of the week.

Possible values:

- (default setting)

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Specifies the month.

Possible values:

- (default setting)

January
February
March
April
May

June
July
August
September
October
November

December
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Specifies the time.

Possible values:
<HH:MM> (default setting: 00:00)

Summertime end
In the first 3 fields you specify the day for the end of summertime, and in the last field the time.

When the time in the System time field reaches the value entered here, the device switches to
wintertime.

Specifies the week in the current month.

Possible values:
- (default setting)
first
second
third
fourth
last

Specifies the day of the week.

Possible values:
- (default setting)
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Specifies the month.

Possible values:
- (default setting)
January
February
March
April



2.2

May

June

July
August
September
October
November

December

Specifies the time.

Possible values:
<HH:MM> (default setting: 00:00)

SNTP

The Simple Network Time Protocol (SNTP) is a procedure described in the RFC 4330 for time
synchronization in the network.

The device lets you synchronize the system time in the device as an SNTP client. As the SNTP
server, the device makes the time information available to other devices.

The menu contains the following dialogs:
SNTP Client
SNTP Server
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2.2.1 SNTP Client

In this dialog you specify the settings with which the device operates as an SNTP client.

As an SNTP client the device obtains the time information from both SNTP servers and NTP servers
and synchronizes the local clock with the time of the time server.

Operation

Enables/disables the SNTP Client function of the device.

Possible values:

On
The SNTP Client function is enabled.
The device operates as an SNTP client.

Off (default setting)
The SNTP Client function is disabled.

State

Displays the status of the SNTP client.

Possible values:

disabled
The SNTP client is disabled.

notSynchronized
The SNTP client is not synchronized with any SNTP or NTP server.

synchronizedToRemoteServer
The SNTP client is synchronized with an SNTP or NTP server.
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Configuration

Specifies if the device actively requests the time information from an SNTP server known and
configured in the network (Unicast mode) or passively waits for the time information from a random
SNTP server (Broadcast mode).

Possible values:

unicast (default setting)
The device takes the time information only from the configured SNTP server. The device sends
Unicast requests to the SNTP server and evaluates its responses.

broadcast
The device obtains the time information from one or more SNTP or NTP servers. The device
evaluates the Broadcasts or Multicasts only from these servers.

Specifies the interval in seconds at which the device requests time information from the SNTP
server.

Possible values:
5..3600 (default setting: 30)

Specifies the time in seconds a client in broadcast client mode waits before changing the value in
the field from syncToRemoteServer to notSynchronized when the client receives no broadcast
packets.

Possible values:
128..2048 (default setting: 320)

Specifies the interface on which the device sends SNTP requests to an external SNTP server and
receives replies from the SNTP server.

Possible interfaces are:
Physical port
Loopback interface
VLAN interface

Possible values:

none (default setting)
The device receives and sends SNTP packets on every interface.

<Port/interface number>
The device receives and sends SNTP packets on the selected interface exclusively.
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Activates/deactivates the disabling of the SNTP client after the device has successfully
synchronized the time.

Possible values:

marked
The disabling of the SNTP client is active.
The device deactivates the SNTP client after successful time synchronization.

unmarked (default setting)
The disabling of the SNTP client is inactive.
The SNTP client remains active after successful time synchronization.

Table
In the table you specify the settings for up to 4 SNTP servers.

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the index number to which the table entry relates.

Possible values:
1..4

The device automatically assigns this number.

When you delete a table entry, this leaves a gap in the numbering. When you create a new table
entry, the device fills the first gap.

After starting, the device sends requests to the SNTP server configured in the first table entry. When
the server does not reply, the device sends its requests to the SNTP server configured in the next
table entry.

If none of the configured SNTP servers responds in the meantime, then the SNTP client interrupts
its synchronization. The device cyclically sends requests to each SNTP server until a server delivers
a valid time. The device synchronizes itself with this SNTP server, even if the other servers can be
reached again later.



Specifies the name of the SNTP server.

Possible values:
Alphanumeric ASCII character string with 1..32 characters

Specifies the IP address of the SNTP server.

Possible values:
Valid IPv4 address (default setting: 0.0.0.0)
Hostname

Specifies the UDP Port on which the SNTP server expects the time information.

Possible values:

1..65535 (default setting: 123)
Exception: Port 2222 is reserved for internal functions.

Displays the connection status between the SNTP client and the SNTP server.

Possible values:

success
The device has successfully synchronized the time with the SNTP server.

badDateEncoded

The time information received contains protocol errors - synchronization failed.

other
The value 0.0.0.0 is entered for the IP address of the SNTP server - synchronization failed.
or
The SNTP client is using a different SNTP server.

requestTimedOut
The device has not received a reply from the SNTP server - synchronization failed.

serverKissOfDeath

The SNTP server is overloaded. The device is requested to synchronize itself with another SNTP
server. When no other SNTP server is available, the device checks at intervals longer than the
setting in the Request interval [s] field, if the server is still overloaded.

serverUnsychronized

The SNTP server is not synchronized with either a local or an external reference time source -
synchronization failed.

versionNotSupported

The SNTP versions on the client and the server are incompatible with each other -
synchronization failed.
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Activates/deactivates the connection to the SNTP server.

Possible values:

marked
The connection to the SNTP server is activated.
The SNTP client has access to the SNTP server.

unmarked (default setting)
The connection to the SNTP server is deactivated.
The SNTP client has no access to the SNTP server.



2.2.2

SNTP Server

In this dialog you specify the settings with which the device operates as an SNTP server.

The SNTP server provides the Universal Time Coordinated (UTC) without considering local time
differences.

If the setting is appropriate, then the SNTP server operates in the broadcast mode. In broadcast
mode, the SNTP server automatically sends broadcast messages or multicast messages according
to the broadcast send interval.

Operation

Enables/disables the SNTP Server function of the device.

Possible values:

On
The SNTP Server function is enabled.
The device operates as an SNTP server.

off (default setting)
The SNTP Server function is disabled.

Note the setting in the Disable server at local time source checkbox in the Configuration frame.

State

Displays the state of the SNTP server.

Possible values:

disabled
The SNTP server is disabled.

notSynchronized
The SNTP server is not synchronized with either a local or an external reference time source.

syncToLocal
The SNTP server is synchronized with the hardware clock of the device.

syncToRefclock
The SNTP server is synchronized with an external reference time source, for example PTP.

syncToRemoteServer
The SNTP server is synchronized with an SNTP server that is higher than the device in a
cascade.

83



84

Configuration

Specifies the number of the UDP port on which the SNTP server of the device receives requests
from other clients.

Possible values:

1..65535 (default setting: 123)
Exception: Port 2222 is reserved for internal functions.

Activates/deactivates the Broadcast mode.

marked
The SNTP server replies to requests from SNTP clients in Unicast mode and also sends SNTP
packets in Broadcast mode as Broadcasts or Multicasts.

unmarked (default setting)
The SNTP server replies to requests from SNTP clients in the Unicast mode.

Specifies the IP address to which the SNTP server of the device sends the SNTP packets in
Broadcast mode.

Possible values:
Valid IPv4 address (default setting: 0.0.0.0)

Broadcast and Multicast addresses are permitted.

Specifies the number of the UDP port on which the SNTP server sends the SNTP packets in
Broadcast mode.

Possible values:

1..65535 (default setting: 123)
Exception: Port 2222 is reserved for internal functions.

Specifies the ID of the VLAN in which the SNTP server of the device sends the SNTP packets in
Broadcast mode.

Possible values:

0
The SNTP server sends the SNTP packets in the same VLAN in which the access to the device
management is possible. See the Basic Settings > Network > Global dialog.

1..4042 (default setting: 1)



2.3

Specifies the time interval at which the SNTP server of the device sends SNTP broadcast packets.

Possible values:
64..1024 (default setting: 128)

Activates/deactivates the disabling of the SNTP server when the device is synchronized to the local
clock.

Possible values:

marked

The disabling of the SNTP server is active.

If the device is synchronized to the local clock, then the device disables the SNTP server. The
SNTP server continues to reply to requests from SNTP clients. In the SNTP packet, the SNTP
server informs the clients that it is synchronized locally.

unmarked (default setting)
The disabling of the SNTP server is inactive.
If the device is synchronized to the local clock, then the SNTP server remains active.

Specifies the interface on which the device receives SNTP requests from external SNTP clients and
sends SNTP replies to the SNTP clients.

Possible interfaces are:
Physical port
Loopback interface
VLAN interface

Possible values:

none (default setting)
The device receives and sends SNTP packets on every interface.

<Port/interface number>
The device receives and sends SNTP packets on the selected interface exclusively.

PTP

The menu contains the following dialogs:
PTP Global
PTP Boundary Clock
PTP Transparent Clock
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PTP Global

In this dialog you specify basic settings for the PTP protocol.

The Precision Time Protocol (PTP) is a procedure described in the IEEE 1588-2008 standard that
supplies the devices in the network with a precise time. The method synchronizes the clocks in the
network with a precision of a few 100 ns. The protocol uses Multicast communication, so the load
on the network due to the PTP synchronization messages is negligible.

PTP is significantly more accurate than SNTP. If the SNTP function and the PTP function are
enabled in the device at the same time, then the PTP function has priority.

With the Best Master Clock Algorithm, the devices in the network determine which device has the
most accurate time. The devices use the device with the most accurate time as the reference time
source (Grandmaster). Subsequently the participating devices synchronize themselves with this
reference time source.

If you want to transport PTP time accurately through your network, then use only devices with PTP
hardware support on the transport paths.

The protocol differentiates between the following clocks:

Boundary Clock (BC)

This clock has any number of PTP ports and operates as both PTP master and PTP slave. In its

respective network segment, the clock operates as an Ordinary Clock.
As PTP slave, the clock synchronizes itself with a PTP master that is higher than the device
in the cascade.
As PTP master, the clock forwards the time information via the network to PTP slaves that are
higher than the device in the cascade.

Transparent Clock (TC)

This clock has any number of PTP ports. In contrast to the Boundary Clock, this clock corrects

the time information before forwarding it, without synchronizing itself.

Operation IEEE1588/PTP

Enables/disables the PTP function.

Possible values:
On
The PTP function is enabled.
The device synchronizes its clock with PTP.
If the SNTP function and the PTP function are enabled in the device at the same time, then the
PTP function has priority.
orf (default setting)

The PTP function is disabled.
The device transmits the PTP synchronization messages without any correction on every port.



Configuration IEEE1588/PTP

Specifies the PTP version and mode of the local clock.

Possible values:
v2-transparent-clock (default setting)

vZ2-boundary-clock

Specifies the lower threshold value in nanoseconds for the path difference between the local clock
and the reference time source (Grandmaster). If the path difference falls below this value once, then
the local clock is classed as synchronized.

Possible values:
1..999999999 (default setting: 30)

Specifies the upper threshold value in nanoseconds for the path difference between the local clock
and the reference time source (Grandmaster). If the path difference exceeds this value once, then
the local clock is classed as unsynchronized.

Possible values:
31..1000000000 (default setting: 5000)

Activates/deactivates the PTP management defined in the PTP standard.

Possible values:

marked
PTP management is activated.

unmarked (default setting)
PTP management is deactivated.

Status

Displays if the local clock is synchronized with the reference time source (Grandmaster).

If the path difference between the local clock and the reference time source (Grandmaster) falls
below the synchronization lower threshold one time, then the local clock is synchronized. This
status is kept until the path difference exceeds the synchronization upper threshold one time.

You specify the synchronization thresholds in the Configuration IEEE1588/PTP frame.
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Displays the maximum path difference in nanoseconds that has occurred since the local clock was
synchronized with the reference time source (Grandmaster).

Displays the date and time for the PTP time scale when the local clock is synchronized with the
reference time source (Grandmaster). Format: Month Day, Year hh:mm:ss AM/PM

PTP Boundary Clock

With this menu you can configure the Boundary Clock mode for the local clock.

The menu contains the following dialogs:
PTP Boundary Clock Global
PTP Boundary Clock Port



2.3.2.1

PTP Boundary Clock Global

In this dialog you enter general, cross-port settings for the Boundary Clock mode for the local clock.
The Boundary Clock (BC) operates according to PTP version 2 (IEEE 1588-2008).

The settings are effective when the local clock operates as the Boundary Clock (BC). For this, you
select in the Time > PTP > Global dialog in the PTP mode field the value v2-boundary-clock.

Operation IEEE1588/PTPv2 BC

Specifies priority 1 for the device.

Possible values:
0..255 (default setting: 128)

The Best Master Clock Algorithm first evaluates priority 1 among the participating devices in order
to determine the reference time source (Grandmaster).

The lower you set this value, the more probable it is that the device becomes the reference time
source (Grandmaster). See the Grandmaster frame.

Specifies priority 2 for the device.

Possible values:
0..255 (default setting: 128)

When the previously evaluated criteria are the same for multiple devices, the Best Master Clock
Algorithm evaluates priority 2 of the participating devices.

The lower you set this value, the more probable it is that the device becomes the reference time
source (Grandmaster). See the Grandmaster frame.

Assigns the device to a PTP domain.

Possible values:
0..255 (default setting: 0)

The device transmits time information from and to devices only in the same domain.

Status IEEE1588/PTPv2 BC

Displays that the clock is operating in Two-Step mode.
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Displays the number of communication paths passed through between the local clock of the device
and the reference time source (Grandmaster).

For a PTP slave, the value 1 means that the clock is connected with the reference time source
(Grandmaster) directly through 1 communication path.

Displays the measured difference (offset) between the local clock and the reference time source
(Grandmaster) in nanoseconds. The PTP slave calculates the difference from the time information
received.

In Two-Step mode the time information consists of 2 PTP synchronization messages each, which
the PTP master sends cyclically:

The first synchronization message (sync message) contains an estimated value for the exact
sending time of the message.

The second synchronization message (follow-up message) contains the exact sending time of
the first message.

The PTP slave uses the two PTP synchronization messages to calculate the difference (offset) from
the master and corrects its clock by this difference. Here the PTP slave also considers the Delay to
master [ns] value.

Displays the delay when transmitting the PTP synchronization messages from the PTP master to
the PTP slave in nanoseconds.

The PTP slave sends a “Delay Request” packet to the PTP master and thus determines the exact
sending time of the packet. When it receives the packet, the PTP master generates a time stamp
and sends this in a “Delay Response” packet back to the PTP slave. The PTP slave uses the two
packets to calculate the delay, and considers this starting from the next offset measurement.

The prerequisite is that the delay mechanism value of the slave ports is specified as eZe.

Grandmaster

This frame displays the criteria that the Best Master Clock Algorithm uses when evaluating the
reference time source (Grandmaster).

The algorithm first evaluates priority 1 of the participating devices. The device with the lowest value
for priority 1is designated as the reference time source (Grandmaster). When the value is the same
for multiple devices, the algorithm takes the next criterion, and when this is also the same, the
algorithm takes the next criterion after this one. When every value is the same for multiple devices,
the lowest value in the Clock identity field decides which device is designated as the reference time
source (Grandmaster).

The device lets you influence which device in the network is designated as the reference time

source (Grandmaster). To do this, modify the value in the Priority 1 field or the Priority 2 field in the
Operation IEEE1588/PTPv2 BC frame.

Displays priority 1 for the device that is currently the reference time source (Grandmaster).



Displays the class of the reference time source (Grandmaster). Parameter for the Best Master
Clock Algorithm.

Displays the estimated accuracy of the reference time source (Grandmaster). Parameter for the
Best Master Clock Algorithm.

Displays the variance of the reference time source (Grandmaster), also known as the Offset scaled
log variance. Parameter for the Best Master Clock Algorithm.

Displays priority 2 for the device that is currently the reference time source (Grandmaster).

Local time properties

Specifies the time source from which the local clock gets its time information.

Possible values:
atomicClock
gps
terrestrialRadio
ptp
ntp
handSet
other
internalOscillator (default setting)

Specifies the difference between the PTP time scale and the UTC.
See the PTP timescale checkbox.

Possible values:
-32768..32767

Note: The default setting is the value valid on the creation date of the device software. For further

information, see the "Bulletin C" of the Earth Rotation and Reference Systems Service (IERS):
http://www.iers.org/IERS/EN/Publications/Bulletins/bulletins.html
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Specifies if the value specified in the UTC offset [s] field is correct.

Possible values:
marked
unmarked (default setting)

Displays if the device gets the time from a primary UTC reference, for example from an NTP server.

Possible values:
marked

unmarked

Displays if the device gets the frequency from a primary UTC reference, for example from an NTP
server.

Possible values:
marked

unmarked

Displays if the device uses the PTP time scale.

Possible values:
marked

unmarked
According to IEEE 1588, the PTP time scale is the TAIl atomic time started on 01.01.1970.
In contrast to UTC, TAI does not use leap seconds.

As of July 1, 2020, the TAI time is 37 s ahead of the UTC time.

Identities
The device displays the identities as byte sequences in hexadecimal notation.
The identification numbers (UUID) are made up as follows:
The device identification number consists of the MAC address of the device, with the values £ £

and fe added between byte 3 and byte 4.
The port UUID consists of the device identification number followed by a 16-bit port ID.

Displays the device’s own identification number (UUID).



Displays the port identification number (UUID) of the directly superior master device.

Displays the identification number (UUID) of the reference time source (Grandmaster) device.
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PTP Boundary Clock Port

In this dialog you specify the Boundary Clock (BC) settings on each individual port.

The settings are effective when the local clock operates as the Boundary Clock (BC). For this, you
select in the Time > PTP > Global dialog in the PTP mode field the value v2-boundary-clock.

Table

For information on how to customize the appearance of the table, see “Working with tables” on
page 18.

Displays the port number.

Activates/deactivates PTP synchronization message transmission on the port.

Possible values:

marked (default setting)
The transmission is activated. The port forwards and receives PTP synchronization messages.

unmarked
The transmission is deactivated. The port blocks PTP synchronization messages.

Displays the current status of the port.

Possible values:
initializing
Initialization phase

faulty
Faulty mode: error in the PTP protocol.

disabled

PTP is disabled on the port.

listening

Device port is waiting for PTP synchronization messages.

pre-master
PTP pre-master mode

master
PTP master mode

passive
PTP passive mode

uncalibrated
PTP uncalibrated mode

slave
PTP slave mode



Specifies the interval in seconds at which the port transmits PTP synchronization messages.

Possible values:
0.25
0.5
1 (default setting)
2

Specifies the mechanism with which the device measures the delay for transmitting the PTP
synchronization messages.

Possible values:

disabled
The measurement of the delay for the PTP synchronization messages for the connected PTP
devices is inactive.

e2e (default setting)

End-to-End: As the PTP slave, the port measures the delay for the PTP synchronization
messages to the PTP master.

The device displays the measured value in the Time > PTP > Boundary Clock > Global dialog.

pZp

Peer-to-Peer: The device measures the delay for the PTP synchronization messages for the
connected PTP devices, provided that these devices support P2P.

This mechanism saves the device from having to determine the delay again in the case of a
reconfiguration.

Displays the measured Peer-to-Peer delay for the PTP synchronization messages.

The prerequisite is that you select the value p2p in the Delay mechanism column.

Specifies the interval in seconds at which the port measures the Peer-to-Peer delay.

The prerequisite is that you have specified the value p2p on this port and on the port of the remote
device.

Possible values:
1 (default setting)
2
4
8
16
32
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Specifies which protocol the port uses to transmit the PTP synchronization messages.

Possible values:
IEEE 802.3 (default setting)
UDP/IPv4

Specifies the interval in seconds at which the port transmits messages for the PTP topology
discovery.

Assign the same value to every device of a PTP domain.

Possible values:
1
2 (default setting)
4
8
16

Specifies the number of announce intervals.
Example:

For the default setting (Announce interval [s] = 2 and Announce timeout = 3), the timeoutis 3 x 2 s
=6s.

Possible values:

2..10 (default setting: 3)
Assign the same value to every device of a PTP domain.

Displays the interval in seconds at which the port measures the End-to-End delay:
When the port is operating as the PTP master, the device assigns to the port the value 8.

When the port is operating as the PTP slave, the value is specified by the PTP master connected

to the port.

Specifies if the port adjusts the length of the PTP synchronization messages when you have set in

the Network protocol column the value udpIpv4.

It is possible that other devices in the network expect the PTP synchronization messages to be the

same length as PTPv1 messages.

Possible values:
auto (default setting)

The device automatically detects if other devices in the network expect the PTP synchronization

messages to be the same length as PTPv1 messages. If this is the case, then the device
extends the length of the PTP synchronization messages before transmitting them.
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on
The device extends the length of the PTP synchronization messages before transmitting them.

off
The device transmits PTP synchronization messages without changing the length.

Corrects the measured delay value corrupted by asymmetrical transmission paths.

Possible values:
-2000000000..2000000000 (default setting: O)

The value represents the delay symmetry in nanoseconds.
A measured delay value of y ns corresponds to an asymmetry of y x 2 ns.

The value is positive if the delay from the PTP master to the PTP slave is longer than in the opposite
direction.

Specifies the VLAN ID with which the device marks the PTP synchronization messages on this port.

Possible values:

none (default setting)
The device transmits PTP synchronization messages without a VLAN tag.

0..4042
You specify VLANs that you have already set up in the device from the list.

Verify that the port is a member of the VLAN.

See the Switching > VLAN > Configuration dialog.

Specifies the priority with which the device transmits the PTP synchronization messages marked
with a VLAN ID (Layer 2, IEEE 802.1D).

Possible values:
0..7 (default setting: 6)

If you specified in the VLAN column the value none, then the device ignores the VLAN priority.

PTP Transparent Clock

With this menu you can configure the Transparent Clock mode for the local clock.
The menu contains the following dialogs:

PTP Transparent Clock Global
PTP Transparent Clock Port
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2.3.3.1 PTP Transparent Clock Global

In this dialog you enter general, cross-port settings for the Transparent Clock mode for the local
clock. The Transparent Clock (TC) operates according to PTP version 2 (IEEE 1588-2008).

The settings are effective when the local clock operates as the Transparent Clock (TC). For this,
you select in the Time > PTP > Global dialog in the PTP mode field the value v2-transparent-clock.

Operation IEEE1588/PTPv2 TC

Specifies the mechanism with which the device measures the delay for transmitting the PTP
synchronization messages.

Possible values:

e2e (default setting)
As the PTP slave, the port measures the delay for the PTP synchronization messages to the PTP
master.
The device displays the measured value in the Time > PTP > Transparent Clock > Global 